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i OE A FTT AR LR, 52 Shor TF Ak AL TARMMKACH &, LT T K S A= 3 Hoad 4c
A6 2R FE AR S B MR R, AT B ETHE, FRALTEETERSFHHL, LV AT
HEETESFZERLALEL. HE. TRFF BOHEAINA RO TY REmRAEETELNG ZAEKR
B BA, A TFHRNETTFELAFTERSEASEIR, LLEZ KRB B IREAHRERKLEMN. 2rBRT LA
FENTHR ARM. ARAFRELEM, ZHB 4T HSR AT EAGELK. FHH. X Galois B f=tf
PEARHOHE B 09 E I HUR, &0t B B FHF X 4 5 £ Dilithium-Prime, 54 h3E5F 2 30E. R, EHEke—/4
B bR &R TR AR Rk B T (NTT) Fk A7 58089 2 AXR L, FRENMFOR Le)F 5 LM £,
Ak, A EMHOR B4 NTT FokAf b 2 AXFE, FNERNER LSRN Z AKX E RE, hF R Rk
BT F AT B R X ERF ok, BT EN CETEN, 5 s ERAT . ZRLEREYN, AR —%2F 4K
T, 54 B3R L ey F 4 % % % CRYSTALS-Dilithium # 7% 54048 tt, Dilithium-Prime 7 49 2AR . A4 R,
B4R R EIK1.8%. 10.2%. 1.8%, 5% HEERE 11.9%, BALRFE X, BIEHLEPTE 0 A 55 4
CRYSTALS-Dilithium 7 %49 2.0 45%= 2.5 4%, {2 1 F] T CRYSTALS-Dilithium, Dilithium-Prime 7 % -4 &34t
o B R4 B AL BGE A RARME M 5 2023 SR E G BT EA AL ER TR EQETEN MRS 7 % NCC-Sign
EHFAHAR L, EADR 0% A F BA% 58 44 T, Dilithium-Prime 7 £ F4AL KA E. 5% Fk. Birf ki
BARRIZE 4245, 35345, 7245, IR &3 Ao b bg TN SORE L Bk,

KA. BT FA; M5Bm0, ENHIR HFEL &, Pk b T ) 5 AKXk

FEES S TP309
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Abstract: With the rapid development of quantum computing, especially the optimization and progress of the Shor quantum algorithm and

its variants, the current classical public-key cryptography based on factoring large integers and discrete logarithm problems is facing
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serious security threats. To cope with quantum attacks, post-quantum cryptography has been proposed, among which lattice-based
cryptography is commonly viewed as the most promising one due to its outstanding performance in security, bandwidth, and efficiency.
Most of the existing lattice-based post-quantum cryptographic schemes use cyclotomic rings, especially power-of-two cyclotomic rings, as
their underlying algebraic structures. However, targeted attacks against cyclotomic rings have been proposed, exploiting subfields, small
Galois groups, and ring homomorphisms in these rings. This study uses the large-Galois-group prime-degree prime-ideal field as the new
underlying algebraic structure, which has characteristics of high security, prime order, large Galois group, and inert modulus.First, this
study proposes a post-quantum digital signature scheme based on the large-Galois-group prime-degree prime-ideal field, which is named
Dilithium-Prime, and the recommended parameter sets are provided. Next, considering that the traditional number theory transform (NTT)
algorithm cannot be used to multiply polynomials efficiently in the large-Galois-group prime-degree prime-ideal field, this study designs
efficient polynomial multiplication strategies for Dilithium-Prime, including NTT for the large-Galois-group prime-degree prime-ideal field
and small polynomial multiplication. Finally, this study provides a portable C language implementation of Dilithium-Prime, along with the
implementation details and constant-time implementation skills, and compares Dilithium-Prime with other lattice-based digital signature
schemes. The experimental results show that the public key size, secret key size, and signature size of Dilithium-Prime are reduced by
1.8%, 10.2%, and 1.8%, respectively, compared to CRYSTALS-Dilithium. The efficiency of the signature algorithm is improved by 11.9%,
and the key generation algorithm and the verification algorithm are 2.0x and 2.5x slower than those of CRYSTALS-Dilithium,
respectively. However, Dilithium-Prime can withstand the cryptographic attack against cyclotomic rings, which is exactly what CRYSTALS
Dilithium lacks. Compared to NCC-Sign, Dilithium-Prime’s key generation algorithm, signature algorithm, and verification algorithm are
4.2x,35.3%, and 7.2x faster, respectively, than those of NCC-Sign under the same security level and bandwidth.

Key words: post-quantum cryptography; lattice-based cryptography; large-Galois-group prime-degree prime-ideal field; digital signature

scheme; number theory transform; small polynomial multiplication
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1 5]

B 2 7% ) 22 4 I FE Al 5 O B S #8722 A0 g DA b I o SR TR A A e A R, RG22 MR AR T
T e R ) R . BB T ORI R, 1 22 468 Ml B T v AR 1 R e 1) R 0 4 1 S AU
541 Shor 7 H% U R H AR IR PIRE 5 18 22 30T 18] A A D KB 5 A ) AR 5 O S50 ) A, 3 I A B K
I8 53 B B el A ) A4 3 Py R ¥ A ) .

IR K R A G RIS 8 2 3 7 U YRR, R B ROT AR T S B T S (post-
quantum cryptography, PQC) A 7, 71 T H @ Re i Hl & 7 Bl i 2 8 50325, 2016 4736 [ B AR AR AR 70 BT
(National Institute of Standards and Technology, NIST) 27 1 JG & T 4E W1 H B, 2019 4£, b [H %55 5 £t i
) [ N [ 2 5470 1 B RS Sk a2 Y. IR e | (AR Y S A % 7 % (public key encryption, PKE).
EHE TR (key encapsulation mechanism, KEM). %4 77 % (digital signature) iX 3 N300 58, NiER 2
M7 RAFERE T, ETRG., T 2TE, ETHA. BT AESEARLE.

BT MG =Y 7 AT SIS LWE 5% b R ) B 7, S s B P T4 DA S o 22 1 il 3
— B BLI 2 A Y, I B AT B T B AT I T R M, o NIST J5 & 1 3 0 dr i 42 100 H 14 77
TEA . AR NIST 28 3 AR h Bk i) 7 NGB TR Zh, B S AN ETHREE T %R, 8% 3 1 PKE/KKEM
TR 2 AN A4 TS, 15 1 RUREILT) 4 AN e B FEGE LS, G 3 MEFRMEL T L.

EAI BT 5 T3 77 RR 2 AT 4F PR, JUH R 2 YO 7 BIFE MR 2 A0S 1. 4, NIST 26 3
# 1) PKE/KEM 75 % CRYSTALS-Kyber”. Saber'”, ¥4 77 % CRYSTALS-Dilithium!"', Falcon' ¥ il T
2URFABERZ, /(o + 1), Forbn =25 I8 55 [RIFE 0 VR 48 ARIE 208 48 4% (number theory transform, NTT) #E4T
RIS B, RRE A 2 e AU RS 7 2. AR — 7 T, BT AT R R A AR B L BRI FREESSE
ARBEGERGHEAT R 5 B oW 117, (A5 3 1 R 3 1 25 ) 7 5 32 BIM T — F R 0RO B4 2 4 .

Bernstein 25 A 'S HA N, FE 2R 5 Z MR AR b, R I G AN 6 BE AR A ), DAL A T T R TR
FB R H Al A RN B R 88 BUn 8 F 4y BRI 5 & 73508 5%, (X T in 5, RNAZEA L
.

© TEBREEEEIEDT  htp/ www. jos. org. cn



778 HAFFIR 2025 FF 36 K% 2 B

Bernstein 5 A\FESCHR [18,19] H R WCK 23R 7 = (0 2 ARS8 1 N 8 2 e B i) 20 B R e A B B a2 4
PE. RHEY. K Galois B MEAEC R i 2 T3 2, [x] /(" —x— 1) B AEZ T Z, [x] /(" —x— 1), n Fl
g AFEH, n R ZTR x"—x—1 X R Galois # 2% KB FEM T ECAn WEBRBES, ; g R —x—1 72
Z,[x] BT 2 150, B 2 — x— 1 AR — N R B, MR 3R Z, [x] /(" — x— 1) BB — AN 35 BT 38
AR, B2 R K. RO A B 8 — B Galois BERKHIHE &5, RERS T UKo (3R L% LR 7
Bt B RSB T

PRI, EMER ) — A B AU VR B NTT Sk T R 2 sk, S EEm M E08 &y
FMEREIZE. SCHR [20] 45 H T — Pl NTT I8 BB B RN 0N 2, [x] /(0 — x— 1) B RHI NTT K43 BT
Tk, AE 1T R M B 0 B 1Yy AT LT Rk 2w gk, B Rl 3 A E MU KEM 5 & NTRU-
Prime!"* Uik B 5 4% G 43 R 3509 J7 S AR 24 B HERE, FEAE OpenSSH 25 [ b v 75 21 2 fr i B e HAth 2555
JRAE, GnA] 2T B BOR BT 2 A m RS B T RAES AT — DT AL

NS DAY v a7 R (B S a N U G AT T R DG 71 20 s B2 e 9 0 s e 1 N 7 i e 1 B
2 B 0 v A5 2 TR T v VR G 5Bt (] SR I BVE, A6 73 3 I B0 44 5 SR TE ORI 22 4 A 1) T o S g0 v A k.

ASCHIEETTERVEFRELLT 4 N4

(1) #F Fiat-Shamir with Aborts K1 CRYSTALS-Dilithium 77 %% K ek S mg, $2 1t 7 5T ZMBuf ey
B54475 %, i8N Dilithium-Prime. 43245 1! T Dilithium-Prime 75 R H 3 HHEXE S H4E, H424L T Dilithium-Prime 75
FIEFME T 2 A R L R B 22 AR FE B T Btk 2 A, A ST BAAR B T 4% 45 90 0 A RO AR BIORS s Fl 22 4
e i, MR T H=I B T G A B R B S 2 4 A

(2) % Dilithium-Prime 77 10 3 0S5, Wil 185 R 22 ok 77 8, AHGET X /N R 02 T/
Z AL Z, [x] /(0" — x— 1) BB RN EOE NTT Fik. A0 T 2 Wa0afeik 77 2 0 ik v s A L B
TR, IR T /N2 RA TR M R EUE NTT 254 L T School Book Fei%: HI R T 45 5.

(3) Wt T AR 43 R SR ATASE 240 Yo BV 1) 1 586 43 S 0T [R] SE B4R, B AV TR A 3 SR PR R AN Al vt
BRI SRR, W OR T VAR B RO () N AT, I BLAE PR B A 1 v O AR RO AETE W 43 52, B TR R T A2 (B AT
SV f 3o it R R LA R, AR i B S 5 0 T i

(4) 45 H T Dilithium-Prime J7 55 W % &SR —H S C 1B F 5L, I BAMBEMNZESH T, dH T
Dilithium-Prime J7 5 5 [RIZEEEMIPEREXT EL. SRER 45 R M, 2Rl — 22 259 R, 5 CRYSTALS-Dilithium 75 EHE#F
ZHH L, Dilithium-Prime 7RI AR BRERT B2 T 00K 1.8%. 10.2% 1.8%, 24 FIEMRIR
= 11.9%, AL RE D KL S LT R I (8 405y CRYSTALS-Dilithium J7 410 2.0 541 2.5 %, EAF T
CRYSTALS-Dilithium, Dilithium-Prime J5 5 EAGHBUE X 43 [EER B 2508 ook AR . 5 2023 b JG & 725
T4 d 3 FErh 3 B T R0 1025 42 75 % NCC-Sign HEZESHUMH L, 78 [ — 22 425 0 H 60 B 8 5 1E T,
Dilithium-Prime J5 R FAAEREE . BL2EE. BIFEVENEE D IHRFIZE 4.2 5. 353 £, 7.2 f%.

2 BxXIIE

BT HIB T4 R FIAT 20 Tha oK, Ajtai™ 25 H T % o R i 1) 00 M B U175 00 31— R 1 L O %), B8
SE T TR A )7 A ELA. BEJ5 Goldreich 28 A A Hoffstein 25 A P56 5 42 1 T R IR 2544 77 % GGH Al
NTRUSign, #&1fi Nguyen 2 A P95 i L B 75 248 AO#S LB T o0 502 S 80 2 (8 M EE , IF48 1 T 58 S 20k
GGH %4 77 R T,

N T ST IR AR SR T RATAE BRI, Gentry 25 A POISEF JR G R B bR B0 4% EFA 1T T A, $#2H 7 Hash-and-
Sign A BN B GPV $F2E 4 T &, 1% 77 ZAEMHLINS YL (random oracle model, ROM) F B4 AIHFH]
122 4. Lyubashevsky® 3% F Fiat-Shamir 782051 NIEZ4EKAEH A, #9387 —FJEFE 17 (“Fiat-Shamir with Aborts”
AT R, Hoks ae A ) B B PR A5 L AR R S i L. B S, Giineysu 26 A PSURT Bai %5 N P14 JE 45 H T 1% Fiat-
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Shamir with Aborts %544 /7 22 AN 75 22 i R A I R 4R AR

Hash-and-Sign 5 Fiat-Shamir with Aborts /& 24 I A% 2585 77 0 P 2 ZH R BE 2R, 75 NIST fARAELL A
W 5554275 %2, Falcon %5 A\ U"f#) 77 %2 & 5 T Hash-and-Sign 730/, CRYSTALS-Dilithium 752 " % T Fiat-
Shamir with Aborts 3. CRYSTALS-Dilithium J5 R M IEIET 2 RS I Z, [x] /(2 + 1), 1 Giineysu % A #¥
A Bai 25 NP TARREERE b, #2040 7 AR, Hoe e MEHT MSIS Al VR MLWE il #. NIST 5 28 it
LB A R, CRYSTALS-Dilithium it 5 4 4 ML-DSA, M1 24 Fi SO AT S 2% SRk PR FF— S0 FE A SR
CRYSTALS-Dilithium X —4FK. 2023 FFihE PQC HiE I | AL M TR, Shim FALHTHE 1 METHR
W B (%5 4 7 % NCC-Sign®™, {3 F§ RLWE 1 RSIS {F 475 & (1052 BB, SR 1% 07 252 B R B e vk s
FI NTT Fkix — Rt IR, 7 RBCRW 2. 5L b, BT E UG BT84 77 ZET 5 RIHWIE, 771
—E M AR, T ZM B A48 4 77 R IMAFLEAS ] ZA ) 2R S

3 FiEENR

AT F B PIEAR SO I T AR, BRERF S AT S, B SRS A R AR . AN TE AT A2
ARAE, FAES 1 RAEHII BEAT 4.
3.1 FSHMEX

10 Z NEEHUE, ROVSEHUE, W T x e R[] AR x 1] EHUCEE M, (72 |x] A3 x o) FHUEME. o fl g N IERE
B, AEARSLH =251, = 7681537 . 75 Z, € XNZ, =2/9Z=(0,1,...,q— 1},Z; RE Z, Pl Rm M f.

WLRHR, FHAZTAAR=Z[x] /(" —x—-1) FIR, =Z,[x]/ (x —x—1), EATFMICER n EZ T H R
AAEZ B Z, . BRE 5.4.2 TR A UL R4 Ah, AU NS FREER R IR, TN R, NE Bk T B
TN RER, T TCERM RIS A &, K5 BT EERR R BUR, 11703 B R FE. % 51 o) i v FIAERE A
ST X VT RTAT R EAT R E. 5 542 i, EIRTFRMRR Z 5z, FIIT R AR

53CHR [11] 55 R 5 T 1B () # o, € X = rmod* a R r 4R /N e AR, BEI V5 7E
XIH] (—a/2, /2] W (@ AZFEISVELE X [—(a - 1)/2,(@-1)/2] R); ¥ = rmod* o T r REHE AR/ NS 2R 4, Bl
I ALK A [0, ) 5 AN TR 2™ 4% X 73 LL_E R LI "8 7 = rmod a

3 we Z,, X Il = v mod g M w MIFESTTRL 6., X F R, EMZTR w= Y wot, BT I €.
A 254 6, 58 LA

Wl = max|lwill,
l

ol = Il + . +hw, I
Fl, A F 2RI w = (... ) € RE, ISR 0 B 2553 £, 5E SUM:

Wl = max|lwill,
1

wll, = \lwills + - +liwill3 -

& LR PFTH I Iwll, <n IITCER wHBMEE N S, , € XEE S, = (wmod* 2: we R}
3.2 ERRIE

—ANEFEL T R A 3 A2 T (8] N 5% (KeyGen, Sign, Verify) .

(1) A RIAVE KeyGen : SN ZEZH 1, Tl ATLVHART (pk, sk) .

(2) B4 Sign : AR sk B LIHEB Me{0,1), &4 o.

(3) BAESVE Verify : INAH pk, B4R M € (0,1) 14 o, MIGUE IR 1, B0UE KW H 0.

74T &R U = (KeyGen, Sign, Verify) W IERME$R, X TAEE R % K22 S50 A REXT (pk, sk) «
KeyGen (1Y) , i /2
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Pr [ Verify (pk, M, Sign (sk,M)) = 1] = 1.
3.3 EXMEMRK

ASCHIE )7 S E B EET 3 AN LRI ) 8 MLWE 7], MSIS 7] @R SelfTargetMSIS [r] &, ‘B4 B Ak
JE X W,

FEX 1. MLWE 8™ 455 IERAL L, k FIR, LIHERAM T D 2 R, — [0, 1], 7E R ERENUREERERE A, JF HAR
HEREER I AT D Kb s, « D Mlsy « DF . FENVE MLWE [l 45 )52 X 7> BEHLR A K] (A, £ — DY) A LWE R
(A,As, +s5,) , FIEPE MLWE [a] 8 (1 [ P4 48 0 T-4F SR 2 22 D2 ) 9 8T A, ff e MLWE i) 33 ) 34
Adv)})F (A) R R RS, o,

A %sz; A (—R:X’;
Adv,]:’_[,'LXE(&Z() =|Pr| b=1: t — DK —-Pr| b=1: 5, — D s, — D
b— AA, L) b — AAAs, +5,)

REX 2. MSIS BB 4558 A RO, Hermite SrifEJE UM MSTS il B $k BIVE UL 05 /N 1 B y € REF 2
(I[A]-y =0, Hr 0 F754 0 [a) 5. MSIS il 38 1) PR HEVESE X TAE B 22 T (8] 3 AT A, R MSIS 1] i@
(KIATRETE Adv)S (A) W] BIE 1, Ho,

A R
y < AR

SelfTargetMSIS 1] 8 B R i P4 AR AT MISTS i 8 1 R S P RIS 735 bR B0 HE (122 Ak, 7R 48 SR HL T 5 HLASE 2
th, FA7E N MSIS [ 1] SelfTargetMSIS [ ) %2 424, SCHR [31] 45 H T 1X —H2 I F2 (A 6.

TE X 3. SelfTargetMSIS 5% P & H : {0,1) - B, & B A 75 3L, SelfTargetMSIS 1] U5 3k FITEHUL 15 /)N
My = [ Z ] € R, {545 H (ul[1| A]-y) = ¢ . SelfTargetMSIS [ 85 fr) R M P 4 Xt 1T 2 1k 26 22 102X ] |y

HITTF A, iR SelfTargetMSIS 7] @A 0] fe ik Advfjifzz;'gems's (A) 21T ZHER, Horp,
A — R

SHEE

AdvPS (A) :=Pr| 0<|yll, <yAL|A]-y=0:

AdeeltTargeMSIS (ﬂ) .= Pr

H.kly

0<yll. <yAHuI|[I|A]-y)=c :

3.4 School Book ;%

WL HRIFR, =7, [x]/ (¢ —x—1) M h=fg, & f= Z::ﬁx",g = Z:;g,xf LW h= Z:)hkxk , DI
LU -

() XFr=0,f:

b = fogo + Z:llfign_i (mod*q).
QXMF1<k<sn-2,H:
b= ) St Y gt Y figwii(mod’q).
Q)X Fhk=n-1,4H:
hy = Zfol Jign1-i+ fo-18u-1 (mod” ).

F52 I, School Book &7 B1 Ay 24 XUk /s 13 1 2 W afers, 45 A B AR, M k=08, HFEn MR 4
1<k<n-2Wf, HE 22—k NRIE; Lk =n— 10, FEn+ 1 DIIE. I HIEA School Book FeiEIL 7 E n MELI.

A BA tH School Book F&VE % $UH TR IK 2 WA 3R, 2 W v B e, DM 75 2 B8 v 8 ) B
3.5 MRIEHILTHR

PO EE AR (NTT) S P8 B -4 4t (fast Fourier transform, FFT) 7E4 fRI%E b —FEFRTE R, & HIA R

© TEBREEEEIEDT  htp/ www. jos. org. cn



FIW S ENBR L SERARFE L H & 781

SEFI A 2 T A R R AT S AU 2 AT s

M NTT 1 ik 2 A SRVE h = f- g IFEARFEN h = INTT(NTT(f) oNTT (g)) , HeH* NTT AR IE 7] 48 e,
B2 O RMEIEN fg BN S ERIER £, 5, INTT N2, K2 B s G2 IE R b HE R REERE
Kh, o ”MARFTE WA S 2 T 2 ] A0 ST, STHR [32-34] #iid 78 LI H 7% FFT Trick 454 Cooley-Tukey
BHEAR 3 1 Gentlemen-Sande WS4t DL O (nlogn) FIRF RIS 28 BETHEL NTT B 1R [ #4E.

FFT Trick FIAJ5 A& 2 WX 24 B 7 o [ 8 4% 72 B (Chinese remainder theorem, CRT), - [Fl#4) Bt it A

)
2,6 /(218280 = | [ 24161/ a0,

f=(fmod g, fmodg,,..., fmod g,),
b, g8 g NETRIA Z, [x] LHHZ M kAT, LRI Z, (6] /(218080 LINE TR £ 1 CRT [
TR B Z, [x]/ () BRI kA2 T (f mod g, f mod g,,..., f mod g) .
%E- N FFT Trick ) CRT [F#TEA:

N-1
2,1 /" =) = [ ] 2,10/ = p'0),
i=0

Hr, p Nz, RN RBAIR, ¢ &7z, PRITTIGER. Y = 1 A2 NTT FROEHR G NTT, 24V = -1 B
NG EGIINTT. Mm =18, NTT HOVEER NTT, A TR NTT.

4 RERBERRTH

AT A IR T B8 7 2 1 I 2 AR B 1), 5% U 1 22 T A% 110 28 44 U7 2 A1 1 2 0 3 R0 AR S A8 P 1) 3 00,
WREE T 73 R PR AEAE I 22 2 e BA 2 HT AT X 23 R PR A Mo SR, JF A48 1 3 BOSE AR YT S B i 7 Tl L 3.

4.1 NETFENZERE

B () = ez (x— &) 2B m DAL T, FH &, = expmi/m) & m PANIAR. 538 2 A Z [x] EFE—.
ARBATTAZ IR, 2 m A3 2 TS R 3 RN Z[x]/ (6,(x)), 2 m =211, ¢, (x) = ¥ +1.

o3 [BIFE 2 24T R 2 Bk 2 5 7 A8 F R E B M, BN 7E NIST J5 & T2 AR I H 15 3 fede ey
Zerh FET R CRYSTALS-Kyber” 1 CRYSTALS-Dilithium" 75 %243 5486 T 43 B FF Zasno [x] /(2250 + 1) FI
Z8380417 [x] /(/‘CZS6 + 1) 5 Saber. Falcon %7:7%&1%% Tﬁ‘ﬁ Zk ﬁ\ﬁ\%lﬁiﬁﬂ’l 2 U/(%ﬁ\% w‘ﬁﬁﬂﬂ?ﬁ%ﬂﬁ
F & AR, BRI T2 R BRI 305 7 58 55 52 31 R AT AR HE Bt i ity i, 26T 2 R4 R 2R Smart-
Vercauteren 4= [F] 45 1% 75 28 U Cigl 22 350 3 1) 10 B T3 o A0 S0 446 50 1) ) 2 st g U et

SEIE) 3 MRS T ER S ZRE NS — R R AEAREFE, o RTRAEARERFELE, =
A ARG /N Galois #f.

4.1.1 Campbell-Grove-Shepherd X

Campbell-Grove-Shepherd X i Campbell &5 A\ 3T H ALK B 00 22 St “Soliloquy”$2 Hi 1 —F 2 T = [8] P4 1)
B E B 1, “Soliloquy” £ 4t 135 47 W & 18] FBUAT Smart-Vercauteren 4 [ 25055 J7 22 1 35 51 WKk 53 il i 2
6L, I ELPIE 48 43 R ER Z[x] / (o () VERIREAREEE 1. [RIRE I3 B Ik S I JE 3 0 T (RIS 0 2% 07 A 2 etk
Wb R,

TR ST e, AR A B 2 TR 1 ) 32 BAR, FAEA R X /S 32 #RAR Y — AN S8 4B G, Campbell-Grove-
Shepherd BUe 7] A4 AT BL: 56 1 B BOE 48 3 B4R L1 — SRR O J6 2 R O K R AR T 5K i A e, B
AN REET U EALI R, 18 A 0] DATE R H et (8] P 56 pux — B3R, 35 2 B B AT LA A “log-unit 4% 1)
e 1) R, = B (10 I 0T R AR TG R 2R B G A o TR R A BT, AT S8 A YK B . B4 (unit)
TR R I R LT TR R IT R, IR E S IU T, SRR 1] 3 55 B A8 2 Fa B g iv Iek 8], SR 7E 4 [ 34 1) 1 0
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T, FEA BN EIEREIE15 B log-unit 4 [ — N ELE &4 <5 A FLAL (cyclotomic unit)” (5% 4 ) 7k, 3145 A ()
fEER ) AR AF 2% 5. SCHlR [35] RGNS BT T IX — it AR
4.1.2 Biasse-Song Xt

Biasse £ A\ P\ ly Campbell-Grove-Shepherd B 85 1 B B HISZPRALZRAL T Campbell 25 A U145 45 51,
IR A B 2 AR ). b5, 135 T Campbell-Grove-Shepherd Z o [ AR AN SCHR [37] it 5 3 #i AR
AT T iR, $R T R 22 0 TR TR, AR SR AT R R b A 3R AR A A ) R 22 M Biasse-Song
Yits.

4.1.3 Cramer-Ducas-Wesolowski B 7

Cramer-Ducas-Wesolowski Bt 76 Cramer 25 A U5 H f 46T Xob F5 AR PR A i) 85 ) 22 0 2 P i) 227 3Gk S, X
T B2 I Z[x]/ (¢(x) , ¢(0) R Z[x] ERE AT L2 TN, 4% LA ERIEFHAE, Cramer-
Ducas-Wesolowski il 5 H 51— AMEe 1 e, FoA R it S i ) 29 Vo) i isc— g .93 i 7 D)
PRI BRI 1A B ff) 20Wees £,

T 753 [AFF |, Cramer-Ducas-Wesolowski BUiti AT LA F 73 R PR RRA (AR 2540, 13 345 @ R B AR i 1 3=
AR, F A Campbell-Grove-Shepherd B 45 213X — 35 BUAR (19 35 56 A= B, BUS 5 47 IR B 2508
4.1.4 S-unit X

unit BUHE R R A unit SR TR ERAR HP (R AR BTG I — R U7, B L R 8 2k unit B (45
BORAE T A BTG, S-unit B W2 unit BT TE S-unit #% 11— Ak, FEAN IR Z: 0L SCHR [17].

5L b, unit B A S-unit B A& T R EISALEARM Soh SR g, BLAHICHT LR 0, 2212 3R k& 200 7 &
B 5% 3 S-unit Wik #l4n, ESC4REIR Campbell-Grove-Shepherd Bt UI7E unit Bras b S T 40 18 45 4 B 4
£, Biasse-Song B M 51+52 unit BEA S-unit BEA 5.

Laarhoven 2 A\ PRI T —FhAE ¢, Y0 T LAT E 46 L unit BOide il B8 5025, Pellet-Mary 28 A PMix
P75 R T S-unit B B A, Bernstein 25 A U320 2l 7 S-unit Bk, 48 H S-unit A% 177 7E K 5 5 56 114
&, I H e TG A AT 203k, 55— J5 T, S-unit BUdi (A% OB BR 2 — & v EUE oG 3R i Ya B, BRI T RS
FRIFE I £ %o Bt &5 SR 3 2. Bernstein 45 ! 7 —F Abelian 38 _E 75 R {E B P 5053 0 I BRI 2 k=
Sy B E FREE T RO, A48 2 DORE SR RIS b o0 S VS B o B L — O R 10 . DL R TR
KR T 2 YRS R b S-unit Bl R, AR5 T 2 YOI RIS 30 75 58 2 A PR 52 21 )8 .

4.1.5  EFXE S BIER R B

MR B SR LWE 18] J R 3 Wi 77 2, H B AR B 2 i i 2L T LWE [nl @ 1) %4 77 2 e e &
BLERPR. TR BAH SSHI T I, I FH 4315 B 45 R R A8 B e 8 R IRt B A R PR R

o A8 T o () i A REAR R K ) G M LWE ) R SIS ) 53R4T SR . Duc &5 A Mg i st i B IH- A8 34
TOMB S AR, HF HAs AR R BN SO, AR B AT LA — A4, TR ISR [42-44].
Guo 25 N PIEEtH 4y B3R AR v 5 T SHE B, Bl R MATZOVEOIHE 3545 T — Ak i e B X, I H A AR
Z IR T Guo 25 A4 H 2.

4.1.6 THME

T 0 A AR R S U 3 RS T A4 380 A — AN R X T SR PR [ R L, SRS RO Sk ek
& I R P A A 125 D I R PRI

B, JREREL W AA RE TN %S R AT 52 TS, 610 sCk [47] 4 e 2 i | 7
WYGE, BRI T 2 E IR EE R E TR S, AT EE T AU B LT T SR B B AR 1 40 A
JRTC. SEERRLF Y, K2 BT TR R A3 Q] / (p(x)) BIKIKECTIR, 1 2 WKRm A RIBFH ¢ (x) = x* +1, Ik
B degg (x) = 28 BEARKBEIZ AT 1 H/NT dege (x) FIFEF, #ET 2 K4 IR AAE R RXBTH, Ko8% T
Y.

© TEBREEEEIEDT  htp/ www. jos. org. cn



FIW S ENBR L SERARFE L H & 783

4.1.7 B FRBEE I F AL

SCHR [19] $8 H, BB FTRERI 7 Z P B B R EE unit, BEATHRR BT, ST 2 RS 2 3 2 + 1,
Q) & x* + 1 X REFRy R /N, Ferfr ¢ 2 20 TR AR. X L1 Galois BF [ F T I 24 M FRIERF 25, , Ll 21
XN Galois FE SRS 2 BT A SR K oMMt B R Bt Q) BA 2 MARM: - fLieZs,, ,
KE A FMNGFAE RS S w kS

FERS BN 77 e vh, 4 AR Bk AT AT 2 % R BRI H NTT 2357 a2 R sk i R A 7 347 NTT
IBHE, 8 BE a5 b A e B R 2 R Z, [x] /(% + 1) BB N T IR R ARG, X AL T 4 [ PR
BRERIAFEL. SCHR [48,49] 45 H T R F PRI A 1 14 8 Bods B 4o 210 7 R 07, RS H A BEA £33 B3 19
IS B, ARASREHERR 73 [ BA o oK 2 PO B [ 245 SR 1)V E S
42 EWEENREMHE

ARSCAE FH ) B JE AR B S5 K 2 Bernstein 25 A 7ESCHR [18,19] T WU FH IR AU Z, [x] /(0 —x— 1), b n A
g NEHL Hx—x— 122, x] FIATT 42 0.

H AR Campbell-Groves-Shepherd Blili. Biasse-Song B ili. Cramer-Ducas-Wesolowski i+ S-unit B F1%
BBEHAE S B FHUAS 7 AR Db T3 30 47 00 1) 2 34, AR T I e 34t T o B PR (R RS IR 45 440, DRI e AT THE R
o F AR R FERE R4S R, Rk b, B BB IL T I T . B FER S SRR A E AR TR R
AR
421 #hrFEIBGEE

BT R EOR Z, [x] /(" - x = 1) H 0 REREL BN R Qx] /(x - x - 1) AAEWATH: Q) MeEES. T
JE IR IR AR D, TR 2R B s mT DA SCHR [47] 382 H B35 K I 0 22 IR () 3 s, 9 LAk
F I L TR A v R A, Dy 3 S B o A ) ol L, B E 0 AR T d s
422 HPLHEFEMBTE

FNEIE Z, [x] /(= x = 1) 1, AATAZ I 0 — x— | XERLK Galois B FIF TR ECH n! EHEEN S, , 2K
T3 1 2 T B B ECA n (1) Galois #f. SCHR [19] $8H, 4 Galois # 2 05 Ki, Z I 2 — x - 1 AT & LK
R E 2 2 DHR, X — AR T AU RS ST N B R R B
423 IRPUFEBSYSE

R BB - x— 1 2 Z, [x] TRIATT L2 0T, ok 8 A o [ ) 4 8 B 30 R 45, A SCHR [48,49] 42
HH PR R ) 2 B0 VR R T R M AOE. BUARTE — SR U7 B (WA RSN %) H, B4 (modulus switching) $% R
(I FH BB 4% S5 AU ST g (RIS, SR — Ik P2 4 51 N BT AM A 2 55 79 R [ 245 0 o £ 0 e 38 R B9 28 3R 2 B A
KAIFZ.

LA U EWESN A, BOHE B AR EE RS WER TR 58 25 IS, AR 2 2 4
B A R A b T A AR S (. R ARNIR RIS AR /D, B LLIA 2 1 B B S HT T I |
AR B A5 TE 43 R b LA i 2 O 34 1) et SR, (R 1 S5 AL Ty SR 1) 22 A M.

5 AXHHRE

KA RASCHR T ZB B0 F1 CRYSTALS-Dilithium #7254 50k MIRs i 5 B TR T84 TR, 0
>~ Dilithium-Prime.
5.1 Dilithium-Prime E %45

Dilithium-Prime $%:49 & 3 404 il 532: Dilithium-Prime.KeyGen, 254 54 Dilithium-Prime.Sign F1361F 575
Dilithium-Prime. Verify 3X 3 A2, W5E 1-500% 3 JoR. o R, = Z, [x] /(0 — x = 1) NEEAE =B 08, 3
Hon Fl g BIRFERL H o —x- 122z, ERART 4215

HE 2 R T A BE R E PERCAR FIBENLERRCAS, e 1 X AR T-#f s MRk b, AR 2 T e &y 1
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fEFHRIBENLRT T o el Aiy R BT AT 2, MURAEBENLYE S, o 10 512 A2 RIBELRAEZE B 1 XA B E
B EPE SR TR ORIERN T o IBEHLYE, £ 6 52 P 503 P s P e A bR 80055 o IS, JLREAL PR IE T H A R FL B sk AN
B4 M IEFVHEAS B R A B SR, i T SRR REALMERIE T S, AR R S AT 2 IR, 244 1
TELABIRAARF, 264 A A Sl i IEEREAT 2544 (T 8. M 55 8 2 SCHR [50,51] R Sk e MR 45
BT, 7525 8 A AL 25 4% Bk

&% 1. A4 AL Dilithium-Prime.KeyGen.

W ZESH
Hr: B2 AREAXT (pk, sk) .

[ B < N O N T N R

L= {0, 1

. (0.0, K) €{0, 1) x {0,1"* x {0, 1} := H(0)

. A e R := ExpandA (p)

- (51,82) € S, xS} := ExpandS (0")

.t:=As +5,

. (t1,t,) :== Power2Round, (¢,d)

. tre {0,177 := H(p||t))

. RETURN (pk := (p, 1)), sk := (p, K, 1r, 51,52, )

B % 2. %4501 Dilithium-Prime.Sign.

BN AEH sk, THE M ;
W %4 0.

1. A e R := ExpandA (p)

2. ne{0,1)°"2 := H(tr||M)

3. k:=0, (z,h):=1L

4. p € (0,12 := H(K||w) //FLEHIBEHLEERA T o7 — {0,1)°"
5. WHILE (z,h) :=1L DO

6. ye Sly. := ExpandMask(p’, k)

7. w:i=Ay

8. w, := HighBits (w,2y,)

9.  Ze{0,1)”%:= H(ullw))

10. ¢ € B, := SampleInBall (¢)

11.  z:=y+cs

12. ry:=LowBits,(Ww — cs,,2y,)

13. IF |izll, >y, —Bor|rll. >y, -8

14. (z,h):=L

15. ELSE

16. h := MakeHint, (—cty,w —cs, + cty,2y,)

17. IF ||ct||., = y> or the number of 1 in A is greater than w
18. (z,h):=L

19.  «k:=«+l
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20. RETURN o = (C,2, h)

#i% 3. BiF %% Dilithium-Prime. Verify.

BN AN pk, HE M, 8% 0 = (C,2,h);
i IAEEN @l 1) BRESIEARED @ o).

L. A e R := ExpandA (p)

2. e {0, 1" := H(H(p||t,)||M)

3. ¢ := SampleInBall (¢)

4. w) := UseHint, (h,Az - ct, -2%,2y,)

5. IF ||z||, <y, —B and ¢ = H (u]lw}) and the number of 1 inkis < w
6 RETURN 1

7. ELSE

8 RETURN 0

N T E4E AR, Dilithium-Prime 358 FH Rl 7 p R HRE A (B8 A4, X145 Dilithium-Prime.Sign
A Dilithium-Prime. Verify 512 7 B B Q5 p 4R A X — 10 72, &R REFE A RS0 h U T 2 Wi gRikia &,
PR 5 AN 2% FE A7 it 2 1), B9k th AT DA S tH SRR PE A 76 NTT 35 Xt SRR A, A, ) fENAH, HE T
# 5 1] ExpandA A1 NTT 5095 R[], $8 7125 4% S0 AIGIF S0 (0 350 it T 2 B B 1 NTT 55095 2% R A
SR, BTG A i NTT 38 E 1 A, B BEAR B T CRYSTALS-Dilihium 77 %, X — %% B %} Dilithium-Prime &
VERCR IR T NI . [RIEE, ] AT T AR T s, 50,8 I NTT B, TE B HEFHE NTT it
7 F I A].

TLE 55 —Fh il 1% 4 T, Dilithium-Prime 5032 1 FAEH AT DABE 48 2 32 AT IIBENLFIF £  (0,117°, BEH 254
FETREAE ¢ A p, K, 11,51, 55, by , 1658 70 25 7] ) [ B 3 35 BRAR SV RO 280K

B 1Bk 3 R T 4 B R T RG A (R SR AR S, JHh Expand A B RGA5H 256 A BEALAR T o B B 5
B A e RO, FERDZSDEA BN AEFE A 7EIEF BRI I 4 NTT b, HR PR 7E T 405 SAE RN B0 Ll NTT iH 5
JEXUSF (VELHN A WA SCES 6.2 47), Toik ELHAE NTT 48 b e ih 55 T 19 A ;. ExpandS A6 512 7 7
P EH (s1,5,) € S| x S5 ExpandMask {8 BEHLA: sREAR Y sk A1 M TS RIHA T o 2By € S, B T2 4 AT RE
S HE 2 AR AR, I ExpandMask 1 F 15088 « SR ARAIE AR UCRFERR B BE L 2 00 A B AN R 52
B, HRINTHE, B, T ZIA LOUE « M RECH 1 81, HARRHIIH 0, 11318, =27-("), SamplelnBall i
PG ER 8, FIITTEK ¢, VEAIB R EE 4 4.

Hi% 4. B, XFEH L SamplelnBall.

BN R T e ef0,1)7
il ceB,.

1. Initialize ¢ € {0,1}" :={0}"
2. FORi=n—-7tton-1
3. j<{o,1,..., i}

4. s {0,1}
5. Ci=¢Cj
6. c¢;:=(-1)"
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7. RETURN ¢

Dilithium-Prime 5% 17— RAIFE B IR Z, e R s AR AL, kit — 28 R4 APIRT. 53k 5-
B 10 45 T VELN AP IR, BR2E R AL A0, X T4 E AR r e 2, FI—EEEB/NT 2 € Z, , MakeHint, 512
(B 9) THREH — AR RN R R b, A2 IR A FAEH r A1 R AE T r 2 B 6L, TH5E r+ 2 (S 0L
it A2 UseHint, (G 10) #iid.

=B = I A (= R Power2Round, .

N rez, 0<d<|logr], q;
Btk r B d AL g FOGREET SR 7y

1. r:=rmod* ¢q

2. ry:=rmod* 24
3.1 = (r—ry)/2¢
4. RETURN (ry,rp)

Hi% 6. ML 5E1% Decompose, .

fn: rez, 0<a<i g
it - B9 RERLRUERL (ry, )

l. r:=rmod’ ¢q
2. ry:=rmod* a
3.IFr—-ro=¢q-1
4 r:=0

5. ryi=ry—1
6. ELSE

7 ri=(r—-r)/a
8. RETURN (r},r,)

Bk S I 6 Hih T PR AS IR (K AR AL 2 i 75 . Power2Round, SRR r (K iR X, EEEE HAR
d B AETEAT Ay, AR B BTTAL vy AL ro PTHE S SR P RO R B VR B A7 W6 0 <y < | g/29), TEIEH
LT, BT ry 27 R - 24 AR, IS L5 5K vy R0 7 T ANECE r B FEAS g 3 SCF BRI, )
rIIM—ANEEEB N T B A RN E L Y 1. RN, BRI T &M r = q/2¢] M r, =0,g/2¢]-2¢ F1 0 7EAE
q BT REEAAAR /N, BUR 5 1) r N — AN, B AR i 1.

AT KGLRZR h RN 1 bit P, Decompose, FIRERT q— 10— HEF o, XN r SRR RN r =1y
a+ry, Wl r €{0,1,....(g=D/a), HT g1 FOER g X TFRMZE 1L, B ry = (g-D/a B, r=qg+r—-1,%
ry BN 0, XL AR UK /N2 1, gt AT BLIBE G i r (1942 (B K. 72 SE B Decompose, Sk IRERE R, 25 & E (5
TG AR R, ALt T — R A e 2 35, BAR AR AESS 7 35 T PEA S 28, 7E Decompose, K1 fif
& Y MakeHint, HVEH UseHint, 592%, BUAAE B HR i

Bk 7. WS A HighBits, -

LY reZ[,,0<a<%,q;
LT =Y A
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1. (ry,r0) = Decompose, (r, @)
2. RETURN r,

Ei%k 8. PUILAZ H % LowBits, -

LTPNG rEZq,0<a<%,q;
Frh: r ACAL 7,

1. (ry,ry) = Decompose, (r, @)
2. RETURN r,

&% 9. Hint 4= i1 MakeHint, .

BN reZ[,,0<a<%, |z|<%,q;
Hith: he{o,1}.

1. r = HighBitsq(r,a')

2. v, = HighBits (r+z, @)
3.1IF r #v,

4. RETURN 1
5. ELSE

6. RETURNO

B3k 10. Hint 12 J5 5% UseHint, .

N reZq,0<a<%,he{0,1},q;

Wil r+z &AL .

l.m:=(@-1/a

2. (ry,ry) = Decompose, (r,@)
3.IFh=1andry>0

4. RETURN (r; + 1) mod" m
5. ELSEIF h=1andr,<0
6. RETURN (r, — 1) mod* m
7. ELSE
8. RETURN r,

ERE AN E SN Z, T TR, TiE Dilithium-Prime 77 2, Bk A R, B2 TR &, g
B T8 2 0 ) = R A 2 TR IR i N BDE SR 10 BT EE R MBI E R,
HighBits,, LowBits,, MakeHint, fll UseHint, 53 AR SR G VE WA 5.2 T HIA.
5.2 EMMESH

ZEABATSCHR [11], Dilithium-Prime B TEAf 152 BAET- DR 3 265138, 51 BRI T L OCHR [11] IR AL

5|3 1. WIEH o Ml g Wi/ ¢ > 20, = 1 (mod @), H. o AEEG 45E r,z AR, ERZ WA M E, Kz, <a/2,
UL 532 HighBits,, MakeHint, 1 UseHint, F A7 LA 15

(1) 435€ h = MakeHint, (z,r, @) , W r+z [{) iR 60 7] B UseHint, (k. r, ) = HighBits, (r + z,) K &.
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(2) % v = UseHint, (b, r,@), W |lr—v,-all, <a+1, HF h RERECN 0, W r—v, .o X RN E R TV
B /2.
Q) BEEEW A, b, HiHE UseHint, (h,r,«) = UseHint, (#',r,a) , Wh=n.
5138 2. % RN 2 |[LowBits,(r, @)l < @/2 -8 H.Isll, <8, WXz
HighBits (r,@) = HighBits (r +s,@).

5138 3. & XL (ry,rp) := Decompose, (r, @) 5w, wy) = Decompose, (r +5, @) Hit 2 Isll., <8, WA &4

@ «
lls + roll.. < 5—[3 = w, =r Alwll, < 5-[3

ETE 1. Dilithium-Prime 75 & M IEWHE. % Dilithium-Prime 254 SEM L N4 o = (6,2, h) , WAEEEE %
R G BAR RIS T L ¢ = H (ulw!) .

UEBH: ARAE S HE 1, 24 oty R lictoll <2 I, BLF AR AL

UseHint, (h,w —cs, +cty,2y,) = HighBits, (w — cs,,2y,).
HTEZEF w=Ay,z=y+cs, H t =As, +s,, Fitk:

w—cs;=Ay—cs, =A(z—cs,)—cs, =Az—ct.
HTt=t-29+t,, BB 15 3
w—cs,+cty=Az—ct,-2°.

A5 1 A AR, WIEE % F UseHint, THEAF 3:

UseHint, (h,Az—ct, -2*,2y,) = HighBits, (w - ¢s,,27,).

A5, B4 FIEPIE AR IS FRLRUE T les,ll. <8 LowBits, (w — ¢s,,2y,) <y, -8, IR 55 2 7[5
w’ = UseHint, (h,Az—ct1 -2",2)/2)
= HighBits, (w — ¢s,,27,)
= HighBits, (w —cs, +¢$,,2y,)
= HighBits, (w,2y,)
=w.
BR] SR B 50325 PR i oA BR B A N 5 28 44 SR AH TRD, ARG 2 € = H (ullw!) -
53 EHERINESR
AT SCHR [11], fE A FH AT 22 i fE v, BIETT R E 5 2 R 4R R R, BB 2 45t T SR IdE 4R
FERCTN IR ZE, 56T BL R i R BB AR IR IR L EE 5.5 1 4h M S 44k,
TEE 2. JELLRFE W A TH 2. 7 Dilithium-Prime 2844 5327, PAT — IKIELERFE RN IR £k emmptimsiir)
R AR LR B 7 BRI 2 12l < 1 =B, ol < v2 =B, llctoll <72 BAE R HEDN 1) RECBCRA
HEI w IX 4 AN 5AF
Horp, THEE AR AL PR o R, BT DUE I S 800 B R MR I TE 1%-2% 2 (8], Beh), 4548
SRAE I A2 AT LASEAAE 18 [R5 A2 11211, < 0 — B R (Iroll, < 2 — B HORREEE.
%A 2l <y - B, M z h %2 TN RBAEX A [—y, + 8+ 1Ly - 11, B cs, PEZTXMRE 1,
Ml y = z— cs, FAHRII LT FAUSITELE [—ys-+8+ 1=t y2—B— 1 —pa] 19, LI A Z K A2 26 P EE %
y W R L A IR
2091 —B)—1 nl nl st
A e
07 RERERT y, i KT 172, B AA .
Z R AL (Irolle <y — B8 HIREERIT, U544 ry = LowBits,(w — ¢s,,2y,) MUNTEX ] (—y,, 2] WIS 5040, LI
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JE SR BT
(2@2 -p)- 1)”* o
2y, '

25 b, PUT— IRIELRFE I IRE R L)y etk |
54 BN
54.1 LAY

AT RIEET MLWE WA B 5. MSIS B 15 . SelfTargetMSIS PR A4 B B3 (05 A T D i o4 (strong
unforgeability under chosen message attacks, SUF-CMA) 22 4= Z0 5 SCHR [11] A IE, SCHR [31] VE4HIER] T b2 Fiat-
Shamir 254 7£ QROM R AT {122 4 V. A SCH B #:45 i Dilithium-Prime 757 R 12 4L 4518,

FEE 3. Dilithium-Prime 77 &1 %21, (R H 2 & TR S I, BFR 040 O 2 S, RS04, Dilithium-
Prime 757 i /£ SUF-CMA %4, BAKTI &, X-FALATHE 2R 2 iU [T A, BAIEME 2 DN RFE 8. C
D, H15:

Advi A (A) < Advy " (B) + Advyy, 5N (C) + Advy Y (D) +272,

HkI+1.£

Hr,

§=max{yl —B,2y,+1+2%! -T},

¢ =max{2(y, - B), 4y, +2}.

BT, MLWE 533 R E 2 £ E DL B, SelfTargetMSIS % {FIEH 2 4 1 B AT P& ¥ (UF-CMA),
MSIS B ARIE T 3 A i P (SUF-CMA).
542 BAkzaiiiE

Dilithium-Prime 77 5 i) B4R %2 £ 55 B (K85 MLWE |78, MSIS [ 1 SelfTargetMSIS ) @ i 1HE & e . A
S pE A S0 RS IR ) ) T T B, SR MLWE AT MSTS i #31 fr) id FR 36 4k R SRS B 1 u-SVP i /6
F5 5 SVP il L, i core-SVP J7ik i Pkt B0 Bk BKZP SR AR SVP 1) ) &2 44 B HEAT PR 5 1) 22 45tk FE
i A5, STk [52] $8 HH, B R AR/ g 89 BKZ SIEKRfF SVP i) @R, it (4 M 7 BIE S 22 0N
202928 *[] 202658

(1) MLWE [ 3

I FISR M LWE 8RS0, 75 8K EAEAC ) BKW SRR 2 B3 7 Arora-Ge 535 7E Dilithium-
Prime J7 % - RILF 2, BRI A SC 32 2228 18 5 4G Uk PGB Uk i B A% R BGHFBE. BT X il B+
BAESR A RLWE/MLWE BN A B BUSME 4, 7220 T MLWE S201 (A € RY, £ = As, +5, € RE) HITH5T S e
IR, AR SOHS LEAR AT REIRR 1 LWE SE (A7 e Zion, ¢ e 20 ) AT O0 0.

D) R H

G0 B0k S A SBAER K LWE [ L2 u-SVP i B354, 4558 LWE 920 (A", 1) e Z20! x 2%, # 1
d=nl+m+1 4ek% LOM) = {x e Z2| (A7, | L]~ t,0)x =0 mod g 11, Ferh 0 FR 4 0 [k, m <k, Ay, A1,
Kt I B/ T B PRV R AT (6 SR AR 0 o A5 F A3 S0 A B IR SR, DRI 75 B 23 A W RE 1K) e HUIED).

I, 0 0
M — _A;l;m] qu t[];mj € Zilnl+m+l)><(nl+m+1)'
0 0 1

HEFE M ISR T 4L E, vol (LOVD) = g, 4R LOV) L RE— BRIy = (s7]e7| 1) H14 LWE 14
RR . BKZ BRI HTHE KRN g, BEIS IR AE u-SVP ol {0, o] 2029% F1 20208 {1 7F 5§ 12 S LR 1
AR
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2) SHER

XHAB BT H 0 M LWE 1) 8% 4 g 3 O (i b R4 17 &, 985 R R ) B KA LWE [v] L A Rl X 4
—SESHCN I T A Z, LB 50 40 A 1 e B 2 45 58 LWE S0 (A7) e Z00 x 2%, KJIE d = nl+m YER%
L) ={(x,y)€Z'xZ": AT x=y mod g}, Kt m <nk. B AT T nl IR THERER Ay, AT = (A][AY),
U R By

0 I, . 0
0 0 I,
¥ LR E ,w) WY - t=wT-s+v e ATLRE (v,w) FEAN S EERBAHE, Mu=wT s+v" e
AT EAEAREZE A ||(v, w)llp L = 1750 7.
PEETAETER JUIE L € = 46727, Joh 7 = ||(v, w)lin/q WIBEZE X 43 u R Z, H3 510 AT 3. N T R 2 X
IIRBRT 172, TER ML) 1/ M &, TRIUEAT AR 7= A K ) 20207% AN )&, BRIk BeE R ZEE A
HRL)N:

(nl+m)x(nl+m)
€Z, .

qInl —A;]Az AII
M -

R =max(l,1/(2°7F¢)).

(Rt BKZ SiLAE 4 S5 T A& 115 T AR T HE 73 IR R - 2029% I R - 2026%

(2) MSIS [l i 5 SelfTargetMSIS [ &

5 MLWE B, kx 1 4E MSIS,, S50 A 7T LUV d = nk x nl 4E1¥) SIS SEGI A . AR J5 2248 FH G 55 Y6 40k
R SIS [ AR K FE, AR BT Y0540 5, BKZ SVE SRR TE 95 YU %k SIS 10 85 fry s P4 5k U f BE 46 % B SN
Bk/NA B K BKZ HIEB R AL B, MR GS IEZIEN B = (b),....b5) . Ll =log,|ibill.k=1,....d,, X F
B L AR R AT i— 1 ME A log,q , J& d— jMEN 0.

AR BKZ BN B B HER 2030 2 T 75 Va2 SIS 19 1A, 1H AT LA LSRARE— R EK /N g 1K) SVP 115 8 (1) T #E
B3 VAT A, X R BT i— | AN R E NG, KT N 20 ~ g TR i— 1 AN R
e LU HL A S A, R BER B IE S BRI MR RRT i -1 AN RN 0, BJS d— j 3R E N R 228 0, B
I =i+ 1 AN s AR BR IR R 2y 20 . AT MR R (] 1 j— i+ 1 N EH R ZE N o =21/ \Jj—i+ 1
(e i A, HIE B AT -1 AN B Z, ERS5A5. st 78 VA7 A e B — AN 10,i— 1] A0
i, j1 AN DX JE] P 43 B A B 3/ T ¢ 9 1) B A SR 1 R Biale LAY I SVP SRARES (153 24 B2 RA S IK 2 A s

%FF SelfTargetMSIS vl 1, BT AR vl i2 il FUAR 24 F R VA 75 B B B #2¢ SVE SR YLt B MSTS il 1, Foxb
PR 7925 MSIS [ /8 —FL.

DL Mr i B B s LA 5.5 . EAAE RN 2, BKZ BIEfEB AT AR £ Wi SVP KRS, Bk
PPl X ECECN R AE, core-SVP ik HIEA DA R A5 [ B Z A Mk EL, K58 — R H M B, Bk core-
SVP J5 VLIt R AR <F (¥ B2 53— J5 T, 76 22 A st R v, R X 1) R0 2 00 6 R RE 2 A i 1), Sl (I T
AR5 R IS 2 S R ek ) RS o L A R e .

55 BHE

J& XK 1 %t Dilithium-Prime BHE#E S50, Hip @& 7 X B NIST 3 /M2 4562 1) Dilithium-Prime 24,
FOR IR n 00 251, 7 RIEMM Z AL AR, = Z, [x] /(" —x— 1), q = 7681537 & HAFHL, A SCERIL) n Al g
Wi x —x—1422,[x] LA Z A, £ 1 PRepetitions”RF %S HEE FIELCRFE B IAEME. A4, B
FARNZEAL R EAR AT e LB 7.2 715, 4B 40 AT WLAR 5.4 715, FL+F LWE hardness fRF7E SR AR B A B Bk
AR 22 A0 FE, T 5 H KA S P TEHE 43 Bl KR e & ORI B IS NS0 e A B, e AT B F LAl

6 ZIMREHE

Dilithium-Prime 77 % A S K2 WAFGER ], —KE R, LINZ IS 8, L2 WA AR, HAf 2
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Hrp— A2 0 REER B (0,21} £, G140 esi, o5, B cto, ct, BITHEL 55— R, EWAN 2 TR AH T, 514
Ay, As, T

#* 1 Dilithium-Prime #E#H S04 (n=251)

Security level I il v
q [modulus] 7681537 7681537 7681537
d [dropped bits from ¢ ] 13 13 13
7 [the number of nonzero coefficient in ¢ ] 39 49 60
Challenge entropy [ log(zzl ) +7] 192 225 257
1 [coefficient range of y ] 2'8 2'% 2"
v [low-order rounding range] (g—1)/32 (g-1)/16 (g-1/16
(k, 1) [dimensions of matrix A ] 4,4 (6,5) 3,7
n [secret key range] 2 2 2
Bl27-n] 156 196 240
w [the maximal number of nonzero coefficient in % ] 80 55 75
Repetitions [rejection sample] 3.49 2.96 6.10
pk size 1288 1916 2544
sk size 2504 3605 4801
o size 2504 3233 4511
LWE hardness (121, 110) (162, 146) (247, 224)
SIS hardness (strong) (110, 100) (169, 153) (243, 220)
SIS hardness (weak) (120, 109) (184, 167) (263, 238)

N T RTE 2 A IE R 2R, AT R TN 2 T IRIE AR MR NTT PIF AR 203 5 0L - w28 % 101
ik, AT EGI A28 Dilithium-Prime 77 25 A (1) 2 T TRk (AR 4075
6.1 JNEIRFE

T FIAE Dilithium-Prime [()25 44 SEMBAIE S P AR — SRR 2 0I0GRZE, Bl R, EMZ IS 8, 12
TR ¢ FIARTE, Horh c € B, I RELRBILE (0,+1) b SCHR [55] 4231, 78 £ B ek, #Ip— A2 IR0 2502
{5 /1N, AT LA P X — R A LG NTT B3 B8 00 e 810 /s 22 T 2Rk R A T8 B AR YT SR [55] 1 S84, it
T i&HF Dilithium-Prime 2 ¥ 308/ 2 1305005

R, FETAT S =ca, o= cxeBua= ) axeR,, Bu= Y ux, W u M-S0
LA

=0/ u=cy-a+ Z’;:Cﬂn—j (mod” q) .

mYl<i<n-20: u= Z;:Oc_,-ai_j + Z:cjanﬂv__,-_l + Z:;]c,»a,,ﬂ-__,- (mod” g) .

mYi=n—10: w=cri-a+ Z:;;Cjan—j—l (mod” g) .

ATLLE H, T ce{0,+1}, BAEA A TR 35 rT 3 bnisis B4, 502 11 VEFIR T IX — I 18, MR T
Z 5 /2 R,
ik 11 BT RGN/ 2 5% SmallPoly.

N ceBaeR,;

Wit u=c-a.
1. FOR i€{0,1,2,....2n—1}
2. w;:=0

3. FOR i€{0,1,2,...,n—-1}

© TEBREEEEIEDT  htp/ www. jos. org. cn
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4. IF ¢ =1

5 FOR j€{0,1,2,...,n-1}
6. Wivj 1= Wiy +a;

7. IF ¢ =-1

8 FOR ;e {0,1,2,...,n—1}
9

Wiyj 1= Wiyj— @
10. uy := wy+w, (mod* q)
11. FOR i€{l,2,...,n—-1}

Ui := Wi+ Wiy + Wi, (mod™ q)
S e

14. RETURN u

N T RSB IAT IRAN 2 I, S0E 12 45 1A U SR 2 IR 2SR R E A AU
(Vicis Vacas e o> Vo1sV0s Vi e o3 Vpezs Vi1 Va5 S,

mYi=nfl: v, =aqa,.

mYI<i<n—10:v:=gq.

mYi=0/: v:i=ay+a,, .

B 1-n<i<OW: vii=an, +dun -

B, T HOSERELA R 245
mYi=0lu = Z’j:(l)cjvn—j (mod* ¢).

n—1
Y l<isn-1H::= ijocjvl-__,-(mod+ q).

B 12, /N 2 0572 Pre-SmallPoly.

BIN: ceBraeR,;
it u=c-a.

1. FOR i€{0,1,2,...,n—1}
2 w; =0

3. a,:=ay

4. FOR ie{l,2,...,n}

5. vii=a

6 Vieg 1= a; +a;,

7. FOR i€{0,1,2,...,n—1}
8. IF ¢ =1

9 Wo i= Wy +V,_;

10.  FOR je{l,2,...n—1}

11. W= wi+ v
12. IF ¢ =-1
13. Wo i=Wo =V,

14. FOR je{l,2,....n—-1}

15. W= W=V
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16. FOR i€{0,1,2,...,n—-1}
17.  wu;:=w;(mod" q)

n—1 )
18. u:= Z u;x'
i=0

19. RETURN u

AL, FE50E 12 (TS RE R, v, AOIIRs S 00 IRME w) 947 T RE RS S8, IR s S SE M IR AT 5%
EVCTH . R G B R UL B R, 5% 13 #id 1 — MRS I AT oA A 2 IS, B AT RARI I 58 B > 2 10
X a? 5/ FZEZ T c AR

&% 13. I47 /N2 T3 Parallel-SmallPoly.

BN ceBa={a"}eR, Kt aV eR,;
firth: w=[u®,.. ] e, Hhu =c-a?.

1. FOR i€{0,1,2,...,n—1}
2. w;:=0

3. a,:=ay

4. FOR ie{l1,2,...,n}

5 v;:=0

6 Viep =0

7. FOR je{0,1,...,r—1}
8 vii= v M+QU+a”)
9 Vi = vi-M+QU+a” +a?)
10. y:=4U-(M"=1)/(M—1)
11. FOR i€{0,1,2,...,n—1}

12. IF ¢ =1

13. Wo i= Wo+ Vi

14. FOR je{l,2,....,n—-1}
15. Wii=wi+vg

16. IF ¢ =-1

17. Wo :=wo+(y=v,.,)

18. FOR je{l,2,....n—1)

19. w;i=w;+(y—v)

20. FOR i€{0,1,2,...,n—1}

21, t:i=w;

22. FOR je{0,1,...,r—1}

23, w7 .= (t mod M) —27U (mod" q)

24. t:=t/M]
25. FOR je{0,1,...,r—1}
n-1 ;
() = ) i
26. u’i= Z[:O i X
27 w:=[u®,.. . u "]

28. RETURN u
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Sk 13 SR SO B 2U o SR 4 F T (RIS S v, AIRIE S 3w, 399 TE A
U BEIL U > 0Pl y I AT

M —1
y=QRU-2)-(1+M+M*+---+M™")=4U-

M-1"

TSI B M RN T BAEFHATHH S IERME, & EUE R M = 2leedw0]

Dilithium-Prime 77 Z&{# FI A2 H47 R/ 2 0%, /N 2 000055 NTT R X b 5 8.1 745, & 2
Fth T Dilithium-Prime-IT (FAHER ZHNE 1 FroR) HIFAT /N2 B 2% 3002 B .

®2 T2 IEHTRE NS BIUE

BH T U 47U M r
cs 49 2 392 29 5
cs 49 2 392 29 6
cty 49 212 802816 220 6
cty 49 210 200704 918 6

6.2 EMEUE NTT &3k

TEE R, FFAZ WA M ER, BT R LA T4 208 » - x— 1, RREEZE A — o
{1 FFT Trick #4712 5. SCHR [20] 14 NTRU-Prime 75 Z B 7 2 A Z, [x] /(" —x— 1) LHINTT 53k, A5
W FEETF SR [20] f0EAR, iHE T Dilithium-Prime S92 1) B Hik NTT 53,

FM B R NTT B2ABERK 2T Z, (1] /(0 —x-1) FRZHAIEE L= f-g 3 RB]— KK
Zo[x] /(Y = 1) FHHTIZH, 1S NTT REREHEF. 38 2 [x] /(Y - 1) TR B R K, 13 - g 7 Zo [x] /(X = 1)
EIHERRER Y AT g EZx] SR, BEUE N g AT ALZ IR ' —x— 1, $ 45 B H 3R
Zy[x] /(¥ =x—1).

FEMEIERFEARE LR 3 N4

(D) 1E n 42T f,g AL RIIH T 0, (98 N 4E2 10 £ M g

() TEIF Zo [x] /(2" — 1) FAEFAIEH G NTT W EAE W = INTT(NTT(f)oNTT(g')) .

G) W B g AT A Z A v —x-1.

A ULE S SRR R OCBAE TR A& N AT Q.

T N BER, BT g fEZ[x] ERISEREELZ N 2n— 1 IRIZ T, BT AN B2 N > 2n—1. B4 AT
PRI Zo [x] /(Y = 1) EPEARGRNTT 1HERRCE, U N B EZ A5 2, 3 SN FRMH 7

X Q WEHL, A 2 Pk BUCVES AT DURIE i 852 g B84 45 ROIEF MU IR Z, [x] /(0 —x— 1) . 35 1 Pl
HEMHRRL Q =q, W B FEIE Z, [x] /(" — x— 1) I FEA TR BRI g 5 55 2 PO vE NN 2 59K
Fzx b, B TFEZx EFEERMY R = Ziﬂzkﬁgj 2| fllo- gl k<2n—1, Rk, HEQ 2
0>l = n-llfll - ligll -

BRIbZ Ah, L5525 58 N ORI Q IREER, A T RAFHR B 2, B0 N AR BBATAR, A EA G NTT it (T, i&
L NIQ— 1, BN BREA—AN /IR 71 25 TR B Q — 1 (SR 75 2255 B AN S8 6 1) NTT A2 44).

£+%F Dilithium-Prime 124 n = 251, ¢ = 7681537, N R & N > 501 . X T Q WG, 24 7R W] Rtk 4%
HERAIEN @, X BLERATTH 5 H BUE Y A RSB R 5. Dilithium-Prime 57594 3 dig 5 & R, EHAZ T2
I (32, 43 Sl A B BH A B B Asy , 25 B Ay DA SCIGAIERT B 1) Az, Herp AR oh 2 T RBE Z, N, y
12 T REBGEEN [-n,n], s BZBRREBGERN (—y,,71], 2 W2 TR REGEEA (—y, +8,7,-B) , &L, T
R, L2 ITRIE R = - g.lIflle <q Hlglle <y AT Q B E Q> n-q-y , BT UL 0>2%2, 24T R LHL
RS 2 ANME, BRI SCFE Q MU A% R 0 = ¢ G L.

HAREREIN=512=2 2 N>2n-1 SHER, FHAEHENEHHAT 2. N=52HELEN|(g-1),
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WEBEI O = ¢ BIAT, P Zo [x] /(Y = 1) RITHREE R e RFR AR W] 24 22 1005 R n e g e JOAR 1) 3R 0, 75
BT REMNEL g THE, BISEIEMCR BN AR,

FAh, N=576=2°-3 FFERF2n—1, HIHEN|(g-1) MM, Re HEEIN Q = ¢ 1E NS 2R, N =
576 SH /NEBAT 3, T BT 6 JEFE-2 FFT Trick 1 2 J23£-3 FFT Trick, 3£-3 FFT Trick FIZCR MG T-3E-2 FFT
Trick; {H 53— 77T, B ST EE4T 8 )2 FFT Trick, > F N =512 I FFZ#4TH 9 )2 FFT Trick, F I N = 576,
Q= q WAERRIESH

PP N R AT RIS A E M NTT S5k, B FAER A M CIBEF LI, N =512 RIH T HIF Mg,
RIMAE S5 R BRATIER: T N = 512 (iiE, HARTRGE R A LL i LS 8.1 5. D 1 (8 AN A B 3% S A0 s BT
& ER RGN, FEBEAML SN N, = 512 8N, = 576 B FIZE M B0R NTT #iE.

(1) Ni=512, O=¢

IEET SHOE R Nylg - 1, AT DS e B G 450 NTT. thES CRT [ :

Ni-1
2,00/ =D = [ | 2,060 /= p™),
i=0

Hrh, p R Z, Ny IRA SRR, 7() FRH i DI p (R SEEE AT 9 JE%E-2 FFT Trick.
(2) N;=576, O=q
VRIS S50 A2 Nolg — 1, [FIRERT LA 2 BEIAR A G B NTT, LI CRT R4

No—-1
Z,[x]/(x™ - 1) = an [x]/(x—p™®),
i=0

H, p Rz, T N, IRARJE AR, 7G6) R i DM p RHR. BIESTHRAT 6 J245-2 FFT Trick 1 2 JZ5:-3 NTT.
£ 308 T EIREMBOE NTT BB S, MG R s 2.

*3 RMHURNTT AESHCk

0.4) .9 SHOKIE NTTHA FFT Trick FigR
(251,7681537) 1 7681537) N1@=b fERGHINTT 9JZ 42 FFT Trick 1x1
, (576,7681537) NI@©Q-1) (R EBINTT GIE 32 + 2J2 4.3 FET Trick ..

7 SEIRYRTS

AFT T Dilithium-Prime 75 1) C 15 5 SSBLANY . A SCHSEIL T 58 1 BAER KN n 1) 32 106 £75 44
B AP 2 TR REAIH, BT NTT 2 H TR, EHAT NTT i b, 2 3EUE K N 1 32 ha 75
AV, 54, A0 Dilithium-Prime SEIUI i F A0 W 75 R 405 SR [11] 45— 3L
7.1 ZIMARH

Dilithium-Prime 75 % 1 & EAEA A 5L & LRAE n 820000 R i TA T RERNMESR L1 NTT 15
AN XU, BRI EANSE P ST [11] A3 i, D9 7 598 TS R BELEEAE NTT S L SRFER V%, A7 A B A, 1 4k
LW s, My, k 42 BN s, 75 2AE IR R A

THRE A TERZ BN a, KR a, ez, , P RPEF 22K 05 45 268 SHAKE-128 B AES2560tr 4 /i
¥ 3 A5 BUALELRRIR I e s A B A 0, SRB 3 B0 R 8 o) € (0,27 - 1) . B EATIRLCRIE, £ o) <q, Wa,:=a,
RHCRRE I, R W E B AT KA, BRI R 0 DS KRR EL hT 22 -1 5 g 3%, IR ICREE T
TE L8 AR, BLA KA S0 LA U R0

P2 & s, s, FRZIR s, RE s <n, n=2. FFEHIER SR FH A7 R HCE U 4 A BEHLELE
FEN0, ..., 15} Z AR REH, A R4 R AR, VRN T 15 8w, R R IO E 5 19 800, 2n)
(I, BRI BITERR T R8s, ; HORAE.
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HTy FHEIR y €S,y & 2 PR, BT EIHTIE4REE, REERIEARNO,..., 2y, — 1} N IBEHLEL
JEW y, BN BRI G5 R By, . STy, = 208 My, = 21° WAL, 20 AT 19 AN LR 20 AN HLAR I BEHL
AR O, ..., 2n) PIRIBAALEL.

7.2 AFAARIZZRIEH

Dilithium-Prime J;7 & ARAXN MELPIEAET R, LMZTXM 2 IR W&, EFANEIEAH, X2 T
KA Z A BAFM A 32 G 5 BB, (B8 SR AL i, 75 B8 e A3k R B0 37 8 7= 1 i
i

BARRB, AP e 20 mE g FRBXEN [0,20- 1], RIS R TR S 10 ks, §402
T 4 [nx 10/81 = 314 711, ¢, IL b4 314k 7795, T p Sl 32 77, B AERIFEIL R 3146432 775,

BT, BEPLR T p A1 K 15 32 7719, Bt E A SHAKE-256 (K& 75 BR300 H (ol |ry) WIS U or L3R 48 77, &k
2 W s, s, FRIZTRAE s <np, BATRERGEL, FUTESSIF I 5 = n-5,,5 €1{0,....20), ¥ s/
TG, T AR o E AT 4 [log,(2n+ 1)] = 3LUEE, s, F1 s, 3053 (k+ 1) x [251 x3/81 = 95(k +1)
TS R, 2R ¢ FRIZ TR RE 27 <, <22, iMH g =22 -1,€{0,...,2° = 1}, ¢ TEFTTRA 5 13 Ik
B, to 2L ¥ kx [251x 13/8] = 408k 7711; 2¢ b, AVARIAAE LT 503k + 957+ 112 75,

Zgah, W E N SHAKE-256 [ 7y B H (ol lw)) IS B & 4 32 710 1 4E 2 Iialim) & z 3T i ik 5
SRR, —y <z, WHZ =y, -2 €0,...,2y, - 1}, Z TEF TP S E [log, 2y)] HLHRE, z 35 IR Ix[251x
Mog,(2y)1/81 T4%; k 462 W M h HIEAERONERER, ST h=(h,... .k}, (A | HEBEZHEE oA, WL
o7 W% =1,.. k WITE 5 S 1 0 REE by, FIOALE, FFESMER k2 0 G 2 T n, 7 &
1 MEE. 25 F, B AMAEAEILTE [x[251 x[log, 2y))] /8] + w +k+32 1.

7.3 EHETEISLI

T U T B, AR ST H (1 SR I e o8 I RO TR R R, OF B T AR
4y SCSRI, DA TE R R il 25 (B 3R AT S0 B e R ol B R B A A5 B TR R LA A HVE AT IR AR AR R, 2 T Rk
LA 5 R (5 JE JE 9%, DR UL TG 75 4 FH 5 50k ) 092 R JC 40 S SRS
7.3.1 HEAEE

BB A g B9, C 1 F I <% I B4 AT DL S DT B A s B, (FR B s AT I T S
HHE 0K FE A % 7E X RR B AT RIS BRT, T AR A8 R A — KR, WS SRV IS AT B () SR SR 15 ANk B A %
IUEEPSN

BT UL EEE, AR SCAETE A8 T Montgomery 293512 BT, Montgomery £ & P TAT T BEER,
I FLAE H K 1] py S B. T0FAOT ( 200RHH, AS SRS %S Barrett 2908 PP B IE AUEAE, BEXHREL ¢ 3T T B X
B = BV Reduce, I 14 Fis.

Ei% 14, 290575 Reduce.

BN re[-22'+1,22' - 1];
Hith: rmod g € [-7181504,7181504] .

1. ¥ :=(rx280+(1 < 30))> 31
2. r:=r—r'xq
3. RETURN r

Bk 14 {5 %7 Barrett 2098 4 AU AL EAR, B [—230 + 1,230 — 1] X 8] P A $ 48 2 X 18] [-7181504, 7181504]
W, ZIX AH [—q,q] BIF X0, 5 14 AUE ST g 34T 7 1HE LRI e, 3R FH LR, RN AT E IF 5%
TEA) AT FIWT, £ 5010 Barrett 2780 75 Z3EAT 40 3CHIWr, 25 5 52 BIN(5 18 X .
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FiAb, R B T — SRR (1) 2 RS, B IE AT LU R A I8 SRR T, BE I i AR
7.3.2  Ji/ 3 Decompose, 5%

107 5 % AL Decompose, SN MM HEATHRAE, [FILASCEY H T Decompose, 532 —Fl 0 73 32 5L B
TIE, e TSk 6 T IF 43 SCHEA]. Sk 15 AL 16 43 lZe 13X —SA4E Dilithium-Prime-I1 Al Dilithium-Prime-1II/
Dilithium-Prime-V A ) FL /RSB

% 15. o7 Lo iR 589 Decompose,, -

N rez, a=(q-1)/16, q;
i r BSSIAVRASL (11, r) -

1

2. r = (r+(a/2-1))/a]
3. r:=n&l5
4. ro:=r—r Xa
5

6

~

~

- ro:=ro=(((g=1D/2-r0) > 31)&q
. RETURN (ry,r,)

% 16. JL7 Lo 5L Decompose, 5 -

BN reZ, a=(q-1/8, q;
ik r R ALARAL (ryr) -

I. r:=rmod" ¢
2. r = (r+(@/2-1)/a]
3. ri=n&T

4. ro:=r—r xXa
5

6

~

- ro:=ro—(((g—1D/2—rp) > 31)&q
. RETURN (r,r)

TERYE 15 FIEVE 16 R, « & "REFERM HIZH. BiETL A EE BRI r €{0,1,...,(g- 1)/a) FIFF A,
Ky = (g-D/a W, FIHALIZER r BN 0, K0 R 7o BAH ro—1, BERSA r=0,7, A
ro=r—1l=r—na-1
=r—(g-)-1=r-ria—q.
T XEFAERT [r+@/2-D)/a) THE r, LB RH 1 € (—a/2,a/2], SCHR [59] IR T R H L A7
SEBRIE R AL B, T 00HR [59] Hhe Bt IR BRik i BAR, A SO I T R p BOBRESLVE, RIS 17.

Bk 17, HH Rl AL Evaluate,, .
WA rez, 0<a<%;

th: r BORAL

L N :=[log,(g+ (@/2 = )]
2. ri=r+(a/2-1)

3. L:=|log,c]

4. ¢:=[2""/a]
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5 IFa=2%K>0

6 RETURN r; =r> K

7. ELSEIF ¢ x (2" —=2" mod™ @ — 1) < |2V /d]| x 2N+~
8. RETURNr =cr> (N+L)

9. ELSEIF o =2%d,K>0

10.  L:=[log,d]

1. c:=[2VK/d]

12.  RETURN7 =(cx(r>K))>(N-K+L)
13. ELSE

14.  L:=[log,x|

15, c¢i=c=-2V

16.  c:=|rxc/2"]

17. RETURN 7 = (c+((r—c)> 1)) > (L—1)

PESEBR SRR, MR Iy SRV o (R T O, SRS 17 o (0 B2 SRS MR A BT 15
HF 16, B IF 15 I BRIERIFFLE.
7.4 NTT #i{bsEI

ik [32-34] #ii& T K Cooley-Tukey M iiEAR 3 F1 Gentlemen-Sande BIUsE AR 4 73 J3il b FH T+ 1F [ Fl3g [) -2 FFT
Trick, A3 THEHE-2 NTT (] 5] 5 2% BE BEARZE O (nlogn) , X2 FE i K 2 Ak b, 45 NTT SRR I &
T School Book ik I B A.

FEASCAE FH B 2E-3 FFT Trick 91, 7] LS A SRACUSIGEAR 460 1) JEARL, 1) FH BRI %) A A B k2D T B A R )
ik, IIE NTT 1285

%53 FFT Trick ) CRT 4 f#A:

2,1 /(" =) = [ | 2,10/ - p'0),

i=0

£ {f mod (" -p'0)},
H, p vz, PR3 RAIIR, 3m 4EZ T f v LS

f=fo+ fix"+ fox",

Hr, £ ¥ m g2 05, @it FE-3 4 R)E, f U 2 3 A2 00T LR oN:
fmod (X" =0) = fo+ fid +
fmod (X" =pd) = fo+ fipl + fp°L
fmod (¥ =p¢) = fy+ fip’¢ + ol
FIH 3 REBAIR p +p+ 1 =0 IR, I8 a) = fipl,a, = 0202 a3 = p(fipd — fp°0%) , A
fmod(x" -0 =fo—as—a
fmod(x"—pd) = fo+a,+a,
fmod(x"-p%) = fo+as—a
BER LR 3m ATk, LU AT 75 B 6m DM IRIETI A T — - MITHFE.

8 SEWLERSELI

A4 45 L Dilithium-Prime J5 5 o3 (0PI 2R 22 DGR C 16 5 SeBLIOINREGE, LK S8 R (1 Ik £k
B, TRI 4 DA 5080 () At U7 S o B IO B0 2 A S R IITI 2 0 k. K e & BEAFIC BN 2.5 GHz [
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Intel(R) Core(TM) i5-12400F CPU F1 32 GB A7 (¥ HLAN, I KT 55 FA Turbo Boost Fil Hyperthreading. #:1F R4t 4:
14 Linux Kernel 4.4.0 ff] Ubuntu 20.04 LTS $#:/E R48. GCC WA N 9.4.0, Ja ik TN-03. BT A MR 45 Ry LL
CPU A% HA7, BL 10000 KIS AT 45 R A7 4L
8.1 ZWMAIEALLE

ARAE 22 44404 T (¥ Dilithium-Prime S0, 1% R, 110 2 TIAFRZ%, XFHL T PR M08 NTT 52
H1 School Book Tk T EZE,; #3F R, h 2 W5 8, h Z Wzl aeik, XL 7/ 2L, WA R 808
NTT %351 School Book eI iH 5308, HARMIREdE Wk 4, A7 CPU B (cycle).

x4 ZUAFENZERIRTLL (cycle)

o R, T Z BRI Ry M B T ZHATRIE
Ry X Ry R’{;Xl x 7{5{ cs| cso cto cty
School Book3f&i%: 246595 7121005 1180042 1415762 1423710 1421439
KM BUBNTTHIE (N = 512) 25451 337249 93280 108463 113152 109949
EMHIENTTEE (N = 576) 26161 349323 97974 112232 113733 114088
N2 Tk — — 8132 8760 13700 13397

(1) R, FZ AT LU

TR, H I IS, A TR T 54 2 Tafeds:, LU 2 XU B A 22 0 1) & 2 [R) A 3R, 5 7EH.
% Dilithium-Prime J5 5/ 3 NREIEH M, W Ay, As, ZiHE, 2 RPN RARNTE — aTLEH, Rig
SEAE A2 T IeTIL 2 2 T A Be- 1) S afevd op, BR300 NTT Bk 202 35 B i = T School Book F&i%,
Hr N =512 FIZREMEUR NTT B3 =T N = 576 FIRFM U NTT.

BRI S, FERANZ A TME R T, N =512 FIZREMEUE NTT F N = 576 FIZ 408 NTT Bk
AIEG School Book TRV 9.7 f5F1 9.4 £, 162 W M- EIE LR, N =512 RN EUE NTT M1 N =576 (3
W88 NTT 3% H School Book ik s BT 21.1 £5 /1 20.4 fi%. 25 b, Wikh KB 40K NTT Skl scaixt R, i
Z DR A BUINE, I B N =512 (Z AU NTT IR R A 5 4. JC IR TR 2 Tt & - %Eﬁ%i&tlﬂ %
WA M IE A NTT w585 BT bl S A, s ORI &, B8 548 20 95% [T ST [H], 1% —Hp i A4 EL
1EZ WA -2 WA TRET, B 1 FHEE A &2 H I 5T R R NTT 2478 [ 5 School Book JeVZiz 1T B
(ARG, B 1 AT LR A NTT T4 RS 2, TH B8 R THER A .

HREXRS s RIXR, = RIXR,  « RXR,
I 4.91%

Y 7.3
()

\
8 30%

200

FEHEUk NTT (V=576)
School Book 3f¢i3:

$510.61%

FMEUINTT (N=512
School Book ey

K1 AFTHES R TR E08 NTT MRS T HAL

(2) R, P ZHRE 8, 2 W

TR, HETHRE B8, 2Rk, 4305 A T Dilithium-Prime J7 %8 i (1 1L 2ok ia 51, BJ
csy,c8, Ml cty,cty , WFH YRR L RS &/l 42 T R BRI, v UG B, R 1SS, R EM %
HWNTT HiE BT School Book FiE, i /N2 T =UaRik M 5 2 P R sk NTT Hik.

BAET S, 16 es, BITFE S, N=512 FIEM S NTT. N =576 WEMHIEE NTT 2. NE TR T
School Book 36743 AR 12.6 ff. 12.0 £ 145.1 %, Hrb N =512 FIZREME0O8E NTT N =576 I EEUE NTT
P 4.8%, N TRIRIEN L N = 512 BRI B8 NTT SER 1.5 5. 7F cs, BFEF, N =512 FIEM AL NTT.
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N =576 FIZE M B8 NTT &k, M2 IR IEIE School Book Tk BB 13.1 1%, 12.6 £, 161.6 1%, N =512
IR BB NTT b N =576 M #08 NTT B 3.4%, N2 IR TIE N LN =512 (R Hr &l NTT &%
12.4 %, 7E cty BT, N=512 RN BOR NTT. N =576 BIEMHUE NTT 595, M2 0% School
Book L HIPE 12.6 5. 12.5 %, 103.9 &, 7 ct, MIit5EF, N =512 (RN HI NTT. N =576 FIER M H
NTT ik, /N2 IRk LL School Book FEiE/; HIER 12.9 f5. 12.5 f5. 106.1 1%, W LLE H, bt/ 22 Tl 40
EL T+ School Book 382 it #72 7 25 SR B AWK T~ ML i AR I T, (R4 B 00 T R 808 NTT 809%, BRI 5, 1E ety M
ct, FITTEAH, N =512 PR HUE NTT P N = 576 IR EU8 NTT B 2.1%, /N2 TR NE5 L N = 512
(R M08 NTT 80954k 8.2 1.

A CAE H, A LEF B HOR NTT 592, D2 B SR 3 0 83 AT csy BV, cs, T2 IR
FIREE W RMRE R, s eR, s, e R, Hhk>1, #fEcs, M5 A, NEBRE R IHTREE . FEE
to. by € R MIEDL T, D ZINASGERS cty, ct, W RITEERCRRIZ R BT ¢, ¢, PEBRBECK, d1T 64 {147 ik
PR, 7B IEAT AT IR 2, SRR /N 2 TS AT R B B AR, B 2 RS A AN FIRAT R R 2 T
FeFABAT I 1] 57 5% B 22 T e AT i A1 R LG A3, JRom 7 /s 22 TR vk (X 9 47 2 189 s ok 1) In Stk SR 4 7t

w3IAT 4 5IHAT =6

-JHAT
N TR TR 0 A - 12.05%

7.81%
N TR T L0 0001000000000 RO 12. 11 9%
’ ; =—— 38.08%
zmizgess NI 0.96%
ﬁ% 7 0.69%
S = 0.62%

B2 AFEFFAT RN 2 BaRE R LR

i BIR b, BRI AU NTT S8 vl se B 2 I RA A J0nid, b N = 512 R BUE NTT 76
M EG SR BN =576 MR EUL NTT T, FUTER, 102 Tk d, 5 RAEH N =512 =B Eus
NTT &3%; 505, /D% Tl b T R M 4os NTT Sk Seil 7 535 (3, DR e AE 35 2 40 F 25 AR IR 15 7,
IR, F2mRE 8, h WL, 7R/ 2T TEFAT I E.

8.2 AHEMEELLE

AFi%FEE T Dilithium-Prime 53%. CRYSTALS-Dilithium 532 "1 [A#E 3T Fiat-Shamir with Aborts {1y
MU %4475 % NCC-Sign™.

RS T I XL VEAREEE, H |pkl N AR, skl AREARA, o AL RAE, Z & BT R
f; “Exp.reps {8728 & i 2 h 4B 45 R B B, KeyGen. Sign M Verify iX 3 N Zp D45 T % 5 o R4 Wig
TR R, ZaHE, BIER AR FER M), BL CPU R4, #2478 T CPU A (keycles).

5 JTRRIVEREXS FOA SEEL R L

ES |pkl B) skl B) ol (B) Expreps KeyGen (kcycles)  Sign (kcycles)  Verify (kcycles)
CRYSTALS-Dilithium!"? 1952 4016 3293 5.1 246.6 775.8 224.1
NCC-Sign™”! 1997 3312 3605 5.7 2057.7 24106.3 4032.0
Dilithium-Prime 1916 3605 3233 3.0 484.2 683.8 563.3

FEXF O, AR SCE A T 46 5.5 5 4s Y Dilithium-Prime 224 S IR S5, BT R — 2259 Nk
) bR L), A S [R)BE4 F CRYSTALS-Dilithium 75 2 F1 NCC-Sign 5 R &2 &2 9008 T HIHERE S B 30475
K. Hrh CRYSTALS-Dilithium Ml A8 H i SEBATE R B NIST BRI HER C 5 S 2% L. NCC-Sign 1)
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SR C 15 5 ALK H 3 E PQC SRR 1 Fdgsc P

(1) 54> 75 % Dilithium-Prime ff] HL5¢

M 5l LLE H, 5 CRYSTALS-Dilithium J5 241, A 3045 H ) Dilithium-Prime 7 ZHI AR F B4
ST FIZE 44 RS 2408 /0, Foh AL RST A 2 B0 W s, FoAR P U AH Z2 80/, BAKTT &, Dilithium-Prime J7 & 1A
FARSE . AR SF N2 44 R~F 43 5l B CRYSTALS-Dilithium J7ZZ /N 1.8%+ 10.2%- 1.8%.

MIZATRZE K5, Dilithium-Prime J7 5 %5 57 42 i3 R FH 25 42 38 UF 3 B 43 il /2 CRY STALS-Dilithium #J
2.0 A0 2.5 15, o B PR R Hs 9 NTT SRR AR B, HIEEMA T E AR NTT I B A, &
HPHER AR AL BIESEY F B CRYSTALS-Dilithium 75 &£ #E47 kx 1 IR IE A NTT i85,
M A Bt ] NTT 38 b, Dilithium-Prime 125 44 5032 A7 76 AH R 14 1] R, (HAS SCil it S 30 5, I8t 25
VR IR 48 OB, 61525 4 B IR . CRYSTALS-Dilithium B 11.9%. S4A1 5, Dilithium-Prime 77 2 A8 5 K41
£ Xt 43 [F PR B idi, CRYSTALS-Dilithium JU A7 7E 12K 22 42 B3 8. #H LT CRYSTALS-Dilithium, Dilithium-Prime ]
SR A R SRR AT IR AIE SRR 18, (H 25 48 Bk b, Fsz b, — o BT A B A FABR T e 2 v Ak, TR1 G Sz B 2 P
rh, SR A RS AN B AIE SRR I R 52 B /N, Dilithium-Prime 77 28 7E R %38 B 22 B0 Sz B 3 5

(2) 5RMEUL T £ NCC-Sign 1 ELEE

M 5 AT LA H, A0 H B Dilithium-Prime 5 AT BEART . 24 RH 2 A5 NCC-Sign
ENSE

M SEIRALZ 1 )T TSR E, [EIRE %L T Fiat-Shamir with Aborts 38 5019 M #0812 42 75 2, Dilithium-Prime 75 &
BB AE R B4 IE SRR BT & 4.2 %, 353 %, 7.2 %, HEEJH K& NCC-Sign 75 & f#
T 38R BRI Toom-Cook HiLHHAT £ Wa\Teik, SEITHAFMRAK, 75— 7, NCC-Sign J7 Z4 4 2 hE 44
WHIR 2 I 7 AR A AR B B R N 2 —. B AT, Dilithium-Prime 75 R 75 R 308 L9287 R M& 4
T %, T w A m AN T .

9 % 1

ASCE T R T RSN Fiat-Shamir with Aborts Y5 308072842 77 % Dilithium-Prime, J£-45 i T #3255

%, LT IO b A 2 IS, TR SRR R, AR SO RO VAT T B M TG4 SR I, S
SRR, AR 2 EHR T, 54 HK LT %47 % CRYSTALS-Dilithium I #E%F 25041 L, Dilithium-
Prime T EM AR RIS B4 RF0 B 1.8% 10.2%. 1.8%; L4 FIEMCRIES 11.9%, ZH A,
BEVE WOAE SV BT 5 ] 43 )9 CRYSTALS-Dilithium 77 22 /1 2.0 %41 2.5 £%. 55 —J7 M, Dilithium-Prime J7 %
REREHLPLAT X oy BRI TE B i 0, A B & 2 ot 55 E 5 B TR e P W EM B4
75 % NCC-Sign FIHEFES U LY, 16 7l — % A S M5 Bl 17 98 4514 T, Dilithium-Prime 75 28 B B804 L%
B AR SVE I B BT A 42 185, 353 5. 7.2 %, SEHL T MM v o A 22 A R I Bl 2 44 Sk

J& 8: TAE4L % F& Dilithium-Prime J7 R7E 8 27 & L1 @228, 641 AVX2 528, ARM Cortex-M4 SEFL,
GPU 28I A1 FPGA LI Z.
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