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Abstract: The prosperity of open-source software has spurred robust growth in the software industry and has also facilitated the formation

of a supply chain development model based on open-source software. Essentially, the open-source software supply chain is a complex
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topology network, composed of key elements of the open-source ecosystem and their interrelations. Its globalized product advantages
contribute to enhancing the development efficiency of the software industry. However, the open-source software supply chain also has
characteristics such as intricate dependencies, widespread propagation, and an expanded attack surface, introducing new security risks.
Although existing security management based on vulnerabilities and threat intelligence can achieve early warnings and proactive defense,
the efficiency of vulnerability handling is severely affected due to delays in obtaining vulnerability threat information, and the lack of
attack techniques and mitigation measures. Addressing these issues, a vulnerability threat intelligence sensing method for the open-source
software supply chain is designed and implemented, which includes two parts: 1) Construction of the cyber threat intelligence (CTI)
knowledge graph. In the process of constructing it, relevant technologies are utilized to achieve real-time analysis and processing of
security intelligence. Particularly, the SecERNIE model and the software package naming matrix are introduced to address the challenges
of vulnerability threat correlation mining and open-source software alias issues, respectively. 2) Vulnerability risk information push,based
on the software package naming matrix, software package filtering rules are established to enable real-time filtering and pushing of
vulnerabilities in open-source systems. This study validates the effectiveness and applicability of the proposed method through experiments.
Results show that, compared to traditional vulnerability platforms like NVD, the proposed method advances the sensing time by an average
of 90.03 days. The coverage rate of operating system software increases by 74.37%, and using the SecERNIE model, the relationships
between 63492 CVE vulnerabilities and attack technique entities are mapped. Specifically, for the openEuler operating system, the
traceable system software coverage rate reaches 92.76%, with 6239 security vulnerabilities detected. This study also identifies 891
vulnerability-attack correlations in openEuler, obtaining corresponding solutions that serve as a reference for vulnerability handling. Two
typical attack scenarios in a real attack environment are verified, demonstrating the efficacy of the proposed method in vulnerability threat
perception.

Key words: open-source software supply chain; vulnerability threat perception; feature representation; knowledge graph; risk push
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B .

ARSI TG AR 7 B 1] P S P 8 SR o A S8R 1 A, B b — T T Y A 2 U L J 28 e 7
% ZIRERBRRES R 1 PR, EEASEPT 2 © CTI AR B R, i AR EE A SGH R SEHL %2 4040
B Eh A T S AR, A ST ik e s B4 A Hcs B A @ R XU (5 BEIE, SN SRIBOTIE R Ge R 1F
FIFRYE CTI AR B I B 2h &5 5., SEBUTIR R el B & ge A0

: [ W] :i |
- T @ il — 95 5+
@ IR IR P : > LSTM/SceERNIE % B Ay 2 4 H :
@ﬁﬁ%m i RANHCCRER Gk B R hd :i l i —| OS
é:l: A ¥ =} |
] o — | IR % |' | =
| L 3 g, ™ 0S| «—- RIRE
@V] it | LTI {1 “ CTI T [l I —»wI =
i > d INETE I: :: : @
= K4 F A ' I
[] s O\ e i | |
! :: ! TR 5 S
JI| |

T O L% L1 N,

B LTI L S i Ja 1 S T ik B A E 4

2.1 CTIHLAELERIME

CTI 114 PR A2 8 BB BN A A0 J el 30 iR PR 5 A DG BR S 22 A 1 R S A 2, 152, i 225 A TR
TARERARE G . ATT&CK HESE e STIX2.1 FRufEZEA BETT CTL AR B AR L 1. 2 5, 10K 45 M A A e A
PREE R AT AR IR T, FRIE Ik B8 3 B AR MR B2 s 7 0 AR IR T 31 38 S5 SOAR SR A B S R S o, s
TR IR e 2 B b 4 B i IR R IS 2. ARG, SRR I A AN [E) B4 2 48 S i Bk kB TS B B ity
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LAERE, BT FRIRB A A S PR E R TR A4 0. B, 8 A SO GRS A UkiE LR IRIEAY SecERNIE,
SEEL T CTI AR B A5k 2 18] fr) S A e 240
2.1.1  CTT HH G A A by

A 58 ) S S PRI A% 0, TR A 3 Y PR R A J2 AR R ) SRR . 7E AR CTT 1 PRt A Ak 4440 1)
TR, AT AR H e SR RTE . AR [ R Sk 2 (] S B Sk R I EE A UK, SEBl— e R R I AR S,
FAR SR T &, A LS54 NVD. ExploitDB. CNNVD. CWE 25 K7 %2 4 M 04 2, NPM. RPM. GitHub 2
FIRBMAEETE, PR ELEA G SRS X 1G], 25 ATT&CK S K STIX2.1 bk, ®il s —
AN CTI 1R B AS PR ZAE) . CT R0 PR 3 Ay JR ] X5 60 P R 96 A PR, G vl ) X 7 R o A 3 2 4 Ui
BAE ANT S VFRTESE 17 JER 2880 gl RS T P a8 7 B BR . MR AR B A 4% 9 iRy,
LS 41 R MR R, AR A& B FTH SRS BRI CI O R N B 2 FioR.

P . Threat risk domain
Vulnerability risk domain
RELATED WITH ush
. s
PoC i o J USE
report * name CAPEC . !
+name CVsS . “CAPECID apt technology USE_[ malware
- * base score * description * name  techID e * name
S . . « name " = N
HAS_PQC T i
REL] ) WITH RELATED_ WITH . us|
Evaluation |CRITERIA e patch
TWE name REDUCE
CAUSED_BY .o REALIZATION
+ CWE-ID
puBLisHEDL """ Tepository - mitigation tactics REALIZATIO]
HAS_PATCH PUBLISHED_IN . mitiD « taclD detec‘tion
software L ° name + name
e vulnerability . « dsID
+ name :
+ description + cvelD e -
AFFECT| + description TAS PATCH L COMMIE TO CAUSE
. - - —
commit )
x STORED_AT event Delifers
* name LATED WITH| « pame INDICATE
DEVELOPED_IN rogrammin, CONTRIBUTE_TO|| * - + Description Tool
person . USE g
~ hame OBEY « name Vendor| L—2"1"+ name [Downloads|
- PUBLISHED : — .
. email U — « version « name PUBLISHED_IN Tdicator
+ phone « URL “type
ALLOW. INDICATE
.. CONTRIBUTE [TO + name . + name
. LOGATED_AT . —_—
license [ country ] [ city’ | T
* name
oW || omame ELONG TO| * hame | INDICATE ysg
vy _ vy TARGET
HAS_NATIONALITY 1 1

2 CTI HiR B A g 1

212 HlRIET foah 4

TESE AR ERE AR R G, ASCERBOTIRHAT . 2RI E. BEHR. Ze2nE. | HiBmErHE
KRB SRR, SZBL CTI iR B SR Al A A L NVD IR TR ZE SO it & o), R CTI 038 R iR Se i 3 78
FAM AR,
2121 ZARIHSENHE R

TAAR I IE T A . CTT AR I 1) SC, X9 R N2 A B s s . BB AR v AL 22 A s R, 4%
8 CTI iR B0 A A RG22 4 SR AT SR 78 TR SR B A [E) 5088 R 11 3 AR, 15 5 I A5 2 DR R 1 T % I
A —EE R E 2 2 A S MR A UE A, BRSSP IR T

(1) M RETEA: ST $E v B — St A mT A, MATAT B 4 ST RF T N P P i g R A B, A SO i 4
i 7 B B AL, 0, B 3 B I i R B R A7 6 B 20— 80T/ NS A 345

(2) PR IRFFAIC: FEA . CTI AR G, 5 2 ek 2, Bt 2w TRERAE. T i W HoRSE, &
A SRR 5 B T T 1 — AR UL OGS R 10 I R A A SR A 2R DG B AR SR URL (4 — BEUR AR iR
F) SR TEAR IR, X2 — Fh A BRAME— PR IR AR R, B R AT B IF 3R B R 7. @ A~ ST 2800w L —
£ URL 54, 76 250 S I SE A4 Ak — . 4] 40

o ‘2 2l SEAAR A ] “https://ctigraph.com/vulnerability/ {CVE %5} ] URL, 2" CVE 45 2 IR A —Fr il
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o B A SRS F “https://ctigraph.com/software/ {| T8 % B/ A G FR/RA S " URL, A RS0 R4S
| AR A S I A, iR E— e,

o | T SARAE FH “https://ctigraph.com/vendor/{) F 4 FK} 1 URL, A1) 7 L RR A2 ME— 1.

o Wi AR SR A% “https://ctigraph.com/technique/ { BT B AR 4 5} i) URL, DB — k.

(3) (5 BB A Wk F AN R EE IR A B G AH R AR IR 1 SR B & 9 S — AN SeAd, D22 AR i, K AH Rl
TARRIAFEIR . RIS SRR IR S8 0 545 BT & 9%

(4) BRI RfFEU: 515 B AT HIUERE pP 5, B0 A R B IR X 22 A IR TR S5 G [, UK i 5 0 3
[E A7 A, [ I Ay 2540 SR U
2122 AR A

NVD S a8 K ERRTIRGE S, 2 CTI AR B 22 A i 5 = BEERIR 2 —. 28T, it 7 #r ik
B, R NVD ¥l B2 A8, AR 22 A U T B A 584 P52, AR IR R 5 3 RS S BRI . FL A
M5, I 04 A5 A5 B s s [ 71 . 140, IR CVE-2019-13377 f$A o 'S i R A7 £ T
“hostapd”Fl*“wpa_supplicant” B KA A, (E2 ZIR T S G (S B RAIH T hostapd. ik [l BEAE £54f 7 Hh I
AR, HR4E Dong 25 A\ PG, NVD IR A 59.82% IR 5 I TR 5 R B TR R ir e & 15 18— 20

TR I S T R 2k ) R, S A BERT+LSTM+CRF A8 il BRI ik th 8 20k . IS LA K,
LIRE RRA AR DC FR. A& 3 o, it B ot e IR i 50 4 e () S0k AR 8. 1 Seiad BERT J= A0 3 VR i
IR SCAR, SREVEEAN SCAS Fp A B 3R] 1) 2. S8 BERT J2 R BA 1] ) o2 %o A 3K B B A 4 2 B A AR I )
A ¥ BERT N JEF I M & A 2] LSTM B A iz 0 R BRI 4M: 811 AT fhiT Rk
1047 Cell. Hrh, BN 58S 1T & B AL RE 2 & 7 THE S, 188 HiE RN T —8Z1. 0T84
ghRET H, EERACIZ Cell % H FO% H ] e th AR e A5 210 1. %), 183d CRF 7] LATS 21 R I 7 B FR 2515
55, T HHER B A R FR . BREERRCAR(S B 9 T R B NVD 2551 22 52 i BBl Bk 13008, AR SCGE 43 #r
TR TR IR (R R R 2 1, R 3R 22 k-5 R A 2 T PR B S5F R000, DA B A 22 Pk 5 R AR 2 TRT R DR B OR R B S et
e S P 3R A4 44 TR B AR A 5 R IR 2 6 s e 1 TR A7 DG, TR0 4 TR VIR 28 o A A2 50 s 2 AR iR IR, i o 4t DL LR 1Y)
& SR TS SN B TR s e v ], b A 2R (45 B

s
( BERT vector ) X hy Py B-PER
iy
( BERT model ) X, 7, P, I-PER
Position embeddings
& X, o P, I-PER
Segment embeddings
s
Token embeddings X hy Py I-PER
This is a vulnerability description X; hj Ps o
Look-up Hidden Output CRF
layer layer layer layer

B 3 BERT+LSTM+CRF R B 85 iE &
AR I, Y2 IRIATEIRTS CVE 4n 5 Ja JE RSBl A TFHE R, XM IR K 2 FiR 2. 1L, MR E 2 —
AR R, W RIRIAIR S & R . e BIBNE 2 O B A A A, FLuk, LR 7R L )R R
. — BT B CVE 9n5, BN 7 TRl I I A0 1, Sl 87 &, It kA 2 e T, 1%
TR B —E IR AR 2. e, — S RGN Bl oM e, 1X 252 IR IR 4 2 1 18], (K1t NVD. CNVD
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S8 YR TR B R AT (T ¥ B T G T R R, T UMM R AR 51 2 S R A A SR IR TR B e b R
I 2 R AT e ) B

[Ath, BERT+LSTM-+CRF H: AL i T fif o icdfs dif 2 i /1 DA A, K FRLFH T BROBME IR« 224 o 15 S5 I 380 28 i 1
SCAREGAR AT AR iy CTI 1R PR 45 0 10 H5cais iy b 2850k, I B2 i T B4 S T TR B 25 e 1. LA Openwall
Jufil, Openwall J&—AN/NELK 2 A T00 H , 50 H AFF 78N 51 207 S B 22 A YR ) T AS 40000 T G At 2 A VR V) P B 3. )
B, ZIH RS T KENE SRR, R ERZ4E TR R TEMNERESE, 5 Linux #EX &N FHX
BB FR. Openwall TR H K ISR S, OAMATAA XA B T s it BV R SR B 22 A, (Rt AR SO
I H BB SCA I, AHXEF NVD, R LUSE U 2 22 i 15 2. B0, 2 4siwiid CVE-2023-0045 5 — i
J Linux P9A% & failii, HAE NVD T 2023 45 4 H 25 H kKA. SR, (A7 2, 1ZIRIFELER-T NVD fif[h
s, B2023 52 A 3 H, ©44E Openwall B33 I35 5. ASCEIEXT Openwall B 1513 SCAAE 2 A5 HL
55534, 4645 CTI 501K B £ 2R 3 8% 224 R B0 B AR LE, IR TR 5 Sy i (G B, H B S
FNEIREE N NS B I I8 R AR AT S5 PR A B, ST XHRIRME B s U L.
2.1.2.3 A A R BRI A

TR AT A3 R GUIB 2 7 B, BN R T A 3 B B B 4E 4. 1X 280 7 AR R I E e R
AR R RN R ) i 4 BV, 1E— B ST AR AR EAR BRSO AR E A4 610, PostgreSQL TE 7T
AT A SR IR AR P KA Postgres BL QSql, T E B J7 BSOS b 2448 F 58 8 1) PostgreSQL. FREUR 1]
e A THI 3R 22 FR AT DASE e T USR8 R AR 45 R 7 28, BT IE BRI R A 2 A 1 LI B 28

AR K E WA BRI, SRECK AR 215 B IR B 30 i 2 S5 B R R R R A R S PR E R AT
U 4 18] L FEFR AR R, R E AT KRB IR R & AT SR B A RN BE B, 5 B0 3R
P EE R FR. ACK Lkl 2 B ARG FFIR SRR L IR . (E6T 5 FRR BRI AR S 2, T
TR 530 4 ) R, AR 22 PR AR RE B B 21, 380 1 3 R R . Shao 25 A P44 Linux #:1E R 485
B, Ko N B = AT 50 28 Linux #24F 2485 4 Fedora. Arch. Debian %5 6 2R R KR, &4 4 v j, AL
EARF R E IS T & 9 53K _Eid 6 KRG KA, I Anolis OS Al openEuler BB P &5t
BTSRG0T, RIEA FERAE R A KRB R HAATE S LRGSR SO, 4110 CentOS A1 Anolis OS 1
1) spec SCHFALE upstream B, X T BR AR TR IR A B A FR, upstream {ELAH [R] A4 AR IE T [E] — A
YR, BRIELLAR, Debian &4 H I control U LA K ArchLinux R4EH I build XH#ES Lid EHHRE R, A
H IR 8 MNHRAE R G AR R SR 2, X E e 1 _EeR 24015 R B A4 FRIEAT UL AL, 4n SRUCHC AL,
DU 2 A e A R b e VR B R IR R AT IS 00 R B . 5 ST 4 R, TR CVE-2022-41852 s B A
commons-jxpath, 1] openEuler & 17 K # & i 54 4 F7 N apache-commons-jxpath, 38 A S04 8 13044 iy 42 58
4 & B apache-commons-jxpath [ b7 54~ commons-jxpath, P RT DLW H 1% I VR [H #6529 2] apache-
commons-jxpath.
2,13 IEIF BN Ok R 248

TEIR AR AT B A IR S TR AT I B — P 3l B 22 A, T YR 0 A (4t 7 4% 7 0 75 2 R BORR AR 32 3 1Y)
J5 1%, Rlidd 3 s A Ao AT BUPME R, B3k 2 2RI S ATT&CK HESE TTP AT, {3 22 2% # N\ Gl 6e
WL E TR R, I 323 et HAH 2350 52 A0 N 50 BUMY, 31X — J7 A 3G 58 1 U I Ak ¥ A 7 0 AR RIS, IR IR
PN 5% FR 2 CTI AR IS AR 40 i 1) — AN R G R, AR IX — 58 RAE T 4 NVD S8R 22 v IR 78 40 I 25,
(R T SRR S B I SGBE, A SCHR T — Pl T 22 A U R TTR I B RN SecERNIE, JF44 H R H T
TR TR B R 55 O RAZ AL 5.
2.1.3.1  FET A GURAIRIE SR F AR Y

5 BRI R SIZ R T 3RS EE BB 015 5 A, aimlil s X RS B A ESE. BETE AT
{5 B RN AL DL BERT AR A 22 I 2% AR, ax SN m] DA SESCA PR IF M A 3K = 8 B R &, JF
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H AT BLIE I 0 DLRR SR = NLP AR5 P RE. (H2, P4 ) 2 F R 2 X BRSR IS 1) /& 75 I8 I, A Be AR I s i AT

FIR IR,
contain .
contain
contain contain contain
commons-jxpath apache-commons-jxpath
upstream thunardbg
upstream
/ \
/ \
/ \
! \
/ \
affect // affect pifect o affect

/ \
/ \
\
C\;FI%ZSOZZZ' CVE-2022-
38528

K4 Sdr R FEILR R E

Btxt BERT 7 A SRR R IR 1), A 302 RS 5 BERT AR rp B 1) 73475 MO FH ST R P [v) 224 4k
TERLE RS, (A2 AR 45 W 2. IR, A SCFE ERNIE AL B mE b, 3 3 R e 4 ATk 15 kL 2 347 TR
S5, KRR T 22 4 AT GRS S RN SecERNIE, 4 22 4T M5 B 5 RR AL R &, 3t — B4R FHi
R 22 2 U R LRI AR .

AT/ SecERNIE M H £ 4052 1. SecERNIE A%Jifi b KT ERNIE B8 42, 38 b 14 7 ¢ 4 AT B0 40 4 ik
AT R TR FRIRAT ) 2 4 3 B AU SRR, R B 5] 5 BT, H SUA IR AR AN Transformer 2% 25 9
AR . FCrp, SCARHR NG S N5 41 Hh P B B3] 2 3t Ry O 7 (14 3] 1) B . I B4 H B3 45 Ay 1 ik
A (word embedding) FI¥ N7 & #k A\ (position embedding), LA L 58 4% 4 32 #3a] 1918 XA R 30fE 5.
Transformer 4 i #% AL AR Y [ 3 44, B4 Transformer w5 % 2 G5 £ 3k B V=& I HLH] (multi-head self-attention) Fl
RIS 4 (feed forward neural network) P #8433 Job 1% 6 24 A5AR R 7E XU 1] |7 SCHH XS 8 51 04T 4 1 0
Fn%% 2], ERNIE BLBU7E BERT ARBLELA b, Wi AU 7 Kok 2 2 kRS, BB 2. 0GB M SHA R, did
77 AL BURLE SCINBE. SecERNIE Vi 1% 77 30K 22 4 S R il & BN ik o, 34 5 BERT HI LB AN &L 6
FioR.

TERAN R 58 R, TSR B AP RS @2 S008I L . M@ TR AR T 2508 5 58 H
b, 2 RV R B T TR SRR 7 R AN A S 0 B A T e R RV AN TR B T, AN AT DA TR 4 A S
18 F AR 1 72 e 1) L, S A (W1 5 R R 77, A R HR m B AL I RO, KA 2R (1 1] Y1 3 PR 7 SR G IR 1R
b, TSR R BRI 18] A S 2 A AU VR A AP IR R

(1) WedE 2 U SRR B : IR O RAT M BRI B . KRB e R A B e . 2 4 SO S5 4R A 1
A SCA A BT IR A AR S B TR IX 4 28 22 4 g 40

(2) R AL XS HRI B ) 22 U CA R 2R T WSS, BFEEE, R AR /N
5 JaEBps I, B AR S 5T,

(3) 4 S ARG T K FRAL TR S5 1) 22 4 AU SCA B 4 81 Wordpiece B2 SUA 7 B4 T3] $ g, AT
FATTHRAT — X L R, A S 5 d v 1) T 1) B T A A Rl

© PEBEERKCEIFR  htps/www. jos. org. cn



I A 5 T IRER AR L R R B e B e 521

(4) 3 BCME—FRIRAF: TR AL, A A B AR M — R iR, B S0 e (3 i, 4 HAE
Ja I SCAR ST 7] 27 Pl 2 A USR] 2R

Basic-level masking Phrase-level masking Entity-level masking

[—[ NxEncoder ] ‘ 4{ Add & Norm ]
7
|
[ Feed forward ]
Input
embeddings

q‘B 4’[ Add & Norm

)
=)

Token Segment Position
embeddings embeddings embeddings [ WL CELE s
Input

K 5 SecERNIE HAI 22

[ may |[ create | (_code ] (crtifiates] [can | | during |
| Transformer
e —
(a) BERT
[ may ][ create | --- [ used |
Transformer

L ey —

(b) SecERNIE
B 6 SecERNIE X5 BERT #hd 5508 2 7 2 &

TR R AR AT TR 5 010 S N B0, A AR BT SRR T 0 7 22 4 Ul a1V 3R BT UAC 4 38 (9 K RS SO AR i .
TR ZRREA R I AR

(1) SCARTE e S TRALTE: Dy T 18 4R SCAE AR 5845 R0 F T BRI 5, AR SORE STAREE I 7 dm i v A0 Bt
—[#) UTF-8 Zwfd, AR SCAR I — 80 # 0 AR HTML. $55E5 . SRRSO 5 UAE BIFRERR, 18
PRSI A B AR Bt S e A SO F A N /NS FR AT R TR, YRR R

(2) AR HEND: K/ e f5 I ARV B 216) BRIV R FR 55 4000 3 20 FREAR, 3% ISR J2 4% 1 HE ) S ms O 2
5. Horh, SR 2 FREARBENIE S 15% M SUdRIE, FH B e Rk HE RS AR id [MASK_Word]; 2152 FHEAfE
F spaCy A7/ M sREURAE A TS 1B, BENLER: 15% I8 2 B #ONRRIR I FERD R i [MASK_Phrase]; SE44
ETFAE Stanford NER T BT SEAAHER, BEHLIERE 15% FEAHp HBLESURV R p i stk (N, 0 8, 4
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2L, 72 ), ¥ H B O REER IR AR id [MASK_Entity].

BRI SR 25K ) 1 BB 2% S0 O v, A S A R I e A i N BB o e i T AR B AR A R R . TR
FER B, K g R T AT E AR PERE, IR A% R A TR T T R A S 4, DUE A G S R, 8
i MLM (masked language model) /145 18 BB 7EA [F] 2 kb 2% 15 5 AR, AFRRTE. 8. B XEZ2 A 2.
i, i+ N SCAS 551 A“SeaLotus is a suspected [MASK_Entity] based threat group”, ¥ i — VIl it FE T :
T BT “IMASK_Entity]”% RV, G852 S48 2k R 450 S A5 2 (0 S0 R S Ry [B) ) 22 S, A F A 20
TTH AR R SR B AR B S B BR B, 5 Adam BT S 800040, S8 TR IE ERNIE BB AN 3 A, A SCTEE
RRNT —A flow B3 IR, TERIT TR ZRES WS 22 % T i flow & He, 285 1T LU flow ZZ#e4% ERNIE ) lik
NI B e 00 2 18], DT R RABE B R N AT AN 35 5 1) i) .

SecERNIE 415 2% 5244 5 Transformer AH R, #84] URIE R A 4 N5

S = (PE, MA,AN, FF} (1
H.Ar, PE A4 position embedding # 7 B Zmfid; MA 4 multi-head attention 7~ 2 kiEE JHLHI; AN add & norm
TR ZEER: A —1k; FF N feed forward 75 B0 BRI 4.

PE NENSCATER) T AL E#HAT AR, 230 Fros:

PE (pos.2i) = sin(pos/10000*/~ ) 2)

b, pos TR FAEA) TR IR E, | Fomia [ B IOLERE. 285 PE SiF5, 07 LA SR A 2E T 52 45— S g ¥
Koo, FFHEL 8 I3 51 S A 17 2 rh 42 BT AT RN

MA TV AN, Forp 3L\ T 2540 (query)s HEMH (value) R (key) FOMER, i 25145 B 55T LAk
AT UL B AN S Pk 40 5, -5 (AR 19 B L4 MA [045 51. A R R B
OK" )
7R 4 3)

k

MA(Q,K,V) = Softmax(

o, Vd BN TR SRR bR IE A& 5 A, Softmax EATIA—Ak, AT 5 HALFHER I EZ FN 1.

AN B AR FRZEZER AT —1K (layer normalization). % ZEK L —EfMA X 5 L —E#HH A m; 15—
TR FH 2 10 2 P 2% rH R g2 8 — Db AR TEZS A1, IR R W S

FF SRR 4%, GG PR 2 MW S 80 s 2, a3t (4), b B Z 8 AE 5 I — P IR S AN IR *3RoR
Rl

Xtidden = ReLU (Xhiagen * W * W) 4)

SecERNIE i [ 12 Nmlid 282, 768 ANFEEl B JC A1 12 ANE R /7 header, 7E Transformer [FER I X FEA5 S HE
BEATAB RS, L SR R SHASE 3 AR R 2 4 RN VA G it 2] ) 2R o, A SCAREE U7 1R ] ERNIE
BT R0 TR, A A AR I IR 22 A U E I SRR
2.1.3.2 SRR ¢ RIZHH

ATT&CK & — Pl iy 2R Bt A5 A, K 100 2% e o 37 3 ) AS ) R 5505 52 I BOR AR (TTP) AH SRR, AU,
L CVE FRiRII L 4IRS ATT&CK HEZL TTP 3E47 BLS, 1 22 4x [ A T LA S v fff L s s AR A V) 1 e
SE BUME N B S w0 R X B TR ROy FE R, R Hh ok 048 B B I 1R BRIk LA, it
PR Y I wT RE S B BRI AT, A GAT DR IS A AR LR A 5% Tt g DU, 2 e Yl IR B ) T T RE L (ELR, |
CTI H1R B A R B2 ) 2801, R 2544 3L 43 Dy s T IR A ol RS P A T 181, L A T I TR AR AE PR SR IR D,
B 2 AR S BEE R AR MR I RIEOE R, X 13 19 B, Hemberg 25 A PV HE 40 5 5280 CVE
I, CWE. CAPEC 5Iili fii AR 2 [8] (I R BK I A4 5% 52 ]——BRON, 7£ 5% & B i) DL I 5 BRI
[ #2 50K, SR SEPR b CVE I, CWE. CAPEC %5 S [H#RAFAE—X 2 HIK R, W1l 7 fion iy CVE-2016-1658
JRIR7E BRON H i i 2 2 i 1 R 2 [ ) SR B G R, B ZORBUR A R Ui B R 26 4. 24011, /£ BRON &
21097 MBS 5 AL R ER, Fitbidid BRON 4§ B E3R R 7T e Bl I EOR, ARIF 24 A
AT SR
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1574.006
T1562.003

T1543.004 11574, 007
T1543.003

T1543.002

T1120 T1135

T1574.011
CAPEC-551 CAPEC-13
CAPEC-550 CAPEC 646

CAPEC 643

T1546.004 CAPEC-478

CAPEC-578 CAPEC-574 CAPEC-576 T1069

CAPEC-564 CAPEC-60
T1547.006 CAPEC-556 CAPEC-577
T1547 % z

T1550.004

T1562.001  T1007 T1134.001
T1546.001 T1033 T1134.002

K7 CVE-2016-1658 £ BRON A [ eFk R &
Bt B3R A, N T SR 2 TR S B R 2 (R O &R, AR GBI H SecERNIE SCASR R 5| N B FF

PSP IS XS R S 4288 o, SRR R IR SR TR A, R R iZ S 6 2R I KR P v, SR 22 2l 5 MGt
R R R IZHE, B 8 NRIRK R 12 AL AL

T1543.001 T1037

—ovss e
- CAPEC ‘
o
o[ owe Cuson T ]
i s
et vulnerability B {__technology 7
biviLor
| B P i,
[ P st
oo ” e ]
| lq. DEvELOP |_software [ patch =
author T ‘ ]
T | rupLisEDIN o
, FontisD p ] :
J H [ deeron |
- 1o comrro v
oy w T e
MAINTAIN /
CTIKG

( Similarity calculation )

CVE-2020-0601 Tl 587 002

( DataSet )

o B Threat - Training
- Open“/ dll

SR S ERSRAG U I PSS rok i e <

I T A SCAE ERNIE AR (Bl bt 478 %, 0 2 M 2R P 1] i e 2 1) o ) 20 A AN 359 5, v 3] 7 A S8 N 5
B, IR 0 A S SRR U SOR e %8, R AR 0% BERT-flow!™ )71, @i 6 Wi B 1 77 30K SecERNIE 13 3
PRI SO IRV — AP0 s & 1 [R R A i 207 20
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N TR ATT&CK SR [ AT CVE 3R 27 7 5 AOAR AU AN ARABLE, 75 00 9% 1t ) B 25 o . AT
FERICHENLAIFERT 30 A CVE, 1 FHAH R ATT&CK FARTE Bk 5 th#R 2, S E RSOk, Jfin B prig
QR A B O T i ATT&CK HR 5 UK 5 1 CVE $iik 2 [ AR UUE B2 &, JRATI & L2 BRES . ARkl
B BROCF 2 (MMD) A1 3% 6 /KBRS b 1k R i R 1) BE B U B 75K R IL pipeline. BEAT ELBUR N T 12 5
A B R BN AR 0 AT B FE M. ), B AR RIS AN T 22 MRS e B BN L2 B e A Gl bn
1T pipeline W FEAR LI, PUUE R A E & IR foe A S AH.

AR Bk 5, 1 7 BT %Al S MU 42 . DL 4RI CVE-2020-0601 9, & S it
IR LR P A ks RO SOAR, K P A 13 SCACE 1L 158 I 2R 45 (¥ Sec ERNIE SCAS 373 15 284 g S5 384 [ 79 8
1), Dy T A A I i A I o il v ] A SN B, S YA A R ) BRI 2 T P LA R
AR IR T3 25 ], S AR 52 A B BE T AR5 R TR e A ABL AR el BOR, M T o T (19 56 2 9 P “USE™ 3R K Ik
WS
2.2 RRERKGEESHEE

e RS A5 S IS BT CTI AR B IR IR Zh & B, JRREE B TR R SRR Hn 108, 2%
AR A PRI SR T AR AT, BRATTRE S 2 T R I AT A S A B 5 TR R G v (R B A4 AR AT LA
A DCTE ST, DA 5 12 I S 0 T8 28 4 rh IR 1. SR, AESEBR AL A o, el T8 RIS A F, ITRCE B E
15 BEANH], 3X - BT AL 45 SRAFAE SR AR A il AL

N T SEBARGHAF R AT EGER, AU 7 AR T BB i 44 R B A B et g Y, 3 5 A TR 5
SRS A4 VLR TT 2, of ik 8t A B T 06 () B (5 2, A5 PRl i AR s P v A 55 2230 T 0 T RE b/, AT
iz i openEuler F G H 100 & il . AN [RIVT S 77 20k B B BE 77 K2 1 pos.

R HT A A AR AT B I DE R

BEEE Ve 5 i

0 R IEBAOARRA S SNVDHHCPE IR HHE o HPAE 42 Tk AR B HEAT 58 2 ILEE

1 Rrd SRR AR AL BRI AR A iy 44 FE R BEAT ULIRC, WA 5 IS NVD A CPE S 4R B8 it A<= 2 UL AL

2 RIS A AR AT SNVD IR A T B B AR A PR A S UL R
R I B AR 44 5NV DI IR i el R 0 A PR AE 6 fir 44 FE R i R 0 44 BEAT LG, PRAS 5 SRR A T AR A1
SITRS
4 PR IR E A A S il 2 4 A T i HU A AR AR T A rh 2 R AR 95 S L AT
Rp I BT 44 3 e 4 A T il B P 44 R P B iy 44 R v B A AT TE L, A S5 AR T i B R A
SFEPSYUN
6 AFIL IR AR VLS By, B A8 AR R 7 sUVCEC RS, %S0 B L, ASCOA A P IL S, AR AT dha i HEi%

ASCAZ IR BT IO AR S5 4, g G A A0 Bt 122 R R AR BERR A S0 B R TR IR s AR Gt g AL i i s i
s ok AR RIR S SR AT DR AN RIRAN TS, M I AN K2 CTT RR 3, A8 At _E SEB 4 R 2
S BRI, 45 CTT RIR B 58 B ) 30 BT, SEIUTIR IR 22 4 Sl

3 SCIGHT

AT R o S8 B AR HEAT IR, 1 S xt SR vk 4% LARREAT UL, ARSI, SeIe el oA
AT SIIG 5 TR RN S5 40 AT
3.1 LEE

(1) LIRS

AL B (1 SEBR AE R AT Tesla P100 PCIE 12 GB GPU, Intel Xeon Silver 4116 CPU@2.10 GHz CPU A1 64 GB
WAEI B EREAT, 1847 SO 2 Bl AR B 400 S5 1% TR 8.

© TEBREEEEIEDT  htp/ www. jos. org. cn



I MRAK 5 TR B AL 44 R R R B RS 525

(2) W FE bR

Bl SCAR R R SE IR AT 45 B L S B6 DA, A Sl 3 IER % (mean accuracy, MA) FHE SCHI <
% (semantic relevance, SR) ¥/ bR VA5 BULEE U TRIPIPERE. % N A58 BUIE 25 0% i Bm] B 4, T 3RoRIES
IEB B R R, A, oA TN B 28 7 AN A (Al &, B, Ko ah ¢ A H AR A (A &L W IERR R (MA). 18 A%

P (SR) T HE IR T
T

MA= - 5)
> cosA,.B)
SR = OT (6)

M T (5) BT I, T35 TEA 28 2R I T TE A 1) B 0] 5 4 A 4 B S ) BB, ST TR 2 R
R BBk . A T (6) T I, 1R SUM SV i T 5 A 3 T 55 98] 5 B B 1] 1) 4 9% R B8 SRR S BT 2B AR 3,
T SORF D P 50180 vy 2 A A Y T30 Hh 1R 1 5 i SR 1 7 AR A, B AT SRR AR TR,

X6 SCAR R B R AR SR IR B S #2898 A 55 PP O LU SE BG4, 1R R (false positive rate, FPR). iR (false
negative rate, FNR). FX4=% (true positive rate, TPR). EX#EZ (precision, P) fll F1 4}%1 (F1 score, F1) & 5 A~ LI
PEAN A BURS T HE AR FE R H8 AR (R FP vl 5 B HR Z [RIANAZTE 58 R A B NAFTE R RIS =,
FN 9T 5 Bt R Z AAAAE G R AR R H 8 AAAEAE R RIIREAS R, TP IR S BE R AR 2 BAAE X R
A A3 S A AATE R R INFE AR SR, TV iR Bk 3R 2 [ AN AEAE 5% 2 [ 48 40 8 A AATE R & IR RE A 2K
. R (FPR) IR (FNR). B4 (TPR). BHEZR (P) 1 F1 4% (F1) i idn R

FP

FPR= ——— (@)
FP+TN
FN
FNR= ——
N TP+FN ®)
TP
TPR= ———
TP+FN ©)
TP
P=— (10)
TP+FP
2XPXTPR
Fl=———— (11)
P+TPR

MAT(7) T, R IRFE R IR A IR S B H R Z AN AE 9% R BIRE A HR i R 4 8 A AE R R IR
EEAB, 5 40 236 00T DUV ABE 2R 00 A0 SR R E AR M 2 (8) AT I, TR 28 2 P A e IR 5 B B AR AR FE OQ R AR AR
R A R 8 AR R R R AR B LA, R4 2B T A AR A P 28 R B AR . A3 (9) I, B R oR Tl
TR IR 5 Bt B B 22 TR E 9 B8 IR A P g TE 1 1) 08 DA AE D0 3R HARE AR [ L A9, A 4 23 vy DU S 2R 0 2 S e 2
AN (10) T O, 25 #E 28R IR T TR -5 B0 B AR 2[RI 4 58 R AETE 20 B AR AR R B SEAE AR R R IR AR B LG
Bl WA (11) T, F1 8RR B AR A R R IME, G5 T AR MERE, F1 5408 sE )
A TR Gy 0 255 SR A B AR

EEXRAE R SRR SR AR PR B R AR VT, R R 7 % (software coverage, SC) 1E NS4 V-l
bR, BOSHRAE R GRS B3y FSN (full software number), 772 A] 38 5 HLSN B A4 T 15 0 K B0 oA STN

(software track number), WUl 4K {478 55 %6 (SC) BT ka0

STN
_ 12
SC= sy (12)

AT (12) AT I, FRA47E 55 Z6 307 AR SURR Y Fh mT B R 380 B0 22 A 1000 ) SR AR R A4S 1D L 481, 2 A i 23k vy D)
B IR o T AR R R R R R AR
55 A ST VAR IR AR 87 B 1 AT R P SE IS VRN, KR HEER (false send rate, FSR). R (omit send rate,
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OSR) 1E RSB TEAL TR, B CAE 77 F 6 B3I AR FO (full quantity), B 5 F 635 P %R
HI% 8N AN (accept number), B 777 G4 P HEIERIF M EE RN (reject number), MRHER (FSR). IRiEHR

(OSR) WIS T E W T
RN

FSR= ——— 13

AN + RN (13)
AN —-RN

OSR = 14

N (14)

M (13) 7T I, R R RN T 7 G AAFTE IR T 58 R I B & IR TRRE A 1) b Az, R 2R )
T3 EIRTRBR AN AR R AR, A I (14) FTIL, IR 2RI B 75 P G A2 1R BRI 18 Bl 2 IR R A T
51, A S RATG U 17 92 4D IR e A SR B A

(3) s #

ASCAET SR SecERNIE R AR Y DL K 4 38 CTI F0iR B 2 MR A A s SR A5 4 380 DRATIIRK
PHARLE . KRB R ML EARE . 22 23 1 SOAR S5 R 4 M A SCAR DL R IR A AR A B . Jeep, DRATIN
RAHEIE IR 2 PR, 3% MalwareTextDB #1 CASIE T B I i 34E 4£. MalwareTextDB & i1 Lim 25 A P¥
1E 2017 S48 H 10— A i BRI R SO R IR e, 2R RS T 317 B APT s, B4R 24
N GABEAT 43 M1 TAF. Satyapanich 25 A PO HY 6 T W0 46 0 v Je 5 4 R R T CASIE 4 FH 99 B s mian o
ML, BRI RIURIAN T B IC Y 1000 F X462 4 SR I 0T 191 S0 &

K2 CRITHIEEIIR

B IR AE EER ¥ g
MalwareTextDB 317 WEHA:, APTHME SecERNIEVII %
CASIEH 4 1000 Wik, k. TH. . F4 SecERNIEI| %

7 A P EE R R B B IR AR R A CTT SR B HAZ O 3R 4, £ ZHE I FRE NVD (3EE B IR TR 5088 5
CNVD (HFE R ZA&RALETE). CWE (Jai55 s 28B40 5) LI ATT&CK (BUili i AR FIH AR HEFE) |
CAPEC (Wi 035 5) . Exploit DB (R A Hcd E) iX 6 A2 &4l P2, IR ss I . Bl oAk, 2828,
FIF AN T AR SR AR OAE , SR T AT BURBIEE S5, I3k 3 Bis AN S8 2 B RIS S5 .

R3 ZEFHIRFIIR

EAE/ T EAE/ T BEER KAl i
CNVD 184692 CNVDIRIIfE R ZaAE. Wi T CTISN R B 4 7
Exploit DB 47714 IWIAA A EH. FEER CTLAN R B3 4
CAPEC 518 Brtigi=t CTIHIR B EF # . SecERNIE VI ZR
ATT&CK 3023 APT. BliEAR. BEHRMA. AR, TH  CTIAREEME. SecERNIEYIZ
NVD 211820 CVERIME L. Bk [ . JFRIES  CTIHIREIGM . SecERNIEIZk
CWE 909 TSR R &AE Bhgn CTIAIR ERER . SecERNIE I £k

Bl 0ot 2 A AR GE R SCAS IR FREL, A SCREE T securelist. seclists Openwall 25 12 AN 4 A0 I Xk, $REL T
73439 2k KB B TSR SOREE . R, securelist BL8 T 4Fx ST B30 32 3% mE
i A0 2845 52 5T 22 4 R B B A4S B, seclist Al Openwall 72 224 HEAF 5 R AFRY, & KEM 2 4RI E
FIE ANTIRASEEAE R, AHXT T 22 AP, S B e i (R BE L, PR B YR A B T CTI AR RS B8
R HEE R N, 3R 4 Fos AE SRS WAGE BEdR TR,

AR SCHR I SR B TR SRS S S TR B 0 L B A, A4S GitHub. PYPL. NPM. RPM %3k 14
MTRRAF ST 6 R AR Ubuntu 5588500 50 KRE R B O E RAEFIEL, 3K TG ik FFRE.
VFANIE. FFRIES . EEES RETFERRA LN EEAT G B, W3R 5 s == fOFREaRE 715,
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R4 ARG LR E ISR E R SR

e/ g/ w5 ER K g
securelist 2429 W F. B APT. BEHAE SecERNIE I %
seclist 26264 MREE. 4T VE#. ER. A% CTUHREEME. SecERNIEYIZR
Openwall 28251 WEfE. AR TS fEE. B WRS CTIHNREIEME . SecERNIEIZ
threatpost 11435 TR BRI 1R BUEHR SecERNIEI %k
xS FIRRAEEETIR
HA I K 515 R K g
GitHub 456441 BIE W FFRE B UAE. FRIES SecERNIEVIZ:
PYPI 2549132 A WAIES FFRE . FRIBES CTIHIREEFE . SecERNIEIZ:
OpenHarmony 28251 BRE, M FPRE . BEE. WAE CTIAIR B RERI . SecERNIEYIZR
0s 103982 B PRES TR SecERNIEI %

32 LWHAESHERS N

N T VT A TR A A A U T SRR RN T YR TR AR, ARSI I CT i Pt ) s S i P A T i b 4
PEL HERE . T AR AR IR 0 0 B D BT VPG, 5, BA openEuler HAL S A TR IR ER A Dy SR 0 X GUlR SCA
DV AT .

3.2.1  CTT HniR B A b S SR Ay
3.2.1.1  CTI 50K ElEHE K s 2ok vrA

ARSCAEEE CTT AR B 32 2 H AR S I IR A (1L L e SRR 75 3 1, DRI CTT 6% Rt i S B XU 42 4
(B . A SC@ I B TR 7 SR R R R, 3B 2% STIX2.1. ATT&CK %5 2 R bk X B 4544,
BT IR SE I 4 FrR AR AER, oA 26 RSk K 41 SR Z AR R,

TS B C R G, SERTIREUE /BT 5 3.1 71 P S S EE R, AR AR 25 M AT B Rl SEEL CTI AR
B R R, Kb g oo R 2.8 0. sl 2 75, EA S T NPM. PYPI M GitHub 1X 3
FFFIRERAF AT 200 5 FFIRER A S pd, AR A an B 9 Fios.

AP I Linux #7E RS 51590 /N2 AR AT M. & %62 M $2H ArchLinux. Gentoo. Ubuntu.
Redhat X 4 AN KM Linux #:/E RS0 B NVD. CNVD PRI B0 B & AT IR 8], % 3L 5 CTI &0k B IR
TRBRENET [T HEAT X LR Geit, Goit 4 Rk 6 Fios.

6 IR XSGR R [ St it

ﬁ WIAES PSRRI (R)  $EATIRBURIE & (%)
€ NVD 90.03 94.21
;;;g CNVD 66.97 91.46
N 140 ArchLinux 35.23 63.5
) ) ) ) ) ) Gentoo 67.10 95.33
0 50 100 150 200 250 300 Ubuntu 54.11 47.81
BAER () Redhat 1.81 6.27

9 JFREAFESEE DA

I 6 AN [RIHCHE I 14 RS TR DU JE S B 1A 3 b S 7T 60, Redhat 2 Gt & A B )iz B 1 oA 1k R 40
T LA K NVD 25 K 0 V] i) A A B 1), 0 CTT %038 P M 4% T Redhat RS0 ZE TR 1.8 K, 5B IR
FHE 6.27%, HIGUER] CTT A1 B BE my DA S B 58 1 2 4 Y V) XS SR 1.
3.2.1.2 {5 BB B SOR VAL

AT IEERNE BRI AR, KA BERT+LSTM+CRF AR A AR, A 7 Iz AR B AR, A STk L
CVErizer 5 NER-ES 1E NS4k, & RIMBUESS FIFELEHAT X HLSZE8. CVErizer 55 NER-ES WAMERUHTAT LAET % 22 4
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TR HEAT A B FR B SR AR, Herf NER-ES 3@1d ES & SMIE AT LA SZELE A 44 FR -5 A 2 18] 9% 2R Rl R
YN R 2% TRV AR, SO S6MRIE T 3800 25803 4E, DL 6:2:2 (1 EL B4 Bdlm A2 1 20 il 24
IS IF RN AR, (5 FH VI SR A 28 b 47 1 5. st R IR 88 o DI 5 5 e AR 2R F 20 SR AT . oA T SR A 44 R
S RAS I VEEL, AR SCHREH — P2 T RN 4 08 R MU J7VE, 128200 7 NVD JRTHHR SCAR I 25105 L, SRS iR X
L LR S BT T P RN, S8 S IR 7, WA 2 AR A RO A AR RARZ L R, I
A AR IR . W3R 7 s AR 5 S5 R AR AR SRR RO . 30 44 0 2 3L 22 IR1 SR IR OG SR A BT 55 P 1 8 R
Sof b, M ST 45 S ep AT L, AR VETE SR R ¢ B BT 2% _EIIAR T CVErizer, BRI A B i RS IK T NER-
ES, {H2 3¢ R A 20CR S35 0 iz ). W AR 7 v NVD IR B2 19 A 3R IR A, IRk gt 5 NvD
RAGH) CPE Xf Lk, RIL NVD e B 1745 18396 2RISR A7 1E (5 BBk, 2SRRI 800 4% % Hi 45 R k4T
BOAE, A 762 2% IR HHE A7 7552 M i B 45 S B2k 1), DR AR 2R 1R NV D A5 28R 2 1] 338 1 v A 5k 3] 95.25%.
# 7 BERT+LSTM+CRF BRI A #ER (P) Giit (%)

TRETE AFA AR LRRIAR
CVErizer 72.3 79.6 -
NER-ES 97.1 94.5 52.9

A7 96.6 95.7 84.7

3.2.1.3  SEAAR[RIILE O¢ RAZHR RO A

9T BiE SecERNIE H5U5Y 7E 22 4x 45Utk 7 THT 10018 SCER T 28050, AR SOl it ) 422 22 4 A0 5 B 3R 2 U, 4 g 175
W IR BU A S SR, FEREMNARE A 277 4. W FIRARE AR, A SO H A — AN B A H B 2 45
IR o () B B BN RD AR T, SE B ke 22 A5 TUSRIIE 314 A IR EE A 23 Sl % A\ E| SecERNIE 5 ERNIE 71
R e ST AL F PR IE R R AT A5 R SCIE SRR 4) 2 MBS HE TIPS, SKaR s Jinsk 8
B, IAHEUE g 2.

® 8 BRIE SCRIRBE I LG T

Ee TN i Y IERZFEMA (%) T SUAH M SR
ERNIE 60.3 0.59
SecERNIE 79.7 0.87

JE 3 5E T3S MR T A1, SecERNIE I H B 5 (1P X IE A 2, 1X 3R B HLAE 2 & PUBAR S5 Hh K8 S ERfg e 719
24T ERNIE. 14, SecERNIE 15 SUAH 1473 73 tH B & /= T ERNIE.

F 9 BYLT WAL S RIS T 3 A6 ERM] 1 RSB 2 o, ERNIE A58 B ] LT sk e
R, (H i TR = AR DS K0 IR, A B v 3 78 SE AR & FR. Sec ERNIE B2 I A AR b R SCIERAIE S Sk, 75
51l 3 o, ERNIE #5284 o g A2 s R A FR, 1 SecERNIE A5 B A 5% 4= VUL SE AR 22 FR, (B AEYS IE R ML F0I0 HH 38 U5 B

F o sEBEA A ZE S

o A A g SecERNIE ~ ERNIETill e
No. AR e e Fbr% %
_is a suspected Vietnam-based threat group that has been active since at least
2014. The group has targeted multiple private sector industries as well as foreign
1 governments, dissidents, and journalists with a strong focus on Southeast Asian  sealotus
countries like Vietnam, the Philippines, Laos, and Cambodia. They have extensively
used strategic web compromises to compromise victims.

The BluStar component in Mitel InAttend before 2.5 SP3 and CMG before 8.4 SP3
Suite Servers has a default password, which could allow remote attackers to gain confidentiality. stability+ confidentiality

organizations

. sealotus
of Vietnam

unauthorized access and execute arbitrary scripts with potential impacts to the , availability security availability
integrity and of the system.

3 Adversaries may establish persistence and/or by executing malicious content  escalate _ elevate
triggered by Applnit DLLs loaded into processes. privileges privileges
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B ot SR U PR 4 2 A YR I 5 B B R 2 TR (R B 8 RAZHAT 55, A SCIEEY BERT A ERNIE 1B 18 5 Ron i
RIHLLL ) 5 SecERNIE AR BEAT X ELSE06 . ASCHRVE T 4972 S50RIF Kot B B B ah 5 RS 5, ol HAE S k4T
ZHIRAE, WiZR 10 Fi7n A SecERNIE 5 BERT. ERNIE /& £dli4E AT Ehsagah 5. Mt b ol I, SecERNIE
TERHRSE DRI AT HAth 2 A7k, HAEEHRSE B F1ERE T 78.43%.

# 10 SecERNIE 5 BERT #1 ERNIE #4757} L 5256 1 45 5 (%)

TN it PRI RFPR TR FNR AR TPR BERP F155 %
BERT 28.15 34.23 63.2 66.1 64.62
ERNIE 35.7 61.42 54.7 62.0 58.12

SecERNIE 19.25 193 81.23 75.81 78.43

TR ARSI, JLP24 e AR S B 2 TR SRR R 63492 2k S ARl SR M it 1Rl A (R B0 e R
190526 % IR 933432 A, IRAE UL AL 1 SEPUE B 1 30 I 5 BT
3.2.2 IR ASAS B HERE B ARV

B o PRS4SRG4 AL 4 0], A SO NVD BTG 2 4RI & 753 809 AN
A DU B SR AR 42, K CTT iR B Hh AL 4 1 103982 AN Linux 2 48 5044l FH #0144 B S RROAS 18 FE Rl
WA, A LE R RAKEEN 12478 4, B RGEWAEN 12%. N T IR_RTHEERG R B SR,
AIGRELT 8 MR RGE 7 ARIBFEE T & ARSI, JRE T S A A A FIRIRAE B spec S5 SCHR, T
WALy BHRE, W RARE RGUHCIAFREIE 4.7 /i, 82 T REM REHAHEE L. W LR UTERRIL T 91504
A EAE RGBT R 2 00 PR B A 4 5 HEAT R vk i) R ILEL, s EhICEC S 77331 NMRAFAL, B R
RAMRAE TR 12% $2T+31 86.37%.
323 SEEG VAT HPEVEAL

T VAR AR 5 VEAE IR A A R (0 S g B ACR (T E), ARSCH 2022 45 1 H R, AR AT
openEuler &4t Gitee B 7 FFIFFEHEF &, 3 H RGRATHEE 19 6726 AU AT I Jg i a8k i, 0% 2%
5L ISSUE B RHEIRSS RAE U7, e8It 44T REE /5% ISSUE HIALBR AR SR FEAT 7T FlPE VA

A SCEITES 2.2 Tl 13 SEMN KT openBuler £ 44K 4 1 55 F HEAT 40 M7, £ 5% openEuler H L& 843
1T AR T2 48 A 45 U 10 Fios, ARS8 5T openEuler KATHUIRTE R4 RiTBE: 6239 MR W I &0, &
openEuler A4 S H 1 92.76%, H A 2282 MR AAF/EIRIR, &L 36.58%, 3957 MNHA4ELE A IR, &Lt 63.42%.

B3O o R e R
= FEERRRI B
TR W %
« RAEAE S 2 A &

K110 openEuler JTVE B BT ¢ R IZH0 45 R

R T VA A 7 A IR RS 0, AR SCH openEuler R 451 ISSUE 1 A%ESE, #4720 45 B G iH A4 #r.
A SCHG ISSUE #2228 40 A i A A BTG F 7, 0 Bl Geit P88 28 & 78 B 5 & 3R 221 1, kA7 % L.
% 2023 4 5 H, openEuler R4 Gitee B /7 HFRFLE T & 3 k0 8488 MNIF ISSUE, BB IK LN 11
B, 3R 11 Hn] LU, AR 5 VR 70 I T P JR AT 55 (R0 HE R R HE R B T oA P Bedbh, ARG T
i ISSUE FrZRAN FIXED MI%E, RIS G5 R BEEE HH N 66.85%.

AR AR 2 CTL AR B, SREL T openBuler RGBT K (122 4= U TR LA SRR R 82 Mok R, 9
g VO B AR I IR (1 22 M4 i 70 BHEE IRIAS B, &40, 364 891 NI -5 B AR AR OCHE, FE45 M R 1)
CEMRE I, b AT 784 NMRIAME T GBHE, HHN 87.99%, @ T RECFHBE LE]. kAl WL, ASCT7iEar A
B BTV & X s 5 R,
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# 11 openEuler B 77 °F & ISSUE #&£54f tb & it
ISSUE#R %S BRZHE (D) H4%E (1) Wi IRIFEE (1) PRHEZ FSR (%) TRIEZE OSR (%)
VNS 6212 525 3828 7.79 26.81
HAbH 2276 237 1846 9.43 73.19

3.3 LBISHR

I X} openEuler #4E R G AL & AT 258, 7R HAS 0 22 AR P I288 H 891 A 22 AR5 Bt B
R R, 0T SR 22 A IR T -5 L2 A 18 e P 1) B DBk S B0k JE 1 B4 1 P IR T il % 3 A 4 IR 28, AR
M IR IR A P AL B A 22 AR T HEAT B AR AT S I T aA P SR
3.3.1 CVE-2022-27774 B 7~ )

JRiF CVE-2022-27774 72& curl BAFII— A~ A% BRI, 5200 7 181 MRAR. ISR T libcurl 2044, B 4.9.0
WA S NG — BARTE. IEHEOLT, curl 7] [ [/ — 32144 A1 A4 3 28 W) URL (515545, Ao 4 L g Fofh 1.
WK 11(a) AR, 24 curl 8 H-L S50603 05 7 & 2 W5 i URL K, Z iR S 80 3 =L, & 110) B
7N, HFESR serverl IS S8 0% B server2, 18 A 5 1 ik 5.

AFFECT

curl

QY
w\\‘lqi/ W \

® REDIRECT

server2 E

(b) Curl vulnerability threats

|
I
|
|
|
|
i
i
I
i
I
i
|
i
i
i
i
i
i
I
i
|
i
i
i
i
i
i
I
i
|
i
(a) Security redirection |
i
i

Bl 11 CVE-2022-27774 HiR el
BRI B B AN TR, A SCK IR TRIRRGIR S CTI B o g Bl 28887 Sifidisid SecERNIE
B 5 281 (5] — 1) B 2 ), ol 4% 5% B B FLARBLRE, DTHC B S AR B I B 2828458 T1040 (MIZILER). £ iR IR A,
% 2% ML R A ok 47l 3% 11 0 B0 B4 P P AR . D9 B e AL 345 3 i M ey R AR B T ok, AR ORI & T IR TR Bl e
F&, BILE serverl ¥4 %E htp 5535, server2 #4EE fip MR 45 2%, Hrb serverl FIFEH 245 1% >R & 5 1] ] server2,
FHAE server2 _ETF 8 WG NRAR, B JG 46 A 7 o b A curl iy &34 B 5 SEH5 05 1) serverl, &I server2 fii%k 7 H
JUEAE, & 12 B, 38 BRI Bl T A P A IE T

[root@lacalhost ~# while true; do echo -ne 'HTTP/1.1 301 Redirect ; . 2
2.168.11.145:9999\ r\nContent-Length: O\F\n\r\n* | nc -V -1 -p 9998 [root@localhost ~]# while true; do echo -e '220 pocftp\n331 plz\n530
Neat: Version 7.50 ( http://mmap.org/ncat ) bye' nc -V -1 -p 9999; done

Ncat: Listening on :::9398 Ncat: Version 7.50 ( http://nmap.org/ncat )

33 (i e O<0:0:06ECE) Ncat: Listening on :::9999

Ncat: Connection from 192,168.111,145. ) h

Ncat: Connection from 192.168.111.145:58242. Ncat: Listening on 0.0.0.0:9999

GET / HTTP/1.1 Ncat: Connection from 192.168.111.145.

AuthorLzat ton: Basic WRtawdbcGFecidwnd= | Ncat: Connection from 192.168.111.145:51388.

ser-Agent: curl/7.29.0 -
Host:192.168.111.145:9938 USER admin
Accept:x/* PASS password
Ncat: Version 7.50 ( http://nmap.org/ncat )
Ncat: Version 7.50 ( http://nmap.org/ncat )

Ncat: Listening on :::9998 serverl Ncat: Listening on :::9999

Neat: Listening on 0.0.0.0:9998 Ncat: Listening on 0.0.0.0:9999 server2

K& 12 CVE-2022-27774 M 5
S AT I 117 AR i A AR, WA 13 B 4L curl 78 TR RS P KU e 0% R, il %ok B, A SCET
PAHE— P3RS FAH G T1040 Bradi 2581 SO B BT A S/ it M 1032 (multi-factor authentication)s M1018
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(user account management) A1 M1041 (encrypt sensitive information), #f—5 25296 N 5147, %4 M1041 RZE A%
TR, B X & AT W, B ORI & T AR E AR B B (B B

S0356 S0362

K13 XS o &

DL M1041 75 sUAH PRI 2 fif 1 it 9 =i, vt EREErh BAR B A 07 58 1B b TA) N AR 32 R 48 s 00 e 45 2k
SR EE R E. W KIES server] PIIESRAS R 1Kk curl JRAS N2 M A, H serverl [ 5
D E A AR L, Wz R 8@ B 14 7] U H, AREEAT BT, 35 S B AR =LA DASRIRCR A
. U TR 5, BE A AL LB SRS F P S8, Bt h.

[root@localhost ~]# while true; do echo -e '220 pocftp\n331 plz\n530 [root@localhost ~]# while true; do echo -e '220 pocftp\n331 plz\n530
bye' | nc -v -1 -p 9999; done bye' | nc -v -1 -p 9999; done

Ncat: Version 7.50 ( http://nmap.org/ncat ) Ncat: Version 7.50 ( http://nmap.org/ncat )

Ncat: Listening on :::9999 Ncat: Listening on :::9999

Ncat: Listening on 0.0.0.0:9999 Ncat: Listening on 0.0.0.0:9999

Ncat: Connection from 192.168.111.145.
Ncat: Connection from 192.168.111.145:51388.

USER admin
PASS password
Ncat: Version 7.50 ( http://nmap.org/ncat )

Ncat: Listening on :::9999 ke et
Ncat: Listening on 0.0.0.0:9999 ARA T 180 g

B 14 CVE-2022-27774 BifH4k

3.3.2 CVE-2021-22555 B izl

ik — 25 B R A X P A R TR B AN A R AR, AR SO BRIRIR CVE-2021-22555 fif il — 5 Se 5. Z iR &
Linux kernel " 6L & ) — DN EEBURIR, BRBAE N AZ AL ER Netfilter F KI5 15 2 A ZWN Y EiE TN CONFIG
USER_NS. CONFIG_NET NS FFJA 15 F, BT x_tables.c /] xt_compat_target from_user BREH H T 8 F
TR FEHRAE AR 4 A, {45 setsockopt BRI UL IPT_SO_SET_REPLACE I fr KA s ik, 51K T
Mevii TR, Btos B 15 R,

BRI R B0 S IR AT R, TR A B CTI BIE i < B 2R B0 S5 Al i SecERNIE Bt
5 2 7] — A ) 23 8], VLA 2] e vl e B R840 T1067 (BUBR 3T, Bk 2 nl R H B A-IR IR CLSIUA R $E .
IR UEHEERAS B Bk KRB R B0, 58 2R M AA A 1% 1 B0l SR AR A B, FEIZ AT AT IR PoC, i iy 4 2 [A]
WILEt WAEREIR ., Zaflflged . WAZARISHAT S8 BRI SE AL BR$2 7, Bl 5 R an i 16 k.

IR Y I A e B ROHE, SREGZ T U6 N I MR i M1051 (update software), B i@t 6 RGR A AN T
R S R B BRI AR RIAR AR AN xt_compat target from user PREL 8 NS SFERVE RS IR, AT LA
FHANT K 8 1% FF AR B LUk A& 2. I 17 7T LLE AR BAT X BL SR AR FE S, B R T B 7R %2
GRS ¥ 5 BRI R, W2 G I AL
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F 2 ) buff F 2 ) buff

\)ﬂiﬂﬁ \’wa

setsockopt(...,...,void *optval) setsockopt(...,...,void *optval)

(ARG (REGiHH)

nf setsockopt nf setsockopt

\ nf_setsockopt_ﬁnd /

do_ipt_set_ctl{ do_ipt_set_ctl{
Copy_from_user(optval,...); Copy_from_user(optval,...);

B 15 CVE-2021-22555 WiinelE

[*] Status has been saved. [+] STAGE 3: KASLR bypass
[+] STAGE 0 Initialization [*] Freeing fake secondary messages...
[*] Setting up namespace sandbox... [*] Spraying fake secondary messages...

[*] Initializing sockets and message queues... 0] ool el Bnfif i EmiieTooo
[+] Spraying pipe_buffer objects..
[¥] Leaking and freeing pipe buffer object...

[+] STAGE 1: Memory corruption
[+] anen_pipe_buf ups: Bxfffffffa1aaannn

[*] Spraying primary messages...
[*] Creating holes in primary messages...

STAGE 43} er e coda) wxecutio
[*] Triagering out of bounds write... [ BFIE 8 [T 670 ek

[#] Spraying fake pipe buffer objects...
4] Releasing pipe_buffer obiects...
[ 21.56742] x_tables: ip_tables:icwp.® match:invalid size 8 (kernelll= B Bz .

User] 3830 [+] Succesfully gain the root privilege, trigerrng root shell noe.
[¥] Searching for cerrupted primary message... P

[+] fake_tdx:@xcl

[+] real_idx:xbd®

[+] STAGE 2:SMAP bypass
[*] Freeing real secondary message

B 16 CVE-2021-22555 ¥4k

/start.sh O x
/ § ./tmp/myExp
[#] Status has been saved.
[+] STAGE 0: Initialization
[*] Setting up namespace sandbox...
[*] Initializing sockets and message queues...
[+] STAGE 1: Memory corruption
[*] Spraying primary messages...
[*] Spraying secondary message...
[*] Creating holes in primary messages...
[*] Triggering out-of-bounds write...
[ 31.861977] x_tables: ip_tables:icmp.0 matchiinvalid size 8 (kernel)!=
ser) 3850
[*] Searching for corrupted primary message...
[-1 Error could not corrupt any primary message.

B 17 CVE-2021-22555 B4

B b, I 22 AR S B ROR . B BOR S G I < (R AR 5% 2R, T B AT B SR A S
SRR ARG TR, R AT 1A .

4 IE\ _Q_E

AR SCEL S YRR A A I (1 22 4 () R, B T — AU B R BN (0 T 1k, TR S AR CTT AR
5 RS BSR4, Hoh A E CTI AR S 2 SEI %0 15 R AC B A SR LR, 2585 A IR R P 25080 45 440
TEBMAERFEE . HXIEIR . ATT&CK HEZE K STIX2.1 ARl ZE )%t CTI FiR AR 51y, 2 )5, il 45
A A B e R A A 225 W) T AT BB 3 78, e i 50 e B s AR MR AR 2105« Bl 15 AR R R TR 3R S5 SC AR iR 2 4 3|
FR B, SRR S SR B 4 AR IR N A A e TR R A ) 44 ), AR A 3 3 3 BT TR R A P
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SO, PRSREUCAH SRR AR Ge b Bk B 2, AT B o TR R 8 I B i . foe i, I A SO R0 22 4240
IR IR SecERNIE, SEHL T CTI Rl BT 5~ 48 A ) SR RS20 I T AR5 S AR BRI T B 25
SRR CTI A0 R B K, i 1) 58 22 2Rl ik SR, SIS 5 2% 96 P s ] JXA: S v Ja

AICTHEMECT NVD 2L Gt &, T X BRI Rl iR 4 AT 90.03 K; fE#IE RG R E G R LT T
74.37%, F A1 SecERNIE KRS T 63492 A CVE Yl 5 ki 3R S 2 (0] i) SR IR0 ZR RS AR ) 4, 1%
openEuler #1FE R 5t nIEERI RGP 3 %I F 92.76%, H R IHEA 6239 A2 A, RN, ASCGERI T
openEuler H1 891 Sl 55 Mrdi (YR IA I 2R, HE 1P ELEARRL I AF R 05 5, IRIAALBRSR O T S W45 . A SCHAE R
SCUCHT AR IRAUE 1 2 A st R ) et g S, UE WA SCOT A IR TR P R R 77 T P R PR R, D9 T A A 1 i 2
SRt ISR A

ARG H ) — A IR S Sk R A2 TV, U0 A B0 A B, — R AR SRR AR SR ABLRE R AT S P SR 2 ]
MR, XA I, RB R8T U7 A A2 57, BN T [ B IR /INAIIRR (AR . — R AR SCTC VR HE A ML 3 17
T B B AR B, DRSSl TR AT BE T L 2 AN G R I, 10 AR SC A REARSE CTT AR B 25 Hh i vl g (i
Jith, (B BEAT T3PS PR Tt xS T F IR TR PR AR A R, TR IE o 488 v A S X 2R P20 PR R
Tit FHEAR PO 2 A 2 AR R 1) B

bt AR B 7 U R E RS Y 1 S F
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