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Abstract: In the white-box attack context, an attacker can access the implementation process of the cryptographic algorithm, observe the
dynamic execution and internal details of the algorithm, and modify it arbitrarily. In 2002, Chow et al. proposed the concept of white-box
cipher and pointed out the white-box implementation of the AES algorithm and DES algorithm by using lookup table technology, which is
called the CEJO framework. The white-box implementation obfuscates the existing cryptographic algorithms, protects the key in the form
of software under white-box attack, and ensures the correctness of the algorithm results. SIMON is a lightweight block cipher algorithm,
which is widely used in Internet of Things devices because of its great software and hardware performance. It is of great practical

significance to study the white-box implementation of this algorithm. This study presents two white-box implementations of the SIMON
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algorithm. The first scheme (SIMON-CEJO) uses the classical CEJO framework to protect the lookup tables by using network codings, so
as to confuse the key. In this scheme, the occupied memory space is 369.016 KB. The security analysis shows that the SIMON-CEJO
scheme can resist BGE attack and affine equivalent algorithm attack, but it fails to resist differential computing analysis. The second
scheme (SIMON-Masking) uses the encoding method proposed by Battistello et al. to encode the plaintext information and key
information, and it uses the homomorphism of encoding to convert the XOR operation and AND operation into modular multiplication and
table lookup operation. Finally, the corresponding ciphertext result is obtained by decoding. During the operation of the algorithm, the
Boolean mask is added to the AND operation. The randomness of the codings protects the real key information and improves the ability
of the scheme to resist differential computing analysis and other attacks. SIMON-Masking occupies 655.81 KB of memory space, and the
time complexity of the second-order differential computing based on the Legendre symbol is O(n’klog,p). The comparison results of the
two schemes show that the classical CEJO framework cannot effectively defend against differential computing analysis, but using new
coding and adding masks are effective white-box implementation methods.

Key words: white-box attack context; white-box implementation; SIMON algorithm; masking; Benaloh encoding
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PRI T IX — N, B AT A SR EE I E RS, JEE CEJO HEZE BRI, B &L B A S5 A g i
O AR R, DA T4k 23 #T.

KA T HEPUZE T HT, B GBI Tr 75 B i i 3d B H gk, X+ SIMON $vk, nl Ll B 512
AR A RE, FIF S E N QSN SRR, X R T B S0 R, 5808 SN AL
BEARTH, T LM 22 401 B4 T (R A A
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1.05
1.0} 1.00
osl 0.95
' 0.90
@046- é@o.ss- "‘ | H
= =080t
K UM ]
o2l MWQM MW }{Liﬂvt
065 | _m ” . J, Mﬂh’{ I L Wl‘ Ul.
0 0 2 4 6 8 10 12 14 16 060 6 5b 160 150 260 250
B4 G W
K5 DCA Wdi—iens K6 DCA Bdipaierss R

5 SIIMON E%fY Benaloh 4755 & SCIf

FEAT T, FIH] Benaloh Zi it %t SIMONG64/128 #EAT F & 5B, ANF) T 28 $t CEJO HESEH) A & SE BT V%, %77
ZER Nt B U B SO0 AT 4 0 1 8 3t OO, 1 4w R 5000 ) A e, B X A A A T8 B, IS P 3 AT AR,
5] 31 %of J82 1) 25 S 25 L. SIMON BE AL & R Elig B . @B AERBALEHE, B /6% X 7 BUs B 51 H kT
Gatt; LR, N TR RIE DCA Bl R4k, W 518 BRI, MARENECR AT IR, )5, 4Bk
HOAR E &SRR
51 MRHREEMSTEHITHE
SN B AR R AL 25 X — AN LU a HEAT SRR, B A G2 Benaloh [RIZS N % 7 ST % 4 AR A, BEALIE
WBEALEL s, 0< s < (p—1)/2, % 2sta BEATINE. it B EL Enc WX (7) Fizs, X REIAETS B EL Dec A0 (8) FTvw.
Enc(a) = E,(2s+a) = ty** mod p @)
Dec(Enc(a)) = D,(Enc(a))mod 2 (8)
ot T R SO TR A (9) T
Dec(Enc(a)) = D,(Enc(a)) mod?2
=D, (tyzm) mod?2
=log, ((t‘ltym“)(pil)/r) mod p mod?2
=2s+a mod2
=a &)
BT SIMON FEN A& RBUZH .. SEEMEABALEE, KL% B Big B S E i,
EEITH aob BT HE a5 b WHBIL{ERR. BT Enc(a) = t,y*** mod p, Enc(b) =t,y**" mod p, H. a+b=
2(a&b)+ra® b, KL AT LIS E| A (10):
Enc(a) Enc(b) = tyt,y****"**** mod p
= 11,y AP o (10)
FR 4 432k 1) Benaloh 77 M RIS, 7T LATS 2] Enc(a)Enc(b)=Enc(a ® b), Bl Dec(Enc(a)Enc(b))=a ® b. K ILH A
LR B A 45 AR SR, RO AT49 21 e B4 SR B g, S BUS A0 iU I8 Bk S, [RIBT Bt 1 SE Y a @
b WE, Bk TR AS B .
THHE S a&b, G B R EZRII Enc(a&b). AT (10) FTUAF 2, y IIHBEH A 2(sts"H(a&b))+
a®b, W y AR EN sts'+(a&b). FEFEH, 7E Enc(a) H y AR TN s, 7€ Enc(b) F y AR EN s/ HHIX
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3G EAIN, WA LAASE] 2(s+s)Ha&b). BIILEE N 3 M ERE, WK 7 B, 8302 Enc(a)s  Enc(b)
F Enc(a) Enc(b), i 50 2 B RIS R, B Enc(s) « Enc(s’) Tl Enc(s+s'+(a&b)).

Enc(a)=t,y*** mod p Enc(b)=t,y*** mod p Enc(a)Enc(b)=tyt, y*¢**@&ha®> mod p
R HE R
Enc(s)=t,y*>** mod p Enc(s'y=t,y** mod p Enc(s+s'+(a&b))=t;y*«***@&) mod p

K7 SIMON-Masking &%

TEEHRER N E i S X B AT R, AR EA R &, &ax A% 2R gD R ST dmig, 15 205 H1E.
Bix 3 AN ERF I S AT, TTLAB B4 5 oS mod p, XL t=tyt,ts, S=sytsytse. BHXANGE BAE R
Enc(a&b), Bl Enc(a&b)=ty"*"*" """ mod p. T LLIRAE, Dec(Enc(a&b)y=a&b. L, Si8HHEALRE T X 3 MR
% H 2 AT I eI SR A
5.2 EEERMNA/REE

RS T3 A LR — A R SRIRFUOE 1 M 7, B T B0E G RIBE I, 5T 928, el By b 250 4 4%
T Ab By H AR, L0t e i e A R e, GG . AR RS R A AR I B L. B S IR
TEEEAR, R R H I RS A B SE I AT DCA 4 I — M7 2 A 340 B B3 5. A R RS AR 15 15
SR Z AN =, RIEX L 1) 7 BUE ST B SER A5 B, JF0 BT E, DOl ik (5 B riitls. 74
R AT R FE RS I AN RS2 ARG AR, B 3o RS 0T B ERAE. T 5 BT 518 SN AT /R FERS.

{E Battistello 25 AT ik A (¥4 /R SRS 7 22 U0, b S i SR e Ao i 51N 7RIz 5. % %) SIMON Hid R
FIEH#AiaE ., REISHEMEIEHE, N TETREEN G, RATAAET I ANGIMIZE FIRE, Ktk H
Trichina 25 A W H (5% 15 38 SRS 5 28, STk [42] 48 ARG R B T Reia B 585, LR &% %
28,

ST PARF a;, by, RO ;& by, IEHUBENLELERF v, 2 a = @ u, b = byov,, BFAMERMENE 5125, A= (1)
Fis.

a&b = (a;,®u)&(b;®v)) = (a;&b,) & (a,;&v;) & (u;&b,) & (u;&v)) (11)

BT &b, = (1,&b)® (w&v)),a;&ev; = (v, &a) ® (w:&v;) , FTEVA (12) FIA K (13) BT
a&b = (a:&b,) ® (u:&b) & (v,&a) & (:&v,) (12)
a;&b; = (a&h) & (u:&b) @ (v;&a) & (w,&v,) (13)

it G SRR ) 22 A, S IBEALLLSS 2, THEEA I (14). XA 0, & b FeAL B T 0 BRI 5 BEHLEL
Y2 [AIIE 5, B 4 IRSBHEM 4 KRB0 A k. BENL LAY 2 78 FAHAT I A2 A 41R0H .
(a,&b)) @z = (a&b) & (u,&b)® (v;&a) & (&) ®z; (14)

5.3 SIMON-Masking B &3]

1 FH 2434 ) Benaloh 2 fith U915 4 SR HERD B AR BRI 45 45 (1 )73, X SIMONG64/128 SiET A &5

IR 1. R & 1) Benaloh RIS INE 5 AT AR, AT E RIS N T R RIS IERTE, 2508
2 [ 52 1), G A (e Bl 25 WA SC RS 2 1 SO T e R

IR 2 X B LU AT A, A ot B A G A B SO DD, B kAR 1 ERRE, B AT 32 S A LR
RN BN A&, Ny 1A PIECRE, S AR LUREX R i T8, B 7> mod p , b 1<, by B k)
B 7 AN ERRE. X B SCELARRREAT TS, JRAE R 1 RN g ig R, RN AR (15) Bk,
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T; = {Enc(0),Enc(1)} = {z,-yz"' mod p,#;y*"*' mod p} (15)

IR 3. PATE A REIE RN &R R AL, T 2 AR EE AR R RO SRR B AIEE . HiEE AR
SIS S, KA DR RRES 5.1 W RTiR i 77 2Nk T 12 5, [FIBS X 5 S e,

IR 4. 5 BOHE LR AT RS . 3 4 D LR B AR AR, BT gm D i A bR BT A AR — e A I,
IRl LA A2 S LR R 75 BT 2R, DAL R IRIF SV L IE % 3.

TEPAT FIE R FE R, HRHE B2 AT R AT 8 5, gafid A 2 (M BT A B R AR 2 @ I IR R . AT
AL R AR AE R TE L.

(D) W TR ALAGAE, ¥ O 4ntid LU AFAE LR PO s SR AT IR AR A, 46 F) TSR B AL T HEAT Sl BRI A
B R AR AT A ) R SRR

Q) XN TFEUSH, KA g G I LUREAE I, B AT 15 204005 00 5 LU R BN 45 SR Enc(a @ b);

Q) M T HEH, ¥ 3 ANERR MW 2 R AT, RIS 24mi0 W LLRHE S 1254 R Enc(a&b).

B S FAINHERD. FEFEE R AT, W R S8 ERRER (o0 <<<))&(x;1<<<8) ®x;, ILLLHFFH a;a;;. ..
@;317%<<<1, by b, 1...b; 31=x, <<<8. FIFH & 3.2 T HERD T7 &, BEHLEHBENLELRS w, v, M 2, 5, =0, 1,...,31. K
AT (a,,&b; ) © 2, FeAb BT (a, &, ,) ® (u &b, ,-) ® (v, &) @ (u, &v, ;) ®z;; » 3T @y = ai;@u;;.bi ;= by ;@ vy, A1
A (16) Fis.

(a;,8b; ) @2, = (a:,&by,;) & (1,&D; ;) @ (v, & ) @ (u; &evi ) D2, (16)

i1 Dec(Enc(a)Enc(b))= a® b AT H#EH Dec f]Enc (a)|=a®...0a,, HHARK (17) BT
Enc((a;;&b;;)®z;,;) = Enc ((Zz,-’;?]d},-’/) & (ui,j&l;,;j) & (v, &a; ;) @ (u; ;&v; ) EBZ;,,-)
= Enc(,,&b,;) Enc u; &b, ;) Enc (v, &, ;) Enc (u,,&v, ) Enc (z,,) (17)
MAT (17) BTBAE B — AN I0A R FERD 1) b AR 508 57E B & S 75 2 12 N ERR, 12 BRIEH. £ x;
8K 2, B x, @ 2= (o001 Xi31) @ (210711 - Zian)s (H3 (e <<<D)&(x;<<<8) 55 x; 1E R BGE S5, BENLELA 2, i=0, 1.,
31 HAHUH. TEHE Enc(x,;@z;) = Enc(x,;) Enc(z;) , BULTERIIIEIL G, % T 32 IRIEIRIZ .

6 SIMON-Masking HI3{ZR KL LM

A543 Hr SIMON-Masking [ & SZH 5 R A 2e 4= k.

HH T %07 R B A L 1) CEJO HESE 1) BB AN [F], DAL CEJO AEZE A4 % % SIMON-Masking
AT F. Battistello 25 A POEPPAS 12081 B m At (6 (1 & Se B e AV, R B R T NS T 5 Bk . AT T DA
J DCA ¥ ;. SIMON-Masking @i %t B LU RS BT HRADIRTE, S0l T By A e A, X 3 M@ o4 i
ZEMm s 7y 7 DA S AR R R i, SR OB LU B LR S, i — P R RHE B
6.1 WES

ENAE S 7T, XF 128 LURFEAHEATgnAl, 752 128 5K4mADaR; Xt 64 LLARF W SCATdnAY, 52 64 Tk,
X} 64 LR SCHAT ARRD, TR 64 KRR, HAMMT S EE, RN A R FERD S, IR R I8 R 12 ik
R, BRFEWIT 32 KR SIEHE, —3F 44 10, FEEKE 32x12x44=16896 ik.

DB 128+64+64+16896=17152. B (5 I NAFEN pxTlogyp T HUAF. % 3 45 T SIMON-Masking /7 %
IR A B RS, BN SRR/ T3R5 p (1. X BLIESE 6 LRI ZR A p, BEASE A Sl 2 et 1
1%, ARAIE T AR S IE AR SIR K. 2 p=53 i, T RIIANTE A 665.81 KB.

TR EA RN 32x12x44=16896, HLIE HIIRECH 5x40+44%(12x32+4x32)=22728, FH1“5x4075
INPAT B H Im HERT BT 75 (AR IR AL, “12x327 3K m A 32 LU R AT 518 B AT 75 AR R IR B, “4x32°Ron G5 T
TEPAT 4 9K 32 LLRERI I SR B, R LR R R T — R RIS B
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BUIATT MRS (FPGA) T R IG Mok 38 VSR AN AT T S0 A, BORE W 5| 77 BORE 1 1 B I3k A <
. %tF SIMON-Masking &SI J7 &, £ BSR4 FPGA &t i, Al 70 AWIGA s . B AR it . g fii
T F R s R,

R3O p AR EFTEI N A L LTS

[log,p] W17 5 H (MB)
4 [0.07, 0.12]
6 [0.39, 0.77]
8 [2.09, 4.17]
10 [10.47,20.92]
12 [50.25, 100.48]
14 [234.5, 468.97]
16 [1072, 2143.97]

2022 SRR FEA A N R A — B 22 T 2R T 1058 SUSR BF I RIS IR SLVAAE FPGA SEBl b B ATt BE,
PR AT IR () FPGA Wit o] LS 18 S Al %05 9. RIS, A AR 3R A% Ao 25 A7 A A S BT SR 4 S S B 3R A2
AR 7 BURAE. AR 2% 24T, SIMON-Masking 5 2 22728 IKARIE, 16896 XA K. 734k, X 32 % EAFI B S dw
FEh Rt B LU AR RRRE I, H T B (A A0 S 3, v LB R IFAT AL AR B, DUMRIE FPGA I 0g T, i iz B &
ST EAEEAE FPGA b S il AR R SR ST S, TR )G 820 TAE R RAT S 4k 8253 77 10 FPGA S250 HEAT B
I, M7 R SERR.

6.2 HMINHILEFEHRE

TE A @ BCH R N, Bods 2 nl DA 30 A 08 1% N da H B S N B H T Oy Tk 48 1 2 Mo 2 il i e A R 1)
A BT i 5, RSN ER S 2 SR AU 2 LS B

o TR LEHF b, 2 ny, = ty> mod p K7 EREZ RN, n,, = 1,2 mod p AEHRMHHE. FLE
W, % s= 0 K5 B S E KPR, A58 n,n2, = 2y** mod p. 24 b=0 Fll b=1 i, By al LI E] n,on? Al
nn?, XA, FHX AME AR T USRI A K (18).

2

z=n;g,ni1, 00,02, mod p = £y mod p (18)

0,00 0,1
Wiy /& Z AT, Bt ez, FILAEAE 1,7, €{0,....p— 1} {753 £, = y" mod p, 1, = y™ mod p , BT AT LA
1545 z = yteorsors02nirl mod p. T (%): 7,;mod 2, NS BLEHE T LA 2 H3R1S 7, AT, IR AT LA 21 (%)H‘Jﬁ, B
FUH nyy = tiy2* mod p SREUCBAEAE 2. b AHSERR b, B Z: 1 53— ANERTT y, WIAFAE R o, 115 )=y, 1381430 (19)
AL
log, (z) = log, (y)log, (z)
=Q2a+1)21;+1) mod 4
=2(a+1;)+1 mod 4 (19)
A LLE 2, log,z MBS PR 15 AT iR A= oot y A EMSZR. T o MFEIEAE, Kt ¢ K53 Tk
W€, RIM z BB TCVESRE o BB, B ok IR % 5 5. b.
6.3 SERLE
AR i A 1) A AR G R B B R B B LR R R, 73 HH AR R B R B LR R, AN SRE BB 25 LU s
] PR 2K 3.
Sz EARINAT R FERD T, 25 AN LUAF aq, a) BT 5B, 4G H 4 MREE Y, 5O, 50, s 1E R ag B a; Swid
I RIBENLEL. 24 a; 9 O I, 38485 s MENBENIEL 24 a8 1, 38 s AERBENLEL. 4 ap B a) FISRESIE 5 5IA Enc (a) =
toyz‘fw“(’)*”(? mod p ! Enc(a;) = tlyz“(ldl)*'" mod p, HEKKIIAN Enc(ag)Enc(a) I, B A @ = ty** mod p,
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Hepg= (ao&al)ea((sgm) + s(l"')) mod 2) RS BE AR AR R SR R ﬁ(%) = (é)(l -28) . i—'lsg)) = sg” mod 2 Al
§0 = 5 mod 2 I, (%) - (ﬁ) HIRE g 3/4. LI B=0, 21 (agdeay) FOTE.

ISINAT RIS 5, AT 5ia H AR HEIE, HSLE AN E S SEREARIE. RIEd 4 7T LUK Hogy |
2 2, A4 2000 B2 HE R (H 2 18] 1 26 R, T AN 2 B S LS5 5., A /R 65 VRV 18 F AR 97 1 R 25 (5 B R gt
&, TRUE T 7 RAESR I T I 22 4.

6.4 ETENLEFSH_M DCA ¥E

FHLLRID I IR NTE A &, FURISE RS 5128, Bk f oy Xgmi, (8 F 54 gm0 8 003
AR 2. AL & 34 & 5 BN 1, Enc(k) BRI T FUSL0 & A,

VG BRI — AR R, AT AR 11t #008 F — AN B 5 R AR BE LA ¢ 1547 Benaloh Zmiid, {H &SI AT
B PAT I FE AR e 0, T RS AT A AR A R R BT A AR A, B T DO R AL
517 5, 50T T 2 5 FRp Tl X s A LR AL AT (R, A AN ISR ARG, Bk T LA H
P 5 T TS 4. T8I T 51 S B S e bR RS 3 AT L, Mo mT DA 52 BE 45 B
(R L. AR FL A 3 B A7 A AN [ F) 45 1) B A e il A, T DAk /b mT RE 1 5 4 4.

B ERINAT JRFERD Y 77 8, Biryukov 28 AFESCHR [29] 7R H T 414 DCA 4175 3@ G AL 2 v 35
B ¢ AN, KA B B 105 s FE40 BT m AT RO AR DS ME R = 2 %4 BT AU DM, S F v A
TR, 5 H S B4R = T BT T (04, 00358 PR B 3 ] LA TR sk B B35 o0 B 25 A5 5. A AT ol R i e
T, Ay TR TR I (1 A Se BT R A ) 3 2 B 9 O(n'k2™). ok n 2 ok BT B AR FELER DR/ & R EAT B AR
B K 2% RORTE ¢ LA m BRI SRS I R 24

ik, % F SIMON-Masking 75 %8, & T ¥k #5455 (K] [ DCA M E 2% 4 O(n’klog,p). logyp FE AT AL
FIR RIS, T B0 SRS R AR O p i KR 4. AT AR AR /R #ERD A A #5287 %, SIMON-
Masking TEHEHLZE 7T AT A R X TR 200 H 5T, 155 R R &R R Z— P AL
6.5 SIMON-CEJO 5 SIMON-Masking B9 Lt

AR5K SIMON Fi%k i R 11 0 S B FA) RIS 22 2 M T AR X L.

SIMON-CEJO 1 SIMON-Masking 7E X% L% thin# 4 Fior. Al LLE E], SIMON-CEJO 7E 1 f¢ LA T
SIMON-Masking, SIMON-CEJO f] 77 &5 8¢ /b, [E]H} SIMON-Masking 75 % (0 2 BRI 3feia STk BB £ .

SIMON-CEJO A1 SIMON-Masking 7 % 4% _F {0t i€ 5 Fion. “N” Bk 5 0] LUK Pl ey, «—
Fon H A7 RIERBAT SHZ I B BT, <> B 7 A ] DUHKHUIE Fp Bt . SIMON-CEJO 5 A B & 4L
PUZE 3 VHE A TR BE 77, T SIMON-Masking %t F #5022 20 TH /01 — 8 2 4. v LLE B, 72 A & s il
J7 & RIS AR R HERY, RERE R T AL ZE S VST R B e A k. RIS, KR B gt B F B &SI R —
R

£ 4 AR £ At
- ISRV TE 7 . D7 YU e
E R (KB) REGSHUH AR BGEAN gt POANT pima wa
SIMON-CEJO 369.016 88 132 SIMON- J - 7
SIMON-Masking 665.81 0 22728 CEJO )
SIMON- B 2
Masking O Klogzp) v v

DCA B A5 &AM g, IF H U0 B A AR R AR R AT 0 M. th T A @ Sl BEORIE S 45 R 0 IE 7
Pk, A B g S AE FIE DT IR TP S BRI, Bl B N AR s S AT 5 AR g b BB AR . H A
KZ % CEJO HEZR [ 1 & S MU E AT DCA il (IR A2 EA TR T A8 AL g i, 23 2 X MEBLN, X2



14 AR AR kIR g K G ek 1)

CEJO HEZEIAS B Z AL, 58 4.5 15t B SIMON-CEJO A& S2HA & LAHEPT DCA Zrahr. Rt F 43 B gm s st T &5
G R B IP DCA Wi E o HE.

7 B4

AR T SIMON ik () Rl (5 1 S8 J5 7%, SIMON-CEJO A £ SEHUR 4 #L i) CEJO HEZE, K 35 H kN
TEA R, BT BRI TS AR B SR IRVE % 4. %07 RN 2 M 4 W 22 B U R7E BGE Zali s S 454N VAT
o TR 24, EAHEIRIT DCA 3. SIMON-Masking A& 5213 T Battistello 5 A POUR HL (45 7 %, FI A
Benaloh JI1% 7 & (1 Rl A M, 15 5 808 B 518 B8 Ak B FI A 4R R, BEIIPAT d R AR ERIDIRA T 5%
BRI 5 5 AR I BE AL B {459 B o TG ik R I g R SR SR I B S LR S AV 0 5 08 B N A R D, HE— 25
Jn DCA B FIE .

SIMON-Masking 5 SIMON-CEJO #H bt %F 5 EURFEAT 4fidh, B WAE/N IBATIRIVAF A, @& TREL
BT A RSB %7750 5 08 SR R B ST A R s B, o At ARX 454 1) AT SR R REIE . AN A 2R
D 2 (1 FSe B 7 2 RN DCA ik () — o 20 T B, BT 98 ) 78 (1 r Se B b iR I 1 2 RSk f B4 4 56 VR 1)
il .
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