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R IZFGVER . B8R T2 B G0 T A AR 09 R 3 S8 0 e A M e B ) 69 B A5 AT R B R B, AR K 2
LA R A FAT G A RFARNFEAZ —, € AW A T 44 DBMS, FFLIF % FKIF. 44 DBMS &) 0KE K

Faxfe £, 4235 25 DBMS SHATAM MK 09 —ARAE R, F) B 447 DBMS AZAM X T B & s eg ki An F 2 L F e 42

B E NI B £ A R IR 6 A BB R #) DBMS AKX T8, K5 &4 045 SQL RA XA m. KAE £
F. MK A I AR 79 49 DBMS AEMIM R 69 KA R . 8 A K69 B 2 &, A IR 1) 6915 i35 SUIE ) 1 Afe

TR 6 KB E ) st & AT 69 TUAS IRAT AR X T L AT34E . U5, 378 5 3T DBMS AR KB AR AR Fe &R F &
Ve 8 B AR, FaT R R B FF R F @ AT R .
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Survey on Database Management System Fuzzing Techniques

LIANG Jie', WU Zhi-Yong', FU Jing-Zhou', ZHU Juan’, JIANG Yu', SUN Jia-Guang'

'(School of Software, Tsinghua University, Beijing 100084, China)
*(College of Physics and Electronic Engineering, Hubei University of Arts and Science, Xiangyang 441053, China)

Abstract: Database management systems (DBMSs) are the infrastructure for efficient storage, management, and analysis of data, playing a
pivotal role in modern data-intensive applications. Vulnerabilities in DBMSs pose a great threat to the security of data and the operation of
applications. Fuzzing is one of the most popular dynamic vulnerability detection techniques and has been applied to analyze DBMSs,
uncovering many vulnerabilities. This study analyzes the requirements and the difficulties involved in testing a DBMS and proposes a
foundational framework for DBMS fuzzing. It also analyzes the challenges encountered by DBMS fuzzers and identifies the dimensions
that necessitate support. It introduces typical DBMS fuzzers from the perspective of discovering different types of vulnerabilities and
summarizes key techniques in DBMS fuzzing, including SQL statement synthesis, code coverage tracking, and test oracle construction.
Several popular DBMS fuzzers are evaluated in terms of coverage, syntax and semantic correctness of the generated test cases, and the
ability to find vulnerabilities. Finally, it presents the problems faced by current DBMS fuzzing research and practices and prospects for
future research directions in DBMS fuzzing.

Key words: database management system (DBMS); fuzzing; vulnerability discovering
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400 HAFFIR 2025 5% 36 5% 1 &

Kol V7 % 8 22 4 (database management system, DBMS) & —FiH FA74% . &, /Mt i K B stk 12
B R G R P AEORE EM L, B RV P EROE E e s TER AN BR B B e R
RGEPEAG . A5 B P, A B TR SR 22 A, e JRR IR G — B i 3.
I, BOREE RGBSR, WY PN, SR Dbl E AR5 8 TR 2 i f, 7230
AR KR 2 42 R 1 0 PR T A S A OO

SR, B4 2 A 3 R 4 v A A I IR AR ZE A W B T 2 (OB T2 ) B E BRI . B RO R R R )
T2, BT AR TR B 2 A )t AN B S B R BT S e e 4 ) BRSNS AT LA B AF B A, T R SR
b2 IE R B4, R X R TR, o 0 T LA BT Bk R 2 e SO I A A AR A R Y, B i
TR 2 B PRI ), BB AR R WL, 6B 2 RO A 32 B R UYL B SQLite! 7
2019 4R H B TT DA RO R A AT IR, 520 T Skype, Firefox, Chrome, Safari 28— £ 517 5 7. 2016
45 J, Salesforce [ 5 4t [ £udis PE o5 HE 2 45 (1 B AR T W, 22 DR R0 AR ME 2079 2000 758 1™ 2019 4R (1
“Collection #1" ¥ Mt T F 14, B8 1 7.73 A2A W -FMBAEHLEE RN 2.12 F 5365 1 (TR PE B R 400 )2
I FH R IR e SR P K 2], o 504 P A 3 R G AT 78 20 R TSN, 8t R TE (0 B T R B LR P A R
A 77 22 4 2 D0 AL R R, 50908 R PR R R U L 48 oy — A S 2 PR 58 7 1. AR 2 22 i 5 K0 B Bk B
PR B A 2 — PO, Bl iy 3 K (B ALECE 1E AR BN, A 7 M R e 2 75 7 26 5 5 47 R B R A2
PRI R 00RO T ade iz M TS MR A, e B%E . g il #4E RSN
HHeA L. TERLLAUR N, BB R &K T A2 BRI, S 1 AHOCRE 7 I 22 2. ke, BOM
B 5N B A B R R IR AT P, DR T EATI 22 4. M AR G R B BUE T, U RS B R B A
WS EEA ., AEEREL . MREER m R AL TR, BT HE 22 5 2R S AR I3 A 3 5 00 T
N W) PR 7 850G 3 1) R o U (0 R0k e I L, AR T VR 22 (I SRR, B T VR 2 TR, A R T e
R R G Ak Y,

X B P 3 AR G ORI 22 A g v ) — AN EL g ), AT AR SR AR T 2 I TSGR, SR B AT
SR AIEIX — BRI EE R 23 7. BRI, AR SCE e T HOR EE B RGN SR AL R, S TR EE R R
HEAT BRI I HESE, 738 T DBMS AU T 5L THT I P Bk 5k AN 5 B SRR I 4 . 2 g A SO 3o o it il .
IR PERE ) R B DBMS BORTI TR AT TAAE. BEE A SQL RIAE R AR E 5B g, Wit
RE R 7 THI, 24T 1 A A SR s 12 T 2R BB U (R AP 5 e (RN A S AN P 78 25 28, A sl il 491 )
VE TR SCIE A R (9 5 L RE 70 24 11 B LN AAT ORI T BT 7 PPAl. 5 4RS00l 7 30 RS 1 R G
B AR AT e R T ).

1 HIREEER R GRS RA

1.1 HRHEN

BRI A — T IR TS 38 RO FE P S0 A 2 M B RO Rk A i i 7= 2 K B i BE LA N SRHAAT 5 AR
J¥, — BRI AT N BOIRES, WU BRFRE P S A7 7 o . AR I3 A e B B IR I U P AR B N PR R AR
B NFDT 1T AT LA R, BIJET2E R (generation-based)™ 1) 77 ANHE FAE 5 (mutation-based)™>* 1) 77 .
FET A B X — e R AE B, BRI B AR FE T I 5 VR N AT @A, SRS AR SEAR T 5 A K R A 2
FREEN. BT AR 0 77 SOE SR A S, — T EIAT R, B A AT AR ok R A A
FURT IR R R S ANRAS. N TRRAL R, %77 X — SR AR &1 7720, R SRR 7 H AT I 1)
7 FiA5 BN P AR B R R A AR B DASEAT 3 — A R ok iR AR . AESE R, BRI I T OR R A 2 A )
BRI € AT 552 PR (1R
12 BEESERS

o BUIR E. HUR T (database) fHTTE SEHEHCHR H0— R ALAUR X, IR SO I 0T LA AR TR . 7
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RAR F BB RE I RGN XA R 2k 401

FH B, $05 B 2 X (schema) PR T $008 (AL SURITAR SE ) ¢ 2. A P 4 P vh 0 R 2R B e 3t BT
B IR EHE T DA SR AT 23 E AR TR E SRR

o il A B RS HUREE B R G0 (DBMS) A& FH SR B e () Al fF. & v P AR AR T B 1 ABRAT —
RYNEAE, CHREHE PEr G 2, B R M BIEE, B0 A7 & B 345, & RN 30 PR AR LR M 22 4, DL (R IR
B — 8. R EEHEARGEEE S MEMIhae: © 2 X, QIEME LRI E; @ WAL, @ B,
@ Yy Bn B — Btk R 4t © B .

o S EMIES. 4L EWIES (structured query language, SQL) & ¥ & ¥ R 40 A T & HAR N Bl
ARS8 5 P77 SQL ik xR PUTHRME M SEA BT, 05 7 X Hiedis e BT A 3. SQL ik 23l ) ml L4y
A4 PG ¢ BdE € NG S (data definition language, DDL), H X0 88 2 B kAT 15 ok, B ee . BBl
BEEIRES S (k. 5. MK B9, « ZHEEHIE S (data query language, DQL), A T B it 17 A1)
L HHEEEYIE S (data manipulation language, DML), A % 303 B A A7 7E OB T30 N . T8 B mIRR; n B
f#ili% 5 (data control language, DCL), AT 4% il FH 7 Uiy il S04 (B PR. Bk ikt LLAE, 3 045 3 55 42 )38 5 AR A 20
SQL & . Hrh, HAR SQL T (query) — BB HIZ DQL, 1H %3 SQL Fik Rt m DLk JE S MR N TS ). ZERCHII
PR, B P I R S B AR IR 1 BOR . — AN DR 49138 B — R 51 SQL R IE U k.

o JUEIHE. JLHUE (metadata) S FAE S PRI AOEHE BF 0. Bk, B S KL T (schema) 115 2 (7,
R AAFNHAR LAY ) B HAR BRI AH S B, Gl AE S 2 (1, R MR/ ik o &6 8 (i, 71, )8
). JCHHRTE DBMS 5 2 ¢ 1R . B nT DA N2 U 1) 52 BREE 1 % 51 . RLitk, DBMS 22 R A o4
PERAE A SQL R N HIE SUEH M.

o T ALER (TR, B 0 ot e TR AR e AL B — A S 4 BB BT, S0, AL AT
A PR P R G0 RS R P i AR 25 Ui 7% 7 A2 R I% SQL A B RS Wil 1 B, RS R — A
SQL &G, RGiext kAT M, BB e AR o0 B o A AR e FERRAT I FE b, — BB B (5L B4
R, BR 5% 2 S AN Z B AT IR IR B RS B 3, IS i 2 S e 200 15 SCIERAME, ] dn & b vt B i G
TAEAE. BT SRR B AW I B TE AT . 3565, B0 P8 3 R G0 B0 i 3 oA AT oI, BIRT ABRAT I — &
FIAE. — B WA R AR B2 A ETH R, MRS arike il H TR B AT AR Ik 45— AN A AR B T Rl R
ITHAT. ), RS I PAT FH SL IR TR -0 5 R [B] 217 7 o .

A it .
/ﬁi’a} /—’ i Wil i A AT —/ iz&&)%/

CEEAT UM e
AN | R | PR

1 BRI RE

1.3 HIEEEEAGRMIXE RIS

o TR, Bl R B AR G — MR AR R R AR 4, HRE R 2T BLAR i BAR LA K 5 1.

S RIIREMEINR, B 7RIS UERORE 5 B AR SU N D) RE 2 AL IR MU A F5 R IE RIS AT, WEAIERI D RE 72K, Thie
P o SORT BLRAR 23 A R D RE I, K 58 BRI R 55 A B, e eh, B T Re I sl SR I & A R A
WIEMTE, EFEEUEE XThRe. TAThRe. EHIhRe. EMThRe. o7 Thaess, B oo 2k Ik A Sk afh R A
PaArad s SEHOMUINER (0 IR0 1, B0IE K 58 B R 20 R AT bk, 555 b BRI H R 56 1IE DBMS X 255 () 32 F7 Al IE
BACEE. IR T Bear 2K, Dhag PN R vy Lo i 2 8 R A B 4> DBMS (2 A, T O it oo il stk
DR Z ST P9 B AN AL DO 50808 e P 8 R TR ) 7 R PR i, ZhRE P kT LAGE I R & el B k5. SR &7
A DRI A 75 5 02 AR 2 1 P R R B S, O AR SR N, B i R D A A SR R A T
DR EE 22 D e, &R AE G 75 AR 28 (0 P9 A R B 454, 11 &5 12T DU R B8 E 2804 (0 LRl 2k, Hdls
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05 SEPERTECHR 10— B

LRI, H IO DBMS [OFERE . $0BUA BRI FT I, AL AAT LA A2 AR . IR
VIS SO T AAEPEN . 7590 PRI PRV (5 A VORI (7 75k AR, SRV
BRI SRVP A7 2 A PR U 0 P 03 PR RO R S 0. 0B FTK VA DBMSS 78 b B AR
SR 0 R DL, BT 04 P PR S E DBMS 2380 SR SRS 0 RN 8 R . S SR LI K
5 AR G T IR 0 AT, 5T LA B SR 07 0 T A A BV

RN, FRRAE DBMS M5 & 0E, 24 8 A0 % . e AR B R s R
o0 I AT B PR T 2 0 SIS MR, 4 MW B L e R BB (R
FELEHRII A, % 43R0 B R0 DBMS A7 22 4 17 2 4T 25 59 58 2 A, 00 R0 kTR
DBMS (108 . SOBCSCR AR % % 17 B8, Vi 1R T e M0 HE 0 o BB 2 63 B VE AU, 2
AR DBMS EHIZ TR SRRy, 1A 86T A 02 i A 247

SEDURFTFIRERIA, F IR DBMS 6% 5 4 T 09T L RIZEHEEA . 7T A0 e 2R S
RTFERERI . 500 G RO T SR AETE IR, M A0 R Z BUBEL DBMS FO MR B, B0 E 268
RS A7 85 PP T DBMS (07T A A RS AL i 5 3R 5110 85 Y. 00 6 05 A SR
PRI DBMS 1 % ) FI S S, B GRACHE 1055 S ERI TR L. HRAES S K30 TE IR DBMS (E8 51
SRR 0 TE AL AT AR

B T ARG T TS, SR PR 5 RSV S MW A AR, S0 K ) DBMS Z A ER A, R EA
LI A7 ORI R, S B AR RS s R B AR I T B AL AOT A T AL,

o A 5. ORI S A PR ERE IR SGEAT IR T — SR 1. 6 KR, X IR P 17 W0 2 T A
T

(1) 4L S5 2 5 TT ST . MR TP ARG ST A IR P AR5, i1 5 MALPE R BLSAEL IR, 05 SRR A7 20
o A ALEE . JERR A L W 57595 4 TP AR G100 Y 5 LA SN /L 2 D S T,
TR S 20 ot 2L ) 2 A S TSR B, A DA 17 A TR 6 PERO R,

(2) BB BUBURIFR 2R, OO e B AR S0 5 17 G RO, I ELBCIR IO SR 6 M. TR 5
SRR ERHCR L I TECHE P06 6 S B, HALIE SR S, A T
SCHEATIRIE, R BRI (5

(3) BRI Ae: HOHR P AP RG0S 5 2R 7V 25 RO, B, T, A B BRI b
5 BB SRR GO 01, DB R A R B RAE, WABOE SRR . PR et X 75
B I P 40 25 R O 0 T

(4) SHRERFPESES  HOIR P 0LV SR 26 R DR, JUoh H0FE DR A2 40 25 M e A 7
(0. A L4 T 5000 45 00 1 0 T . 557 9009 55 A B OB B M R0 — B, IR P 01 R K,
AL R . B0 52 4 BB R L9125

(5) 2 RIRRACSHA9: BB P77 (R T2 FURR A, 401 Oracles MySQL. PostgreSQL %. 54 Hf ¥ 2171
RAHSEUH E1 TSI . AT, SO 535 T AR B 60 R (0126 53, JF AR SEHBE AT B0
SRS,

L4 BEEEERGEAL

ORI A S A5 4 R v, PR KRR 0 P BRI A 77 4 LR 0T 5, DBMS (A 7K
HLA& DBMS BRI HEA (7K. B3 HERS DBMS AP HORI R, 36 2 9275 it £ FIHRL ) DBMS [11% P
B D08 BRI, DBMS 36 75 2 S080 0 5 B A 0 Wk 3620 e FE 0 A0 557 IO R 7. o
DBMS (15 A\ FI R A SQL #353%, 14117 DBMS #0811 FL 7 B R0 2 Ak SQL ZS AR AN, 534
DBMS 32 17 #K LLII L. BB 03505 75, SR 517 T i A U 25 R 5 E AR ) SQL s
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X, TR SRR A 5 A 56 A ik o O A A A

0 2 B, B Bl e B AR G (NSO I R AR 1 RO TR B — SRR B B T AL R A A AR A
IR F5E 25, /£ DBMS _EREAT 0B SR R 090 B R R 5 i A DA A P A 2 360 - Ay N B X 2
(I P A H R 0, 4 R 0 3 S T B PR 0 DBMS (1947 A, BRI 75 5R 8 SR HE ), %+ DBMS 474
TS REATHE, R RIS

TEE % Kot == L]

LA S o S IR IR
B e DEM e ﬂ/ g /
= %

2 DBMS A AE 42

454 DBMS RIS 7S SRAT AR IR AE 42, X DBMS HEATHU MR Bk s 4 0 T JLAN 5 .

(1) FEDNIR 5 A BT T, 5 B 6o R SCIE Al SRR 55 =5 B B M R Pk 1EVE IE R MR SR N
i1 SQL £ iE i & SQL & FARE. R LEARUERLFE T X SQL RIBARMLEM . et BB IERHTE. £k,
T S — M B SR AN 1) SQL 238 X Hh (1 B0 $5 4E X Gat /& A0 122 v PR =R 54 T (R Aol o & il 1
#15“SELECT x1 FROM t1 WHERE x1.a=5", R4 P AZEE SR ¢, FBS €1 h 5% a. — BAEE —ERA
B R, 2RI Tt 2 Bl I 2R E R G B SR R AN TR A P0AT . A% SRR I i T Bd it B AL 7 v = AR 1
SQL FKIA AR A B X LR, KL IHRZBCRA BR. thah, S 7 R AS R ) DBMS MHR 75 3K, A i i) 2 N A4S
FEB M TE R B 3R T e L R el 7 AR R 5 N RIE VR 1 SQL A=, ARk BE e B 7 A LA
= 5 J= 1T 9 SQL A=,

B A AR I A T VRIE AR T AR U B TR R 7k N T RO BRER, PIZE A a8 7 A A
HHE R R G B R OR AR R A BRI SQL B ). T AR R 7 R R B S SRR I B A R AL KB,
T 5E T 28 5 (0 5 AN 77 3R BBV, (Rl ZEsREE it — 30 S B T AR . [RIET, 56178 5 (10 5 1k 75 23R
—ERIRBHEE (—HBORE R ZR) RN A BT (R &, A B S 7 55 B R A B R R A =S ). [
I, SR 7T R SCIE R I 1SR, BRI T AL RN 7 B4 Ar L SO &R

(2) 7R FE 75 R 3 DR IE I DBMS (178 i % R IBh bk, 200 PR B R G0il o B H A 28
MZFERThAE. DBMS Il AR 2 M E MBS . FEHEFH. JERES. LEPHE AR aeT S Ak E
IETURITC B 240, SEONR A B4R 5 B K. B35 Fr A vl BE A& M 42 2 JEw AT, Hk, DBMS WE it as
B TR A WIE A A g AT TR S [ (9 A 9 ) AN A U T e O R B AT TR B AR A R
MZH G P RE IR L, B BT A W RE M A AL & AR IR XE. 55, DBMS & i A B KBS 1) 5008 Al s R
B D7 35 28 T B R & A B MU FL 9 e S BB U, DASRAIE 2R G e SEBm B FH P (i 1 R A AR e 1. SR -7 25
B T AR ORI B PR (0 B8 A2 R AT A IR, D T RIS HkAR, H B & — M id DBMS RS %
2R 5 e B A RO R

(3) 7E D v U 1) 7 7 T, 7 B %o 0 P B R G TE A R I R kAR 50 A B R A R SR A
F6T X AE 24, THES I B P B 5 TR R DU P 280, 3 2 375 SR OB I T L s SOOI M5 SR T Bk k. AL ge s
FARE - AHARL, PN 772 4 ) R o 5030 P9 38 R 07 AR R e . il dn i dk i HE T B 2 S EUR G il id b 4
IR 45 Yok 12 45 IE A P T 1 2 200 5 B R AL e % IE W A7 A% 553, I L R 08 10 Adh 2 25 1) P 3R [ IE A 485 IR X
BRI P RE R B (0 IEAA M. SE s MR — B, RIS 2245 B R it 1 R B B M R B R R
GUAE NI, & B AR B R BT R R . R ) ER e S A B 2 e P R A4 B, 3 T e 3 A
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JNb S R E A RS PR s B B R G s (0 A DAL LA A R sk B R AT 0. AR, it
JEAE PR AR Gt 5 A A A AT S BL, AR RE, ARAERT & 1%, DO R B AL R A A% A 4 A A 5 Tl AT AL, IR
ZR R IR R T VF 22 (O 1k BE I 22 4 B . BNk T — il AddressSanitizer A Y 77 % 42 ], Gk
M RILHAR R B 753, D9 T RO kiR, B AT TS S iR 22 0 AR B S A DI 2 4 ) R, Ak R (AT
DA S DU P i) L.

FERSORI N L 1 S 7 b, AT 34 75 ST 4 A

(1) FEJRIF A 2 J7 T, 75 N0 Hodhs e A H AR Gt e A B S R . 80 A B AR G R et v, i
TAFA A R B 55 R . e KR P AR A A P I 5 SR RR 5 (1 K T P, DA DRAIE M 55 (1 S R FH A IE
WigH. — B ARGUT 1L, HNR RO Tt B Ui ), AT Al 112, A SIE R Tk, Bk, vF
ZHAREE ARG R R RE, BATHISR R PO R RE024T M DI E. X585 G0 BOR AL R &
GEROHIIN TR ICEIZAT. 0 7 RO ik, H ATHIDT A EAE 3R R SR A RS 5 A B, 48 ik 8sis 1T
RRINRE A 4 73, A TR A 2 R B AR Gt b i N AR 8ok 2 sh i 315 0 . e o0 75 ZEM MK HE AR 45 &
7 REHERA I E 7

(2) FE5H I HT -, 75 RS e A B s e T PR B AR G 9 S A 2% RS, IR R 2 R B3
R AR ORAT., IRl A A ) 2% 1 CLRSE PR Bt AR XEREAT SO, AN T d R 1, e i B R A A B AN
PRSLAFAER). ZHIHAT ) SQL RIE AP BE 5L 2 J5 19 SQL FKiX AT AR, Blin(E QIR 25, AKE A
BNIE T B X, BAERAT £ R Ik 2 B A AR 10 St 227 AR AT B % S FE 200 L3 B 7 BRI 3
TRAES LS I PR, DR S AR AT 51 A HAhe 2 52 7 10 A0 i m] RE AN S & 1) . H AR 5 58— A e A 3
P 2 B AR A RS LR AT AT R 1R ORAIE 57 5 1 L.

(3) FERERA IS, T AN R Kot P i B AR SRR A o, 7 BN ek b r) DR . A [ B Bt P e B AR A
{38 I (¥ SQL 18 & MU (K 26t b, AR AT A CAMAFIIRIEATT 5. 0 MySQL 1 PostgreSQL = FE i 2
(0, R 5 F JSON SCAF B S8 Y. PostgreSQL i B A FMURE FRFIE, 51 3% 1 4k A& S AT 1 70 iz U k.
X RO IR R R R B T B, ORI R A RS R R B IE AN [R] BRFE, 4 B BE A M K
A [ B B . IR 5 58— SBUE L B S A0 3 e e A B AR Gt 10 S0 B N T B 0 SCV A B BRI AT AN
Hode PR TR G G L.

BT IR PR RORIE i1, ARG I 7 AR B AR g AT RO B, TR EAER 1 A LR Y
YT b AT SR

# 1 DBMS BRI T B 7 BSR4

YR W& Y
Kol PE AR 7 A A I B B A TEVE S SCIERE, TH R 2 B X B SR

WRUBBIIMEE L jsor ik st e A S (78 )
wkme o WA R R R R R E, N T H W AR, T RN E R
am OWURBIEEIORE o S e don Rz i £ ORI
e g g PO LU DLIRIR Rl S KT B, AL A 5 77 2 AR
FIBBERMEE
e e PO LSRG R AL A R AT, CLT5 AT 14 77 % 4 L, PR

P B 7] R4

ASERN K T EL A SR R AN (R ARl E R 7, R 4 SR HE AN (5 5 Ak
TR R S SRR R G A PR AR A S Ty ORI R

AR L R L 483 A S R D RE. e I RE A5 20 I A 4 R, SR IR 3 15 U IR,

TR WU AR ) D5

AEIY UL T R A

errioas U LUl U F A B A 1 %, 1 ULET AT 7 Bl o S 0
TR i U 36 75 4 A SORE PR T A BT

BRI TR T L 75 25 R B B B0 P 2 e 0 T B AT
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2 DBMS #BR#IMR FFiE KA AB T B

IEAERIMIL T VP2 DBMS BN T8, CATERAT M8 B BRI TR 108, 47 R8Tt 1 EATIN 24tk
R 2B T E L AEARIT R M7 S DBMS BOBI IR TR AR EATE &AL ESCRFIIRE ). IX 48 T B A%R
F bR 28 B EAT 4325, AT LAy 55t o i I 1) DBMS MR T H . #1552 48 I8 1 DBMS MR T H . £t
AEIRF A9 DBMS PR T H. 7 3R % SRR, %4 T 25 75 SRS SR L A0 e U x5 e 2 A e
ASAN MU I 5 G255 45 07 . TR0 At 2R i iR, VF 22 TR SR 7B AR I iR E I, BE 40 SQLancer
PQSPAN TLPP*%. & it #5112 DBMS SO M — A L EAE S5, LB 7 QAR 5 T 0 () 2 p, e T e
(AR5, AL T F G A B HRSE. V2 T RAE & A W S KEE — SR 85 2, 32045 H bx DBMS (8 & R A&
WREVEESE. T AR DBMS BA AR M SCEFRRAE, H AT HS 208100 B4 2 B R R 2 — 2

M TAE.

F 2 MR DBMS RIS T EL AN AT AS R 48 B 1 S e RE
T 1l TR R I THY B
TH &4 L. BT EBX B A ey /= I, s e CARUSCRERY o
7593 WiE B A5 R S WAHEN R JADBMS &R T
N . . T - - Microsoft  FaIHRHE 3L
RAGS 1998 MR x I FEREAW  BH E5WK FIhar SQLServer VLI
PostgreSQL, .. FEUN
SQLsmith 2015 BUWAR N x  F  EEREE WS AGES FHAH SOl 1 R
VEIERE
MonetDB
PostgreSQL,
_ X PQS, SQLite, . .
SQLancer 2020 HMAMK A I %ﬁ“ﬂ B TLP, FaHr MariaDB, %EEEE%EI
T NoREC MySQL, =
ClickHouse
PostgreSQL,
. e, W P WAL HilL b SQlite,  H AR
Squirrel 2020 iEVEMAESR N N SXES e B ASAN Fahotr MariaDB, VEAHER
MySQL
. AR & _ .
Apollo 2020 BUAR v« & A T e gt pra) Ay PostereSQL, TRV
R4 e SQlite IRIER
> . GaussDB _
S A HAE AL B L. Fahathme > EBRYE S
Ratel 2021 BVEM AR \/ B e Bt ASAN B Po(s:tgreSQL, S A
omdb2
. WAL AW, S - PostgreSQL, F-BNRE L
Amoeba 2022 MUAEMR N A & e PERE  WARILK  FBhoir CockroachDB  HEiE T
10TDB,
L= Bt KairosDB,
. B / FN B e g o QuestDB,  H R HE L
Unicorn 2022 EFMAER N HXEH Wi BB ARG FEhOH TDEngine, 3 HHiER
hE )
TimescaleDB,
GridDB
N Index, WS & PostgreSQL, .. _.
SQLRight 2022 M4  pdl Mo B s T GaARER sQlie LR
e NoREC  ##35id MySQL
DuckDB,
. BT B E e AL B _ X MariaDB, 2 At
Griffin 2022 " py e NN AER e % ASAN Faadr SQLite, 11
PostgreSQL
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2 W) DBMS BRI TR E AT A YR K SCRFRE ST (25)
I - IR LAY YL

TH &4 . Wik B EiE . W e s e SBISCRREY o
W gl oh o WA SO WM ST b S R
PostgreSQL,
78 & AT 5 ETWANN 3| NN oy g MariaDB, H3hR#E 3L
LEGO 2023 iy pimsce NN AR e B ASAN FhoHr MySQL, W CHHER
Comdb2
PostgreSQL,
SQlite,
. [PV VN v N . A4, F MariaDB, F ARG
DynSQL 2023 #MiEAER N N S EE e M# ASAN yien MySOL. s
MonetDB,
ClickHouse

2.1 3 ERRIRIRAAERIK TR

AR 91 IR T PR TR A B AR G R B AT B8 5 SRR P I B AT N I e A TR IR A AT A
Fill DBMS 0L, 2 i L b2 R FIEAT, 5 5 18 B K B4 % . AERA I H AR A & BT DUAR 47 S 4 97 it
TR A 4. R, X DBMS (AR 2% T 5L T A8 AR T 3R P — RS R 90 SR e B R, L 7 AN R H A
DBMS MSCVERNE. BRI 5, o R G5 vRE SR MBI A . s 50X 3 20, BLpRsi UL, B x5t
TR RSN T 5 Se R AR DBMS B30V A BOAH BE P AR B A8 e 0. 465 2 AW A iR &1 SQL 1B
AN, IX 8 SQL A 4L A I R 9 2 R 0% 4 HOHE IR B R 0 AT, E AT I AR R, AR A TR S ket
DBMS PR IEAT M, an BRI T 2AS I 2] 7 DBMS B3 5t, w2 fil ok £ e 2 2 &R 40 9 35t 19 SQL Il
G TR, H T R i S B0

EH TS 0 A 95 e T A AR 3K ) L Atk Th g, BT DI — 28 TR 32 BEHOR M A4 R 7 2R RO AU B8 Ak R Ry
W DBMS [l FH 45 1. SQLsmith F Squirrel /21X 8 T B (¥ SRR, A Td i A [R5 et 7 AR T 5
TE SQL A=l B RIRCE, $2T+ T T B A A4 2 9 vt e VT e

(1) SQLsmith: i3 153 # A E4T SQL Fik :AE B, SQLsmithP i — AN G ¥l R AS MR T A, &4
P Z B F TS H 2015 4E42 H LK, SQLsmith CLZFEAS [F 40 12 R 40 B354 1 AN i . SQLsmith
PRI ECHE B R G SCVE AT T RSB B, 7 T 3 OB VAR SR AR s 9. FEMPIR S AR, EE S B WY
HIHSCHR 2 v O (R, B, e i OB R AR B AR SQL BRI S5 M. B35, "B 20 2 R H0ds o v 1 A B
PRI H] SQL BA LM . BT X SQL B AR i BRI 78 A 4, SQLsmith AT AR SQL 5 A1) A= B IE
VR IE R AN — S A8 SCIERAYE. 110, 5+ PostgreSQL, SQLsmith 8/ T 42 AN jr & 45 ¥ 5%t H: SELECT i £ 34T
TR, RN R R R T LA B R IR

(2) Squirrel: FI 17 % % 5] 5 SQL ik A8 7. Squirrel ™ — 3 T-28 5 (BT IR TR, & 761
22 PR R A ARS8 52 70 SCHCk 51 % SQL AL S A i, AT £ i 78 25 28 Squirrel WA, ARS8 55 73 SCHUR Bt
TR L I A R G A ) SRR R W R — > SQL K A 4 T LAl & B 22 )T 43 78 i, Squirrel
IR —ANE B 5], my DL I o) AT AR R R ik e 2 Wi AR 1 1 ARAD 43 3. BRI, ZE RO i AR
o, Squirrel 2> EEREAS SQL M A 9] ARG 7 56 7 S8, il i ix 2645 ok 51 5 SQL WA 1 19248 5=, AT 42
15 SQL & A) AR S5 . O T AR SQL 15 A) /R AR R i B o BB VE AN TR SRR YE, Squirrel T it T —Fp R RN
(intermediate representation, IR). &4~ SQL & A4S SF AT & #5#pk IR, R )5, Squirrel 2R ¥E SQL SCE RN H#E,
X IR A5 R A B R s B AT AR S, DA AR S B VR IE BRI, DRk, SN T SRIEE XCERATE, Squirrel IES7E IR
AR T HAR OB, F TR S SQL BRI AE AR I X Le A i, Squirrel 7E MySQL. PostgreSQL. SQLite-
MariaDB %% AN e AT Ky T, H 2RI T 63 AN iR,
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22 $xhEERERMIIK TR

ARS8 R IR IR PR IR 1 0 TR, 2 H5 DBMS WA TE A SE I TS S Thfe. 140, AT FE 2 A i
DBMS £xiR [Fl 5 1 [ 45 . 3X S 1 BUAME A5 1) B — At A I R G W 2 1) e 5, DR AR HE A A B, BB R I 4
R 55 18 183 BB R I I R, 20 b )= S B TR IAT, 21 O R BT . O A B3 — 288 i B, AR
TR L EL AR AR VR N 5 L S T 5 IR, 2 SR I X B SRR P AT 45 RN T 4G SR R B R, A T S B — H A,
AH BB A6t A i AR IR L, 228 T HL R DBMS FE SCHEAT S IR B 2 BT R A, DL B i HL AT
JAMNRAERUN. S H LR, TEAE A WA T AT, 1228 T 75 ) 0 SR AR a3 BN —
R, B, AR B S R R A T E T A A

X2 T H R B RO 1) 32 B M a2 ] 5 2 g i) ) M AE . X — I AR R X DBMS AT N AA
BRI R AR, BEAT RN 20 A G SO 22 73 WA e A a2 UG RN RAF T B, e 1A AR 1 G
SRR AR B Z2 43 I AT DAIE I 55— /N REACL I s e A R e SR AR TR LS AL, i i A X Ry A 2 A
P45 Rt AT #e 3. B 1 30 UE A 45 SR 15 IR AR A, AR RE $5 A OC (14 1) 8t 75 B AT IR, 1 dn, a0 T A
R i%3K1E X “SELECT * FROM t0 ORDER by time 45 34 72 & B R G AT IS, a1 KB A) BT IE 8, B0 B L R 4
PRI 0 $2/ time HEFF RUFTA 1R3¢, WERIR BIHHE R &G 4 time 07, 282 — B HRIFH. hTixLs
DhReReE % 2, S0P IR 1) TH — M2 32 tH 2 R At I, 43 ) 25 00 5 — o T R BB E — Fhisi =X A 0f
SE R AR, H [F I T R 1t 32 B T R R BR ).

SQLancer: i 3 Pl v U >R & BLZ 45 19 8. SQLancer A& —FP 48 S (1) £ 38 5 B 1 R B8 4R IR IRAS I T KL,
BT 3 A IRAEN: PQSPY, NoRECPAI TLPW, 6 M 4 7 5 B & Gt i) AN [32 48 R T PQS (pivoted
query synthesis) FIAZ 0y JBAEE A A — M S UE L (RIS AT, pivot row) 1T, M#ATERES, i sl A
AL EIEAAT, A4 H br DBMS Bt & — AN 485 in] . 32 AN 04 A 38 B O 2 o Kt 0. Je i (6 A PQS
%, SQLancer £ MySQL. PostgreSQL. SQLite S5##f 2 F kAT 1 REWNK, HRAKIL T 60 £ MK HEH IR
1. NoREC (non-optimizing reference engine construction) Ml NP — AN g5 4% DBMS AL E W N—AF
Re A BRI ), SRE X EE A B A R ER T — 8L A — B4 R EWE — MU 258 1) L Ji i A8
F NoREC 77¥2%, SQLancer £\ 4 7E PostgreSQL. MariaDB. SQLite fl CockroachDB L& HL T 51 ANiZ#JiF. TLP
(ternary logic partitioning) PR NP — A& #) 40 F N 2 A, XA AR B R AWK — a4 R, med]
1) 4 T S 127 R0 DR 4 2 W AR R — B, A —BUW B 45 AR S 8 1 0 R AETE. SQLancer i ] TLP J7iA7E
MySQL. TiDB. SQLite Fl CockroachDB Z&4 4 % FRIN T 175 M, HF 77 SR B1HE 108,

2.3 ErxtiEsEE AR TR

AR VERR A U i H AR DBMS AN REFE 4R T R[] 0 ] P4 3R [5] A i 46 5L A b ke i it 1o R84 1) A,
4 B ) R PRI o D B B 22 AN e, DRI A 5 o B2 6o 2R 5 16 B S D R e, 3 B () A U AT P S A A, 1T
A TR S [ DU AR S 5 tH — AN AT I SRR (R D Fo At | )2 R R Atk 14 RE X T DBMS 1 5 = B ZE .
FEIR N N 2 520 b 2 N AR E 1R, SR i B s AT B B R VS IEE JF . {2 55— J7 1, DBMS A 5 #E it
BEL & — AP E R, A EEENPITEE . RACEE .. fFE AR, DI & k. Bk, vTE
P DL R HoAth B AR 2 [ EUAS-F . IX 48 R {5745 DBMS 1R 25 5 r= A 1 e [ . 16 1 6 I i AR kT L 1 2
AR RRE T flUR PEREIZUY) SQL IA S, 7] I 75 24 25 1) 41 W 1) 7.

X — 2 T 75 B RNT (1) 2 BB AR M it A2 T B B TR B, B 2480 SQL 35 ) (R R AT BT 8] )92 122 75 W A s [
Y. QSR AT SQL 5 A A AT I AL EE S 1 Folfil BRI AEL, UJOA S e U 30 224 45 00 0 P A R R 48 %) M il ) AL
9T XA BRME, — B AT IR R T RARIR R T — X X &, SR A EEI 2220 U, ARk
SEJTVE, T I LR G IBRAT B[] SR LAl 22 1 B[R] 9 [l Apollo Al Amoeba & 51 #U 4 FE 42 £ 2 G 1 e )
BPRIBOR I T, B AT 43 T A5 ] U0 R A i S A 2 v A P 77 53R AR SQL i A BRAT (1 BRI R TUA R,
AT IFEAT H0HE 7 3 2R 0 2 e o st P s

(1) Apollo: it 25 FRA 2 73 EL e kA B 17 L. Apollo™ 2 — i Fl T B e 5 B8 R G AN IR A 22 T ek
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e[ VIR BT BTN T R, T 2020 442 H. Bl 3 MEB4- A SQL AR . BOMIINR 51 A0 SQL faifh 2%,
SQL A A AW A ik & SQL 15H), Z fE BERTNA 5| 25 25X £ SQL 1 ) A& 1k B 5 NS [ AR F) HHs J22 5 8 R
G IR 55 v A9 r. G SR UL, FIREOE B R SN R AR AR 2 (R PATAE R 1Y) SQL B iZ B A AL M RE. IR X
—HEN, Apollo FIASTHINIR 5] #2555t Lb FIRE (Y SQL 15 A A R RRAS (1 450408 2 4 B R G AT 2 IR ) 22 . SRt
AP ARAT T )28 28 7 T TH AR 40T I [B], Apollo 2 AR B T — AN RE IR . 2 J5, Apollo [ SQL fiifb#% <> %t
il &3 A1 B 1) R P4 BT SQIL B ISR 481308 4 7R 81 0 2 R BHAT, DAR B fid 3k A % 1) A 1 77 4 X 451
Apollo 7E Tk 4732 48 I BT 048 %2 SQLite A1 PostgreSQL #E4T T KB, S KB T 12 Mg (a4 b 5.

(2) Amoeba: I ZANE SUAY SQL 7 i) A FRAG I A8 il 7. Amoebal™ e — AT Xt Bedfs e i i 1) A Py R A8 0
RTHA, T 2022 FE32H. 5 Apollo I R FE & B R G 19 AN [F) KA (B AT B AL Dy BR T34 BB AN [R], Amoeba
I AR RS SCEN Y SQL EEUTSRAG M SQL 1A HPAT I [, B A Axd T Al — £di B E R 4, 15 SN SQL
AU 1% 2 A AR LRI ST I 18], 40 SRAH A3 A SQL # Wi HAAT I IRIAR 2230 K, 04 5 AT RE A 208 R L R S Al
TS AEAE B, X B B S iR S A EAR S R NIT RN RT3 — 58N, 8 T A 0B N1 SQL iE
1), Amoeba R 5 HUHE 22 5 B 2 G 1A A 1 1A NS B SCRY 1 T 55 Flt SQL 5 ) A A5 A A8 SR . 51, <R aA 5
7£ FROM i fl WHERE “FH) 2 J§ SQL MI$AT 45 v iZ & — B, AR B F“SELECT tl.value = true FROM t1”i&
#JF“SELECT * FROM t1 WHERE tl.value=true” i f) R HAT 45 SR B 1202 — B0 1. FIH IX LS8 4 JEN), Amoeba 7] LA
A BOREAE X SQL 154, FRAENN I A2 FRAS I 4 BE ¥ ZEJRTIH. Amoeba 1E PostgreSQL ! CockroachDB i 47
TREMR, BRI T 39 AMELEMEGE A, o 6 SO A& BB IR

3 BIREEEAGRMAXAKERAR

FEATT A A R0 P T AR SE RO MK R DG B BOR, 095 SQL A iR . AR 7 i 1B BRBAR AN
DUARAE WA R B AR X L SORLERBOIN 1 b i B M, e AT L CHR, U A A, LB e B il ik T R 1
AR, A B 1 B0 2 P AR S AL, I DBMS 75 S T 7E A el X FH 51 B s DL R IE BV T S IE
Btk X CLARAE DN X DBMS (978 55 2 . i U X AN [5] i 28l 5 0 kol IO 2 A7 R T 0 5, B R i A AT TR 1
PRGBS SRR X 3 MR EAE G, SEFERIX T I LBk

5, SQL F ik A B AR 4% 0. 55—, SQL ik Ui & BB R BLEFE M 1 A2 i SQL ik
VR ANE U IERAPE; JLUK, MR H B/ 9%~ DBMS RO F1, A2 iR SRR 1Y) SQL Rib e 7
Bt PE TR 2% A DD RE, M DBMS B AL 88 T BRAS R BT TR, AT B B  de R IR, fa, RA &g
1) SQL KA, 4 BERR DBMS FE XML FARAF T 5 OUAA R W T AT, il & DBMS I
. XA SO SQL TEVEAMIE SR NER AR, AR DBMS A S8 45 M A ERAT SI3E 1 T fif. I8 Bk A il
FEALH) SQL FIK K, BT CASE AR X 7 5 v B, AT A L £ O s

ok, A7 5538 BR BORZ 0 ORI A R SRt AE RO I it R b, BRATTSGIE A DGR N I 2 1L, 36
E RS T REAL a5 H AR RIS R AR, Gl AR A 55 1B BR BOR, BATAT Ak TS AT IE DLRIME 8., kLt
ARESBBRAT IR Tp SR i 45 SR A5 2 T LAFE B FRA TV A BRI I X 10 78 i 2%, I i ek — 2 ARk A B A
Ptk ACHSHE BB EAH AR IE H W KO H br R G AT B i, MBS AT 5 2.

B S5, WU DO T AR S R LA TR 28 [ i 422 . AEASORI I, AT 75 S S — 2L 00 ke U BT 1 A
e, LA E 2 15 AL 1 IR B . A AT LSRR AT e Bt AR R R Do U R S B B AT ]
R K LI U, R FLRE AL T B S AR 5E S . SR e 5 25 A T DA A R IR A AT TR, PABRGE A IR
TR FIET R

3 AN REEBOARM LA, SRR T Te BB B B AR SO I TR SQL Rk s A s R
BT 2RI N RRE 0, A S50 BR RO OR 1 DN o Vi ] A R, i 0k o D A S AR 3 B AT 1)
SE MG R G IENE. XL HR ISR N A FT DASR we ROR I  BL  S8R REf F, F5 Bh AT A B2 2 Bl 122
LRGPV A 1) AL
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3.1 SQL RIEXNEREA

SQL ik sU A B AR SR BRI O, B 7EA T 1 SQL Rk sl A 4], LU R S b T 7E
TR SQL ik 304 BB A ) 2 2L B AR R AR IR 20 A B R G 1) SQL B A ANE LR, A i B B
FEPEIY SQL ik 2. 1X 88 SQL ik x0il i A RE & M 45 M ANE S, Refid i R 508 e B B R 4 b 1) e 0 AT D, 9
B BRI R B2 IR, SQL IR T A i — M B B T AR e T VA AN B T AR e R T vk B T AR L v —
FERARAE B e SRR T2 5 SCIFAE RO, &8 F5 AR R0 U 3047 DR B (9 A . DR 77 B9 0 i P 90 1) 22 1 R 7S 25 2,
SQL FIER G AL 23 AR UK SQL FRIE R BEAT AL 7. AL S B AR P LB I % SQL RIAK L5 BRAEFRT
R BRI AT B S, AR RUET Y SQL B A, X RE Ay DUR R B2 A R AR FIE g 5, SR ek A
R,

N T EETE OB SQL FiE ROR AT BN, ¥tk EZFEZE LN U H: (1) R R
P B P B R G SCRFIN SQL WEVEFN, a7 SQL wE VA Al G R BB . I8 I X v 0 (R @ A, W] DLt £
AR SQL Rk A IEMIEEL . (2) B . R4 SQL RIANN, FEFERIREM . FIEHE LR
ML RS B B, SQL ik & i R I8 7 2 801 B AR B Fe vh O 800, K HH TR 78 AR B SQL ik
AP AR B SR, LA ORAE A ik sURAT IERA IAE L. (3) S il : SQL ik s\ BB & 78 K B
BRGNS HEAT A, P52 AR B8 Al i 578 1) SQL RaA ., X Me Rk sUnT e K F &4 ARiEH A . H
PRI VESE. I8 Al 5, 1T DLR R R G IR TR B R AT N, T EAT A2 =R st

o BT A B SQL Rk A . 56T 28 B AR I3 T 5 38 i 5 I DBMIS 14 SO R A% Sy 4t S B V2
(abstract grammar tree, AST)*SR& B SQL ik K. #I R IEVEM (AST) J&— 0 T 2R T8 A0S 45 M B HHIR B
SEK. FERE PR AT, AST v DAH TR B WIS A A - RIS L. 72 AST Hh, AN T-R)# AT LLIE— A5 40 il i BE /N
TR BRI, TR A A 1. IXRE I 45 4 A AR N R vy DU I X AST AT S fAL &, AR iR =
1) SQL ik s RFAT IR, A1l 3 Firos A—AN A wiE A (4 SOEVER i VAR, & B SELECT T4). FROM F
#). WHERE 5] 3 MNEARF A %, R0 O] DLGRSE AT B4/, 715 mU [A1E R DU . 385 2 573 GAEvE,
RO TRk T A oK & 1 SQL ik =X, AT 75 & P n] BR (R 15 AN 44t X Bl T R AR E R4
(RVERAE ) R, I PR BT, 4R AL S 15t DA SOt R 4 1) B R MR R

Query

h 4

‘ Select clause ‘ ‘ From clause ‘ ‘ Where clause ‘

] ,,

‘ Column ‘ ‘ \Fﬁindpws ‘ Join clause Predicate
nction
A

‘ Column ‘ ‘ Function ‘ ‘ Subquery ‘ ‘ Subquery ‘ ‘ Constant ‘ ‘ Column

‘ Column ‘ ‘ ‘ 1 I ‘ ‘

3 FBRIE R

SQLsmith A& — FKIAT T8 3 T4 5 RO IR T B, BTS2 45 PostgreSQL, SQLite™ A1 MonetDB %%
b . TR B TR R 075 S AST, JRIG A SQL BER. B AL R RINT: © &5, I E b
DBMS HIye . oBdE AUE S T DBMS CREMIZEA! (B3 A H E X284, DBMS 3R #AERF, DBMS
TR R (B A E X R A, RN ST H RS N (schema), BRI H AREHE 2 3R, R %1
FAHRL A HAE B, @ B, BLHE R SQL RIAZNZE A (40 SELECT, UPDATE, INSERT %), & ik R

© PEBEERKCEIFR  htps/www. jos. org. cn



410 HAFFIR 2025 5% 36 5% 1 &

S IR IE TN AST B 2845 0. B, SRR 12 SELECT 2K, 3 % (1) 45 4 y“SELECT prod1 FROM prod2”,
AST EARR IS it & 1 prodl 19 51 (SELECT 51I3) Al prod2 7 i (FROM MA)). (B i V78 A S 5 A5, 45
R AR AT LA TR 2R, 4120 prod2 AT A& VALUE T4, SELECT T #i484% 378 (175 30 B A 4% DBMS
(15 VA AN 25 O 25 3RB A R BOE 15 2. 80, 259715 5O JE R (3R 44 B Bl 24 B, SQLsmith 23 RAE SO 1)
JCEHR AT IHTE. @ ¥ AST ¥ # N7 iH). SQLsmith B Wi UMUK AST H# AN EH. ©® FATEIRIEIR
E5E@%. BT S, i LB R3S 7 0T, FEI8IE DBMS 11T IE# &, B4 & rbT BIE. X R4T 7 :0n]
CAB 1E 24 77 2 0 5 J5 SR B R, CRIE 22 YR 2 ) AR X Sy G X R ) R IA A R T, SQLsmith 7E
TRIBORE FCARIMT L E/NRIFE. 14k, CockroachDB™HI Duck DB 4% H f #5048 B2 5 B 2 45 [ k3 )
FOAT T IR RSR TR E SRR

RAGSY @4 % SQL £ #1513 MK Microsoft SQL Server'™, & {171k XA BT A SQLsmith KL B
Sl IC B SO, %5 H ODBC SKi%#: DBMS [R5 HUCER FE (453X (schema), fL35 R IE MR BRI £ 5
Y FRE, BT R RAGS M M #BEHL AST K774 SQL Kik . TiAE SQL & XM, ¥t iR S5 8, b
HUBEAT 5 Y (3 3%, [FI I S HRIR A NI 772k ik 3. i RIA R AE IS /£ £ DBMS LIE1T, BT 45 B4k
HEAT B2 LA R B T R TE e ] R

Apollo™ 2 % A8 2 4k i (] U1 il A8 A0 — SRR IR T, e@ 3t SQL 2 ik 2Ky o Jo7 s 1) 4 Ay ) 15k 51
SQLsmith = E ). MR F AR 5] AFRIXRAIE KA. 7€ SQLsmith KI5 3 28, BRGNS TAIENL T —1
RERSRAEH S A0 PR (514, WHERE T-H)£7E 70% (04 B 1 o B0, 24— A2 i ik 2 4 R ] )9 i) A
B, Apollo 238 HIAR N i F-A) SR A BLITEE. 54, T 58 30 4k B 11 U 10 A 25 JOIN ~F4), SR ML A 3t & 388
JJOIN F 4] 1 A=, A, Apollo &M T4 & W & N hRe. EWNEREAE T TERNRKRE,
FAEWIEE, JOIN I H, FHIMEHE, B INKE.

Amoeba** & — SR B 1] B BORI IR TR SR T U S S, AR RO E B, G
AR SQL M. B T SQL-92 FRiETRE, 11 EFRI A T BNF (backus-naur form) RKEIE, BAE T — RINL
1EFFRIEZ R4

SQLancer™ MR H 1 LA U ke -2 48 1o . AR SR AE I A b o2 e SQL 28 H M B -2 N, 51
PQS O I 5k 4 i A% 7 A AT 1Y) SQL #F1). SQLancer 1 5E M8 AEME A 1% Pt 4T 77 A ELE 45 %219 WHERE #1
JOIN FH3RIAR. B F 7= Al X L 00k s B, O 7 BN AR IX 2 RIA S, SQLancer FRFE L FE I (R %1
L FRFIZET) BEHLHA B AST B8 52 (TR FE. %FF SQLite A1 MySQL, SQLancer 2342 AT BRI ERIER, BINE
A0S A B A IR B B e 4. 1 PostgreSQL, FRT A= AR A R B HOME, Rk SQLancer S5 f— AN 4iE
AR (I LB VERT). BRI S, fEAMIEE AST B, 2477 ;ik B TR, 7345 s 2 e A — AN BE M L 3% 1
W, B REALERI S5 . A5, At AT 5 Tt S B, Bl — e VESF NOT. NoREC N 75k TLP #E
I PAEE SR A #45 WHERE BY JOIN £ T4 f{125 3, SQLancer AT A B4 7T DL BB pi A .

o T2 7K SQL FIAIN A k. A GE BRI R T 2l it BEA USSR i AP FHEAT 28 R, LA BUHT RO ).
OSS-Fuzz™ 51 H gl ] 7 3% £e4% 45 75 % SQLite™ #E4T 7 WA, B e 47 (B i ik T2 AFL®Y), &R 74
FEAT RIS, EATRIEE, Bt H A 07 AN I 2 R AR 75 AR IR T, AR GE T (0 45 7 i 1
B, PUTE DR B B 7 w0 AR T (R IR AR R 77 SR 2 S R SQL Rk A 20k, T AR S5 7= AR I A W AR 25 5
TR R PR R SRR AA. KR4 Zhong % N PURYSEES, AFL fEMIR SQLite I, 24 h 94374 2000 J5 R A
Y, 1B NG L) 30% KITEVER LR, T R A 4% BI3E VL IERTR RN TT DOE 15 OB 2. (R, A% 48 RIREIAR R
M A AL A A

EF56F DBMS BRI T B GE I X SQL ST AT F AR Skt w14 b SQL 3R ik X 1 45 44 Bl i idh 4778
5. 4 FioR, —A SQL RIER A 1 FA) AT LU AR A AST w45 #4715 i, T EL A3 78 1 Hidis ) 2 $idi =15 .
%4 T —A WHERE TR # % 7 — ORDER BY £i&E3, L T — ek BB e, 128 705 RA S iR
SQL XS0, Kk B e B VR IER . 45 & ANIR] SQL 3Rk 3R 8] FIAR Mt < 2 70 M, Bk T H T LA$Z
A S5 0 P 481 0 SO A
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[SELECT v, FROM 1, WHEREV,=1} RiEs
I
| SELECT v, FROM ¢, ORDER' BY v, | A5 JE R

K4 FETRRE SQL FiENE R

Squirrel P H TR B 1 I AR S AN T S SEI AR A A SRR SQL A AL X AN AR S8 M AR B i
]9 (8] 7~ (intermediate representation, IR) _I. 1% 1 [8] 3R 7 A5 ML RIS B AL 75 Aok 4E4 SQL ), MM RE
K BT A8 ok BV 1 IR M. TR X BL A b i A 2 P b 2R 2 SR brid A A . 5bRicdRe T
SQL Z i it B AE, £ ZAHE SQL M BAAEIERF. BdEbrics e T BARRIRERT R, B BERT LURIE LR
ANELNER A, AT DU BAR O SE, tin s & 1. Squirrel IR BRI R RS T A5 © BEmFESHN IR 3
¥ BRI B (IN24%) FE; @ ik, MRS IR PR ER IR; @ 40 H128 75 IR PR R #55
R, AU, @ £ 2RI R BRI IR, A IR F4h B AR 1) SQL .

Ratel™" 5341 7 IR K TR (0 i Ml 0 $00H0 126 2 B AR G PO M . — R TR LB A B R A R R, SRR
[ 5 e B R G 22 AR K, %% DBMS B A Ci4FHE. 8 T BEBS IR IX £ KA R 48, Ratel —=2RA T LA
FRfg N S BT, N T3 R R IERE, B KR B U R0 G R VAR, ) iE i, B
SR AR PAIEI AR S BRI I TR VA A 7 4 LW A A R T AR . R B ) ] AR (R PR AT . BT
—ANRESE BB PR B R G0 ) TR R AR AT A T AR B KBRS ) A B P R AR, Ratel I AR R e BB E 7 5
1) BT D o >R o il 7 L

DynSQLPENT 7 — A 3 il S04 21 SQL 25 ) (115 240 B S B 8, 3@ ik 56 T 48 19 7 A i SQL £ ik =K.
EREFEA SQL Rk T, ‘B2 eah A WA X, HE el i I GOEE RN I ) S 4o B
PRI TR, B4 e AR IR RO N SQL KA IR M 16 3R, %I A AR5 flUR ¥ 1B SRS, DynSQL 16 4%
HRAMG B 1% A W T S TE R B S AR, I 5 DBMS A R & AR, 1% A S A B DL AT i — B A 5.

BSR4 T B A 1) SQL ik 28R4 FR A 19 3, LEGOP 2 4 T T 1A SQL 551/ ¥ DBMS BRI, ‘&
W @ BT A AR R AT T SQL FRIA R I RIS BUE ) R A, B E TR R C R, B A
TR ANPES BOB I F B, FETH 97 51748 57, LEGO BEALIZ AL — A 2 AR Sl A 4], oo ez i EAS R IE
(2B IS4k S — BT R A . Mz YR T R AR, SRR Sl . fER 84 S, LEGO &
TESE KL AR LT 3 FT R IO A B2 Y 7 1, [ Bl 2 84 7 51 S 91 4% R T AT 1 SQL FRIA .

SQLRight™ R H 1 LA 5 72k 235 28 S 26 i 3k SN IE R . — /2 SELECT i SR H fh %534 U 28
FX T ERH T A BFIA S BIFE A A 1 SELECT £k A AL LA . 228 i, selles b s R
FHEAT I8 1AE TN E] SQL SCAFH. Be3E FETE SQL S8 N SELECT Rk 3. B i1k 3Rk 08 J i 2 {7
B AN 25 i AR AE A 2 1Y) SQL 4544, — 214 F§ DBMS ) BISON S0y 3 T AR T (g dr i, = g —A
SQL ik s A I LUATE AR IR . TU2 Bk SQL FIA = A A 52 1 70 2 A 450l 91 LA RS e AT .

Griffin ™" 2 H T —FhJE T iEE M2 5 07 . 7E SQL MR Al i $ AT 1 2 v, Griffin BREF 0 HUR (21K, H
DBMS KPR B 45 A B, AR R S FEXT & (g fIER) Al SQL FIA X AR . #:34, Griffin KA
[0 F 1 P ) SQL RIA NG A BT HED, LUAE fse— A o 180 A 005 P 431 (L v D) 980 3000 P 4800 T A7 1 S
i%. Griffin 18 5 g ]I 4 4 e HiHE R EITAE 1R SQL IR, MMIME IEIE SR,
3.2 REBEZRBEREA

RN T8 5538 B3 A B R 2 G BE R, B 7ERIXT DBMS (198 24 P 5 SO 6 RARIPRAR, LU
290 B4 5 R R AL B 2 PRV TR IR B, ST I AT 1) R 8] AR R LUK AR B b R A A (R AT A AR R
FER B B R B R G R, SR () U0 ™ . (A, AT ) DBMS BUHIIIN T B8 H R ARG 55 10 I sk
o IR 48 1 AR SO AR HEAT 51 5 ARID A 3518 BR R A2 O FE AR S8 0 B 2 R0 3 W B0 P 5 3 R 4 ) ARG AT 2
RN S S BB, 51 I B i A AN A S, LA e A4 7 56 O RRS IR R A
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A7 H B B BOAR B Yot 32 B HE DUR LA : (1) AR AT 15375 O 7 3RO 3 B AR 4 (1A RIS AT 15
S, AR AT 55 18 BB 2 A8 M A v M 2 s P B AR SR A AT . I AT LI R AR 4 A B I 3 245 20 i
HAl. W R 2 il A AT BR A . 40 SCF8 e 1 000 R B0 T Ok R 455 B () B e 0 AR T /5,
AR HE T IB BR PR 2 R B B i (5 R AT o, R EAE G f R IR R o A ACRS DX 73 32, IR
il P i P B ot A S K . JE AR O0Hr, ATCA T ARl X AR PR 7 i 1 00, DR S G D 4R
RS DXL (3) 51T B ) 2R A AR 5 MR 78 i 2 0 (9 45 R, AR 7 A iR 22 51 S Bl 481 1 A
ANAE S, CLIE AN R s A QRS AR R . 3K mT DLIE I I3 7 o R BRI ARG B8 42 3 $% BT A8 57 0 3, B
B R 5 A5 2 AT M F ) 36 6 55 05 s B, 51 3 0k P 81 A s R 32 S5 T A fe 00k PR 90 0 2 A PR R 6
S0 R L A B AR G P ) .

Kl 5 s 74 DBMS BEAT AU AT w8 R (O R A FURE. 78 SRICAF I DBMS ROVEARHS i, A0k I ok T O &
X5 DBMS BEAT 70 A, 45 BB ATRAN 73 SCHME .. 5 8 1 2 16 3 0 AUl DBMSS EAT Jlik 2 %8, 4 A\ B ER
DBMS AU o BEAT BN AR, A R 0 BRIER AT 25 2 10 DBMSS ATHRAT SCAF. ZERBORIIN Bt rh, 08 T R
) 45l DBMS &M B, M DBMS WiCH P 5106 o2 14 782 i <. R FH AR 78 i 3%, AR 004X T L B3 At 24 il
BT FRBIRACHS B 7 5 5 0. e i Bh &5 R, BRI i TR 2o R B e SR SR AN A8 53 SRR, AT A I RE 6 7 5 BE 2 R
DA AU 1, AT RE A% fid A A5 0 DBMSS H R i1 .

. AL 5% N BRI %
AN Dt it HIDBMS /L/ el /

¥

SQLiAHEH |- SQLAE 54 | Fuzzer
K5 DBMS BRI T 347D 7 55l B I SR AR i e

P G5 (RO IR T 240 libFuzzer A1 AFLY % — SR FH 22 55 50 A7 PR R G0 11 7 a5 15 oL 7 o SR A7 JE i — 4
A 2 KNI B TR, BB S e T — AN EEARYUE RS (49 30) Mdr b #0H MG B0, 7ESm R B, AFL
AR FEAHLS B — AN BELEE AR IR, B3 AR 1847 K 3 ST IR R AR IR RF E AT W A5 12 S LA 1) — 4> 64 KB
WAL b 2k A B AR E IR I, 5 AT B E T AR 3 i 2 HEAT A RL K IE 3. D T USR5 R, A G (BRI
TR SR B AR A (19 77 OB IX — A AR QRS 36 N B RF AR P o . e R I8 AT I, 78 ma e 07 Bt 2 ik
THZNIESE. N T IBER A R B 25 2R, BORIIR TR — s 2 g3 — >4 5 78 25 28 . @t et L 2 pir AT 1l
P 181 1) 78 6 27 BRURN 4 =3 P 67 P, gl mT AR 62 i (R R 0 5 B o 1 T IR 40 3. T SR B TR 4 3, R
DU T L gt 2 5307 4 Je A P A B b U 4] DA A7 ik — 2D 1 AR =

Squirrel™ 1 SQLRight™ 4" £ T AFL Kk DBMS. ‘EATRF T 1 AFL 25U K15 Geadi 5 X, R 78— 2
[E T T A RN SQL FiA T EVEFIE SR IERIIE. &% DBMS 1T &, /£ 4 ARG o5 R IRAEE A S22 A
HERGTE, PR T THEABCR. BRI S, — MR RS R G205 2 AT A R Z AN ERE, (HIX R 45 1 i
PEMLA R B8 I B 2R G5 55 vy 10 R 0 8 R A . b, — NS00 PR A B R G0 0 B K B AR RS 0, AT 19
MySQL &2 464k 452, R Squirrel ©4:4 AFL FIBRIA 64 KB FIALE K/ B HI T 256 KB, {HXHF MySQL
M5, ARG 1.8 AN 3 S8 — I B3R 1A JE L. DR A A5 30 A7 PR A7 1 2y 77 B s o o 58, o7 ) e e
(178 55 5 AN R A M S IR (0 7 o 55 100 AR M LA S i3k — 25 1 I o7 P R A ey A5 i 5% 1) i R, R ) 34 0
PRI/ IN 2188 o A7 A7 FE 4 AR, 3 P RIS

Ratel " AT DA #ERf A 52 4 Hh Il 42 DBMS (4R 25 15 00, &1 X e, & Jont H s DBMS 3T # A 0HT,
SR N — AN FEAR Y L — ST VRS B T HE B, DR s G T A A O D T AR 4 S s 1 L,
Ratel ZANIEAT T P g 1443 SR, BB 2 MR EE A SN 2/ J5 4k AR BRI 49 3. X 48 43 3 2 Bl 47 BBk 1)
THEGE . BEx 58 4Pk, Ratel YR T DBMS FTA T REAELE I H Ax — 1, 769 BN S A IUE B, DAEA K 1
AR EE R A BTG AT R, DAFEh A B R B S R E .

¥
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3.3 MENAERAR

DR YR U g S A R R R IS () 248 i Bt ) T . D03 U P R 58 — A5 8 B ) 2 75 7= A T TR 45
SR BT DUtk 1 2 A R D 43 E AR A U e T R T 0 T A e RS S U o e
RSB T AR e RS RS2 . I U S AR 0 e A B R G AR 0 B R R 2 —, B AERIX DBMS 1E
ANFVRFPEZER E Bk, a5 00 A 491 P A RN A% e, AR st A0 R SR A I P R S 28 o ) ) R A%
o REAR R M1 5000 20 P 2R 440 P P R R VIR R s, R S A R PR R, (] B 8 S 00k A9 ) A RN A S Gk A
HEMPT DLERE R T AW R WEORA . RN F B 0SS T RN, LA O A R )il i F 491 s i 58 4 T
A 36 T TE TR T 3 SR L.

DA U 8 B AR T = B HE DA LA T T : (1) I3 43 B R0 2028 003X U g g s R ot 28 6 O 9 /2
B RGBT A A2, DR AR IR (0 e s R = A i R IR X AT DL i AR TR R . “ e A IO RE
(IR IRVRIE 6 S AR R AT . S8 I IR TR 23 B R 23 25, R DA R e B Oy A Y TR 28 TR RS 55, D i v T P g A 2 fik
FEAih. (2) MCHE DU ) 5 - TR 23 A A0 43 S IR 5 SR, Ao T RS R 22 b 5 — AR F X I SR, T2 58
SRR, RN T iR R TR 1 SQL B RIS MY OSBRI BUA A . A SRR R 2R A5 R U B e
B S A A T AR T O R R U TR R L, DA R A B R0 1 A9 A A A R 4 7 R T E U TR ) A V0L
(3) T A A s AT e AR U A T Py ot 5, 0 o T g A A 2 51 S 4 R 4810 1 A RN AR S 3 T DL A i
PR MAE N BT A 451« e R B 3R A2 S B A S 55 0t DU 1 51 3 T DA v U R A7) 14
FEMZFEE, DA IR TR IR IR 2R R 77 (4) BeuE AR A s 0ol DU A4 da AR 30 35 B A= s P 0 3K P 4900347 B
R AL 3 AT DAA 475 36 ik 0 491 2 15 455 5 DR DU ) 255K, DA R AR A T P 451 P A ol S s AR 3 S S g e ied B
WEANEAY, AT DASR s R A5 3G R AT 78 56 3R, AT B8 e b R SR 8 B R 4 v IR H AT, #E%F DBMS (1)
SR 0 2308 o 368 T A SR ATE 1 e TN P9 A i) R, B3R T 225 4 W AR g A 0 A 0 32 2 M s ) A

o BT 435 Ty N da P DU DU A 5 PR ASR I1K0e8  m o B 5 AR e R 15 P AR R I L e . B
BA SQL ik A A i Th e FIBLRINR T H 7242 () SQL iB-A)4E 345 75 Il DBMS 447 it v LIS 388 22 W] DL B 52
A& F ) i /8. 45140 SQLsmith 7] LA B FE4G 2] PostgreSQL HI R4t PANIC, Wi 2080, P ¥4 15 34 e i o v, AT
R PostgreSQL HIHEIR. B T X LLEE R A1, A& S8 AR I TR — MRET 20 U 4 A7 22 A i v, 8 B 46 22 b X ik
e WAEREIUG AT A, PN A R 56 ) L T 6 (] A I A 2 i R AR, TR LSRRI 3 i id 4 A\ Address-
Sanitizer (ASAN) X X £ i) BT Wi 4% P47 AddressSanitizer FI ] T 57 W AEBOAR, M0k OB I I AEAR )R A0 7T
EEBHT Z 2R, — FHBL T WAF IR, B2 EL SRR P, 140, Squirrel, LEGO, Ratel, Griffin S5 H08]H1 i T2 #8
3 ) H b DBMS 14 A AddressSanitizer XF H N A2 & REATHE, BN CRENRM AR EhRKI T EH
A2 AR 28 BT 2B OR B A 380 A ot U IR, ALK T R At Py 222 s I AR 1A 8 ) AT T v A .

o BT 22 43R 22 P U0 Sk o D) 32 RS T AEDGS T 5t U T B v ARSI, R R B AT I S i B T R
{2 2 9 B R T DBMS RS FH 3% 4 TR R A0 0 U 2 222 43 B, B 6 TR, 2 45 DR A T
— AN A% 3 45 AN Rl DBMS, 28 J5 o LA (0 285 SR, A —FEI 45 S48 45 S B TR A e, 220 A AR 5%
FEFRefs i@ LW 2 A RGIAT R Z B L, A 75 2 T MR RS M AR SEBI4n . RAGS! SR A T 22 43 koK
R 48 1] . T R — N AW RIE BN E DBMS E3AT. B ex L RIAT R BAHR, 58 T BT,
BEFETHRAES LR — MR IR AT (checksum) F T HLER.

IDBMS A| LEEA

-——4DBMSBF———> 4B

Ko ZnillurnEr
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SR 224 MR — PP S B 7 v, BB A — Lemh SRR ). 155, 22 00k R B B A T B AR [REVEA
T SCHUN ) DBMS L. 1T DBMS 3@ BA R 177 5 AL, HANFE K DBMS 2 [ 327 AR 22 AR OK, 3K A
Z R IUHAADUE R AL i EE . DRk, SR DBMS 7] 58 2 TG AR OR B, 1 (45 22 43R X 5 250t
HEAT. HLR, 72 0GR 2 SR T I3 FH 490 e B A s v an SR A 78 23 BT AN IE 24, ITRE S S EUR R
B R 1) A, A I A AN HER. S Ah, SR TR b B 2 A R G0 (R BT AT AR [R] 6 0] A, A [E) R 2 0 R AR 1
7] .

P e T R S PR I v U A 3 LA . A BB VT ) — MR R Z BLE (ground truth), KA VE RS2 52 BIPAT 5%
me, 5] AN [F] (1) DBMS A e 28 AN R 3H d, DR HAR S 4 8 BT IF 1) G F) 2 060 R 75 A A e 1) AR (L [ 12k
XtF—/> DBMS 1 5 th 2+ BB ), B8 T ARAT T AR SRR AT 2% . Apollo™ i 1 1 ik [=] )4
i/, R B8 3035 R A (Y DBMS 140 S5 B B 2 T B 1R 1) R Apollo 1 564k HE BB (358 1H R4 7= A= B S it (1] 22 531
(2 WA D9 7 ) M R [ 3 i 0 ) e i N DT S T — S e SR e (R Ik i N R 98 S b ok A i )
TR BBA T (false positive). IX SE4E TG 1) KB ARPATIITHRI. BIERCARLEAT TRl 1) o 8] 22 SR st el 25 &%
SENTAS 75 EHAT TR 1R TTHT AR A AN 232 B 28 b, 5 58 BUBEAS TR — BN IR [ X Fhois i F K 5 A
R I8 B 1) T AN R IR 2) B B AR e YR AT . AR M B R0 RN R AT e 2 06t R — B IR BN R 25 5, AT
ST 2RI, B Apollo {UF F# e I FRIF K EL. 3) HH G iHE B, 1R DBMS HI4iH1s Bl i,
PR T R ik B e L BRI Rk Apollo £ @B BTG5 B, 4) TREFAH R RIS, S8 T BRI ST B A
KM REZE 7, Apollo A8 FAH [F] 1) R G IR EE X DBMS (11387 1H AR A HEAT K.

o FE T AR I ) 78 AR R U i 2R (metamorphic testing) N FH 7 #E PR 31 FH RS ELAT2Z 5 % E.
Pl 7 P, g AR W e i b — AN 49 5 4 D 4 SR A B 58 2R 10 53— A9, 0 bl &85 SR 2 75 il RS ax P oG 2ok
I A) R ot AR 0 A o M SUTE TR T AR 50 R X o0 RAER T — MR 2 G 1 N N LR 2 ] 3
ZRR, AER N R A T B AR b B AR I 5 R A N PR . (EIX R IR 26 R IV SRR B B A A TR AR B X
RAHIHTA. 5 DBMS 857 0648 56 F I — i I 07 20U i G i B A 46 3505 LA TR SQL £l F b e A1)

i,
P }—— / A /
HAL, H

A 51 451
7 AR

N T RIZ 4 ), Rigger 2 A POPTE 2020 SEIESARH T 3 ANIIRME IR S A5 IAE T SQLancer .
rR A T NoRECP AN TLPP*43E FH T i ARt M3tk 1) NoREC (non-optimizing reference engine construction)
R AR HOHE A B R A AR T AR HE T S HE A g, T B SEAME U SQL B A, BEATMRAT S
RN AZ & — B a0 SR R P AR 4R 8] ) B R ) SQL 1B A I A 45 R AN, B4 SQLancer #iA A
K ARHE S R E A — A B L 9 T A R AAE EM EI SQL 4], SQLancer 525 H T 70 £ 5%
SQL B AIMRACKIN. B 5T ERH R TTER G EMPAER, =5 5P EEERGHATRAN, 0 —DAE
G, SR)5, 7 SQL 1B A= B, SQLancer 23 AR4H 51) 2% (14 L A4 0 ) [7] Bf AR 1 79 2% B A 8 CEF ) SQL 15 4],
FEHG X LT ) IR 25 B e A B R AT . I A WP AT 45 SRR T — 2, SQLancer A 1 B R G IE R
T,

AR HEN TLP (ternary logic partitioning) i ik 43 [X 75 1) SRS I 5 45 P2 2 R 48 SQL AT 1 IE B 14 1) 7. 43 [X
I R BB — NS B BN 2 A B, B IR Mg R — A XL Xy X
U 45 SR 10 48 ROZ AN 46 2000 1) 45 RAE A se AR ). SR &5 AR, B4 50 DBMS H AJ B8 1771 12 $5 ] 7.
TR 23, 2 X &R A T HE 5] K244 . TLP J2& 43 X SRS (1) — AN AR SE, A 7K 517 28 TRUE.
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FALSE 8 NULL [1J 3 2845 RN 4. X —H AR LI WHERE. GROUP BY. HAVING ). A& R HH
DISTINCT #1f).

SQLRight™5 ] 7 NoREC A1 TLP BN RHE N, R4 H T — AN £ INDEX (0903 ). 1248 0 fr A% O
JELRELRE MH B sl 1 DB PR A 2R 51 (index) AN 2= R EE ) Y 45 SR DRtk 12 T H@ et xd Lh 3 M 2R 51 2 & DBMSS (3T
gh J 2 15 HH TR SRR 32 48 1) R

Amoeba i ict A 8 SCH R 7 i) (RE0% 3R 51K ) 465 SR 25 900) AROAET HRF I Sy 2 e R 0 e . LA 5, 4
H b5 DBMS £3X AN 7 i) 1 B 18] 22 B0 HH BA 56 0 28 SR B, Amoeba IARIXAR AT RE S 7 — N1k B i . #5724
A5, Amoeba 33t W 2N SRBEAT SR AR [FIVE RO ET #0248 5 1) S5A0A8 52, A 45 110 2 160 22 55 0 0 b g \ 2
T BUE; 2) RIAE T, FEABZRE G0 M ST RiE.

4 3 DBMS EHENK T BEITFN

Y12 DBMS B T B4R 1 TR Z MR TSR W J7v%, It B8 B B VTG SRIe PRI H TR R kR, 48
1M, 2 FERIVEI 7 2Pk R 8T A T — 8 TR Bl S8 75 T L ) A0 ) 5 R T 9 8 o A ME Y T AR 5 A L H Ak
BRI, AT ATE BAREEE KRG LB &R, & R W I8 ANE CIER M, AR B R IR £ X g R
DBMS 1 M3R T 5 SQLsmith. Squirrel. LEGO. Griffin. SQLancer. SQLRight. Apollo #F{T T EL UL ELA.
HH, SQLsmith. Squirrel. LEGO. Griffin J2& I A 05 2 5 409135 7] B ¥ 1.2, SQLancer F1 SQLRight #2
A B 2R G2 4 A AR L, Apollo 2 FH SRAG I B i 2R ek B il A 1 L.

4.1 XWwE

o JI ¥ DBMS. J T ¥TAf AN T B 38 FI M DR, FRATIE SR T oK 3o T BEFEVEI AR I 3 ANRAT 1)
JFE DBMS #E4T1F, Bl PostgreSQL, MySQL A1 SQLite. iX £t DBMS £ Tk Al 2 48 FH 9F Ha s 7 K EH
k. HH, SQLsmith I Apollo 7E & L EAE KT B A UK PostgreSQL Fl SQLite FI3Z FFH A M #, SQLancer Fll
SQLRight i&17 B #5°K% F T NoREC Ml . 15 i F7E 18 3 B ERT SQLancer ¥4 7£ MySQL 323 NoREC,
FrLATE MySQL L FRATH PQS WK vf DU E AT AR 8 . AS 00 i 5% 17l A F) T EL % B2 X () DBMS 314 N T Address
Sanitizer, H 42 135 B R A BR U U0 198, 5 T-48 S BB U3 T B 35480 A B AN BRI I 46 Foh 13367 3.

o SLIGIAEE. A IAE— 51247 64 £ Ubuntu 20.04 FIMLAR 4T SLE, & 128 A% (AMD EPYC 7742 Ab2E
#%@2.25 GHz) 1 504 GiB {13 A7, i iKY DBMS #7E docker 288 H1I21T. S 7 #EAT & S L, KA1 40 GiB
[ N #1247 PostgreSQL, MySQL F1 SQLite ] docker 2% S35 AN 6] 152 B4 24 h, X 2K B iR #1504
BRI R AT IN CAEHR R A 24 h AE 938 FH i [A).

o MR FE. & 8 ik T LI i FE. BAR AL 4 28, AIFREEHES . DBMS g, MRHAT. 45 RidE.

A AR AT LAREAT B IR R PRI SE Tt 3055 8 0 HA 4R M nT AT ) TR 3t . 55 2 D2 DBMS W, It
LR R A AT 75 221K DBMS k. 1200 BR R ZEPHURHI DBMS A, K g Ap il TR 7 ZE A A R A K
FF LLVM JRACHS 7 o R AR I BT 7 152 g PR IO ERRCAS. 28 3 55 il hAT, b BR AR EEAT S2Prillisk. 5k
e 3 ) S AT I T B AN AR DBMS (18 S BEAT SIEB6 X, 40 SR S 6 DUk A A [, ) 5 20 [ iy 7 20 AT
T R P2 5. i SR S B i 3o, DA S Bl k.

e — PR A R, WP BRAER G 2 A T RIS DR, /0 R TR, FATEM 72T LLVM
IIRARRS 72 75 AU A T 3, DA it i B AR 4 (0 8 15 S IR 80 i A e T DA B BRAT TP Ak M 451
A R AT DBMS AR R RALEE. B 178 o 80 < A, TATBUER 7 HABP A SCB FE b - TEVETE SCIEW T
ARG IR A DA 1 v SR 2o TR AR BB Nl A 92 7575 5 DBMS FROE LI AN TS SCATHE. A0 4
ANAE BRI 8] P 28 A 2 sUBEAT TEVEANE SCIRAIE, DA E HoA Rk, I A BEGE 7 — M e bs, RATA S i
THE 24 h Z NEA T RSB RBIR, RN EAIRE T T & TAIA SRR C2 RIS PR, B
BEAT FES I LR AR
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B DBMS#H DAT P

[REE R WE A A IERA 1 S bt

R AR 4
O s O e = & gt
Fuzzer MR SR 7 i 2 | TR
7 i R SRR BB SLIEH M

8 LI AE

42 BEX

TR SA T BAE B AR Es M R R 08 55 2, FRATT AR £08E Bl i LLVM (1) source-based-
coverage ™ HEAT T HEHE. %007 AR eI FIRAD 7, TRA S 3 T D RS PR Y5 Al R B VA R AL B % 15
HHAT T HENST, e TRRAVB R E SR, ZREESRSITRETEAS 3P O FREEE
WEFESHIR RN, @ PATHRNE FET; © A Bt S . BARM E, TAVEH clang o A 508 222017 90
B, Y PRI IS 024~ fprofile-instr-generate -fcoverage-mapping”. X T BRI T H A B il A 5], FeA 1k L AE
M5 1 DBMS fRAS FIig4T, #hol A 8 — AN RIARI R (raw profile). B2, Al MR IGR ZiEE & 9F T A llvm-
profdata #47 % 5145 | — AN (A SCHF. 2T RS, A llvm-cov SRAR RUE 3 R Gui- 4R .

3 BN T H BRI T TR B AREE B R AT Moy B . R PR T LUE H, B SQLite 4b, K4
T.HAE% DBMS )4 B R RBIE 50%. B4 Bt TR, 40 SQLsmith 25, @it Filw LR AT g
FEHE AR B AT, BEWIAT]—E I 1%, Apollo WEME A T SQLsmith 4= Bl st i ], Bt HLak ) (5
B M. T 5 R 5 0078 5 AR AR TR, W0 Squirrel A1 LEGO %5, @it 8 35 R x4t5 2R,
— i BE NS 5 NG Ao 78 5 A5 i DBMS. 7E PostgreSQL I, Squirrel bb3E+ 4 ) T. & SQLsmith A1 SQLancer 1K,
X HES2 T /5 P T LT PostgreSQL #H4T T 8 N5 3 1IE L. SQLRight 7£ SQLancer fEMAl BN T 78 55 %
KRG, RUIE ) T 0 A 55 3. Griffin BB T 5 SCVR A4, 18 i % K 1A IR 49 i A7 A8 e s 3 T
IR 36 2R, LEGO T 1 1 1) 24 8 Fe 21 A8 33 A R 5 36 W SR SE IS, B T B A0 2 55 2R (BT
=, B0 55 (ARG HS AR i 2E AN ELIE 45 A S I AL b, LA KR 4 U B 2R AR AR D Bl dn, FAIG i T 1E Squirrel
1E PostgreSQL - #4178 75 28, K ILHLAE 55 10 ARRD K38 4 4 sP ZE A W AL BRAN 43 BT B AR AL 2%, 40 Hr 38 ABAT 38 I,
B FE AR A SARRD, BN FIE RN RG], &K R, A TP EEE 28R A 5C 118 48 1K 7 o SR FBARAIC.

%3 HATHEALNDBMS EIER R (%)

TR PostgreSQL MySQL SQLite
B 17 i3 17 933 17 933
SQLsmith 33 25 - - 27 22
Squirrel 15 11 24 17 59 49
LEGO 58 43 37 27 57 47
Griffin 50 37 34 25 59 52
SQLancer 34 26 28 20 52 44
SQLRight 42 30 25 18 60 50
Apollo 33 25 — — 26 20
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