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Abstract: Smart contracts are computer programs running in the contract layer of the blockchain, which can be used to manage
cryptocurrencies and data on the blockchain, realize diverse business logic, and expand the application of the blockchain. A large number
of assets are stored in smart contracts, which attract attackers to steal the assets and obtain economic benefits via security vulnerabilities.
In recent years, with the frequent occurrence of smart contract security incidents (such as TheDAO and Parity security incidents), the
security vulnerability detection technique for smart contracts has become a hot research topic. This study proposes a research framework
for detecting security vulnerabilities of smart contracts and analyzes the research progress of existing vulnerability detection techniques
from three aspects: vulnerability discovery and identification, vulnerability analysis and detection, and dataset and evaluation indicators.
Firstly, the basic process of collecting security vulnerability information is sorted out, and the security vulnerabilities are classified into 13

types according to their basic characteristics. A classification framework for security vulnerabilities of smart contracts is proposed.
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Secondly, existing techniques are studied in terms of symbolic execution, fuzzing testing, machine learning, formal verification, and static
analysis, and the advantages and limitations of each technique are analyzed. Thirdly, the commonly used datasets and evaluation indicators
are summarized. Finally, potential research directions for security vulnerability detection of smart contracts in the future are discussed.

Key words: blockchain; smart contract; security vulnerability; vulnerability detection
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we g ERIDRRRNTUR s R pserenesr 1
IR 8, o 22 S S F i S 2 A Sigma Prime ps://blog.S1gmap Y 3s)
security.html
. o e SWC Registry https://swcregistry.io/ [34,35]

oA X 3 FpAts ?ﬁigjg@fﬂ;ﬁgﬁé}ggém B DASP https://dasp.co/ [35]

ok - B AR SlowMist Hacked https://hacked.slowmist.io/ I

22 RERERAT L

(5 2 AT DAHE BT 52 2 i A, MO BE T R R R I 7 ik A7 Ke 40 1 8 e 7 240 22 i TR RS 40
S T AR R OB S R AR DS SCHR16] ANSCRR[29] Hh M9 93 K75, K 2T TR S0 & Al
PUAIIX B 3 2. b, M Zn 5 2 TR R R A2 1 5 BOTR R I 7= 2L RO, B SDL)Z R 48 DX RESOUBIL R 2
SRR T 7 AR ORI, DX B 2 TR 4 e T DX R I A A IR

P, ASCRR TR BE S 20 L AR T 70 S S, B NI TR AR HL R R IR I N R B S S ARk
W AC PR BN PR RO IS5 13 Fheil 268, JF AR R IR IR MR b 45 7 R . Horh, BRI 5 BRI AU
i, oK H O, e, BATEE R 41 PR, IR Z K 282 A ARANATAS: I 31 12% 3 TR ) STk
BN 3 Pon. /& BHER IR, SN I oAU 1) TR O AR, G h B b e, SubioR
SRR IR TS A I U5 925, Tz IR, A4 7 4R iR E RSO 5, At EE AR

®3 OHRER A LA S RS

R HA KR ARSI 12 2 TR ) STk
EAR EPN [11,12,19,20,22,27,36-53]
GVEN] PR AR AR A [12,19,20,27,40,42,47,48,51,54-56]
HA i [20-22,26,37,39,41,42,46-50,57]
[FE s [21,26,47,48,57,58]
AR S AR Wosiales 7l
gpiE ﬁ?kﬁ?%m‘ [57]
AR S TIHEWT R [47,48,59]
EVE /= T DASRUIEN BT BBk, S SCHER[24]
RAEMCALLIR [7]{A [11,19,20,22,27,40-42,45-49,53,56,60]
o S TgasKi%k [12,20,27]
SRR AR5 [19,22,47,48]
TCIRIGER [43]
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2242 BAFFIR 2024 F5 35 A% 5 4
£ 3 HEEA LRI HHELE (4h)
JZIR eyt KR ARSI 12 R R 1) SR
T FH A ] R e [45]
KA BOR A delegatecall & AR F A 1 6 %% [12,20,27,39,42,56,61]
W FH K Flibrary [47]
FEERIELIK T [21,40,42,51,54,56,61]
A& [21,42,51,53-56,61]
PR 2 | 2 BRI F0mT LA [39,48-50]
FEBERET & [40,61]
11 BRI A4 TR [39,48,49,53]
AN 24 bR B el AR B2 [47,48,59]
o FEigasiiy FER Figas§ 3k [19,47,48,59,62]
SRE S S
= gast RIS 2 [63]
TS H [40]
S K BAIR
iR [BME BTG AT 725, € S SCRR[24]
i/
WA IEHSELERC-2042 1 [21,47,48]
I R 3 0 BTG AT 52, & S SCHR[24]
ARy S i AT b A G PR A AR A [47,48]
THZH
Hhuh- A2 B A BRI ik, 52 SO SCHR[24]
S % 5 =
L L tx.origin [19,46-48,53,58]
e B R 1 [37,44]
. ) FIF [ BB A4k [11,12,19,20,27,37,42,43,45-49,58]
il Y X e g P A st [12,19,20,27,42,45,46,48,49]
X Heik ANA] TR [45]
FHRAS TReFHb BTG E AT 52, 7€ S SCHR[29]

155 PP A B

[11,27,37,40,42,45]

221 EHEFERERA

MBS TRS AR A HRFEIE S, W Solidity (https:/soliditylang.org/). Vyper (https://
github.com/vyperlang/vyper) 5. X AN 2 X BIR TR 515 5 RetE A o, B EHEPLH S 8E R, DU T send.
transfer Il delegatecall /& 2E 4RI AL 2R 77 XA R - S 800 57 AL BRIRIRI A . AN A s 20E 5 E MR,

(1) AR

BHARIRHTRE S LR TSR AT A PPRAS T, $0% S B R BAT R H R 2, AT S BOREIE H WA . DURY:
e A MGYA B R LUURME, BT Solidity VAL H Ak &40 B BEHH R, XA PEPRE T, &
2) B W] Ll Bl R B XA E2 A R R, TG4 A AR MR B O, DRI SR AT R A2, B T
RER LR TR B &4, EAJFIR /& TheDAO 4 b (1 IS T, AT T M8 6000 /338 781 LK T8 %3
O, BB LR YA P2 A TR 4337 (https:/blog.ethereum.org/2016/07/20/hard-fork-completed/).

() FL KRR

SOl IR TE A L REE IR LUK 0, (B0 B B 1 LUK TR 1 25, 38 0 &8 P00 IR TR I & L8 b # # DL
KT8, BUE TR S TR ENA. A R M o it T 4% (B P 4% RS A IRIE), 308 R T Hih &40, 8
i delegatecall ## LAK M, (B HAR G L0771 S IE 8 B S 8RB . 200 IRTR I Parity & A7 EIRIAZ —,
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BERF RS YL RPN AT R 2243

7E Parity & ZIKH I 2 25 2B A& A0 B R A5, Parity B2 LR MIEEHER, SEUNME 3 14FE T IR T
BHREETE A 29 (https://www.parity.io/blog/a-postmortem-on-the-par ity-multi-sig-library-self-destruct/).

PR AR AR B2 3 8050 O IR TR I LG B, IR R W 2R AR IR G AR B T 5 e B E A S UUE R B
AT ARG, T B v Seid DAK MRS H0E 1k 2 25 a3 0 LLK 1 (383 suicide 784, S8R A %470
VI R, TOVEAT R 1% DOR T AR, 7= A4 &8 700 IR TR & 2.

(3) A EHEAE IR

A PR A SRR T o0 AR B PR AR 20 7 AR A R BV O DGR TR R AR R AR IR T () — R SR B, 4R X
BUH R BAR AR AR A U R B0 A RS TUAASY, #Em =L JEBURAT A, #i8 CVE il (http://csv.mitre.org/), #k
132019 4E 3 A 31 H, LUK A2 95.7% (K15 B0 vH 5 IR AR 50, 28 S 5V R T BL IS 6 il B
RRH BREALE ., BWHNR . FARTS BERAHEW R AR A7 67 B i SRR,

1) R IR TR

AN MR SE T R T AR R R, SR E LR S TAATE. Solidity BRI B A 8 K
JEE VRVt 72 T, 444 T i R A BT PR B 2 SRAE AR AR BN I 2R T A e v, e o B . R R R e
AL E B R, B4 BeautyChain & 2 I FF K 5 F5 R HIME SRk (1 v B 45 A I BB MG B AR v, (675
Yoh# ged 7 BUE R/, ARk T REAT, SO ZAR T AN E R BE R BE, SR & AT R] aii& i 1 2k
(https://tinyurl.com/yd78gpyt).

2) R/ R

PR E R B T A i AR, BIEEME T B AL T4 BRI R B AE — B 5 T o8 0, RBUSHAR R

3) W

AR IRIT IR R 80 v 90 L (1 2 B e 4 IR BBl ) B BT, 000 5B 25 2k S BUN BB AR, B0 A uint32 ££6f uint
A msg.value, 1T Solidity 1 uint BRIA 9 uint256, K24 msg.value KT 2% — 1 I, £ filt K dk Wik, 1547
BHIME/ DT msg.value, FEE L8R HIC S DK T AR,

4) AL 5 I

SRS S IR TR TR 77 5 5 HE B O AN 7 5 BT, AR B S U AN IR S

5) 7% 5 S RHE W 1R U T

A i AR HEWTIR TR 1 7R A0 A2 R AN i e AR B 2R B, T A b g 3 A AR A AR B R AT IR, A AR AL
EEEE R/INEBE N AE 5 /N AR B, DRHE SRR I A% i R A o KRR YU R D 2 R I R iR 9 G var i = 07
TEAPK S E i (AR R 2EAN uint8, T uint8 BN 255, M0 FHK i 1F G IR ) A% il [ K B e 255 %4,
MK 2 EOZAG I8 [ T4 L.

6) Htfs A4k A B S U ]

B A7 AL B b RIGTE R E0H 814 struct. mapping BX arrays B8R &, R EIREHE MR AE, A4
X AE B R AR R AR R, AL RTES (W C B Java) 1, RN QIR RS BN A /0 BC N A (memory) 25 1], T 7E
Solidity H struct. mapping 1 arrays iX 3 FpIE RIS S AEAETE 7 (storage) 25 [A] . BT storage N2 BNAS /AL,
BEAE R A P A X 3 PR B AR B, #5 AR R 7] CL 4T FL Y storage A8 &, MIERIAFE M) 0 5 storage ¥8%T (https://docs.
soliditylang.org/en/v0.8.10/types.ht ml#data-location-and-assignment-behaviour), ¥ 1% 45 & (1 ¥a &1 5| 4% %, SEUE
R AS AR,

(4) 75 AT

S i A BRI i ERURR 7 U0 TR 1 20 A B 801 3 [ B S T3 B BB A % Solidity 36 & 1, AN e 3
WA A E IR [EE 37 5 257, 40 send call Al delegatecall B85 H AR IR 0] false, T transfer 455 i il
W, SIS, DURY WS RIER, RSLERE R AAATHIEUE. BT send. call F delegatecall N4>
e e DR SRR P U R R R IR (B, 76 TR P 2 O AN gE AT b B T 4k S AT AR, JU ] e S B0 S8 4
R, SEAh, AR gas B, K out-of-gas F i, #5 R BT AN SR EHR, ERESATLLE
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2244 HAFFIR 2024 FF 35 5% 5 A

1T, i AL FESSIRIR AL HE 4 Fh, EDARKN CALL R [E{E . TC gas Ki%. TEAR S A TCERIG IR IR

1) RAI CALL 32 [ 48 5§ ¥

KA CALL IR [FUEHEFEF 5 F CALL $#AERD IR A # /K 25, CALL 4 send. transfer. call fl delega-
tecall EREL1 EVM 45 AERD, a5 IF R #F A KM CALL KR [FME, 7T 5 S EBURRDE AR, Hhah, STk 4,
WERAE R D — AR IET call 5L delegatecall HEAT 1, W) 53 &3 A0 28 5y 140K 2 78 1% R B0 L Ab 45 1R 9FIR
[F] false, 28 5 4k ZEPAT R R ARAS, 53008 & TRV A A B R A B R I 2. IR TR E KotET ek HAFTER)
TR, R TR A IR AL IR send BR£LIIR BIME, S B054)> King FIF] 265247 (https://www.kingoftheether.
com/postmortem.html).

2) ¢ gas K% RiHE

TC gas RIETREH W IE RN gas FIIMNBAE LB LLRT, il T out-of-gas 79 Hi&H IEMAIZ R H . L
A P13 R Rl B A 200 P DA R AR . A K B AT R RE A 4, B A AR B ) AR P A S Bk
TR REE 2, A AR AN ik LUK TR 2 300 gas, I A4 297K 7 ik DOK I 75 ZERE I 2 300 gas,
K A#H send BX transfer b8 250 m] A 200K R 2% LUK 2§30 out-of-gas 77

3) HE 44 IR 55 I I

TEA AR SS FRVBER h Il L e 6 T BB AMG P EHR. P A5 BT transfer SO AR RESS I 7 5 0 R 48, I
W 58 5 S ECEAMEIR TS PR ENE, A& S BUZIE R 2 6 4 T07E IR H AT

4) ToBRAEFA I ]

T PRAE A IR R 48 0 P B3 VA B IR A 2 b 25 A, SR IR S5 TR0 2, 33X gas BT HE, A TG
ZITCIEIERIEAT. 1WAk, BT Solidity & A& %1 1 fallback HLiH, PRI AT e S 204 L 16) 8 FH I T BRIE 3R, 5] 1 ek %1
a WHIMBEZ) C HIRE b B, BT R HEBISEE RSB A 3EA T-H4 C 1 fallback BRi%L, i fallback BAi%L
it — R TR a, A T BRE o A fallback BR A AT TEBRAEER.

(5) A1 R B0 F 2R

R HTER O AR AES 201 F 138 R B0, P R IR A7 7 B I 1) R S s AR R 1) R A, U A S A AR
1325 KPS R, B2 S5 UR & LFRE 187, R IE VR 77 XA, w0 44 3 Ff, B A A 240 e
PR3, delegatecall B CR AR 0 e £ LA K R AR 0 library 51 SRR

1) VR AR 540 [0 3 o e VR

i3 send BY transfer BIAUEE R LUK T, BUBIT call B FH AN R £ B AN R 2085 44 B B TR L DL RC I,
H B 208 A [V ek 2, Boeh 3 n] Do i[5 o E0R O RS BCE IR, BinS gas JHFERLZ I B iR 402
#H out-of-gas 7 &, 51 KAETHAIT A

2) delegatecall B8%5 1 H A 1 6 20 TR

W delegatecall BREURT, [RAGIEAT I B 3CHIR T A &4 %, B this FEEHR R A& B &, ol
UIRTE delegatecall 1A F AN R EH9m S send BX suicide $54, TTRE S EA L W - UG S B E & A4 5.

3) W FH A %0 library I8

Solidity FLVF#F using S8 T4 HoA & ZI1E 9 library, MK Ho A& 20 0 o8 BUE N 1 s BUE H, iR ok
13 library B)22 41, Al R S ECE ARG b TR B A2 G 4.

(6) BUFR 2 1) 2 sl

BBR A2 il U T i PR R 3 0 4R T 5 B8 5 3R 18- A A BUR, BV & A B 2 ST BURERE. BURIRIETR
W R ARALEN A L ERAE, B UK. WA EE. SRS EB AL RE. T RE @B
HURFES AL &R B A ARR, 241 A & B A& AH RAR I 7 RE R AT BURHRAE. SR, #6405 29 B T- B B B AR 1Y
S A, BREE R MK B B ACRR 0 R £ AT LM S B public, £ B A BN BUBHEAE T ROR ], SEG AFTER e
i . AR IR T 438 5 i, BMER RIE DR B REAT WM AL BB ORI 18 R £ 4 AR
TR
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BRF 5 F b YA RN ARt R 2245

1) AR =R 3% LK R R

PAK T % J8 T 8 6t & 20 B BURERAE, WRAEAT A3 PTHAT send B transfer BRL, I H BS54 I 2 1
W8, WA 29 T B DIOK T A] A AR g AR AT A

2) A AUl

HHeA LI B R R T 58 & 20 h RIEURRAE, SRR DOR MR AR, W AT A A AT AT suicide 18
£, U] RE S EUA AP R 5.

3) BRECRT WU

Solidity ERIA KB 0] Wty public, &£ 1) S8 B BN 24 5 WA private.

4) BB BRI

AL RABBOIRA A BRI R 2 SRS 78 B 1 B B e B A 20 oh 0 % AT, NITTIBER TR L& S & LisiT H
AR, WEEE AP HRS B EIEF ICKBOVEENGE R, SlEAMEE . 255 B3 iR il & 1 5% 1455
L5 A AIBUR AT I BUIRAS AR B ST, SRR @I require B BB if 15A) SEEUNT ST BURCER 7R AR FH 25 5 B0 56
IE. SR RS AL BTSN U BB, B2 R EE A BR B 53R, T 51 KRR,

5) Fit R H 44 BRI T

S L SR A AR, 728 e G 2 T IE BRI BRI BAT I BR B, R BRBUPE B 20 1 B SE S AN BB BT,
HE R TAHE PR E, W8 & A 5. MG R8N 5 A 24 A A, an SN E B AR5 @y WA 0 w] 14
BRIAN public, BIMTART A 32 ) I F % s 8GR AT 29 IRIALBR, AT 5 SR PR 425 il T .

BRI 2 HL R P e B 20T T, 20T o 5 R 2 R 22 4 4, Q0 Parity S b, Bod ¥ A A A 1
BORAR IR 46 4k R 50, 57 I 2 25 2R ELI & L BUIR, IF I FHAEAE suicide 382 I BREUKE 2 2 2 B a8 5, Bfl
Parity & 297 i LUK T4 45 (https://www.theregister.com/2017/11/10/parity 280 m_ethereum_wallet lockdown
hack); Rubixi & Z4F7E 55 i I H4 36 2R 2044 PRI R, %t 44 32 oF $0 ) 44 57 A 44 9 “DynamicPyramid” i A /&
“Rubixi”, FEALAT NI AT IRIGE LBBR, JEESR I 557 (hitps://blog.ethereum.org/2016/06/19/thinking-smart-
contract-security/).

(7) & gas JHAERIFIR

15 gas YHAERIRIA T A 2R A A TS 22 B R R EARIE R, S804 T B Al gas THFE, XA 20
BEAFHEERETIR. SRR 508 3 0, IS L e 8287, & gas TEH LA & gas AR
TR,

1) AN 24 bR BB 2R Y R TR

A 2 R A R B TR RS I TEFE A 2 gas (M RR B B Bl 2 S 7 3 R IKTAS 0 LV . Dk G Lt IR,
KT 2 e P S U £ B K, A% L7 WA excternal T AN public™™), Si4 F bytes 188 byte 4.

2) 1= gas JEH IR

TEPRFME AL call BRI, BT call #5371 gas BER L, WRADFHEIEIMERI KN, F-FEL gas # K E=TH
#E, HZ % A} out-of-gas 7.

3) = gas ARG IR

AN 2 AR 2K AT BE 3 BOH FEA L 2L gas, FIA1SFF 2 4> JUMPDEST "] & 39" — 4> JUMPDEST MM
Wb gas T HE,

(8) & H. K H

A8 H AR IR FE RS B b XN AT IR DL RS A8 BB L b X SO B E . B AT
RGL A 2h W FH A BB D IR [FME SE. A2 BRI AT 402 4 F, BIE S 4. s8R /bR [BE R B b Hh
bRl

1) TS HwR

TS B TR /b 6 2 50 U R ERAIE, WEUE VG, 3% S8R — R T (ki 2 5% 51
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2246 HAFFIR 2024 FF 35 5% 5 A

) &,

2) BRI

SRR B ATE AT I FE k> 45 T8 A 3 1) R 8. ABI (application binary interface, I — il 42
M) 2 LUKSIESE EA AR RN, Rt f it 542 ), S 8545 X e 427, 41 Dapp (decen-
tralized application, 25 HV/Co A B2 ) < (A1 AE F. 8 A I A2 o ABT AN 5 0 R 50 i N AR i H AL R Y, T AS 5 TR
R VE AR, AR BT, ROET event Wi FHAE BRI T &, DA A ZE A R B3 gas THAE.

3) /b 3R (Bl {8 R

i/ 3R [BME $8 A 20 38A R IR [BHE, 58008 A # R 00k BMEE B S TR, 25 ek 8Ok 9 e i 1nE 1) B Ak
HUH, EVM 2 RI& T e BN IR B, (EZ8UE 1K) & SCPT BE 5 B B0AS B 3R R 5 SCANRF, AT 3 B0 1%

4) b R T

S/l o W A 20 AT BB P IS 1 b A SR T B, VAT R IR T B AR T A 20 B A T AT 38 S B 2 A5 K. R G
BRI S A L S AW, (LA LB TR AL S AREINE £/ — AP WisRg, a—ANE R e &4 T et
W FH suicide 54 (IR %, M RESSTE & 2052 SIZ0d, B8 R IURAD B4 H BRI (5 13817, kb2 4 k1

(9) 521 S PR IR

) e P R T R A 2 1 A o B At e A S A Y R B ST B IR AT 4 5 e, B TE A S
ERC-20 4% 1 fEFRFEE O WAPRYIGEAS A JoFH 2 H0R0 Mk A 2 A s ).

1) ¥ IEH 2B ERC-20 % 1R

ERC-20 2 172 DUKHG (I AR ARUE (https:/github.com/ethereum/EIPs/blob/master/EIPS/ei p-20.md), 1% H & X
T 9 PR ELLL L event, SEIL T ERC-20 $2 1116 Z9 R & ERC-20 SRk, (T R AW RF & AR AE I & 29384758
H. %A IEHSZIL ERC-20 £ 484 4% A 145 8] ERC-20 AR ESZILEE M. ERC-20 $LE 7 BRI S E 2 A RR [H]
ELIA 2 S0, TN SRS IR SE B D1 eR B S, G ek B0 [ 09 & SCS R AN R, D AT 7= AF 22 4 ) .

2) {8 4 DR R

18 FH % 748 VAR AE & 29 AARD i 0 A IR RROAS VS 5 SR 4% 11, T2 MG AE AR SR RUAS P gl B2 37, {8 P mT RE A I
I O 2P E LRI E L. Solidity WRAS AR TR, 75 B /7 3CkY (https://docs.soliditylang.org/) H <427~ T
Ry D AE AR R FRAS o4 2 3. S8 1% AP AR BT A W] A F, (B4 F B 57 APT I8 e & 20 AT 2 %
R PTS FE, AATT IA1EE3 0 & BRAS.

3) & bR BA e R A R IR

AT BRI g B AR R 7E & 2 S h B i pragma 15418 8 G B AR IEUAS, TS 7 4 13 4 5 11 1R S B T g
AR, BT e S8 AP S WIS, H 2R

4) R BHRH
BT 2 RS B AR KA AT b
5) HiIL B LU

Hb B R 2 B HE L0 3086 VB K I P Mk B 7E & 29 AR R, AR i Rk b T fE BSRIRAS B T2 el & 2 RS H 1
Hiudik, & 298 IE 7 12T 3E L .
222 MEMHUE %4

REHNIR BT A A BT, WK E M RA AL 4k /512177 EVM L, EOS “F & & e
G AL ¥ S5 I8 1T E WebAssembly FEIIHL (https://webassembly.org/) L. Ab-TF XN ZE R IR IHIE & 5 BRI
WA 2, Bl EVM S8 LUK T H bk A 2 g7 8, a0 5 5 Ax bl v AR A2 7R K 2 W e g — Mok -, &
FHER UK HIRF, 30 EVM HEAR /NSRRI T 1024, 1 FH BRI ER B RB I HEAR /D2 SR i A5

(1) ARG ik 2R

DL B ik 2R 4 D8] AR S bk B0 4 35 10 S S0 MU bk TEv R A SR B R ), LR35 Hh i e ik 1R )
TP, G R NS K DA R B B K P, S EURER SRR B H Rk H B AR Y bk S0 TR T 4
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BRF 5 F R YRR ARt R 2247

9 2 b, B3t 1k s T AN st bk £ 1R U IR

1) 5 kIR T

eI ISR TR SN LIOR Dy tihk /A>T 20 <775, RESUHL I EL R ik 2odfs 5 S8R pT e iR, LUK DS JEfUALE
FEERTIT BEHR 20 7T BV g bk, PRI e 2 m] AN DT 20 15 (0 Ks, A645 R AU LR AR bk 7 B A £
B8, Inic s LUK TR p s, S LUK HBCR 3R R AT

2) Mkt AR R

M bk R IR IR 4 BN B LIOKR 7 s bk B R s 24, BRSO B Sh G IK P, il Tk A s E B a4
PAE, K SBOR T P LUK THIEEBC, 3ET 51 A 50 LI

() W BRI

R BESSIR IR 48 DR A L R 0 A B A5 2, R i R ABUMTLox 8 P A B A T 7 2 ) 8 43R 12 S0 TR T 23
JPaAh, B tx.origin I A0 F HERR i IR

1) tx.origin JF R

tx.origin JRiFFEKF tx.origin J& PEAF AT BURSRAE B2 W 26 A, 0128 M T e et % Oh i, AT SRad K 2 25 1
BEPATBURIRAE. txorigin & Solidity B BE &2 AR AR IR, RENE RIS S 55 B L AR 1A T A0 Y 3
(L H1 T L0 BR BT ARSI L, DR b ety 3 A2 A1 B 3 & 29I, W] BLER GE $155 B R B, AT it AN BR 36,
I BT S AT B

2) i I HE AR i H R IR

R FH AR H 45 R FH B PO A R P e R ADUMIL PR A P B KR B2, S S A 0 Y 1T 51 e, T 7 2 e A
PR 1Z IR S /2 GovernMental Jif 4 A7 7E (IR IR, 130 M AE A L0 B HBir BOR %5 FEHERR PR 1, F204) 1100 LUK T
W45 (https://www.reddit.com/r/ethereum/com ments/4ghzhv/governmentals 1100 eth jackpot payout is_stu ck).
H 2016 4 8 A 16 Hike, i R th R gt LUK Y@ B E EVM i TR R SR PTIA TR S/ T 1024 5K
INUAfiEE .
223 XIBER %4

DX RBEGES — A0 AT R IR A, B 88 & 208 B LS X BEREAT L, IR L F S EE . R ALAER
B X HEPRE S, B G AW RIS . FHOREB A L4 B f 2438 R IAE X P, 4k 3
AN IS 5 X P E SR R, By AR UIX S5 R, CFE M, B r . PSS 55 AT IR
FP4E, A RE 2 S B0 A 1) B S5 R .

(1) XHAE SRR

DX BRAF DA & L PAT BB ARAT M 26 PR RO T X HUBE S B, T2 A5 2 RENS 4 T Rem iz i, SEE LM
PAT 5B AFE. X P RE SR it 5 X PR IE B, & L FTE X RIS . S Hond 75 (8 LU B 1)
BRAE, (HDURYG e Vil LAE— g JE B BB A5 8, RIS 24008 X A AR B 5 20 B AT 3B BRI 2 AF, 7T
AEFECE R IGEH (WB R L) BRIE QAT B TR 12 IR 7T 53 g 19 7l RID AR 538 4 it s ] 1 X e
J E AR .

1) I [ A A s

ST [F1) 3B RS 1] 415 5 20 FE PRAT KRB HR A (e R D T TROE AR ML 55) I, 7E I 2% fF . 2R BB LA
SV B T3 A A% RS S I ) 45 8 AT oo X e RV BRAE 9 2 8. T AR 248 T A X B, T RAAE — S8 VE T A R 8 1%
DX HR RIS [V R, HAARSRE, 57 AT 7E 900 s PAAZ chu R )38, DR b ™ I ) AR ) s ) S SR 480 A% 10 i 2% °F,
MR 29347 Bt

2) X B P i

DX B M A A ] 15 B [ R A s TR AR L. X HUR AR & QI TE KBRS B2 . D i (565 8, i
TH L REMSAE — & Y A R XTI 1, DR R s X B MR A D PR AT G SR BR A 1O 2% 1, B T AR BBt L
K, W] e A% R TR
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2248 HAFFIR 2024 FF 35 5% 5 A

(2) HHERE KT

HEREIIRI T BT XHFERT FERAS WA B TR, B S5 Bt /AR, #himx & 4isirid
BRI RS T] 22 3 R, BT TARAS LR STl 2 R0 255 I 4R i s 1)

1) AR ARSI R

AT TRALRAS IR X P50 70 32 B IS T R IR, I & 205 55 AT A0 TR EIRES. XKEUE, 24
ZA LR I — /R AR AR X, KU 20 N2 A9 32, — BTG, Sl i 7 SE g R B, TR I 43 3
FRES SRR, SEE AL T REIRE.

2) PR=F R IR TR

PRSI T 6 20 RS A8 VA i s T Bodh A7 b B, 7T e 4k Bk 3 AR AT BSHE T A T s e 2403847
HHT XA AT, BB A S R il i 35 5% R A B X B b, DR e 3w DR 3o 5 5% HE i A8 B ) AA.
T ARSFAR B, FE R 3 R AE F A3 0 25 T B IR A A8 Sl A7 (f 5 AR L, 5 i 52 B 7 i V45

3) 55 W A )

B M AR TR i G 240 DR 3 55 3R H IR AR5 40T, S 80A 20 I A R AR R T 5| BB AR A R X P
SETGA A B SRS, — MR ARE— R PS5, TX L35 148 5 I Bl L e, kiR & ek
RS PAT I A LPRES, G0 SRAT 1 TR 25 SR AR T 55, T T R 5 SRS S .

2.3 RERERMER D

PRI 7512 R B ARG DU 21 R 8 B G 40 22 AR AT AR [, BT SCR 3 iy T AT U AE DGR IR 9 B BT VAR
RLSCHR. 5638 3 LARER 2.2 1 HPoRhR iR 0 73 R 5 3R, A0 I TR A S S HEAT 40 . ERRURIPEAT.

MF 3 AT UE tH, RS bl TR 3 SRR U BN IR BN R & 5 5 TheDAO ZH 14 1) S BEIRR, d& 1 17
6000 J5ETCIHIR. LAURYN T8 SR IR I il B RE M, 18 A T LUK 4> 30, R T XS LUR Y &
=, F AT S NI IRA  EK S 5 00 D0 7 v MR BN IR AR 1 T A R B, 10 ReGuard /i ] 5
NARZS BRI BN IR TR 5

AR AR 2SR P PR R T SR SRR e — 2R IR, A AR i BUE AR RS S AR B
BEAROE, DAL B8 A 20 LA St A %o 5008 2 B D Asusk. AR Lo T At ARG I 77 AN e AG DN 71 v He VR, 2 T 155
AT (R 595 Osiris™ B 4G I 58 22 i 8 (0 B0 T S0, A8 0BT 98 Y R0 B R 735 A e T 25

T oY VI RS PR 42 1 SR R 2 3 i Parity S 11 22 VR B0y 2 38 A PR 3% il SRR K Parity 54074
Z)R I, F B Parity A LM EETERR, 51 K D00 TR, 1R 3 103870 DOR ML R 25 . 1 P Ak Tt B 4 K 2
For il T L B sr .

S A B ISR T R X AT SR AR A ISR T AR A S e A T TR ORI B TR RE A LB R I MR, R
send. transfer 1 delegatecall iX 3 /™ R % 3R [FIAF A 31 0 2 2. I [A] BR  IX B 1 1) 5 S o o 214 1 R T ik
BEAE RIS, %25 BT RES2 A a2 M £ 2 R g B Lish), s & 20 10817,

TERSAET 2, B AT sk /5058 B2 & 2080 PE SRR 1R U 77 2. thab, ERINLEM X et 2 55
ReA LIMPAT IR EEAH G, stttk . 7 T TR S B AR <7 R 4% 45 R UL LRI X B 2 R TR VIR T e 2 0] 84 e 6 2038 A
Keze AR i, (RIR SR DA BRI 7 v SRR B G 2 22 AR AL I 77 V2 RO AT 26 R ) ok 28 28 g s VIl ot
AT 53 HT.

3 BREGHURERBS TSN

I 3 A S5 ARSI 5 R A% O 3R AR IR SR SE iR, 7 B8 A G AR I 7 i Wi R SRR A 2%
(IFE A5 R, AR R (5 SRR 2 A5 A7 TRV TR IEA T S0 . 353 SEUE R AT P MR 074290y 4 AL, RIS 3h4T
EHAS BRI TR TR AT, DUE 3 B8 & L2 AR SR ™ A 777 43 5 AL, BIAE Lidk 4 Fh
SR RER LN T % s BAIE T V. A SCS 2 O IR I 7 253 28h5 4k, % T ContractWard ™45 77 72 R FI B AL
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BRF & b2 R AR NAR & 2249

ARARSENLAS 2 o1 J7 ik, BT IR FE 2% S B 4 0 IR 351X UK, WOAR SO 6 T IR B 2% 21 1) 40 v TR B R T
#4552 R Be B 22 IR TR ST I 7 2.

9T TR T HAR R SR R R it Uk R, AR DA AT I BN R, A AR OG T E X B4 KL
FAEARSIHT 3 AT ) R, AR BRI A ] A

RQI: ZZEBIAG T 5 EAEAE R AT R e & AP I8 LRAT A2 B A4 7 [F?

RQ1 RyFEFSAKCI A LRI E L. S LIBITIE X BUEEX — X B T s, B 5455 A R 451
AT HLH], PRI R B AF SHAT BRI DA S 5 25 23 B 56 I FH FE AL S 31 ) R Al D77 92 48 3t /s P
EIH Be A2 A e EUR BT AR IR, 1% 1) R DG R 78 4 e A 0 HP (R I U7 ¥ 55 A G A v R R 7 92 1) S5
). AR SCRAZ ) ) ) 2 S S5 1E S AT VB R i 2k .

RQ2: 1ZZE B I 5 1A S I 5T A AT 43 Wk JLFR 25 AL 2

RQ2 J&yE &AMl 73 BB S 8. AR SO D3 (1 Ie] /A 5], 5 S PSS B RS D 5 vk it — A5 B 3 Dy T At ot
FERIHAR G, 4% BRI RN 12 26 3R 1 AR 73 2K 15 L E BT g . A SORAZ ] ) [ 2 2 45 18 &M
WTTEERSA N,

RQ3: £ RQ2 At b, XL T7 iR 2 (] AL B AN = BRI R A 42

RQ3 KVEZ N A IS 5. B SRR, 78 RQ2 WAt L, At —I%f B MW A it R k47 1944,
P BRI AR, I 5 AR R 73 AT i, Wz MR SRS A AL TR 5 R, 43¢
KRR L1 [ R B TE &R T (R NS B .

3.1 ETHSHITHEESANR RN

FFEHAT R — PR TR, A 5 A N LR RN, BERLBAT B o AR e, 18 o Mk R o
IR E AL A AE A5 R IE S, R SAT/SMT SRARAE X 2642 2% A v 06 2 PER AR, °T FH T A s 2 vl is e A=
I B B A R R TR TR A

TER e & 20, 2T 455 BT BRI 7 v i DL T AR N, X 2 R AT 2 A B T i i 4 Sy
(875 5 B AT 2. ARSCIRYE 20 A 06k A 8], K B A7 O BRI 7 32 2 A PR AR, B TR AR RS/ 9 A R 57
SHATFIIE T HIE T A5 T
3.1 FETUEARE I RS AT

BT I A PAT I8 I 71 0 S T N R AR, IR RV ERD A4 & EVM HERR AT S BUTHR T

Luu Z NUAGNESE T 4 B DUKYT B B8 & 210 2 AR, MR T 5T 555 HUT R T B Oyente, Oyente LA
FHARGAE NN, BAT T SR 22 #1 7R B (control flow graph, CFG), FIH 21 AR i 28 R A T IABE 12, KRR
ALIREEAR. T TR B, X 4 Pl e A4 i YRS B, I ik TR TR AR AL X B Be G 20 AT A I, I 1R ) A2 7R IR ) A
. Oyente H) S5 25 RE W, PR BN 19366 ME2H, 8833 MEAEDEH —FiWiFE, RN & LT AL
24 ]

Oyente HLA RUFHIY @M, JAR ML R S JATHELL N 5 S0 0 TAESRAE T 3E4E. 41 Nikolie%E APY, Wang %5
AP R Chen 25 N1 5l 3L T Oyente #)# 7 Maian. Artemis. Gasper P\ GasReducer. i Bl Oyente W 5E )
PRAZLI IS, Maian S 45 T 00 HEEMEA B ZAE 3 Fh LUK M s RRAE, 8 7 R TR A2 5 o e b A7 A .
Artemis WZERFSHAT RICLE THAERD T 51 RECHAHARGEERHSEE, VR TR0 XEEEKE . L gas
RIEFN delegatecall BRI AR 701 FH BR 250X 4 PRIRTIH Rl 2 4. Gasper Al GasReducer J7F gas FVHFE 0] 3, A
FIRESFS 0 HT LA CFG A2 B AEEATF 6 R AT 6D (dead code), J& 7 BB K =5 15
RTBAETE R gas THFERE, JHlE I EVM 184 B 4007 20K %40 gas W REFEARI 271518,

B fe A LTS R A G 0, 7T BE T R B AR IR NE LA R 20 SRR AR AE o 250 = 55 1) L, B AIG T 22 A T AS ) 2 28,
BT XTI ] J, B FEN i SR A AT 5 BAT IR R AR R 2R S, 49 LR FH s o0 A 4 5 s R ], BE i AT
17 AR B 5 JAT B2 . Bl Chang %5 NP T sCompile, K 4 B A S5 O BR AR VR N S B B 42, WA 2 & )8
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PR S 20 E, BRI 55 BT R W O R AR A AT IA 1, SRIG 45 SRR B sCompile P33R 5 A6 249 F B A
5 s, HARREBAK. So 25 NPT Zhang 25 NSV 55 4% 17 91 1O 20 4 HR AE 10 R, 4> 5142 T SmarTest A1 MPro,
SmarTest M\ O HEFE IR S 555 51 o 27 2] Gorb A2, I T BB S 495 30T, PR J6 PR AT 87T e fid A I T 1)
HH %, MPro N5 RAW (read after write, 5 A J532H0) bR EUIKE B 3T 3 55 )7 FI I H & B0, TSR =)
Kol %% % . Mossberg 25 N W 8 7 3855 #1047 T A Manticore, LARF 546 E R 3555 78 51 (93038 LL S UK T3 &,
A R IR 2 TR SR AR BRI AR B 6, S5 45 B 36 B Manticore B %14 3 5 m 4RO 78 36 . Zheng 25 NVHRHL T
FHATTF S PATHELE Park, UFF 5 HATIE S| JUMP 545 &), 4 6 ¥ it A2 S 51 24857 EVM RS, 1L 2 AL ]
e JAR L, Park B F 5 I 2 R AL S A B N A, G FE E U R L E A, DA BN S BT A
H4 R AT 5 1E, SEI0 45 B % B Park-Oyente #1455 T Oyente ZERGIIHEE 3RS T 6.84 5.

AN, BFFEN GO A2 B W22 AR BRHE, S T 2 Pl B A B0 1 IR IR 2 AR I D7 . 4910 Torres 4%
NPT So 2 NPVt BRI L B BB B SR M IR, 4 IR T Osirds A1 VeriSmart J7i%, i # IS
PSS WA A AR SSIR T, )5 3 SR AR 8 LABG IR ¢ 42 JB M. Grossman 25 AU Rodler 25 A PYEL 5t 8\ il $2 H
7 ECFChecker 1 Sereum, B 2 R 5l 95 55 B8 75 8 3E B 19 75 2S00 S R A e 4 LUK I IR VL, 5 28 A TR
PO ERE R R AL, R BNASTS o AT B AR B 4% 55 28 BT I A It AR A 3N IR R ASE 2R Sl B 1k T S 4%
AT, LLBE 5] R IR, Liu 258 NUPVEF B F b IRIR A T SPCon, 38 i 424 11 52 35 45 28 5) #4) A PR 42 i
B RS AT A5 S RS RS B IR & QTR EE, DLR SIS AP AR A < AOTB AR IR T . xR AP
VEGHAR T X F BN BRI 45 4 FhIR T 1 58 SCRZI R %A, 25 T2 G i CFG R 20 3R AR 2% A Al
WA, Zhou 25 APYHY i T SASC, MR IFEACRS A i i 0% 2 &, 3 3 4% 5 BRAT FHE 3k 23 A AR T A 5 A3 IR TR
Krupp 25 N5 SCT PR IR SR, — Pl 3855 n SR K o B B AR O BT I T e A7 AERIRL, 3 — R SR & 49
JORAS 7S B U8 U W] BB AETE IR, H4R T TeEther X AT 22 A TR TA RN, S246 45 81 38 757 MG 41, 815
ANELIEAE IR WIFIRIR. Chen £ N T DefectChecker, #45 CFG LK & 8RAH IS (FFF 040 32 5 b8
3 FRRREAS I EE NSE 8 Fh 2z 2w, [FIBS R 1% TSR B8 & 293 T 7 KRB 1 UPAl, 45 BRI 15.89% MR GE&
L95[ EA 1 PRI, Forb b L 2B Rkl CALL 3% R IR,

3.1.2 BT HIEERRNA ST

T RN 5 AT ETE R SR AP B8 2 (R I N ARRE 4 0 B, A58 FH A TRI 2 A A QR 5 46y v 1]
For T, BUKHIRIR & LA B R n T R . 8 i 120 i nr A T X S A 23 B, R BT s i m o R

BT 1) R RE B8 SEELES S & IO TR TR A I, 040 Jin 25 ARG EE T ExGen, K LUK I EOS 7 & (AR 1
B A R AT R OR, Hod, ¥ PUK Y5 & 1) Solidity & B8 & ZIAR % AST BT 2| LLVM K8 % EOS I &
H) CH R & 4 BN LLVM [ 8] R, 38 35 i 8 R R 3EAT 475 5 AT, SEOUR[FF & 2 /e & 210
TR .

BEAN, IR s RT3 A A R R B AT R R . U Tsankov 28 NP8 T Securify, 13 F S & STIHE & 1F
[H 2w, FCLE SO AR X, PR i 755 BT SR BUACRE oS B IR0 M5 8, 15 TR RIS 28 308 47 DG e A U0 22 4 Js V.
Feng % Nk 7 3 T M E A 5347 T2 SOLAR, K4 B & Lo M FRoR, BN T/ SR B 5 £ik
FUME T 555347, R FAH B e R EWEE S 2 ORI, %15 5 B uses. matches Fl where iX 3 4NE#34321
R, 23 T CASE SR 2B L A 3 4 R0 UG P A ) 20 SR 54
313 N &

F 4% LIRIET RS PATIE BE A L 2 IR 5k 2R AR, Rl G DL R 32 BURREREAT T A,
FARYE R REMIATH Y. BT, A LTS5 BT BOAIN 7 V208 DL AR RN, 8 R (SR B fR
ERAERD) FIEE EVM HEAR, AR HERR 77 5 WHATIE 7, TERF S T IR P SRR R B B, Bia A&, &
TS EA LIRSS, 850K 77 92: 40 DefectChecker < ARTEFE 715 Bk — D @R FE P HRHE (0S8R A . 163
PRBAMTE A 45), S8 5 AR T e SCRA i P B VR A =Aar ) 2 75 A7 A I V.
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R4 ETRHSIITIEBEE L LR 7 ik NG

A SR RFEL MR T ENFAE
Oyentel!" 2016 e %;@”?%E&*@ECFG, TERF5 AT L FE HUEEFE (5 B A
Gasper'® 2017 ] g;i*%%@%cm ) R 5 1 i R 42 1) 9 PR ) T 5 A A
GasReducer™” 2018 T YR Fgasi AR, I D B B AR D
581 e e ST IRARTED A 28 o R I, TP FP 7 Sk 3 4R AE D, REfE 3R
SASC 2018 AT RN E
Maian™" 2018 FHY HIEELESEH
TeEther™®" 2018 FAY o OB TR A I DS ERIRI, fR Vs A BUE AT A )
Osiris"®” 2018 FARS BT AR IR

[38]

2018 FARY BT AV T, R B A R A 20 AT R DU
ECFChecker'"! 2018 FAY A E NI SECFE

Sereum

PRI sCompile!® 2019 o ﬁ%ﬂgg;;% 1 B 42 0 A S B i A, AR 005 S L 22 g
Manticore!®” 2019 TR ERFSHAT
MProl® 2019 AT ggg?g@gﬁiﬁﬁ%%mwgﬁww 55, B B R AR
VeriSmart*” 2020 PRI REFELSPUTE R AR, HHE T AL BN IRE
feS YNGR 2020 A TSR ECEG, FF 203K A% A sl F 51
Artemis®””! 2020 FHIRY PR T Oyente, 25515 13 41 A4S AEAS 0 Ui 1)
SmartTest™!! 2021 PEARES  RBIAETEIRI 955 5 51
DefectChecker!™ b1 — ﬁf{giﬂgﬁ%&éﬁ%%ﬁwﬁﬂ, FHAIREVMHE A, 3L T 350 fE AR
Park™! 2022 T TS PUTHESE
SPCon' 2022 FAY AR SRR
Securify!"” 2018 FARG B R SUEOE F SRR
CHEIESN SOLAR!™! 2020 T ETWERTAS AT, R A& A E E E SRR
ExGen!”! 2022 A EETFLLVMEHT PRI R, BESEAINES 1 & U

BT PRACRD B R (KA I 7 ik BB T AR N, SIORE USRS 3 1oL g P 2 e 4O T T S5 HEAT AT,
F I T AT 5 AT AR DN 7 ik v (0 PSS, RROS T2 T v ) 2Rs (KA 5 3, e 5 T RE MR B AL P ) o A
YRR T LA AR T SCERD JRUS.

H T o ) e RS DN 7 VA B TR AR B 5 B O U 5 V2 BR AT N 1 e 4 Hh )98 5 R 2, BTN
SE GUHIE 5 A IR 38 SCHT TR, AR T B 5 M AT 0 b, 122K T5 A3 TT 1l i e vk, (B B
FeAm B TR o -5 TR AR BRI 2 SCROE SCORFE— 2L
32 ETHEMNLINEREYREREN

BRI A — Ffod I 1R AR R e R AR B AT MR 3 45 ROR R BV AR IR 7 2. e A 20
PEAE AR AN, DR 75 tH ISR 3 1 0 8, AR BURR 7 rh A7 11 22 Al 7. 7670 b A 20 00, AH ORI 78 1
P25 g P2, B o i A ROR I 5 VA0 A ] B RSB 15 .
3.2.1 T AR

78 5 1) 3 A ROR I 177 ¥ LA 2 B e P AR A 78 5 % I AT, ol TR R A 2 Wl i R 00 i 11 77 B RS
AR EE, AR R RS (B ) 75 B AL R 8 IR A AL B 2% 1, BIVE Iy 5 (0 R B0R 7 51 4 BEEIIE (5 SE 31
AT AR A% M) bR B E B A, A RER o BV SR VR & L0 E A REDAT BOAED). BRIt s P 1) 34T P 1)
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3 i BT R T E .

TR Be B LR, 7 75 1) 3 O BOBI I 7 V2 e 0 2 20 o s A Bl R0 A 5 SR A8 ) 2R 25T P 1, 4%
HRAZ T 410 8 R A 20 HEAT ORI, 78 o5 SE IR R AR RS, 1R e ARG o 2R

AT TAE R, Jiang 25 AU2VRI Huang 5 AUC 9 5IE HT BLK YT 1 EOS 7 & % Rk & 20 HOROR I HESE, R
ContractFuzzer fl EOSFuzzer. ContractFuzzer il EOSFuzzer il N FF2 /5 — i3k 0 (abstract binary interface,
ABI) 345 BB S EOIEE B 1, 2 3@k i EVM 8 WebAssembly BEFINLILEE R e & LI MIHAT G 00, 45
A IR AR A P 2N 5 22 4 T TR,

IR B, Liu 28 AP B IRIARE T ReGuard, ZEBBIIM GG A2 it R B0 M . R EME . WG
Vi DXHREE S ORI 4 SRR SRR M OG5 1., 383 B Sh LR B E NI, Wustholz 25 N PR T 2% S BOMI
LA Harvey, i F & sKIR s 17 FURHIHR, IR F5 B2 A5 PAT A e 75 BI04 32, 4 Re % 7 o B IR
JE VKRR FEIRAS B 1, M i 30 50 750 (078 25 3R Choi 25 A% T Smartian, %5 F& 1 5 45 5 81 AR A 78 26 O B2,
FRAE 8 ST o8 RA S5 751, ¥4 Re s 7 55 58 2 Hoton it IS F 4 4% BE A A7, SR 45 SR B Smartian R
% FE AR I 1) N 2 25 T 2 A AR,

DAL 55 5 51 ) A AR S SO 2 B2 o M M B R (K FE 32— Xue 55 NTPE sPuzz it b, St &
298 i T ORI T B xFuzz, WA TERIGOC R IR A8 & L0303 MR 5 h, B FAHLRS 2% o) RS L FE P4
FEFR T 8 75 BEPAAT 1O BR 2, 98 55 AU AL A SR R ORI K. Lin 25 AR T IR-Fuzz, IR
RIS E IR RT 0 B, IRIEHET 5 2 B B 55 7 1, B IR-Fuzz 5& 3T #A 73 SCOREE LR R
9332, HAr TR TE 2 B BV LA s TR A I Rk 2.

PR, 555 AT R A v o I 48, EL RS X R AR L SR AR AT SR AR I I AL AR 25 ST 55 5 3
A7 A R ), SR PR 5 AT AR R LA 25 A 2 B A% 40 S Il R, AT B SRR 0 2R . 9 Hee %5 AP
SEL T B TR 25 S RN K TR ILF (imitation learning based fuzzer), F) Ay 2 > HEZE 2 3] 75 -5 AT 46 ALK
e % 12 = 7 35 2R 0 R 90 41, ARG A= BRI R R 4 1, ) PR A e v R 8 7 a5 B TR IR 2 AT IRAS
Torres 2 NI Chen 25 N\ BOBIINR 57 5 HATSE &, 2342 H T ConFuzzius Fl WASAL I FH 7 5 P47 3R fift
i) AT 25 R 53 SRR AR S A, o SRR ) 45 R TR Sl U 9, A6 kR i T R e A A AR B AR R 28
322 HFRHS AR

o] S AR IR 7 i DA 25 358 40 70 S BRAR FR Bl H bR, SR Ah 7 BRI 0 DA S5 A R AR R 2 Y. 7

Re A 218008, 52T B bR 5 B0 IR D7 V08 8 7R 2 25 1) 3 10 D VAR A b, i v i BOE R R 45 T
i EAR, 3T B ARKP T B 73 T4 0 T B, AT 22 21 5 v P Uk 6.
40 Wustholz 5 N2 H T H A 5 10 2K GAURAMIR TR, eSO i 72 HrARAE 18 S HT 3R H RS 2,
SV 1 B % A 2 S B TS 7 5 B0 H AR T L, AR T BE 0% 7 5 0 A A2 ke 491 P A B A8 HH T . Niguyen 45
PO T R B 1 S S, P T RO IR TR sFuzz. sFuzz 76RO p W 0 -5 SR TR A G 45 S,
AHXTF ContractFuzzer BN &, 700G BE BB B, sFuzz it T B AR S, FH TR f il A 491 5 2% 1 P a8
%2 IR IRE S, ORBE 5 s i 45 0 5 B 2 Ik F 91, SR AFL (http:/lcamtuf.coredump.cx/afl) H {138 X F1AE &7
VEAERCH IR FH 8, 5 Oyente A1 ContractFuzzer i bt BE65 1 2032 mil il 250K
323 N 4

5 H FIREET RN R B8 & 202 IR IRAS I T VR AL . AR R R DA K BRHIE AT B4, I
WRYE KR BEATHE . B AT, I BB T7 V200 5 75 A B M RIS AT B8 (A DAUOK Y18 1T 388, EOS
I 25 45, JEAERBORIINCE R P U R B S AT 1 00 (il event et MESDMLAEESR), 853 77 8 F R
PR AE B 23 BT 43 B0 T P A A5 AT R 2 (0 sFuzzP). SCHR[82] By H AR S5 1:45), B4 & Hfh 773 (4%
SHAT) 1K BT i A 35 2 BUE IR 2 IR P RS,

7 55 1) S R BRI 7 VAT B0 B SO Qo] A il R 7 25 SE VRS2 IR P RS I S 7 51 L, 2
R S F H A 23 AT D7 R SRAR I AR R T 51, R JE e A o 2 55 07 A B 1 SE R R AR RS B B .

%:l
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L i) 3 ARSI 17 3 K T 0 1) B TS R 5 AR, 2B CBE 8 78 2 H AR OIS I 1) L, 122805 038
ISR 73 A v AR AT AR BT A7 00 0 P 491 2 P SR S AT R, A8 08 e S A QA T M B2 i A G 7 2R, AT
WU B 2 )R

5 ETRUBIINRIN R RE & L) % 2RI KL 7 i

HH EA S REFES  BWXTR FERHE
ContractFuzzert™ 2018 =47 f;% DK A5 £ B U HE 2, CHREVMAAT (5 LI 2 5 7
ReGuard”® 2018 AR A EE NI, G N E SRR IR
IFLEY 2019 FAY SRS PATAE IR A B A, T m R E RIS
Harvey™ 2020 FARY AT RTR B S AT, FE T ek R 9 PR AT R A T R
" EOSFuzzer™ 2020 ! iméf%og{t ?; T,}%‘? ?I;:éj/aé’»], 12 WebAssembly B2 S L& AT(E B, LA
ConFuzzius™” 2021 T SRSHATE A BRI T %
Smartian"”” 2021 PGl RS B AT A R R B SR
xFuzz"™ 2022 PACRS BT ES &35, FIRINLES 5 ST R AR 3545 5 51 A ik e
WASAI® 2022 PARY X WebAssembly & REA 4, FIH S HIATIRmBE L RE N
R-Fuzz™ 2023 ARG SRS S B, s R RN 2 32, DAL IR 3E 5 2 i
. ape ) 182] .. H ¥R 30T BRI T vk, AR IEE T BT B AR 7S ATIE, I CAL i
g stholz%EA 2020 T g )
sFuzz™" 2020 FATRG W R BN ARE B BR A, RN B B SRR (N AR

3.3 ETHHRZEINERESAR RN

AR, HL2E 2 S U R IR FE S S BRI R &, Wen| T 82 I 5038 ) FO L2 2% ) B A 3048 o 1) 22 4 1)
A 4 Alhuzali 25 ANSYF) R FE 5 > R0 A0 2E sl 2% Web B2 FH H IR, Melicher 25 A\ i 4 45 19 4 i 2%
i 22 A VE AT R INAE, R RS U, A I 708 A FIRLES 2 XD O I8AT T — RBIBE AL, 4 5 9028 A\OGF F i
B IIHLEFORL A F R AZ A0 48 I 26 % 59 e & 2033047 4 255

TR Be & 2022 AU, BT 908 K H 2 ol 3R AE 7 UK R BE S A R O 68 B T 2, JE A I AH SR B DL
R B 20 P IR AR 3055 AR S S NI I TR BE 2 ST IRTR 248 B AR (1 43 2 b, AR 7E 2008 R AE I B
HAR FRAT IR R 5 R ], MG L T AL ST Ry vE R 43 D 3 2%, RV T BIFRAE MR 1y, BT 41U SR AE 1
HREI 7 VAN T SCARRAE (R 7 v
33.1 BT EIRAE AR Ik

BET B RAE R 7 2 K AR B - RS A o i . BRI R SRR TR, A RO i S R R A 24K
MRS . BER KB R EE B T B RAETE G808 S WARRS VA RIS SURFIE, T fEA128 % >
RS 3 AR PR A 1 e

Pl B R B & 8 1 B R SUE S, W T IRECE B G 2 HIEETE X, AR %2 4 Y. 44141 Zhuang
2 N2 H T DR-GCN Il TMP, 4545 H8 i PR s il 7 PR g 2 20 PR, 8 RIS AR B I, A T PRI AR o 446 Do 2%
DR-GCN FIH 771 B AL &R 4% TMP (temporal message propagation network) F Tl 22 4=, SEU6 45 R DR-
GCN H1 TMP 1t T Oyente! 4Kl 773, £ DR-GCN A1 TMP f5ERE |, Liu 25 NP7t —B 45 & 7 B g M4 5
LRENR, 58 ST I [ B 55 L B RE, 5 B PR I 2463845 10 & 20 BIRHIE 45 &, DABE B 2R el e I Ao i )
HitE. Zhang %5 N2 H T ReVulDL, 75 R F B 28 0 2 4600 H 55\, s PR A8 2917 577 pos-hoe SRERASE A
FA T ) e BN Y TR B 00, DT 5 Ao B8 N IR P ZE ) o7
332 FET R HIRAE Sk Ty

BT ) R AE RN T VR YA B T R AT WV A0 A, SRR T R BR B0 R 41 BB A A 514
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FHEAS R, R A2 LSS 7 22 ST 3R IBGR 17 5145 B, MK B i B S0t R A LAY IEAT 22 2 T TR A

WA J7 38 SR BN B e S A B ARRE . FATRBEL AST Fd N Im &, WA a5 514 BUR I 22 4l
TR, 140 Tann 25 NPVRT Qian 25 N VR FH AR #0355 J0Ke =7 5 RO RIS A R 6 Ay 1 e, ) 330 T o 2 O 4% A
R R BOEAZ DA SR B FIHL 2 S AR M . 1S S N SO &R, RR S AR I B NS5 22 4RI, Liu 26 A1
PEH T s-gram, FI A EA 5T RAFRAS AL S U7 OB FI B0 5515 SUE B, IR ANE UG B4 6, iR
T AST 5 s8R Token {5 5., HHoK H 324 Token J¥ 51, 5T Token /7 FIM & n-gram if Z 8, DL AR 14X
25 B s .
3.3.3 BT SUARRAEMRE I %

BT SOAR AR (A4S I 7572 BB K YR AR B B RS 1 Sy SCAR A B, ) A ik N 7% (A1 Word2Vee. FastText™!
S) W SUAR KL g ), BT A B AL B AL AR B TR S ST BRI AE RS e B AR B R, H DRI e G2y w4
TR

N T ERLER 2 ST A B R B 4T M 2 S ARRE 45 M SRR 2., IR 728 7R 2 BT B Bdh AT JE A A 2, B
PV A SR AR 2 M5 4. B2 Wang 25 AP # T ContractWard, 33X n-gram M 53510 045 ZI4FAE, 2 T B
HLARAR . SRR EHLAE 5 LSe35 >) SR @R, 8 SMOTE " f1 SMOTE-Tomek" SR J7 72 4b B J - i
I, 0P ELN B A5 6 MR IR EAT KL, SeU6 45 SRR W] ContractWard {44 [ ZIAE] T 96%. AHAUML, Yu 5
NPy T DeeSCVHunter, 33 FastText it NS H A QIS My i B, #8E Bi-GRU 25 7R B 2 ST AL BEA TR G
M. AR 2 4 7EF, DeeSCVHunter 58 ST 5 IR 5 FRHIE R £ sl A8 & (a0 i (B B K 508 T 5 block.timestamp #H
), ARSI TR RAAE VT T, 3R A5 161 ), Tk — 0 PSR AR A 5 CS A < BB AU I 3 TR 15 5
F (vulnerability candidate slice, VCS) H. ZERE AL ZkBr B, DeeSCVHunter fUK VCS # o W & Row, Jlb 171
MR (1A
334 N 4

6 ¥ LIREET YIRS IR e & A 2 TR 77288 ARR. RRT G LR 32 BEARHIE AT T 8 4,
FARYE KR HATHET . BT L85 S R RE A 2 22 AR ARl 77 V28 1 4 2 e & A RS R A A Be e A A5 20 iR
TIERIRFAE, A8 AL 2 = BOGR B 7 ST ST TR AR 2, 38 I A 2R o) R 1 8 e & A EAT 2 A T TR A .

Ro  FTHLE I RE & L) % NI N 7 3/ 45

et 4R KRB KR 5 FEERFIE
DR-GCN™ 2020 PEARAS FIH BB R4 i 48 22 2] {5 2
i TMP™ 2020 YRARED I P S} A A 4 P 44 2 o) R A5 6L
ReVulDL"® 2022 AT T PSR PR A 43T 77 v 52 6 B NI LA B
LiuZi A7 2023 A SEA B R AR R E
s-gram!®’! 2018 PEARAY FEFEFENIRE UE B, M EIE 5 A8 TR
FHIEAME  TannZ ) 2019 FHhG R ASAZHS 5 ) Rt & AR P FIE R
ReChecker™! 2019 AT AIDEER AR T RTRR A% U VE 5= 51 Wict| O 3 0 B SWANSY = e e oL
AR ContractWard®" 2021 FAY B n-gram N TG A BIRHE, M 2 FILAR 2 ST & 20 AT
DeeSCVHunter™ 2021 P FEF RS RA 2R U A, BT U R A

T BRI RS A Re & QISR HOp i L A T4, Sl B AR e I 46 Bl e 15 2 AR 4R
2x A S B PAE B 2SR TTVARENS A RO 5 R 2 R EARRD R, (ELE RS AR BN 2%, W T AEAE R 200E
B SR R I G2, A7AE 7 A BORE R e 14 1) .

BT PP 9 R RS D BN URACRE AT 2 b, BRASE R 15 B RIRAEE B, RIEPUT IR . A5
SEARRAIL, R A IR L 2 S BT R A A3 P SRR 122K 073k 2 20 B PP 91 3R AL 5 I TR X SR R PR e i, {EL e
T BRI A, SRR .
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BT ORI IERR R 7 A B ARG 5 AR B B Ia RN BRI, R RE A L 0 1A] 1] B, Bl ST n-gram $2 X
BE S Z0ARRD Hh AORFAE, 75 T 1) B RAAE A AR B BEAT L. 123807 10 EL R ARRD SCAAE AN, 185 E 7 T I B
WY T A DE SRR A SRR R B, AT S iR AR 2 ST BE D RS I RE 0. DR, S a2 2 W 9 B A A

i)
H

34 ETEAUIIENE A ARERERN

T A 3 T T AL, T B 5 10A0E B R e (1 2e A 207 v et o il R S A AR R 4
TS MR A RGBT, ISR FPE 5 RS TR 6 R e Aty SR,

TR N0t LK 558 & 240 2 A AR B0AIE J7 VR AT T 1R, WO B & L0454 M7 ) 5 46 1 Nl o F
PSR R CA I AR AE VR 34T T W7 L. RS NPV R 7 1%, 18 S . THEAMESL M E R, 7
M7 EHANGIGTE B4 — SO A5 G ) 8. 5 DA b 2 3 SCHRON E 1) 77 1 AN [, A SC M2 A IS I 1 £ R R, 4
T T A IE 7 V7 R A 240 22 AT AR O I (K000 343 R0 R BR 4. AR S0 22 SCHR[94] 7 1A 3 25 A, 1538 T 0
MBI F) 2 A TR 73055008 3 RS, B @ BEAE I . B B0 E AN A T AL BRI J7 3.

3.4.0 T ERAIE B AOAS I vk

SE BEAIE B 450K 5 BE A 20 AR RS 58 SR T 58 BEAIE B 2% IR 1 R 4 R G 5, AR5 i 5 BEAIE B 8% (40 Isabelle/
HOL™, Coq (https://coq.inria.fr/) %) FIFE XM 4 S MEXT B i &5 A03HAT 22 2 AN

111 Hirai® " FI ] Lem & 5 & X EVM, 3T Isabelle/HOL SZH T T 2ALIRAIE /7 k. %€ X, Hirai KT
E gas T A B LUK Y535 BRI EVM SEB 2 A1 25 5%, FR 1 LUK B 7 B T B R L. Yang 25 NP R
T 3T Coq & HAE B 17 X ALIGAE T. 2 FEther. FEther £ T Solidity 154 Lolisa 7t &, {RIE T & i & L F1IE
RATE 5 Z A — 2. FEther B8 T —5& H AL H0S, K55 5 HATRIm pYiB 4 e BRI 454, Bele B 3T RIS
IEE REA 2.

3.4.2 BT ERYIGE S I 7 v

BERLIO AT J5 V20K R i IR 7 R AT IR S BUAT A A A P B . 7R B0 B B MR IR S BUAT A R, #5R
R ATE AL T BE A7 AE 22 AR TR 3 T BB 00 0E i 8 B & LRl J 03 5 R A A SO B6AIE, B A — 2
REFR DA B L.

Boogie f&—FgnFEiE 5 10 M FoR, ARG IS O T R, TR 5 IR . T RRAL R B T
YErh, %0k Solidity JEACHS % #ely Boogie J& FEHEAT BRI IGIF 2525 8. il 11 Wang 25 N2 T VeriSol, ¥ Solidity
RS A F 48 Boogie T3, AR TAE R R R A BRARZSHL, 6 Corral XF Boogie J23UHIF Bt & 03T A 5t
BERIBGAIE, T T 360 T AR5 2 A8 & 2D 2 1) (35 U 75 —8. 5 VeriSol HifEL, Antonino 25 A4 T Solidifier,
¥ Solidity fITRIILIE = Solid i [ RE & L1554 4 Boogie B, [FIFEH ] Corral #4745 LB RIGAIE, AEWS K I
F P SRR P4 IR
3.43  HAWE XIS 75

W FEAIE A AR TR B0 IE Ab, A JL AR I A . s B6 I 7 v,

AW R T AR B A L TR AL IG U HE SR, I3 T X SUAE B B B A L0 T A MR e Ak
Bhargavan 25 NG 18 B A ZII0AEHESE B, IZHESLE T Solidity* 1l EVM*IX PN BHUIE Y5 AL A1 3 3 R 4
N FRHEZE AT VR A1 5, ARSI A& 2 22 4 M Th BE IE W . Grishchenko 25 A7 F* (5L al b &% & BE & 4110
LA W RRREAT T oM, B0 T R s B . SEOR R T 4% )4 % 48 M. Hildenbrandt 25 AU 7E K HE 42 (1 6 i
FHE T KEVM HEZL, ZHEZL T F 1 20 M AN SR AIE 2 RE A Z1FE 7. KEVM % T EVM I H HLH, M 7 3055
PRI, 7T T 0 gas WHEA A B EVM 15 35 G HEAT 2047

BRAh, 3 AT B xR R R HEAT T 2 b, 383 12 T e 2 B A L REAT 2 A . 5030 Permenev 25 AR H
T VerX 75, ¥ B RE S 21 B IR VR BN A PEIGAE, JEHIE T A% EVM BIFF S804 51 3, 454 4R 1
G5, RS HAT IR R 5T, 7R3 55 I8 P R0, DASHE e & 20 I Th RS 8 M T IR 1F. Kalra
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e NI T AR LR ZEUS, K8 B & 2SRRI N LLVM HhiEHE S, AU LLVM HEZE HEAT 3 S R AN 15
S, T L LLVM R EARN, Btk ZEUS Rl SR 2 G 5 W5 HIE e & 4.
344 N 4

R 7 4G LREET I AU IIE R B8 & 2 2 A TR AT B, RO G UK BRI AT B 4,
FARHE R R FATHET . TN I0TE 7 V208 o R e A 2055 30 e FIIE B A% . ARG T R ul | i SCHESE BE %
PRI, AR W7 5 BTG 5 S 22 4 R MR R P AT .

RT TR R B8 &2 L AT v N

Eyit] LR RFFM R G EERFE
o Hirai®" 2017 A5G 3 FIsabelle/HOL
EEEY FEther”” 2019 JEARH 3FCoq
—r. VeriSol™” 2019 PN BOIE T AR5 A LRI 2 1) {35 L — B
Solidifier'*” 2020 PRARTD EI X Solid i 75 4 7 A 20 98 F FH oR Z50 08 IE 199 o 96 31F 2% 12647 B8AIE
FHiE4Rlon 2016 FAIG F B BEA LV FE T F T RR 7 S0AIE 1) R B e FEE S P
GrishchenkoZE A 2018 PG N e ol o cl = P L g
HoAth 7732 KEVM!™ 2018 FAG FETKHEZE SO, HLA Al s Ph s s n sy, R itiir & 2 M thaetk
ZEUSH 2018 JEACHE B IR RN ULLVM, £ LLVMBETIRIRAS I, BAT AT AT etk
VerX!"" 2020 JEARHTD AF RSB I

SE FRAIE B AR R 3G UF J& T T8 2N BS UE AU ) 7 32:, i T AR TR e 208 5, (R R HLI0IE TR A8
% VR A 3 N B AT 58 R EGE, B E VAR B s SR, TR AR IEAATE B AL FREEAR . AN DA R AR,
AT REAE [ B 53 B FNIRIEET BE A £ 42 41t 1) T H 2 T AL AR AR rT IR I 7 2 —.

AR FE IR Be A LB AT B AR A 8 T LA B0 I B SR AE 4L, DUEE HE R G R R A A FR P T
G, (HIX ROV AP R M B8, 10 F*. KEVM M VerX 25 HEZ8{Y 37 #5546} Solidity & ZIMIEAE, KRR AT ERZR
H2 R P S R A BB A 2038 5 O AL B A 2.

3.5 ETHSATNERESHRERERM

F A MR IEANIBAT A RO RT B N R AT 00, 38T 8508 0 M A IR TR ARG i it 43 Hr R 2 4R
SR B SCRY S5 BB IRIRIA U ), 76 Bl & AT, F T A 0 BT ARG DN D7 ¥ o DAVRAR D A5 N, 38 3 ke A
s 4 A IRl 20 (9140 XML 55), SR 5 2T 10 e SO iR i 04T DTG, 33 R R B o . F il s 48 00 &
ST RS T VRN A e A LI 2 A TR TR AT RS I AR 5 A 20 B A IR R PR T AR R AN [R), AN SO 3 T RS i
8B 2022 ARSI 7772343 R P A28 ), RIS T DT IEC AR I 77 v AN 26 0 SCRRAR 75 vk,

3.5.1  FETUCHC AR 5%

LT VLR ) 008 1 Sk B Re A Lo R I R, T XML siA [ s 8 X, AR5 5 s e i
TR R 3T AR AU VT R,

62X D T G 5 B DT P 2 — o ] B B B2 ARG I 792 Tikhomirov 28 Ak % 7 SmartCheck, ¥ Solidity J548
e e R FE T XML b (B3R, 18 FH XPath VR 50 & SCHITRTABLE, AT /2 75 777 IR . Zhang 25 Ny
T T IENRIEVCE AR T A SolidityCheck, X ARSI #% AT TAGRE, IBRZSAT . Sk DA RIERREE, SR
JE BT SEAR] IR R S AL T SRR, X g AT IE ) 2R ik 3UIL .

IR EAE IR FE R, A A R R AR RSO E AT UL S, T RE 5 U 2 B R IR AR . 7R
itk b, i FARREHR AN BACKGIRA R B T 0D R 4 g [ &, Pl P 8 s 1Y) g v D PR T B, B 4 s AR
[ BE. Gao 2 AP g7 T SmartEmbed, K5 URARRIARIE KL R A A BREBANERILE 3 Fioii A L4
K5 B HIBLE, FIFH ARG N 3 AR B i 4 1 i, bLAse i) 2 () A9 B B 45 tHARAD 2 R AR UM, 246 20 5 RIA
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ARG 22 r ARG BEREBARE B R, U324 240 ] i 5 R 2SR R T A A 25 N80 Huang %5 APOSR AR 7
IR H ARl > 75 B v g 2 ek AR R T8, ) RN B U e o i i, R R R 2R T R
T FRTARABLRE, F T 1 R D e s e Ao 2

3.5.2 BRSOy MR g ik

BB U A I NE SR IR A IR P IR B B, iR R RS RBREMBUBIR S, T L By
v & Xt A LI 22 A PEE TR .

5 BTN R — P F BRI o b 7, O AN BB A av5 s R, GBS RUUR A AR R, LA
Wi R e 1 22 4. Feist 25 NPRGE T Slither, R TG 5 0 W RUALHE 70 BRI SRBUR g & 20RO 15 8, A B s
514, Slither HESL AT AT IRTRAGIN . DAk 8 6 HE U 22 A QRS 8 2 LA K A B PR P B AR A2 4. Gao 25 AU
Il Xue 25 NF>'153 5k T EasyFlow Ml Clairvoyance, F) FHi5 & 20 B4 A VR B SELIR IR B 4%, 3583 Tl SR %
PRy e — 20t e, AT 4 e A I ) R . Ghaleb 28 N9 1 eTainter, % CALLDATALOAD %3]
N GMEECE 148 A 1E 975 R, RS S BT IB R AN EOE 145 3%, 080T MadMax, eTainter JG 7 % 280U Bl f
Har AR 28 R 2% 5 22 4.

N Re A 2 BB O R T TR I 22 4RI Brent 25 APIHI Grech 25 APV 5iI#9% T Vandal #1 MadMax.
Vandal F) F 4552 U815 5 Souffle! 'R AIB AR T, 4 7 BT HIRIA R, 77414 O f TS AT A B8 AT 9
JE . MadMax #4331 EVM E 0 MO P R 5, 456 58 T @ 520 0 Y6 A B e 2 e A
B WM I BRI IEPRANECE 254 5645 BF TR U AH DGR

BEA, F2 i B I RE AL 2w R B A 038 S B Albert 25 AU TRy T EthIR, oAk 7 12 i B A2 B, A8
BT Oyente {UARAE Bh % Hhik 1) 5 J5 — AMAE, EthIR {RAFFTA AT BE A Bkt ik, MM 28 B~ A 4RSI CFG.
EthIR itk &, AL, GAFERMXIEERIRE, 3t — 50 CFG Hi R TN ERRIER (rule-based
representation, RBR), RBR AJ4E 4 SACO! V4 #r 2e i N, Fl LAHEWTFI 2347 gas T FES R M. Liao ZE AR T
FRAS 2 MT 7770 SmartDagger, J 40 R e A 2010 RS, G R SRR IR B R FPRES B R B HSE UE R,
REBE R N | I [AVERAR 36155 22 AR .

353 /N 4

% 8 ¥ LRI T H AT BE A L 2 IR 5k 2R AR, Rl DL R 32 BURREEAT 1A,
R R R AT BAT HEFF . #2708 78 B DRI AE AR, B X8 R & AR BB L. Bk, ARggs
FIBY Token [ 55645 24T 43T, 456 Tt € SCHIRTRASE O AR i3E 47k U

K8 TSI IIE R AL AR T ik /NG

g3t} g4 REFEEM x5 T BRHE
SmartCheck!*” 2019 VEAR S & FXPATHULHL
SolidityCheck™ 2019 JEARHY T TE U e3A VT L, 5 FE 5 3 s T sl
JETICRL  SmartEmbed™ 2020 TEARTY RN T7 2R AT e 46 ] 1)
DC-Hunter"™” 2020 AR 38 I BE YA S 3R 7 VE (R U AR V) A S ) OR AR A £
Huang A% 2021 T IS AR 2D R RN S CRG G4 N Il &
Vandal®™ 2018 TS BT IR OC AR IR
MadMax"®” 2018 TG it gasTH FEIRIR, JEVM T AT AL HE 3y v )8 =
EthIR!"” 2018 T HCFGHE g (8], B T4 A 28 HERT 3= R 1) 22 4 g 1
e Slither"™" 2019 T FEARRG 4y ]9 55 SithIR, 45 & 8RS sl AR U R TR
EasyFlow!"™! 2019 T BTG AT, IR ORY 1R B R E PR AR R R R
Clairvoyance™ 2020 PEACHY FREZAE R LA Z MR, I8 TE s ARG SRR
eTainter!"” 2022 T FIFTE B TIE R A A 14 1R
SmartDagger'! 2022 FATY I FH I FE 2 SIS A SR - T R o 25 2R 1 A5 R
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FEFULRC 7 308 8 BE & Z0RE 5 MR IR A o i 1) 20, 40 XML, ] ) 4, 8 7 el 1 &5 21 5
TR AEAT AR AU L. 225 VR T ™ R R o, 24 A BT R IR TR A Sy, SRR SR ARG TR P BB T SR 00 B s
IR, IZRTTIEGR D R PP S LR, BA R A 2.

T TR T AT AL T BRI IR BRI SR 2, 5B T9 s BTSS0I & 20T
IS, A L T2 T VR BC AR DN 7 ik, B S8 e RS B P, (B 2R3 92 7 BT 7 M 0 5 SCIRIAIAE =X, ef A6
IR e

4 HIRESIFNIER

Tyt B 2 22 AR A I 7 VR (A RO B AT A, — 7 TH R S S AR R N B SR, S TR
WA EL AR, HREHER V(4 U7 E RS RN R bR AR 5T A, AT A TR RE A 40 AR TR A I 451
I A A RO SR AT AN a4
4.1 BUEE

B G T LN S SR AR B AR LR, B X T VEAT RO AT VP il i S (A s S 4 . iR To IR TR A28 vl ke
I & Be A LIBHRE 5 A 2, I TR AR 00 008 SR RG22 AR 4. R ARie T Re & 2R BAETEIR
T, 05 Hts Sl et — P bR I A R B AR SR R AN AL B, eSS S mT TR A 45 SR ) TE R PR AT DA )58 %
B IR LIRS AELE, AT T8 G5 2 22 iR U 75 VR 10 I 9 R M Bk BB A5 07 TR HEAT VPANY, APl kan il g v
AET R B & & 200l 55 75 5k B AT 1K) R e 6 20 v, PPt I 5 v IR R0 4

B IR SRS, RIEFRE R T EARRT 8 2 25 — Mgt o8 N Lo fe & 42 BRI, JF
AR A7 45 Tt & e A L0 HATARid. 40 Chen 5 APV ZIE K% 587 AN & L1ikAT T A\ TR, Durieux 25 AP
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N T SolidiFI TH, 45 7 FhisiRFE N BT IR 16 L0k, DAL AR A7 R SRR G R e & 2. BRI T HAR
T BE SR AP AE bR IO B IR IR W] B, AR T BT D14y JEC A A 0 7 V2 5 k.

AR SCHER 3 SO AT I TR TR AR AR, it Fobmid dr . SR, AR BuR ARl DL R R S
PRIt BRI R R 0T, 45 R Un3R 9 Fior. Hod, VeriSmart-benchmarks 1 prdc-contracts-evaluation 55 22 Fh R IR
¥r%:, I CVE. ZEUS. SmartBugs 1 Slither %5, #UR SRR 4TSt
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[115] COOP-SC-Sol-Dataset https://github.com/yagol2020/COOP-SC-Sol-Dataset 21
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[35] prdc-contracts-evaluation https://zenodo.org/record/5512155 -

TeIRTRFRZ: ) $ P54 T M EtherScan. BscScan (https:/bscscan.com/) 8%, XBlock (http://xblock.pro/) 25 [X Hes il
VAR B URALIX BRI, HhAh, H50 B RG240 22 AU TRAT I (4 SR 0 A 148 B CUSCER RS B X R SRR, AR

© PEBEERKCEIFR  htps/www. jos. org. cn


https://dasp.co
https://github.com/Jiachi-Chen/TSE-ContractDefects
https://github.com/Jiachi-Chen/TSE-ContractDefects
https://github.com/Jiachi-Chen/TSE-ContractDefects
https://github.com/Jiachi-Chen/TSE-ContractDefects
https://github.com/Jiachi-Chen/TSE-ContractDefects
https://github.com/smartbugs/smartbugs/tree/master/dataset
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/renardbebe/Smart-Contract-Benchmark-Suites
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/yagol2020/COOP-SC-Sol-Dataset
https://github.com/njaliu/sgram-artifact
https://github.com/njaliu/sgram-artifact
https://github.com/njaliu/sgram-artifact
https://github.com/DependableSystemsLab/SolidiFI
https://github.com/oyente/benchmarks
https://github.com/Messi-Q/ReChecker/tree/master/evaluations/reentrancy
https://github.com/Messi-Q/ReChecker/tree/master/evaluations/reentrancy
https://github.com/Messi-Q/ReChecker/tree/master/evaluations/reentrancy
https://github.com/kupl/VeriSmart-benchmarks
https://github.com/kupl/VeriSmart-benchmarks
https://github.com/kupl/VeriSmart-benchmarks
https://zenodo.org/record/5512155
https://bscscan.com/
http://xblock.pro/

BRF & b2 R RSN R & 2259

W% 18/, 40 Durieux 25 AP % Google BigQuery A EtherScan % B & L14HY, ¥ HITVRAE GitHub “F &
(https://github.com/smartbugs/smartbugs-wild); Ren £ A\ P*[&@#£5] H] Google BigQuery Fl EtherScan W8 8 fs & 148,
1, K 2% E 5 H 44 622 1 IEARASTFIRLE GitHub “F- & (https://github.com/renardbebe/Sm art-Contract-Benchmark-
Suites).
4.2 FNIERR

PEAHE b A A R I v R TR R AR . 7R B8 5 2 28 A U TR AR W 403, AR PPl I 5 R B B R AT
S3 IR SR, BRI SGUA M AR B PPN PR AR R DGV AG I 45 SR B PPN FE A

AR I R A VPN Fba P BRI 7 R 70 3 M RS B B A A 20, 81 ARG R e 208, 7 s P00 )
FERT FETEARL M R A, AR I %o G N SRR 0 465 SR i b 1 s T, R R I 7R 6, 3R AR g vk (R s i . 7 5 %
FRAER AN 23 A i 72 v, R AT BT 5 DA 20 A BB BAT (0 28 T I 0. 78 5 28 v, R WA I 7 v BR A T, R T
eI IR IR

SR 45 SR PR T8 AR P R A 45 SR 15 5 B U, Bl R . AR FLE"RUE Auct
& R R (Accuracy) BES EWLHL PEA T ARSI B8, 1AM 28 00 =, =R WA VR RO I &5 S 5 S8 kil o

RS A A ) Pk

Accurac b L (1)
C =
Y TP+FP+TN+FN

Hdr, 7P, FP. TN F1 FN W5 10 (IR ERE M Fis

R0 FHEE A 2 AR TR DI 25 R 8 AR

ST
Rk
HAR TR AR
TEHEIRTA TP rr
A EN il

TP: K& SN AR 22 4T, H RS LA E AR TR B Re & 203

FP: il 25 B NAFAE 2 AR, (H B SHE AN ETE Z AT A e G A 80

FN: R &8 SFONAAFAE 2 AR, {H B S E DUATTE 22 AT 1 B & 204U

TN: k25 RAADAFAE 2 2R, HESHE O AL 22 IR T I & fe & 250

F1 {HR %5 H R UER (Precision) 1A B2 (Recall) WVEAN 18R, T /388 (BN RE & L2 B A (E
LAY B VPRI 75 v 00 2. R E BRI E AR AR ) A 3) Fions:

TP
Precision = ———— 2)
TP+FP
TP
Recall = ———— 3)
TP+FN

F1EMTEARWMAR 4) Fior, F1AES S, RFGEERNE S L2 R ERFENE S MNEA 1711
LTS
2 X Precision X Recall

Fl= ik 4
Precision + Recall

AUC (area under curve, H1£E T ) #§ ROC (receiver operating characteristic, #5034 TAE4SAE) #I2R T [ THIFR,
ROC [ ALAR A B BHME 2R (false positive rate, FPR), HAAFR N EFHPEZ (true positive rate, TPR), FPR F1 TPR 11t
BARWAK (5) A (6) . AUC HIMERE R, 2 922 AR BRI 25 S8R5 31 S A 175

FP
FPR= ———— 3)
TN+FP
TP
TPR= ————— (6)
TP+FN
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5 REERE

B A Hl T a5 % 0 B B K 5 R R, X BB ARZ T A Tk SN2 R SR TR L B RS AR R X R
B G EME BB 7, ReSREA B BT, ST EE . B B TE 2 M, HIB R B RRIZE R T
KRB W EE SRS B eG4, TG AR T, WA BURIEE B G 42 42 H i3 TRAME B
T A AU A AR R ) 1) R A SCUER AN AT 1 5 e B 20 2 A TRIA RS I AR DG 1 SCR, RS R S . RMLAIX
PUEE 3 AN E DO SN 41 Fh A BeA 20 R AIRIRRET 7028, H5 BAA AU IR IR E — 25 134008 13 Fhi iRk
BRICER O R R & A 2 IRIAAR N 7750 RS HAT . BRI, Hlass ). TRAULIRIEFIE S 04T 5
FhERY, AN T SRBUM T E R JE AR Rl B RRRM.

GEA AR SO R e A R AR AT 7T R R o BT AR Y, H AT e A 4 AR R I TAF A T4
BAF IR TR I 77, e S AT BERIIINRI RS 70 A 55, W AT B OE RS 5 B TR & 240, SR, BB B
BRI I EATIANE 583, AR SO AR B S 07 A T~ 8 SR

(1) H BT AR AR 32 BG4 20 22 A R T, T M REAR DG IR I A T R U, 491 an o] S W Rt
PR gas VHFESE. 1X ZRIRIA RIS 2 B2 B RE & LIS 1T BT W P2 22 A T AN 38 D0, (B R AE SR 2
G R B A A dr . FRRE LIS M 1 BUE A B BRIV A, (R  AT RS It IR 22 A IR ) RO, 8] ik
SR BRI TAE A3 P REAH S IIIRIREA TR, LT O S50 4R H BE AL NS B8 & 2 Sk 1 Y SR 1L 55

(2) B BBl AR 2 B X DUK S Solidity £ REA 2, S/ X HAb P & 8iHAE S 95 & 68 & 20kl 1T
E, 10 Linux 34425 KM Hyperledger FFR X BRI H , HSZHF Go. Java B¢ Python &5 S 45 KR BEE 4,
WA XX L 5 14 B & 20T 22 TR AT I 1) TAR S D, FLf &1 36 F kA7 IR A5 SRR 2 JE AT A2 T
{E. Chen 5 NPV 5 38 W, /F StackExchange 1 & HA7/E b T2 T HAM T & B RE & L0 % 4 1) T 8. Rk
BRI A AT S IR A IS IR 0 R, 556 IR IR FEARE B ER AR DGIRRS 2, SR 5 R 8 38U U7 vE vt H Atk T
BB Re A QBT 2 A RIRATI. B 08 TN 2 AN B R @ R i, — MR T ARE & RIS AR
A AR, B R M BRI 7, S — ] DL S R e A A ARRE R S R ENE S BOh R RR, 4l LLVM.,
AST 3% XML %5, FR4F 0T J5 1) ()38 5 3T 2 IR AN, 6B h eiE S T CASLElEs 2 MR R A LB S R
AU, AH 7 R BOR R R A I 4 o R EHE B R T ORAIEE S — B

(3) KE o Harill T B Re & A TR E AN, I E N RENSTE LUK Y h B B I, ddid =1 4
A A Ao B R RS TR AR R I 22 A ) T B TS & 4 1 BT AR, B R,
EVM AT 5 7] BE 2 AE R 2 7 1TSS S, 91 ani A I BME I ek A IR B AR [BE 0, S BUR EHE R & XS
PR TSR, AT BORIFE, KRB E Rt S TAE R B EVM 1847715 5 5] & 1) i fE.

(4) F55 PATE L > BT VR RE A @ AR, FIF 755 A NPT R Re & A8 e, TR I i A2 R 8 R B 12 4
W, I AR AR AR R AT AR, B SR S RN AR, 5 Java BRI AR, DUKSE LIS 41
e H A 2 B RS W, 75 AR SR, X RS BAT I AR A 2 A R ) A o s —. A, TR
A7 (R ANHAT B A Fa U, FF 5 BT TG G B T 00 S 2 Bl T 42 2 -5 35000 s 0 R I o 0 2 3 A1
S ir) . Oyente R I B Z3 SR AGH 8] R FHI FE &5 7 2 PR A 00 6F 8] 78 T 42652 10 B, (R 6 S BUR R B
A IR 7715, B Manticore 4412 B A 75 AT XA LR REAT /- BT A, SRSk 7T 25 FELE 55 AT K H
Bl 44 1077 3, Wl B AR5 AT WAL R BRAR I AR A, DARMREE AR BRE M L. IeAh, RSk AT 2545 &
RS ATHIR, 15 B s o M IR 15 FT BEAZLE 22 4 A ) ARRS AL B, W H EONRF S PATIEFE M B A B bR, AT HE s
oailEyeEss

(5) AR e o+ g X PR IA BT, 0 Re A AR 5 R AR I AT & 2, B R IR BRI AL I
AT XA ) A 00 B R R, A8 T A AN L R SR T, B AR 5 T LTI DA i . — 2t
TR AN K B 2 BRI, AR BASRII J5 15 7T 28 £8 N7 SRR i I RS Y, B0Re) E BRE 28 X 7T B A A e
T IR AT RN A SR T 45 SR 2R A B v W o AN — R B A R TR R 0 B 0. RSk (AR U
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R AE AT 25 RS A o] vt R0 P 812 F e P 81, DA e SE TR 2 RO PP AR, AT B A Rt & DA Bt b,
I e 1) 5 RSORS00 R 7 92 A R SN 5 T S AR S, SR SR AR 9 A T x4 4 2405 SE F) Tl IR R 22
A SRR DT 72

(6) AHELT HoAth T3, JE T HL&R 2 2T B0 e & L0 AL 77 32 A AR A A T E M IR B (EL R824 2, T
HOR IR 2 5] AN R AE TR W] AR, JCAGHIN 25 SRxf IO IR A sl N BR3R pHBL (A S AROR AR AT 2 iy i
T R B 6 A L ST, R P AR S AT D 3 o RS R A I 245 2R, 81 2t T A7 LR TR TR A QRS 7 2 55

(7) TESACRAE R A 9N, S b e T A IR HE S0 B e 5 0 PR AT 2007, (A AE T eS8 I &
YU AT RE R IR, TSR BUIR. E30 0 T AL BAIE T VERE T A T U BIEAE ZL, e B VIE ) 38 BB AL 56
UEAS BEATYSIE, TR BE & 2085 Fr e HON T sCUAC B EHE 2 mT 050 dan A\ B R b AT RE S B0E Sk R BB B ARK
T8 A IAIE J7 12 7] 2 1) S RE 0 SRR B 1R 8 e 5 2015 SCROHEZE, sl i — B30 E DL ARIE SRR & 20 S el e
a2 aiE L Dhe R AERe i) — B

(8) B A AT IE H AEACHS M s, B TS AR GRS 5 i AR 2 1) AR ALURE, BGE R 8 S Hr il 7 ik
RAGTEFPAS B, HITRE 5 A7 AU 50 25 20 A D0 n R A 8 A e v, (B8 T T 1] 1) 2 T 2 AR A TR ) E T
P, A B AR LI VEHEAT 730, BRI LA B e A IR R MR 1. ROR AR wl A sl A I 7 iR A 9 i S 0 i g 4
78, R ERES TS RBAT TN, AT FEAR IS RAN IR,

ATCHTEL 78 B8 5 20 2 AU iRAS DN A F TEHESE, R AR SCHR b MBI BE, IR IRgh A A 1 B R
TT53E, R e A 20 % A UK i 7 [ B 1 R B, A B RE NS 9 R R B U 4R 2B A ).
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