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Abstract: The transport layer is a key component in the network protocol stack, which is responsible for providing end-to-end services for
applications between different hosts. Existing transport layer protocols such as TCP provide users with some basic security protection
mechanisms, e.g., error controls and acknowledgments, which ensures the consistency of datagrams sent and received by applications
between different hosts to a certain extent. However, these security protection mechanisms of the transport layer have serious flaws. For
example, the sequence number of TCP datagrams is easy to be guessed and inferred, and the calculation of the datagram’s checksum
depends on the vulnerable sum of the complement algorithm. As a result, the existing transport layer security mechanisms cannot
guarantee the integrity and security of the datagram, which allows a remote attacker to craft a fake datagram and inject it into the target
network stream, thus poisoning the target network stream. The attack against the transport layer occurs at the basic layers of the network
protocol stack, which can bypass the security protection mechanisms enforced at the upper application layer and thus cause serious damage
to the network infrastructure. After investigating various attacks over network protocols and the related security vulnerabilities in recent
years, this study proposes a method for enhancing the security of the transport layer based on lightweight chain verification, namely
LightCTL. Based on the hash verification, LightCTL enables both sides of a TCP connection to create a mutually verifiable consensus on
transport layer datagrams, so as to prevent attackers or middlemen from stealing and forging sensitive information. As a result, LightCTL
can successfully foil various attacks against the network protocol stack, including TCP connection reset attacks based on sequence number
inferring, TCP hijacking attacks, SYN flooding attacks, man-in-the-middle attacks, and datagram replay attacks. Besides, LightCTL does
not need to modify the protocol stack of intermediate network devices such as routers. It only needs to modify the checksum and the
related parts of the end protocol stack. Therefore, LightCTL can be easily deployed and significantly improves the security of network
systems.

Key words: computer network; network transport layer; chain verification; malicious packets injection
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UL, BENLAL 1S e R AR H R UL B0, Linux R 480, 68— 4038419 ISN /& 1 28 %X siphash_3u32()
BHHLAE BRI, 12 R 5010 555 a5 2 — 3 T LA 28 R hash flooding filf 3 ] 8 P,

@ Alice [n] Bob & TCP G LI K. Alice 1558 K%E—A TCP SYN $R3C, MILIIH AN checksum F- Bl
h checksum_SYN=hash(ISN, SYN), S-H &3 hash() /&% R SCHARE I 73 AL VIR RE AL AL ISN FEAT WG A5 F 1K R 5L
AR DIB 2520 iy 75 59 BV &k, 495 % /3 Alice 21K 25 ¢ Bob i i 77 1) _E, 85 1 AN SC IR I6 Al
checksum_SYN.

® Mg w3t Bob ZERMCEIZE 1 4> SYN R-3C5, HEATHAE. R B EL hash() b A HhA76 O LB LA (R4 R
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SO EEAR I ISN) R0 SYN RSCEARIR 4y, FATHAAS VL A RS RS TR 5 I checksum_SYN,
DR SR A2, B S, A IN A7 6k checksum SYN F 7.

@ Bob K ik N BRI SYN/ACK, RSB checksum T-BAY checksum_SYN/ACK=hash(ISN, SYN/ACK),
checksum_SYN/ACK 37 [R5 25 v B2 7 i B oy 1) b, 28 1 ARSI SR,

® Alice FEATYTIE, FFAHAE it (19 I = RENLECRIZ WL BN 1Y) SYN/ACK 3L, BEATWAAS THEE. SRk S 45 R 46 T
RS HE IR checksum_SYN/ACK, WIAR SCIEAVE, HAR SC. RN AE6E checksum_SYN/ACK B AHE.

® Alice k1% ACK 3, LI I AT BUE A checksum ACK=hash(ISN, ACK, checksum_SYN).

@ Bob BHATIAE, F A AEE I checksum SYN FIIEW B ACK i3> HEATWE 75 1158, 45 45 B4 T
checksum_ACK, WIHWHRSC, I B A2 checksum_ACK.

Z Uk, TCP R 5.

© M5-7% i Bob 1% ) i Alice #EREEUE. Bob KIEIR X seg;, MK AN T B AH checksum=hash(ISN,
seg;, checksum,_;), o1 checksum;_, FRIR55 2 i A7f 10 R 45 %% 7 i 1) E— AN RS IR 56 0.

i Alice BEATIGAE, I FH WA Ay BIE S AR HAE G 1) checksum,; | FAFENC R IR SCEFE T 5> seg; HEATWE A
TR, WER TS RS T checksumg, WIHRSCNIEAE, B SL, IR BCHAE# checksum; B4, & T HO-,
H 5| Bob 1 Alice 2 [ K A5 1L FE 45 . Alice 153K 521 TCP #:4%, Bob #iiA 5, EE#E< 1],

T BRI, 42 M IE R XL, Bob 4 Alice RIZHIE RN, Alice T fEth 245 Bob KILEHHE, Xt
T Alice El Bob J7 [ [\ SR, 4 xCIAIE ) 5755 i e se A R], DXOMAAE TR 3% 77 2 Alice, SiiF /7 2 Bob.

FOJ 1 4 T 3T LightCTL ZE % TCP HRECAS SN (1 b B2, SV (¥ A 240 75 2 S 2 75 e 3 A —
A TCP 43 seg, seg TAE T 12 FAT MG 38, BIEMHHE—A 16 A8 RIS A, 15N M RTR L seg 1
checksum {8, TFE SR 5 EAEABALIR LI checksum {207, %5 BAIUE A FE A 0.

E3% 1. LT LightCTL (% TCP 3056 AL .

N A DRI TCP L seg;
Bt —A> 16 ALAR R G A {H.

WIUEAL: key = ISN
1. if seg is the first seg

2. seed = seg.length()

3. else

4. seed = getlastchecksum()

5. seed = odder (seed)

6. seg.checksum =0

7. if seg contains an odd number of octets
8. seg=padding (seg)

9. hash = 5381

10. foreach 16-bit word ferm; in seg
11.  hash = hashxseedxkey+ term;
12. end foreach

13. write (seg.checksum, hash)

14. store (seg.checksum)

FRATDOS 13 Ty UL e Ay L AT T S BR B E, PEA IR ML) DIB WS A5 VAR TH AR SCR IR M3 5 R,
FCPURERE B8 A vE ST A5 D5 A0 T HAR SR, I IRATRIT T DIB S354E 4 LightCTL (WS A5 505 (5 A R
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H i B AR B AN VP4 A WA 3.1.1 7). 158, T ARG, AT E TCP HERMAILRIT 45 ISN 1E 4
W B key, SR, WERREAEIN bR SCIAR G AN A WE A5 P T seed, VERE, WAL AT SC %07 ) BIEE 1 AN
S, ATERE M AR A B A MG AR T AR5 DIB WS A5 SR I EER, AT A A5 AT A 0 A 2, Sk B g
I AT EL, 10 SR IR A P T 455, TRAIRIU AR SC T checksum F-BEA 0.

PN B 2 AR S R SR IR A U B RURRE. 0 S pUARSC I RN A BB T, A BATH R SOEAT L 7,
HEARSCRRIEA 1 AFAT0 0. 285, BATY R T DIB WA A L%, £ 0RO seg FHIRE—A 16 {778 & term, , Wit
VW F T seed TN key WA hash ZZBAHIKAATE, I 5 term, AN, S 0T 8 H M RTHRSCIING A5 1500,
TRAZAE hash Z 8 b . 55 B35 NBIHR L checksum B R, RIS A ARAE, AE4E Q5N — ANMROCHI S A AL 500

RSB E Bl LU, Be o R FH B2 2 SR SCHEATIRAE . QS vh 5 H 18 2 R SCna A A B A B 4R S b g
P2 365 R BB DG L, IS B 0 S S s il A 0 it R 6 3o A f, 9 L0 ke v e s B et e AL iR 3L, A
AAAEHR ORI AN ARSI T — AR SCH. TR, T e R sr, 545 R ik o i I A%, B 31— AN r i i 6 4F R 4R w4
W, Kk ACK RCH B . ACK 3R SC A AT+ 5, R 55925 1.

Bk 2. 3T LightCTL (1) TCP 3R STR G FIIGAIE.

A EAWCEI) TCP KL seg;
B TR

WILEA: key = ISN
1. if seg is the first seg

2. seed = seg.length()

3. else

4. seed = getlastchecksum()

5. seed = odder (seed)

6. checksum=seg.checksum

7. seg.checksum = 0

8. if seg contains an odd number of octets
9. seg = padding (seg)

10. hash = 5381

11. foreach 16-bit word term; in seg
12.  hash = hashxseedxkey + term;
13. end foreach

14. if hash == checksum

15. accept (seg)

16.  store (checksum)

17. else

18.  drop (seg)

UL, R SE BRI 2RI R (90298 R R 2B W ) A5 W), TCP B SCRT e R 2 3 it S A 0L,
B RS ER S EEMRSCRIL . ROCRNEFLR. #00X 3 SO0, (5 B) 1 TCP MRSl [ 3 8 . ) FE44 4 s%
¥ 1, LightCTL BEMSAR I M 5¢ B AR IR T E. 155, BEXTER 1 SO0, 4R S0 KIN, TCP PR e I AL AL
Sl bk v ORTROE TR MIRSC. B UL, BATAESEIL LightCTL I, R A5 8845 & R IR SCR)IL S, R )5 1E TCP
(K)-HM D A7 PP P S B SRS A BRIV RT . BT 56 2 PR o0, 20 RAT A% 5 IS ) B SRS RIIE, A TCP il &
WA P55 LI TSRS E ST, X AL 509 F) LightCTL R CTT SO R 128 3 R, i SR A .k 2k
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THLFF, LightCTL 23 7E TCP socket 3 A7 11 6 A7 FL AR SC, ARG P A5 05 B e 40 SC IR 254 . A5 P se )ik
S BRI SRS IOAS SRR, SR HEsc 4y B2, X B 5 TCP Bl i i tEAI ) £
24 NABE

LightCTL 1] LAE) 2 & 2T &Fh N 37 53¢, byl 5 DU S i 2 A v OR4. St i e 284 (10 o 28 T e AR (1Y)
on-path BUhi # H off-path B #), FATXS 522 100 N 3 5% 2 B A s SR gk AT 43 B i A

Wi 4 Jros, TATHE TCP RSS2 % i B3 AT LightCTL 22 4B IALH. TCP k%545 0 % F ot fit
FREREMIRSS, WE BT WA RRE . IS S5

T 5EAE on-path [ BLdi s 5, Bk #4715 P i MR S5 2 R0 A5 A2 L, Db Bk & m] DAFAAE. T RE
% i b JIR S 2% 18] PR LA R SC. AR A R, Mo MM SR B T IR S5 SR N2 i (6] 1) TCP #3C, BIn
e A E M AEN— AN RSCR  , BUE SR T IEM S RS NS, R T B A A
JIR 45 25 12 7 i 22 ) RO SCRS B R AR BB AN — 2 IOV 75 25 4, T DALl 2 O 6 (R0 S0 AS B IR 30 3 4%
Wit PRV B0 470 N B A5 e, el

T R AR BT R RO R, A4 SR DR S BA BRO B, B TR A IR S, & RIS T
TR ST B H R B0 (B AR S 5 IR AR S AN VL I, S BOR SO R 5T n, W R B AR R I AER L,
W2 TCP A 5 [ B FARALH, PRIUE T & 126 3 o 23 30 15 4R ST £ 366 B4 i . BRIk, X T on-path 8B A Biti o,
LightCTL figf 1R 4 s fdr TCP WA BU5 1K Hdh A% 4.

il s iR, AT off-path JERY B T, BEARMEIR I 552 B 7 it 2 B 1) TCP 3442 58 in R o 753l
JIMSAY R, BU AR i IR S5 45 (A5 B 40 b, OGP, W RME o5 7 it 55 IR 45 45 1) R S AR B
E DR 1)) & S B U I Bl DI [ By 49Vl [ B =S G T A N A VB R M B BN 3 L oA TI I E -8 & '3
BN, DRI, e B AR TCP 3L, 2R H TP 43 Fr BLXUS 1# TCP L, #Hs i alion 2% 3% 1, LightCTL
W] LUAR I s AR A off-path 28700 fr) 9 2% M ok

SYN SYN
SYNJACK SYNJACK
ACK ACK
checksum=hash(seed, seg,, checksum,_,) checksum=hash(seed, seg,, checksum,_ )
----3\1---- HEENENENENEEN
TCP W% % TCP % /'3 TCP R4 % o TCP % 13

/.—-/ ““*L_w 6
/- ‘ L§§@§)
@ = & A AN

Biti# Y&
B4  on-path TR 5 off-path %% Jili fi7y

3 SIS

BATHE Linux WIZRRAS 5.0.1 LSEILT LightCTL, J M 224t FPERE W /7 T LightCTL BT T ¥4,
3.1 LightCTL SEI}

3.1.1  hash BEGER

WG 7 R 004D 5 AN ) R AT TR S )00 S 3804 PR B2 (b, T BB T 40 2. Ak B s e 0 o 2
R, B0 5 bR HORI AR B R 2 W 75 R 5 ). BB 20 75 R A (i SHA256) AR K BE AT AR, I HLA EL i 25 1
SN A PR BT S SR A PURESEE R 1, (LT R 1 RS S B N A RRR I . 26 A SCHR H 1Y) LightCTL AL, T
WA VT BRI AN BE [ 22 Ch 2 B8 48 MTU Y31 TCP #RSCK ), F B85 I NASMNMT A fe = A2 85 5 1 W 4%
SEIR, [ PR AT Tk S B VT i BILAE 9 28 4R SCAR fandz = T AR 2 A0 27 e A5 R B0 1A R I ol ek 1, DR T
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PLE 3 AR, AR T AR S 2 (K 5 BBV Ol LightCTL (13565 o6 8. 75 S5 W 11 42, LightCTL AL G+
BRI AR A 2 ] P — 114, 5 BB A W) DA TR R S A R 0, 20 R FH B 24 TG A5 eR B

FeATT6E 13 Fhws AR 69 2404 75 B 8L, B BOB, OAAT, Simple, SBOX, TWMX, Hsieh, RSHash, JSHash,
BKDR, DJBHash, NDJBHash, DEKHash, APHash 34T T 43 #, FATAMERERIPLBLF E ) 2 AT, XX 13 Fh
BRBGIAT TAF 406 . FeATT6E 10 000 ASBEALAE B 745 B AT G A5 4, XM 745 H I BEAE 700-1 400 52
) (TCP 4R 3L A BEE B AL 1500 7-717), 2R )5 20 A e s v S0 I [ FRIEARE P R %2

BRI E, BT 762 BIBENLA LK FE R 7001 400 45 (A4 8, TR L% 10 000 AN 75 5, 2R 5 4R
R FBATOVE— RIS A R, BASTER R PATRA IS, B AR B, RAMG A v, FATLURER I A e
BEZTRH . BERMG BRI RE RIS 1), LASCR AR (A28 (RIRIERE 72735 B 130 8 2 77 5 5.

A 6 FioR, B4 K 700 AT E] 1400 AN, LTI 17 5 500 K6 I 1)t kH S 189, 3
' DIB W& A5 BREOE K AF >, N 52.7%, 1T AP M5 IR K A3 52, N 100.9%. XF T 700-1 100 =K HIHN,
KL K75 BR BTN TRTAR7E 15-30 ms 2 8], Horp DIB W75 5 B0 o S0 A1 38 0 B0, T OAAT WA R B
VA ) B 1.

R 7, BEE R R A 700 ASTFTE] 1400 AT, WA R MR R AE 0-0.1% Z 8BS, 5T
KRELE 700-1 400 T I FTE 745k, DEK. DJB. BKDR. Hsieh. OAAT W7y B 5 B0~ S REHE M 255 /8, £E
BA s, A IX 5 AN B AR, 10000 A~ F 55 B SPIUR A 3-4 YRR,

=@ BOBHash SBOXHash ~—@- RSHash DJBHash =+ DEKHash =@= BOBHash SBOXHash  =@= RSHash DJBHash =+ DEKHash
OAATHash =@~ TWMXHash == JSHash —4— NDJBHash APHash OAATHash =@~ TWMXHash == JSHash —4— NDJBHash APHash
SimpleHash —#= HsichHash =3¢ BKDRHash SimpleHash -#= HsichHash =3 BKDRHash
80 | 0.10 F
70 +
0.08
L —~
_ 60 <
2 = 0.06
E 50 } ¥
= 2 i
£ 40 t B 0.04 -
[=)
30
0.02
20
10 L —

700 800 900 1000 1100 1200 1300 1400 700 800 900 1000 1100 1200 1300 1400

TR (7) TR AR (77)
Bl6 s e SR REXT LL K7 A B B SRR 0] B

TADRX 13 Pl 7y R EEAT T 27501, S5 IR0 2 o, AN IS A BN SR-5 493 20 th ook SN I L bR gR
R E D HILL IR, KPR, 450K DIB WA o N PUREHE B8 0 S 4aAr i, B S P85/,
PIEBATRHAL T DIB 534104 LightCTL MG A5 574
3.1.2 Linux RE5H

7F Linux 5.0.1 W%, TCP 4R S IR R AN, 2 1 BA $X csum_partial_copy_from_user () VB AR, 7E 1% B
b, <5V BREL csum_partial (), X7 H P A8 (W 3008 EAT B NN S v 5, 2R R B0 A DR A B HH s S5 K. R )
Ei R MEZN LI

unsigned int csum_partial copy from user (
const unsigned char *src,
unsigned char *dst,
int len,

int sum,
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int *err_ptr
)
{
if (copy_from_user (dst, src, len))
{
[ DURT 7 223 (B 0 20 9 A% 25 R)*/
*err_ptr =—-EFAULT;
/* bad address */
return (—1);
}
P P EE R R, IS B B skb—csum %/
return csum_partial(dst, len, sum);

}

HET AR EE 1, AT 2L csum_partial() HEATH R, JE AT TCP R ST IIEE A A 156, A et ST
F, FIEFE B TCP RICLEM checksum F-BLH.

static int tcp_v4_checksum_init (
struct sk_buff *skb
)
{
MBI TCP R SCHI LA 15 2 15 IR/
skb—csum= csum_tcpudp nofold (
skb—nh.iph—saddr,
skb—nh.iph—daddr,
skb—len,
IPPROTO_TCP,
0
)i
PR R 3 S AT AR/
if (skb—csum)
return _ skb checksum complete (skb);
/* bad TCP segment™*/

return (—1);

TR R Y TCP S, U7 25 ZAK T pR %X tep_v4 checksum_init () X35 SC AR 36 FN AR iR V8, I L2
AT checksum 7B, FHAENEBOZIRSC, T W EFE. BRECREMRREWT s, BORIR A 1 3657,
FEEN TCP LI E MBEAT WL RIS, 4 Oh 1 SR AR IS AR, P58 A e84k skb_checksum_complete () 5%
OO B A AR . 43 P AP B E RS B0 A0, 7T LS R SRR B 1 e R A 1 P O i R SR AN, B4
TUIRE S TS 2 D AR AR B A R B, SR AL PRI, BT RIRFRATER S 2, RANYRE T R Bk skb_
checksum_complete(), 75 #2800 6 0% A6 BT 198 B A0 NG A5 150 36 10 o 2K, TR S 1900 ik 9t o R 5 MR AT 22
AY0UE, B T B AN
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R 2 hash BESEA VIS

I 75 P 18] (ms) WA (%) PERETS 2> PUREEPELS 2> LRy
DJB 16.67 0.0413 1 0.939 0.97
DEK 19.68 0.0388 0.846 1 0.92

BKDR 19.58 0.0413 0.851 0.939 0.90
Hsieh 19.85 0.0413 0.840 0.939 0.89
NDJB 19.69 0.045 0.846 0.861 0.85
Simple 19.50 0.0488 0.855 0.795 0.82
SBOX 19.52 0.0488 0.854 0.795 0.82
BOB 20.42 0.0475 0.816 0.816 0.82
RS 19.68 0.0525 0.847 0.738 0.79
AP 31.21 0.0475 0.534 0.816 0.67
JS 22.98 0.07 0.725 0.554 0.64
TWMX 45.60 0.045 0.366 0.861 0.61
OAAT 62.08 0.0413 0.268 0.939 0.60

3.2 REIFE

LightCTL AJ DA Ky —F LA ) 22 A i ML, 0 B0 & A LIRAE R A TCP/IP B stk el w4 —A4> TCP
B FIARSOHAT 2 AR, SRUFIBAE XS M2 4P, A0 LightCTL (% 4P Se 3 AT 50 00F, P L2 A5 A
BB 4 1 2 R R 2% it RN FRAT T4 LightCTL 5 HoAt A& 40 2 22 WL HIHEAT 4 b, Jn3d 45 5 JF )3 TCP
MDS5 EIN . F2E TLS HUHISE, 56 %5 L VFAT LightCTL 92 2B BACR, VEAGE R ank 3 fior. Hor, <@gkl
DAHEARIGS B Bk 2828, A ARER AN REHCAH.

#3  LightCTL Z 4B SR Al

B g B LightCTL TCP MD5
ity e WO —omin meokiE | mOWER | meRiE .
1 B TIPSy v i iy B off-path = 2 i 2 2
2 FETHAR IR S Y Y off-path 2 2 [ 2 2
3 FET 9 T4 S 1 3% 12 BE I off-path = 2 = = =
4 P A CKAR 3 i T R off-path = a3 = = w
5 LIPS iy on-path 1 2 = s 2z
6 WICEK on-path = = = = =
7 WG R ET on-path = = P = =
8 SYNtZ Biiti off-path i i 7 1 1

SIS E W 8 . Web server 725 client HEAE7E £ 1K) Web k45 SSH server 4% /7 client $2 i
T SSH # 4% 45. Web server A1 SSH server [ EHLEC 4 ARM, Ubuntu 20.04 #:4F R4, LAK Apache IR 25 2% #44
FI SSH R4 #% . Client B9 HUECE ) ARM, Ubuntu 20.04 345 R 45, 485 TCP MDS5 HLAIHEAT®F LI, i+
TCP MDS5 JETAE Linux PR EATERIATE R, BATEHECE T WAZ G R IE T2 5 ¥ R, 425 TLS MLl
HEAT ] Eui, AT T0F Apache 4524 FL B T AR SSUETS, B0 T HTTPS JN#5 5[ Web $ds.

A W R B eh AR FRAT1 43 T E on-path AT off-path %55 N, JEAT 7 S50 50AE, VP4l LightCTL (1241, ¥4,
FATHE Web server IR #5 70 client L33 T I0A1HY LightCTL 224Kk, BP9 i L HLC & 802 Linux 5.0.1 W%,
WA I TCP 3R SO I ALH] Ok FeATTY e 4. 78 TCP %5 7 5 M TCP RSS2 2 [ g 37— 4% TCP ¥, 7E kA1
ML, AN T — 4N 12 19 HTTP 18145 &1, 642 H—4 TCP &Rk, — AR B A B
IR S5 B AN 25 s 2 TR 38 A . AT M e Bl 4 B & TR BCE A8 ), A 3E: Mok & nl Ug47 95 1P Hh
HEPhiE, Dh 2 i 2 F vty ml B 25 8 B 9 o 5 BBk o o ARSI HE R 45 4 R 5 P g 2 7] TCP 2 A7 A Mok 5 al A
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B 54 % 0 2 ) TCP RS0 43 Py W00 T80t T BB 8 25 0, 68 14 TCP 4L 070 5 A

Web server 1

(Ubuntu 20.04+Apache) .
\ Client

%\ . (Ubuntu 20.04)
B Mbig
SSH server
(Ubuntu 20.04+SSH)
=5 . 4

B
8 LightCTL ‘4 VEPEAL S 30 46 41 1A

FEJRA Linux PAZ R, W SR B B4 X 26Xt fe J), nTLARIFH Scapy FER%EMhi&E TCP B 4T off-path Zfi,
HIAEFE TR SO BB W Bk vh, Bodi # A 75 32 1) SSH server 3% 4 TCP RST Bt Al K; SSH % 22 B .
AR BATR A FIFET-BOW B2 T LightCTL B ML EHLEAT 7 80h, Joie Uy s 5402 5 %2k, BBt
W45 I, IRIA Mook i N RST OSSR LT, W FFFf53 T TCP MDS I TCP &i&i &, H AT E
BRI R AR MR IR 0T BedbAT D48, — ELGEAE A5 5 M B AL, BUds & U754R v LAPhis H TCP RST R SCPH W iZde 4%;
XFFFIE T TLS AL TCP &1k 5, H+ TLS Wrist U ARAIE T L Z Sl L2 M, 11 TCP RST R 3CAEH
FARY 2 A G, 15K 0T DL E BB Wi B2, BRI E vk %

FEFE T HRR S B e b, FAT XS T8 T Apache 451 Web server 347 H0ds, B B R % — 4
PhiE TCP Hi B, BV ATRE O v R N B2 7 o, AT 2L 2o i 5 3 (1) Web 508 9 25, i R B AT TR H TR T B,
SFHRE T LightCTL B AHLEI I EALEET T Mok, ORI AE 240 2 15 M, SR Mo 3 2 2R, DA Bt B v E N
TCP L E b, B LI T S, 102 b R 56 1R Ik BT R B3 TLS In s HL B REHCAZ B, T
TCP MDS5 HLiI U B8 7E 25 FH A MR (118 L T Re g .

TEDhIE ACK B sl R ki vh, FeATTH I8 T Apache Ik%5 1 Web server HEAT BT, Bl Ki%k £ 4Dyt
TCP ACK Bk, $ZHr Al Edis, s m il (54 M RTT (. FATFEAEXS 858 T LightCTL BA AL 1 AT
T By, To VA T IR, SN A o H S S, T s S PR BB 8 P RS U IR, TLS s pLsl
TPz, 1M TCP MDS AL A5 75 2§ A it 1A 155 D0 e 62 19 4.

HERET 1P 23 B (R s Yo B b, AT IT S T Apache R 2511 Web server #E17T Moy, Bods % AN HANIE 24
A TCP &R MW 05 P15, NE&SE, NFHE EELANER P o FEdRa. J8A70 7 Fithid sy
AR i R AR AR EE AL, BRI T R N B0 . AR, A SR B AR R T B T LightCTL B8
BUHI EREAT 7 Boek, P B 25 003k, ol (5 25 & 15 i, B8 B0eh 3 AN 038 2 iR o i) b —MROCHEL
I6HN, Y5441 TCP ) SCTeikilid LightCTL MUREES. TLS I HLifilth fedR A Z i, ikt F TCP MD5 ML, — FUR
Az R I TSV AR 2

% T on-path Bifi, e # (6 R RLSR T off-path 5% i Beih 2, Bt Be % Wa i 39 AR 4% 28 R0 250 7 S22 1) 1)
TCP £l 3, Bt [ AR M4k 3t L& Bl 175 A% off-path T B e 1 . BATTRIBESEST T ik ey, 34l
AR NS S R RAT T IR SCE S (Ao B G2 AE server 1 client IR (IR S, — & AR B I%) ROCE
MEFU (P B F BEAL 7 server Al client Z [ (W S0). B4k, FATIX %8 T LightCTL ¥ server KiX K #
SYN 2Tk, #H47 SYN iz 4o

R 2E Mot B A IR e Bt A ) 2, JeAl 1586 R B, 7€ TCP 14852 8 LightCTL f#9" 2 J&, i FIT#H ik
FRHL TCP 18 {7 X7 352 WG A5 3 EH, B0 A LASJAT 4 Qi nt b - w0 o8 B RS 3, DRI Bk 285 3k ) 4R S
ANREREIRPATIA S AL, K 4 28y P 5 3%, BBk AR MERSROEA5 XU7 (i il A 2. 35 3 21028 T AT VTS
SR, BRI RN W 2 B, W LLE H LightCTL m DGR SR AP RS AR . FATINR 7 8 Fhcah, £101 3 3 Fi
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Tilr 7 P gAY R i, LightCTL BEW5 18 5 (1 By 4.

MY E AT TCP X7 A5 B A% b ak Mok o2 — AR IR, & G808 i o M5 T 31 B 45 2% R 1L 45 5 P i 1)
TCP #3C. B U1 B FA TEF LightCTL FF M A 354885 S U7 HERT S0 B9 — N BENLE, 84 Boh i A S s 4y
Fr, BAGERE IR BT LightCTL. KM 4F LightCTL 9, $ROCE BRI 19 F 51, MUK T 384~ TCP HIfL 4l SCBE, 11K
T A A B R T — ELG A B R AR, BT R A AR RE SR I BB AR I LIRS, BRI M I A A
TRINE, B G T i Sty AN T AR S, FIRE TCP MDS5 ALt IC i 48, 1 TLS MU T~ 3L3E TR n 5 (1 B
BUREME, BERE OR3P TS 0 AN 32 )Nk (9 12y

XFF 5 6 PR ST I, SO K 2 BT R R SRR R 4 TCP Blian, 4 Bzl ol 105 S04
Y. ZEX P B0 T, LightCTL FrARHIK) TCP Bl 2 ZMRix i, B4 TCP Whslib il B T 0 S0Jm, 2onf B
L3, FEERCSCERIBTE R

BT MROCEREEF LR R, — AR R, E R R R, BB E TG K TCP )X,
1B DoS Brh sk . XM B T, LightCTL 54K BEWS AT SOEE, 8124 TCP ALiIA B B 4% 8 i AL ML, an R
i EF TR, REMEBMO BINEIR S RAER S, SRS, X — e R R T
B 0o 230, AR an FOR R Bt # 2& 1SPORLFEN, ‘e kR 5 A, TOPP 0ot v it 7 2 T I o 4 s 5 342 T 119 5
SRR DISERS N

XFF 3 8 B SYN wbiz Meahy, thF Bk % 4 #% 0 U 1) 15 SRR vL (K17 1) 37 sk —#%, LightCTL F A GEX X
R BT REAT A G4, B EAT IIBE AR I SYN cookie 25, 5028 AEMS I 4T B Al Fh 34 o

T IRVE R AL, 4820 A HLH] TPSec AT DASEEUNS M 45 3 A 2 - Y. AT 1PSec, A SCHFFTHE Y
) LightCTL J&— P42 0 2 ML, —F 7 F TCP/IP PSR AN [FJZ k. A1 LL 4 1PSec, LightCTL &

SR S AL, ST 28t A LR SR (RSB0 AL AT el AN T % ph 3 1 S 5. b 4h, LightCTL w] A
547 TPSec IANFE, B 8 TPSec ) ML AL AR

5 Ry — Tt 2 22 A 4h R B AA L, LightCTL fR - T-JL8E SRR Rk, BEAEHCA 2 Fh Mook, (H s TP RE 1%
J&, LightCTL R TR BRI EIE, R W AEE — 2 R R, Feanilemtd ol T, Bodi # ] fe & 2l i ns
A S, BEMTER X7 (A5 I 2. BT TiE I SE Ml o A 7 Boaki 2 Wi DIB e VR I Wl AT 2. ZESER Hh, FRAT]
Ve 5E DIB W7 SE RS 5 42 32 ALIBENLEL, % on-path Bri B 483k T % 5 m AR 45 2% 1A (0 015 47, k1R
TR MBS 32 A7 K A 1) SR Bl g 5 . FATTAE— & AT 16 GB ¥ Apple M1 Pro L _LHEAT T W A I (A Ik,
%, BAVHT DIB WAFSHIAN 32 M FENLE BT B3RS T TCP R SCHIM A, AR5, B TR e 4 Mezs 32 fr i
FE IR 3 B0 25 () V1S AH 1) TCP $55C (WG 75 H, 1038 B0 B Hh LA 2 0 B 75 (R I ). 22 YR AR s &5 SRR W, W
AW 32 AL BENL AP TR 2R 2.23 he 18] 9 45 T AR BT R ST IR0 1) 2R 029 A B 2 (cumualative distribution
function, CDF) 4.
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SRR S PEEAE S s O AN 5y SIEBL, RN X BESR H BRI (KRS ) 22 /D BEHE 2.23 b B ghAh, it
WAV BN T2 64 A7, FL2 128 A7, AOAMARRE AR5 5 n R, B 28 PRI B ANWTAT, T B2 i, Sl 7 SeBLE
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3.3.1 LightCTL 5 R4 TCP & 5L FI%F L

BATCASCAEAL S R 5, ¥4 T LightCTL A AE TCP Ph U PEfE L2 5. 15 25 3RATR M IR 4G ) Linux
5.0.1 WEZBE TP A WL, — B8R USCIEIRE DR, 51— 6 78496 X NG RME b, B & BAUNECE S 400
T MRS5S ARM, Ubuntu 20.04 #2:4E R 48, — 38 A&l v FIMHA 112.84 MB/s.

AT T NE i N A RN SO AT, SO N 3EE T FTP Wil IR AR U= RS0 R AR
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SEARGEAME AN 2, RIS T IRAR B 102 g G A I 10 2. VR R L, FRATTHE & o 1) JIR 45 2% 14k
SRR ERFE NI SO, SRR LRI ZE, %) LightCTL 511 gt k.

Wi 10 iR, EWFE T, BATH MRS B FE T 20 WA MG SCRE. SO R/ 1 KB £ 4 GB
ANEE, SR JEIESRE N B SO T A, SR E AR T R R TCP PSRRI, AN/ NSO (1 R 8 4, 41
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RAE 2.84% LLIA.

|- J5/E TCP
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3.3.2 LightCTL 5 TCP MDS5 [#J%} Lt

TCP MD5 J& RFC 2385 $i& H K (1) — LUy b, H T 3558 TCP Pril ¥ 22 4= 1%. TCP MDS & TCP #h &4~
LAY R 5 AR SURE T G S R ds B LU i), B 3 SR T 386 5B AR SR 30 0 1)y AR A v B A iy
4. TCP PRl ) Hifth — 22z 4 g, Qi D B HLAL (RFC 6056). Challenge ACK #L#i] (REC 5961) 2%, M0 & 142
f5 TCP S FL B TR B2, TN B B0 38 1 28 A I AR OGN, 5 A ST R M B 18 £ FEAS ). AR5, AT
LightCTL #1 TCP MD5 & #3475 Lb 4.

M, TCP MDS5 21k TCP #h BEL R HE 2 — K 2 X (Kind=19, Length=18). TCP MDS5 {H ()71 5 & &
5 TCP D156+ TCP k. TCP i, LUK TCP XUy Wit =234] 4 AN oc 2 2L, TCP MDS HLHITE &AM
YERG T IF A LA 2 520, B AN 7E Linux #4/E R 481, TCP MDS HLil % # BRI SCHE. W H 485 3)
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R R I ARG . R RGO RSGE A, LightCTL AN T35 ZEA5 e 1] B 4% 152 46 1 2 e 25 55 14 1
WORR, 5 28 3 B SOk HH PRI AS 36 AT DG 0 EAT A8 8, DRIV B 1308 28 A 7 5 B 0 5% vh AT 35 2 P, 25
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