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Detection and Countermeasure of Encrypted Malicious Traffic: A Survey
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Abstract: Network traffic encryption not only protects corporate data and user privacy but also brings new challenges to malicious traffic
detection. According to different ways of processing encrypted traffic, encrypted malicious traffic detection technology can be divided into
active and passive detection. Active detection technology includes detection after traffic decryption and that based on searchable encryption
technology. Its research focuses on privacy protection and detection efficiency improvement, and mainly analyzes the application of trusted
execution environments and controllable transmission protocols. Passive detection technology is a method of identifying encrypted
malicious traffic without perception for users and without performing any encryption or decryption operations. The research focuses on the
selection and construction of features. It analyzes relevant detection methods from three types of features such as side channel features,
plaintext features, and raw traffic, and then the experimental evaluation conclusions of relevant models are given. Finally, the feasibility of
the research on the countermeasures of encrypted malicious traffic detection is analyzed from the perspectives of obfuscating traffic

characteristics, interference learning algorithms, and hiding relevant information.
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TR T O A LR H S o 2 0 R 3 WA U RO X BB AR, A B AR 2 I ) 24 J2 A8 P 4502 A5 70 A T8 o % 37
A6 LSO /N 93 A e KRR b5 T A P D50 8 (A AR, DA T B 3 o 4% A A% 49 1 ik e i o MR I A R A
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AT CASEIAT S0 ARTFAS IR 2 S A U, 1B 8 s 4 T S U VR TR 0N 25 G AR I S B FAR R
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T R 25 A, TR R 0 T R 00 0 S 3R A A 7 0 2 [ ()RR AE AR K ], A5 2R i 191 00 0, 25
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ARSI, AT T S T [ a2 Bt A B BT B SRR AT, DA /IS 140 B JUU A 370 N Tt 3 SRAS /N IR T4, TR B, 6
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