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Efficient Image Reversible Authentication Method Based on Blocks

ZHONG Yi-You'?, HUANG Fang-Jun'?

'(School of Cyber Science and Technology, Sun Yat-sen University, Shenzhen 518107, China)
*(Guangdong Key Laboratory of Information Security Technology, Guangzhou 510006, China)

Abstract: As a new technology that combines reversible data hiding and fragile watermarking, image reversible authentication (RA) can
not only realize the fragile authentication of images but also recover the original carrier image without distortion while extracting the
authentication code. Thus, it is of great significance to authenticate the originality and integrity of images. Existing reversible
authentication methods have low authentication accuracy and cannot effectively protect images with complex textures or some areas with
complex textures in the images. To this end, this study proposes a new reversible authentication method. Firstly, images to be
authenticated are divided into blocks, and the obtained sub-blocks are classified as differential blocks (DB) and shifting blocks (SB)
according to their embedding capacity. Different reversible embedding methods are employed to embed the authentication codes into
different types of blocks. It also adopts a hierarchical embedding strategy to increase embedding capacity and improve the authentication
effects of each sub-block. On the authentication side, tamper detection and localization can be realized by the authentication code extracted
from each sub-block. In addition, this method can be combined with dilation and corrosion in morphology to refine tamper detection
marks and further improve the detection accuracy rate. Experimental results show that the proposed method can protect images with
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smooth texture and complex texture under the same authentication accuracy, and can also realize independent authentication and restoration
of almost all sub-blocks, which has widespread applicability.

Key words: image authentication; tamper detection; fragile watermarking; reversible data hiding
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16 0% FAN I, TR S ) s . 1 R Al 3) B, b h KRR eq,,eq, EAH, H I b R GI0ME, be
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e, =es  +H
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IRV ININTREFSYET VIR SN A(SIS)E
e;—2,if e; < PK,
={e +2,if ¢} > PK, 5)
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Pi=Pi+e! (6)
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KT 255 (F PABTSCA 255, WAIE T E SR IR FY 75 20 A5 i ) AR SR AT IR

Step 5. FR UL LERAE, AL HFTAT (M 22 5 B, B B TUAR BIE 7 3 LM 588K S (MBkAT & 143 2 58 8 114
5 BT A M, A5 S8 HHRN B 43 48 1 1) TRt
122 FRBIFZEL

PAUE 7 AR RN 532 10 38 B AR BOAUE R IF AT A, ARSI R s,

Step 1. WP SEHCEIA S A SGE B IR tﬁi%ﬁﬁﬁ]\ﬂfﬂ;ﬁiiﬁm g R,

Step 2. FEIRASE S5 107 R KRB OUR PSP, P, P, P}, RIS (1) AT (2) VRO 1
TRWAE P HUAPy, Py, ..., Py, P} IR ZEAE B e €y ... €l €} Jﬂézﬁﬁ Y2 (7) B T BUNR 2 ¢ (0<i<n)
PR E RIS R e (0<i<n).

e/ +2,if e/ < PK, -2
e =1e'-2,ife/ > PK,+2 (7
e}, otherwise
Step 3. IR 15 NI FIRE RIS IF 1 €] €5 ...oe e AT HEIT A B e el el ), RIS
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H
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er, =€, —h
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Step 4. Z2id LA_EHRAEAS B KA J5US IR PINRZE F 5 R {er, €0, ., et en}, IRAE A (10) FIA K (11) BIW#32)
B J5 S W15 A P (0<i<n) XIRBUHHIAEE B b.
P;i=Pi+e (10)
b=H-2h (11)
HRHE S 1.1 5 (0 A5 bR BB AE i 7 B 0 ARG, 4 SR 5 3R I AR S, b A IR Sk i e A B
BB O S, B DA B3R, b A 1R 72 4y Bk
1.3 FRIREPAIESE
PR BRIAIVIE 7 72 [RIRE 43 A DA TR G £ 48k N R TIE R P 38 P 8 4. Atk N3y, SR A TR 352 22 L 5 B ST vk
TR TAUIERD, 42 -7 HR ) 25 B YA RN 1) DA TR RS 57 255 2 DAIE S, SR A S R0 B A K R N PR AL R 4R IO FREA T
WIE. FTEATEE LSS 1 A B4 28T B SR A E J5 7.
1.3.1 NIERS A
PR Vo 1-8 Lo, O THREALERE ), PR B R S IR A IE AT 5 T 2E R DR AT A 55 1)
WA, 2 p<3 i NSRS 1199 P AR B % 5 OAAIERS AC BIHT 7 LERE, BIRA TSI L = (b, by, ..., by} 2 V23
IF, MBS 1.2 19 A B S DAL MR IR EREN 1 ELE m, JR SEPHFEER0EE 1.1 1 BT AR BV T B IERS AC 1)
AT V=1 ERERAERS 2 5, 1928 V LLERR AT L = {by, by, ..., by_,m} (5 M AR TERL, WHARA V EAF IR
RIHTYy. HAR R A2
Step 1. X TATRE T 4x4 PR, # N BRI AL BA RT3 2 K QAR Z PP, Pa, ... Pact, P, R
Ja A 2 5 (1) Al (2) 152K AR F 7 F06 NP 5 (P, Pa,...., Pt P} BTRZE 7 F e, 0, ...
en-1, €y}, TRIRT 0] )7 41 P R TR 72 e; (0<i<n) FHARME A (12) BEAT ik AN AEAS BME SUS TR R 22 ¢, JLrp
PK, F1 PK, Jg L SCHTR T PR i N IR AN B AL B, b€ {0, 1} FRARITR MR TS L FHCGH R 1 RS &
e;—1,if e¢; < PK,
e;+1,if e¢; > PK,
e;=1{e—b,if e; = PK, (12)
e +b,if e, = PK;
¢;, otherwise
Step 2. M4 A2 (13) 153 2F BN G B AE P (0<i<n).
P,’-=P,~+e; (13)
Step 3. EE DL FERAE, A B ITH FISFRE R
1.3.2  AIERS$R IR
AE 7 HR R i AN 75 R R AR SR BOA RS F AT IAE, BAR R a0~ fos
Step 1. 7EIRAE RS T YR B GG TP, Py, P, P, IREE A (1) A (2) THEXT R T
{EJFHIP, Py, Py, Py TR AL T 5 (e €5, v, vel ), AR TIINIR 2 €f (0<i<n) Siil %K 25 8, $ 0T

n-1°

Vi TR ZE RS R 2 5K (14) el HRBUR A RIS B bE {0, 1}, 13 31% T IITIRA P41 L.
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0,if ¢, = PK, 8¢, = PK
b={ ne 1 ? (14)

0, if ¢/ = PK, — 15%e, = PK, + 1
Step 2. %A (15) X T €/ (0<i<n) BEAT VA Pk 4G 2L S5 5 I TR ZE P51 {ey, €0, ..., enr, €0}, FTFHRAR
A (16) HIE RS MR ZAE P .

e;—1,if e > PK, (15)

e;+1,if ] < PK;
e =
e,

otherwise
P,=P;+¢, (16)

Step 3. MIRIUR ) v LU 341 L 433 -1 EREFAGERSRT 1 LEEEBOINGE B m (34 v<3 I, AR v B GE
5y, ¥ m R ARAZAE B A KA M b RIS 1.1 35 (WG Ay 2R £ B 2R G T BRI DGIERS, 0 3L 5 3R B RS
Kb AHF DA R S HR AR B B 5 e i e L S5

Step 4. EE UL F4AE, B PTH BB MITE PRI UG, NSNS EA M oy 5 th AT ZE 7y Bk
i R AE S IS S PTG B2 738 LM.

7E RS 11-1.3 45, FATFEQANH TS 120, IIEM RN SE I G T BAR R, 7256 1 )2 kA
SERUT, BRAG LARIRE 17 AT 28 2 BRI, IATEIS (R EURTE B0k 5 2 3 i N Tk R Il o 2.

1.4 EHUENFRIZ LR

FRAFT S IR, A SCAERS AR T 430 2 NI 5 5 LA 4x4 FHON ), & — 2GS R AT BN 1-8
PR A ERL, Forb 22 Bl o 0y 1 LRRE, PR 2 /b 1 LR, i 2 08 8 Lhik. Bk, & W BN G A~ HerbmT
N 2-16 HUFFAUERS. 7EIATE SR, [RIAEREL ) JEHE B 75 3, RS T-Herh v DR BRI VIS iR /b 0 2 ks, ;%
16 LLRE. W SZ 1 P BN B VIER i 2D, 58T 23 4 B S0 DX 45, mT i b B E ) DA RS A FE AR A
UERE S AR S R L. AT i 2 LURRATERS ], axX M I & IS 2R B8 1/4.

RS FRN H HPEE X —RAN S/N T x4 Y], BRIEh T 10— D3 e B A I AN O, A&,
A2 (R IR T V0 5 LR A A B 7 5 PR T 1 ek, LA i SR 38 1 S s B 1~ B i
3 MG TTATIEIRERAE, S5HTT R T IE—ADIETT XN T —A 4x4 T, IR ER S 45 Ta R I Ok IR
HWIHR SRR T ARSI E S, SIS BEUEAHER Y 8 AT Heth bR ic b B SRS R SR [28] H Lo A
e At 7 =, RUK KA il 4 FoRp TR 4x4 FH B KT (H 4(a)) TEET R (K 4(b)). X ALH
) (B 4(c)) mist g i (B 4(d)) FAHSEIIBTER, FTmE A5 1 _EIAHSR B ERAR BlAmac b B e, MLk B 1,
Fric A SR, EARAL I B B BT PR A SLy i E, WL 3 s (1 S5 A4 70 30 S DX S A T 1 T,
BE TR ORI SR SISO E S, 5 SIS SR 8 AT bR c A ZESONPR bR 10k i 2 SL ek,
AEBRSEFRAT YR, 193050 1) B A B, AR SR 82520 R B, Rk AU B TP AT R B A1 v] LLE— P R L bR
TG 0T R IE 78 N RIRA LI, 7RIk ACAR R 25 05 FHARR] 0 45 M 0 3 A T IR e R D At A R i ke .

3 3x3 MGG E
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(a) KI5 17 (b) FEFLIT I (c) FXFFAETTIA] (d) HIX A £ T7 )
K4 BB 4 ML R

2 oA

S FRATT B ] 5 ) 8 MR 512x512 K/ bR HE A RE R AT T K. A8 A A R L (peak
signal-to-noise rate, PSNR) FI 5 #J#{LUE (structural similarity, SSIM) P4/ BE 38 bR R 5 5 ik AR B EIZ )
AL 5, 8 IE AR R (correct detection rate, CR) RV A ST V2 AL P BE. A S8 F 10 1 A S 550
A (17), H Cooox AR IERAIN R I ZLSEREH , Totoar RS SEBR MBI H . 4 T UE AR ST 1A 3K
P, AT R B B L SRR E 3 AN 7 T R ATT475 5 Hong 25 A PO Yao %5 A BRI 35A % A\ B2
TS5 BT 7 VAT T 0T L.

_ Ghlock

CR

x 100% an
block

(e) Lena /(f) Pepper l (g) Man (h) Baboon
5 SKRKE

2.1 HABREMBEBKEILEE

X1 AT Hong % NP Yao % N BURIEFAAE A BRI 7 VRS- I 10N 25 4 Sl (5 BT HE. — %
TEOUT, TN B LT OR AT (KI5 BB, JURENS 1k N\ BE 22 DIERD A A B B4 (KIAE SR . A& 1 T Bl
BRI, 15 4x4 PPN ASCTTIER NI R T A0 3 ROk, JErp — AN FE A S R T A SCRI T W2
T3, THAP I G RPN T RBR A8, TS0k [30-32] U AR G 3 TR AR A2 (8. I,
1T 3CHR [30-32] 00 TSN 0 MR (AERTIRANBR) I RTIEAE, SRAT T LSB 7 SR GR AT S i I A5
AT IR S5 G, T A T S 2 AR, TASCIT T4 0 I (Z220 ) R ZE (a9 75 X hg
i SEHLZ R IS AAIE R R, S ORAT AN 0038 AR R (K045 U, 7 A KA Rz A 1 oAt 3 Rk, 3R 1 AT
2, R R T 264U Baboon 85 HAT R RGN KR, SR [30,32] 57 A KR Bt TN AR IR
i, SCHR [30,32] AR5 3 AT RE LA 70 DA UERS B2 A5 S ICVR IR A (R D, BRI i SO 8K AT AIE. 1 SCHK [31]
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BRAFFAR 2023 5 34 A% 124

AR & N 23 SR B, BERE R A B R SUHL G MR AT AT GIE, (H R 2 S EOMIERTE T . A7
T A AR BB, I T BAT AR GUR) B 5 AT AR A AT A fR .

£ 1 MARENDLEEKESNT

Hong?§ A\ Yao AP i N\ KT
i A (10°bit) WEH (bit) AR (10°bit) BEE (bit)  AE (10°bit) IHEE (bi) AR (10°bit) 1415 (bit)
Plane 52 1794 52 7742 47 2384 8.7 26
Splash 53 739 53 5744 46 1109 8.7 104
Tank 2.8 2 867 28 2867 25 3527 3.9 52
House 4.6 2981 4.6 10856 42 3784 7.6 130
Lena 3.8 2237 3.8 10000 32 3360 6.0 26
Pepper 3.1 2566 3.1 2568 2.8 3197 3.8 26
Man 72 1506 7.1 6 106 5.9 2112 14.1 156
Baboon 13 7705 13 3818 12 8346 2.0 416
A 42 2799 42 6213 3.6 3477 6.8 117

2.2 KENEGRELLE

22 45T IR G AE N IAIE S S5 i PSNR ORI SSIM B, M3 2 th ] DU 314 S0 75 vE 43 3 1 /K BN I 1
PSNR {H 1 SSIM {H K+ HoAth 3 By, IX & RIA A SO 7200 T ARS8 — BT ROAE, 528 73 B SR
T ZEAES IR T 2, I B0 SR 48 B B e R, T SCHR [30-32] SR IPVO Wk A 5 20 AR IS e
BN, BARA ST VR AL U A T T B, RS2 —RRAB 30 T AHRXT PSNR KT 38 dB [ 2% FLIE A 2 AT 452 (1),
& T Baboon X &b, A3y ik T3 B 1 oAt 7K EIT 4 1 PSNR {3204 T 38 dB 114, [Al AR 52 77k (1 SSIM {H {7
7 0.98 LA b, U B ZK B UGS T G R 4 R AR B AT AR A . AR 2 vt T LU B, 78 4x4 38R, ST RA S
FEUFL I G a0 Baboon, 48 3L 12MCAR BEAE HEATH A0 ARY, T SCHR [31] H 24 T S5 Baboon R4 75 ZE1 K
AYHRN, SCHk [30,32] £E 4x4 43R BT AR M BRHITE L% Baboon SEHLAT ROAAE. T8 H 6 T AL =, BT
JEURAR AR S T A, TR AT T 7 B PG B R B 5 2, TAIE M B T A 5. 26 4 R WA, AU VRLE I ARk
Bl B G A o B 1 ] LA B 2 0 [l 1) (R IE, e 68 3045 AP IR GIEPE g

#$2  PSNR Al SSIM % Et

@ Hong%§ NP1 Yao%s \PY s N K7k
PSNR (dB) __ SSIM PSNR (dB) _ SSIM PSNR (dB) _ SSIM PSNR (dB)  SSIM
Plane 51.04 0.9964 48.84 0.9953 50.65 0.9963 42.40 0.9908
Splash 51.65 0.9957 49.55 0.9934 51.31 0.9955 46.08 0.9887
Tank 50.17 0.9966 50.43 0.9968 49.86 0.9964 42.32 0.9846
House 50.37 0.9972 47.85 0.9960 49.96 0.9971 41.24 0.9912
Lena 50.60 0.9963 47.95 0.9937 50.01 0.9960 42.64 0.9878
Pepper 50.34 0.9960 50.62 0.9964 50.02 0.9959 41.39 0.9813
Man 51.51 0.9965 49.89 0.9965 50.97 0.9962 4435 0.9932
Baboon — — 49.69 0.9986 — — 34.59 0.9834
MY 50.81 0.9964 4935 0.9958 50.40 0.9962 41.88 0.9876

2.3 JNEMREERER

SLAG AT 4 R T VEAF 2K Lena K BN EUGHEAT 2 B B0 Bets, 3+ HoA T 50 BOW M B BEAR SO v 45 LA 7 VR 11
L A R /INKEAE T BB (0T 521, FRATT 2 S AN R 4 BN R IR IERAL I S AT T Lhds, RIE S &
LA BT — 30 R T A SCRIE P RE.

NIERE

231 IEHRRTIN R L

6 JJ LA dxd 53 B SR # G, K ED B0 2 BN Bt HAORG L S S AL oy (R
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LBl 1%, BUBEHLIESE 1% 1973, JER TH N IR ZBEHLE SO AR T 255 HAVN T 0 R RE) 515 211 4)
BRI ARIC, H I 6(a) LUK Lena K ENEME, 1] 6(b)-4] 6(c) 43l Hong %5 AP, Yao 45 A BUAIE#LAF
N BRI 15 LA B A S AR B PATHIERTIB i, P AN R8RS x4 (7B, T LAWT 5S4 LT oA 3 Fi
Jrid, ASCTTEEAEAN AR I BC N AR BE A Rl 5 22 BE ik

BN

LG

PEG Bt

(a) E i % (b) Hong % A% (c) Yao %5 \B1 (d) EmhsE NP (e) A TH7i:
K6 HIRELSR bR i

T3 NGHLL x4, 8x8 FI 16x16 43 Ay B ok I 5 045 3 1 4 4R IE ARSI 265t LY, W LAFE B4 4x4 38k
AN AR S R TE AR T 2T 0 S At 3 Ak, R IR AR SCHR [30,32] R, AAFER S R AR IO 1 ERARIA
UERS, SCHER [32] O T R SLECR e T, TR T B PR NAH [ EERR A S A UERD, . 1A Sy vk, REHBR RN
2/ 2 LWRRATERS, JF H o BOL BEE N 9-16 LLRFAUEGD, Y/ T 48 S Sl sp BB W IFAD 5 3507 A ) ) A e
TELAH ] (P R 6. TRIIRE, AR 3 b mT DU 3, 498 QB8 Ok B G 1) 23 BRI BB 42 i) 4 LE A AT I 2, 3 = B2 TR N
TEE RIS R, BT HRIAA TR A R LURATE 2 1IAEE &, FEE RN T (AR 0 5 1)
B 2D, 75— B R E3R e TR AR, E R B T Y 3G K, A 5 & R B SUe AL I R AR 2= .
16%16 K/NF-BRAE g B 20 e R B, Wk 3 s, LRyt T 16x 16 - 5 4 2006 ¥ 15 A AS ) 2 56
AT LUILF] 90% LA, (HBARF] 16x16 FHPIHE, WELL 4x4 BY 8x8 (1) F I L4l B, HABEREHER & AL

X3 WL IERENZN L (%)
Hong ™ A" Yaolf A1 A A3 %
Bt 4x4 8x8  16x16 4x4 8x8  16x16 4x4 8x8  16x16 4x4 8x8  16x16
BINE S 66.47 9573 98.53 73.60 9526  97.06 60.67 88.63  98.53 84.13  96.68  98.53
WHIGE 6328 9648 100.0 7412 99.61  100.0 62.50 87.89  96.88 7500  99.61  100.0
PEEGE 6250 0 9531 100.0 7070 100.0  100.0 69.92 9531  100.0 76.17  100.0  100.0
BEMLEL L 58.64  87.50  90.00 4847 5750  60.00 58.02 8250  90.00 81.48 8500  90.00
P¥IME 6197 9376 97.13 66.72 88.09  89.26 6278 8858  96.35 78.81 9532 97.13
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232 YIbBCER LR

i Lo %5 A PSRIAR ST 4146 71253 St 1 6+ (1 B e AR 1E B AT A0 B, 45 S n /€] 7 s SCHE 8 Joms,
AT AR Y (B B i B B . TR . PR B REA LS S B (SR 1%). FTLLE B, SR A
SCI AR s SRR 15 I T L B AN A IR 5 SCER 4 D BL x4 43 He D B SOR: I B TG A5 0 R A Ak S LE AR TN 2R
bb, M RT LA ), 75K 22 5015 ol A3 R S i Re i e B8 22 TR IR b i Hh S, G0 TR LA s T B ek
BB 7 ANE 8 55 2 1 3 47 BN B 4R e TE ARG IR (B T BEL ST e ey, e T AR AR AT B B, Bk
X ARANEE Y, P IR B B nT B A AR C B, TE VR A Ak (R R R A IR AR B A T AR . B T R
e, B G L A B SR, BRI — R I S B, TR A SO VI e S R O bR I AR B

LG

PGBt

BEALEE

(a) Hong %5 A1 (b) Yao %5 A\B (OERVEINE (d) A3
7 f#H Lo % A PO 5 20 SO iR ic 40 A0 b 2R

3 R &g

ARSCHE T — iR T3 P e A UG AT AU 5 2. 5 IR I T I IE iR AR B, AR SO VR T BAAR 43R
B HAP IR BIUAR, W T I65 B EE, LTG0 I 1 BRdb AT SRS AE. (7 I3 SR P2 A5 o, 32—
AR TR TR, SR A5 RAR W, A A B IERS BE i T B S AU 5, o HLBEXT R 2R GUB i 4R
o G 8 2 U A 28 DO SE BT R DR Ak, ARSI 5 45 T 4 2 v (K IR IS g 1 5 AT R A0 07 AT
TG, BB T SRR AR BRI, A LT BB T AUE TS, AR ST R R S R R B ok
HERLRENT.
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BYIE Xl
ARG
PHIS TG
BEHLEL e

(a) Hong %5 A\ (b) Yao %5 A\BY (c) EHhEE AP (d) ASCT5i5:
Kl 8 Al A ST iR B A M b e 4 A A 2R
R4 AR DT IEFIE X (%)
L Hong25 AP Yao2 AP F LN ALTTih

= Lo%5 AP A Lo% AP AL Lo’ AP A3 Lo AP A3

BYI Bt 92.80 95.33 96.27 97.07 94.00 95.73 97.33 98.27

Lipieien 96.78 98.93 97.46 98.63 96.87 99.02 98.73 99.90

PGB 91.80 96.09 95.31 97.66 95.70 100.0 98.44 100.0

BEATLEL 5 58.64 58.64 48.47 48.47 58.02 58.02 81.48 81.48

FEIME 85.00 87.25 84.38 85.46 86.15 88.20 94.00 94.91
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