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State-of-the-art Survey on Fuzz Testing for Deep Learning System

DAI He-Peng, SUN Chang-Ai, JIN Hui, XIAO Ming-Jun

(School of Computer and Communication Engineering, University of Science and Technology Beijing, Beijing 100083, China)

Abstract: Deep learning (DL) systems have powerful learning and reasoning capabilities and are widely employed in many fields
including unmanned vehicles, speech recognition, intelligent robotics, etc. Due to the dataset limit and dependence on manually labeled
data, DL systems are prone to unexpected behaviors. Accordingly, the quality of DL systems has received widespread attention in recent
years, especially in safety-critical fields. Fuzz testing with strong fault-detecting ability is utilized to test DL systems, which becomes a
research hotspot. This study summarizes existing fuzz testing for DL systems in the aspects of test case generation (including seed queue
construction, seed selection, and seed mutation), test result determination, and coverage analysis. Additionally, commonly used datasets and
metrics are introduced. Finally, the study prospects for the future development of this field.

Key words: deep learning (DL) system; fuzz testing; state-of-the-art survey
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&% 1. The main steps of fuzzing for deep learning system.

i\ I: seed queue; D: DNN under test; k: mutation times;

HiH: F: a set of successful adversarial inputs.

1.F— @;

2.0 1

3. while s « selectSeed(Q) do

4. Q—0\{sh

5. Mutate selected seed (s) k times: T «— mutateSeed(s, k);
6. Execute mutated seeds: cov, result < run(D, T);
7. foreach s*in T'do

8. if isFailedTest(s*, result) then

9. F— FU {s*};

10. else if isCovergeGain(cov) then

11. O < Q.append(s*);,
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13.  end_for
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