BAF2£R ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2023,34(6):2833—2864 [doi: 10.13328/j.cnki.jos.006658] http://www.jos.org.cn
O FE R B AT T RRASUIT AT Tel: +86-10-62562563

BEER SIS RI R & SIATAMISNHR
ME%, aiy

(LR IR A TEHLERE, JEA 100191)
EAE1E# AEKM, E-mail: byb@buaa.edu.cn

W OB MAMERSNLG EAAF ARG EN, P F I AR TR Y, MBI FEIEH N
A RMEF JAER, ToA£ R FER PRI ITR T T ARV %, AIEAE X Mh &L K E. HFEEIRIF A
B4R, Lo WA S AR 48 T4 2 2R 52 st R B W oh B BRI S A S B AL AT AR R
BHATT RREE SO, B A, ANBHIRF I 0 T 4R, LT e TARRAR, oG EAMES & 2R, &
RURTIRIR 2 3] B AL 09 S BRI [ AL e HEAT R AT Fext bb, SRR LA 90 7 F 8. B, BRE KRR H
R Ao T 6.

KA BRI T e oA aAs AR g Rk

hE% 523 TP309

s A R BUE BE, M. B IR 22 4 G FARE ST IE R, BRASER, 2023, 34(6): 2833-2864. http:/www.jos.org.cn/
1000-9825/6658.htm

5| H K% Gu YH, Bai YB. Survey on Security and Privacy of Federated Learning Models. Ruan Jian Xue Bao/Journal of
Software, 2023, 34(6): 2833-2864 (in Chinese). http://www jos.org.cn/1000-9825/6658.htm

Survey on Security and Privacy of Federated Learning Models

GU Yu-Hao, BAI Yue-Bin
(School of Computer Science and Engineering, Beihang University, Beijing 100191, China)

Abstract: As data silos emerge and importance is attached to personal privacy protection, the application modes of centralized learning are
restricted, whereas federated learning has attracted great attention since it appeared owing to the fact that it, as a distributed machine
learning framework, can accomplish model training without leaking users’ data. As federated learning is increasingly widely applied, its
security and privacy protection capability have also begun to be questioned. This study offers a systematic summary and analysis of the
research achievements domestic and foreign researchers have made in recent years in the security and privacy of federated learning
models. Specifically, this study outlines the background of federated learning, clarifies its definition and workflow, and analyzes its
vulnerabilities. Then, the security threats and privacy risks against federated learning are systematically analyzed and compared
respectively, and the existing defense methods are summarized. Finally, the prospects of this research area and the challenges ahead are
presented.

Key words: federated learning; security and privacy; poisoning attack; inference attack; defense method
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(1) FARILE

B B R REACRERR I R, & A AP B R — iV R A8 T #AE A T X (0 B FH s, (RO Sl 1 e
SCRERZR 7 AN A ), T e — Jie e A Tk 7. LGV DGR IR PR I, 55 M 30k 1) St R0 S FH . 00 B P45 1) e
JEE RN e A P BRI T AR b 2 S IR .

(2) N ABRRALRA R AR

AR, A B B I E 2 NS5, T 2018 4 Facebook Hdiith 55 FH4%, iX SU {5 [l 7 B 5 A Akt
T NI OGE. &4 B IR L & BAs BRI AHOCITE AR, Wk 2018 4F 5 J] 25 HiL&E 1Y (Gl
PB4 445]) (general data protection regulation, GDPR)™, LI & 1 [ 2017 4ES2iti ) (e A R ILRN /9 2% 22
AR A, REGEANE I TR A R 207 P R B I ETEE AT DA AR AN N E, BRI 1R i R
BEAh, AN N RIR IR S BUH P AR 5 305 B OB AAREE . PR IR A A /S A B A R4 1R
FEONGEAE R R RAE, 822 58 T BRI Bk,

NS EIRPIAN R, 562 > (federated learning) NE1 /. WEHE2: 2], AN ) sk 5242, 22— Fhih 2
AN T A NG RS S 5 10 A S LA 2 S 2. 2 e rT LU AN A 2 id 4 (WAL, thaT LARERAS
[RS8l & ST PR A7 R N B s U ARG . & S E A Gy, FER I 255 MR S0k
LRGSR, RS TTTRA T B A& i 24, W 2R 6 o R [R5 3R P o T aR B —He il
G RIS M EUIZRI 7 AT DR CRAEA I L RE R HTHE T, 8 N Bttt &R, 8 R P 5 I 1y i) .

IR FR24 3T B 2016 A HK PR HJS (5 17 2 AR RN DM S 3 20 56, ML 4 2 SR D, 4 Sk ek ke
H N HAE 22 51 F-H1 1Y Gboard APP (the Google keyboard, 75 HtBEAL i N 22 4¢0), FT- T 7 5 S840 A 1 7 25
(WP 1B, F P TR SS 8 8 8 PR, JE T Ao 7 Bt dE AT VN R0, JF _HARTOR 5 B R 2 5, AN
WD AR 55 5 1 A R AR e Ak, B Sy AR gl 2 S Tk PO ey TR ) A A

1 BT 2 il 5 0N ) Gboard

B IS 27 > R A RN Y, 22 4 h 5 B RSB 5 DS 2 R SR Q. B4R R 27 2 A B, TR S (KB R 24
ML ITAAEPMENURI S I 7B G I T4k, VR A8 R 20 (R 2 A U A T IR AWIESE, 32— &5
Bl T BOMB 77 5. SR 2 A VEAb, 273 R IIBC R 5 S0 A7 18 1 A8 B3 0 DT T8 ol 25 B P e £ DU 3 8™ H 5%
MR 27 >0 () S s fS 28 I, DA A SO H RTIBR R 27 2 B 18 2 A S B RABIE 98 T AR EAT AR GE IR A B R 22 1) U 29
M, P MTHRH A ST I ) 22 4 B RA S, K Pk, i 822 8 AT ARG T ST e {19 2.

ASTCERS 1 B R ST BT SR, WA SOM TARGRAE, I 70 A HAFAE IS8 A 55 2 90T
SRR 2 A U AT AR G IS BN 73 AT, VAN ERAT (Rl 47 77 ik, IS B rp 2 3 RIS 2 2 8 22 4 ) L (il LAk
B ZEFUAT T, 5 3 RGN 2 2 1R B A U LUK B RA DR 97 7 T R T, IR B mp 2 2 RIS 2 2) 7
FAPBE I 22 5. 5 4 19 BB ACSRIKIRITTT 5 i), 41 Y IDCIR 27 2 22 2 R A Ul i A e () . 55 5 9 45 420

1 HRHEA

1.1 & X
R 2 =) — R AR AL A% 2% STHELE, 5 FL o (A 889 McMahan 45 A8 IE98 S A BT ABA 178 AS it 2
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PN NIRRT, RIS A TEA R TFHLA S S I A — L8 5 ST TR ARAT Yang 55 A0 20
PVERFR 2 S RE & HEAT 4, S A eI B AL CR 4 B WM ERL 88 27 S HoR 1) — Bt &, LA 25 21 2R TR)AS [m) R B4
2 2350 ARSCR FTOARAT TN RIS IR a7 > 5 X, Bkt 1),
BE n B 57 {P, Py, ..., Py OME, I F & B BRI (D, D, ..., D,y WZRHLAR 2% SR A 4
£ 2B FEARFBERAE (feature), 4> B 42 7T REIE L B AR 245 5. (label). Beids A2 B R 1E 2= (0] 4 F,
PR L, #E7R ID 28]k I, =38 16 e e 2 IR I 2R B8 42, B
D;=(;,L,F),Yie[l,n] @)
LR ITA S5 5 NS D =D, uD,U...UD, , 3T D IR M. TR
2SN S E TG NGB Mg FIHESR, T DAMRIELE IR T, P, AN mHfth 25 07 A FF 36 50
£ Dy W Vi T Vigg 7RIS My B Mg IIVERE RS S8 (WA F1 3 4055), 6 I — N aER S, i
JETFHNGATIS, FREEFR S SRR EA o [Tk Re4R 2k
[Vied = Vaum| <0 2
15 2 ) DA/D 5 PE R 2R e BRI A M ) B AL DR AP FNEIHE 22 4. A ORAE IR IR 22 SIEIL WA 2801, & IAETE 52 bR Y.
F b B R AT BRI 0.
RYEAF 2577 PR RRE S W Fy R85 L FIFEAS ID 23] 1 (950 A 15 L, AT LLRRECHR 2% ) 432k A
T3 09

(1) BE IS 27
B IPRIR 2 2 R 2S5 75 I B SR A ] (KD B R AL, (EREAAN [ 37 58, S5 (T

Fi=F,Li=Li,L#I;Vi,je[l,n]Hi#j 3)
AR Gboard & IR [ A i B A T W8 [ BB 2 > AT AR 1S [] B [R] PR 3 S WTARE R, DA e )
156 19 1 6 o) R 0 R 40 . 88 o) BB 2 o0 W] LA 250 RN ZRFEAS IR B, 2 B i i DL TR IR 2 o 0.
(2) A 2]
I IEFRE I H T 242 5 5 IEEE £ RAGHH R W FEAS ID 2% ), (REFIE 25 (0 R ) (R 375, e LanF:
Fi#F,Li#L,L=1.Vije[l,n]Hi#j )
A5 AN 1 DX PR ARAT AR R B 55 2 WA RO B0 SR 2 AR ML X ) i B, REAS ID 243 ) A S, AE B d oy
AEHFE AN R]. I ARAT R EC R IR P BN SAT 9 RS RO, T HELT R 45 2 W ARAF (R P X 25 ol R i )
0 00 S k. AN 24 B ] AR PG00 6 2 o9 RS I AN FH P ) S gt 1) T AL 28
(3) BRI 2
AT 2% S R E R A2 5 07 BB SRR AE A [F) BRE AR AS R IK R ) 5%, e S i
Fi#F,Li#L,L;#1,Yi,je[l,n]Hi#j Q)
A5 P A ) 1t DX (R ERAT A HB 7 5 9% 2 B IR BB R AR AR 2R i) vh R b E % AT ] DUR IR RO A% 2 S AT
1, B T BRI A JLREAR SR 22 S AN AE S ) A LR,
H BT 15 27 SI B 1) 22 4 5 B RARIT 9 FE AR vh PR B 1) IR % 30, DRI 1 SCUn e e Sk B, I6 2% > B4
B TR 2 2.
1.2 RS54
Kl 2 B A% 2] RGN AL A8, R b SR At 242 507 (WRRE S B P ARG IR
T2 5 7 e AR IE W B £, HAARFEA Z M)A BB AR, BAT AT U S A RN 2R — A —
HAERESE AT 42 R, BAR I ZRl B an T
(1) BEBIWIERA: 2R G IR 55 48 1% 5E B AR BB 1K 25 M A 2 40, IR W14 B O BCE (24 T A S 90 1 £
Dyeryer BATIZRERBENLAIAAAL), A2 AT AR TR 42 R,
() BRI B O IR S5A) H e S 507 B3 N BN T 2, GRS R T A R AR R A R AL
z57;.
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(3) 25774 257 LTI Z= 02 RBA, FI R AR A7 1 AT 0 DI S AR A B A ) IR S A g 7Y
R B T

(4) BRI A MRSS 2 N S 5 T SRR B B S, AR M 2% 5 SRR AN IR I S0 b AT 26 . 8 LI 2R
E AR FedAVg[S]\ Krum™, Trimmed-mean' " fI Median"'2%. 7EiX i FErh 2l T 3w, A MRS 2877 LLik
TR 2 507 B AT R 4.

(5) BB A AL ARSI T H IR G A RE 2R NS,

(»
=
i
\1
2)
(5 @)
5
Vi Q)
2 @
2
@

2 BRH S RGNS

2 B IR (2)-(5) B RREERUT, H 2 A R R IR Sl 3 18 3 5 R AR RS i i 5 K 5 I ).
1.3 FESSmath

TE VA RIR 2 SRR W) 22 A 5 R RAIF 90 2 B, A SC B SE XTI 2 ) R G MM 55 mUd- AT 20 7. Tl 2 (9 2844 Jirr
7N, BRIRAE S RS 5 IR A R4 2% Z (BB AE YME, PRI A7 7E LT 5 A

(D) WAL

NGRS R, 25 TEME S MESHATERRE. 2577 T 20K A M MR 55 RR AR
B RS%, MR A R4S 2 B T2 N AOB 0 A R AL, B v B B AL K 1545 8., v T 2 5 07 il 2558,
W 2 5507 (R AL UL DR, S A DAL AT S R A M i T IR 2 3] RN e A

(2) REMSR

AN TR SH . RES 5 7 BRI TE R AT R A R 8. 2 IR 45 3 4k BB, B T LA B
BRACERIL, S5 5 AN . 46, g8 0T UG &5 5 7 RIE RS HT, lSE (041 7T (honest
but curious) (1145 %% 1T LAFE TR0 G F 44 23 15 5 1 AR B4 U7

B3)z57

Z: 555 LU IS AL S R B T R SR A G 1A A AL, H BT LIRS ) S 2 5 T # e A A H
JU (i Gboard N ™. 5 EA RSS2 AL, AN P 2 A B0 1 59, Ok AR, Bk & nT OB ik A& 3 i
FA P el v i P 5 T B, B S I N BB ) (M I o B2 b, S D i A B A8 SO ) 0 25 U VR B
A JRRSEIR, I T LU/A) 4 2 AN RO RN R BBk, B R BGtiag R. Rk, 2507 RO X R 4P K e gs Y.

2 REFHSHF

TEAR 22 S MR RIS FR T, VP22 28 0 e A PR TR AT A, RINEL T AE A I 22 42 g, il 2R B i) 43 53
i (poisoning attack)! VFIHEF I B HOXHIAE A B il7 (adversarial examples attack) 25 P BEFR 2% ST BRI B 5 4
rheag 3] — 3 b s e BoRe AR Bedr. MR 2R B, B 2 ) R A ot R TV, WA R et
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BTN T 700 1) 8 Bk . AR S 32 2 R 5 T n) IR 2% 2] (R 22 A il 5 B 97 7 2, S5 4R T 2 ST MR I e T FEAS
LEARSCITIRTE R .

AT AR 2% 3] T I 1) 22 4 B ) e A= s AR %o H T 3= BRI B T BOdb AT 20 28 (Wl 3 B, Bk
Aoy J B R B BRSBTS PO RO IR S . TR, T3 RO ERY B S B
FAHIEAELE R HORE AR B T B, X AN TEAS SCH T Y [ .

% un%f;m - WEME B
ztﬁmi unﬂfj—{ ﬁ%iﬁ?ﬁ H B H B H HET5 ]

B3 IO SA > i ) 24 Mot

2.1 BiBMERISHT

Brh 28 0TI 2 3 R G0 R AN AN [A) B i A AN [l (9 s b, () B 75 AN W) R 15 Se SRR B ), DAL AR 52 A
ek A AR Bk A AR e i 3 AN JBES 4e 4 Boadi 1 AR (threat model) HEAT 2347 7).

(1) Bk # Hixw

Yreh 28 10 H b BRI 24 ) 4 AR B [ M e (D HER R . F1 3 3055, RIE LR H BR el 4n 4 A 28 e
i) (untargeted) BCki F15E 7] (targeted) BUiti. 3o rfr R g ) SOk A2 52 MRS AR A 73 i N300 10 4 B2, i 5 1) ek L%
RCABE RN AR 5 A 28 FR) i N BSCHR P T S A 2, T AN 5 1) B4 R 550 g LA obR B 000 1R 1 . DL B B 2 B i 1 A2 3
P U g 45, A 5 ) Brahi 2 A AR TE VR0 B A A B b R, T 1) B T LA AR R A5 A b 2 R0 D Bk
Fra&, A i AL bR & B3R5

() Biti& e

Yoki #5 B8 7 & i BUki B 6 R 2% 20 R G A (A FI B0 BT A I R MR AL R, TE0A 1 2 0T 90 TAE T, Mol
AN BUERAR AL RS 48 BHZANS 577, BHIRAZ 577 62 57714808 HhEfiiks
AN HIS 5 07 2R B v DU U7 M2 Ok 5545 502 5 07 I R RO, AT 038 4F, 45 255
P2 A B E v LA, A BUE S 507 NGB 8. MR N B8 7B, 75 S5 B B FH i 7 St

(3) Brhi Jnis

Wk FH e IR BT 0 B AR S RE NI iR, BB Hs: RS8R R A 5k s T
HSE5H LA R 2575 I RBda 02 0 5 oA 5. B0 B e A0 ULk, 78 SE B Y. FH HR R ) St
22 REVEFE
221 HyEEE

Al HE A G (data poisoning attack) f% 5 H1 Biggio 2% AL H P, Mook 38 ik v Yo U S Bitis 5 (s in Oy 3 4
P G o O AT B 55 ), ARSI AE YN il 2 2% STARRR RN R DG 2R, AT BB TR (R ME R 2. FEBRIR S S R4, I
HH Ll S5 A a1 NS5 NGRS 7, SR 0d. AR, A LS 59 B 5

XA R R P R T

FrAEBNE: (label flipping) & — e 78 (¥ B0l 4 25 Mook, ik B B2A& oS H AR 28 B I I G B5ds (AR 245 8, A
B3 H R FRZE B AL I SR R PR ZE, AT 5% M ASE T () 3E SR . Tolpegin 25 A PRI 2 ST 10 bn 25 0 s e e gt 47
TEANI S50 4. AT TN 3 NGRS CRE TR RBNBH G E. HRIERTER TS5 RE MR
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o B 30 AR B e Tk s TR HEAT SIE, UF B S50 B 7 B s BRAR IR % 3) 0 2 Ak, B 7 Lu Bl i g n 2
B4 JR ALY [ ST S, S R T DU 4 = R A5 S A R B S 5 R A SR I — DR T
TR T A h BT H bR 1137 5, Zhang 25 N PR BE AR O M 2% (generative adversarial
nets, GAN)P{ Biedfa 43 5 Moals. 3% 7 S i AR AL B GAN, F A6 B4 5 104 R 2 GAN (1134051 2% D,
FIH GAN A2 G 4 ST H bR bR 5 MREAR, 2 J5 3 T4 R B A S b 25 B e s it — 28
T B B, Zhang 25 A PZE 5 56 AR LAl B4R Y PoisonGAN M, i i 16 50T 735 07 A Y| 2RIk 24, 78
R T DRSS A0 A R, T B i R S A SRR ) e, KA R 1 B AR

FEREFAE X)) BRI 2 5 07 I B AR AR, Bt v] AR Bh Bk 208 5 4 HSE RS (MR B B s ey,
CAIRAS 5% S 43 55 IR 9 /b (B S 43 3 0o £ 52 B I F o 6o Bt o R 0 R0 R Sk dpe /b, IR B T
LA 12 5 07 N ZR B, R 72 1 st .

222 MR

W 5 W (model poisoning attack) S i B 4248 OB (1A 5 2 BB R AT e, S4BT >R FH B ATLBG
J5 R F% (stochastic gradient descent) SRS, WSS OB BR RS FEBOL2E I B TARRAEF, 257 HE RS 28K
TR A Hb PRI ST, DR A 25 0 B R o R AR AN R 58 AR, R IR SS B AN T, BT UG B Lk 2 507 b
PR RR 2L S T ) LS Pk AT 00 I X 2 A Tk 2 S AR 2 5 B Bk A T 4 R T LU G AT R A Y S R
REEL RS 2%, IR JG 1A JrR R 28,

TR 2 3] i PR IR R 5 B090: FedAvg S AERT— 50 A R AR L8 AR A 50 o 37 1 P35 41 B, Ja st B 7 3%
AbAERPYE, 1 Li 25 N BT 1) FedProx SVA%SE. JX LI 128 MR 4L A (K LA A1 7 7 vl LABE R4 O 4 R e i 1),
P22 S T — R AT o B 240 (M 3R B B, mT DU LIS 2% 30 0 4 o b UL 4 4 ol 10 A (RIS,
Krum™, Trimmed-mean!" 45, 41 %6 I 86 FF (7 B2 20 5005, TLAt 25 2 W0 T G001 5 4] R ) 58 4 SR A7 A IO B, 12
AT LA T A S R B B B 2 o

bt Krum ™ 556 1 Ju 80 (0TS LU RO R0 B 5 11 R B REAE 1, 5 IR (R 29 1238 & Sk, R I i e B
w1 S | XY, JCVEARRE X R Y I 2 R R 1 2 A 1 /> ek 2 B B I 2 B — 4 PR G, Mhamdi %5 A Y
T IR R B R SR AE S A S NG 22 T O R B, A 4 AN R T TBORR A S 1 i 22, DT A 4 S A 2
(R PE. 1 Baruch 25 A PRI H] Krum™ R Trimmed-mean®™ 45 58 5 530006) 38 F0BA P20 9B P52 SR O A5 18
SE, TEZFEIEAN % BB (A — Y SRR D B 22, 18 2570 58 & FR TR Bhia B N T-I4 R i 8,
A A] LAYEVE 570 B 9 3 3 A 3 10 i 22 S T 80t Xie 25 A POR I Krum!"f1 Coordinate-wise Median!" Vi A
IR ABAEEI 7 1), BRI Wb R 1 G B, A 3R B0 5 I Ao 2 1) P AR A S (R il AR ), IR 4 SRS 2.

SCHR [27-297 VDR A5 70 438 75 et i 4y dee p Ak ) AT SR . L rP Bhagoji 2% A P78 7 AT — 50 100 4 B
IR S SRSt e 10 Bk, LRI B bR e R SR AT A RIS B AT R et /NI 6. T, F BRI G RS
A T A A FH 0 H50a 42 5 2 R A 2R B () G v 2 R A A I S i e 5, b ATTE H AR BRI S IN T 358 J7 AR 3
WIZBLR, LR 6 M E—5ak b G £ 5 Jr S8 T3 TS5 (E I 1y BE 5, DI S B0 e iz P A5 2 8 2 oy
Fang %5 N\ PSR FERT % 4R A BRI T4 E—s, B s AARIER D T E T 5 5N 4 RBR 2401
AR TT 1) A A LA R A, T IBORS R R B (K s . A AT H Ao T 3R BRI A, (AR SR TR A 1) A SR A R B 25
B — % B A AR T ), SR € 1 M. %3] Krum!'™. Trimmed-mean™*F1 Median!'*142 4> 58 & S35 (A7 AE,
FATTH 28 B STV AL A F bR B B 20 R 3047 SR A% Shejwalkar 45 A PV S R B35 e ok B3 7 — AN AE A
[ 22 A SR ST IR A 22, b AT b 2 S S 5 0 3 1 s S = 1 B0k, (AT s B 4E T 3 ANIETI: IEAf)
o0 L SIS (L) PO 1) 8y IR0 2 T A 22 1) S A0 DA PSSP A ) A ek B, R SE IR UE AN R R 2 2 R
SIS AN IR 5. Al AT TR B 20 S0 6 AR R 0, o L Ak A B b bR BSORI 240 R 45 T3 SR A B K A 5 30k [28]
(R TAER LG, ABA BRI T AFAPYHI Fang 25 A P80 JAth 2o 4 B & 4515,

el P R PR 0 T o 1 AR AR BB IR A SRR, B I X E T H R S A S TS
55 A M ok 72, 1A 8 43 2 ok vy DAk ik AR b N 25, R ST 0 AT RO AL S . DMk, R R MR AN
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RETY I 2 00) BRI, B B K, (R s ¥ P Al T vy, R i e B i — AN A S 57 Ui 2% S BN
b, 2577 B BT A IRAR, 3 BB A 8 B0ty KAT I8, I L5 R I RER R, TR 52 2122 R T2 R,
223 J5 T

J& I'] (backdoor) BUiti e AE RS R R HE — AN 5 1], Boahi o T DIl i T2 13 58 IR il R 88 (trigger) BRG], fiTAs
TROSOF A ik 5 P S i U FRIRR A, (] I AN 53 ) L i 5l R . 4 dn, 5 11 8ok T U B 202 SRS A IE ff iR
) PR A5 2 s, KA AT B0 7 BRI b s DR ) PR AR A5, I 3 €67 Bl i fh 9 B, AR SRR 3 5] v,
S U1 8ok T8 A — AR RR 0 ) B AR R . MR 2 S b, B BR T TS PN A, 3BT DL E AR R AR
TUHUHE NG 1], PUIBEHR % S 18 5 1) Mo v DAIE i B # d3 si s R e 23 ST, =5 G R Wi 4 o,

B 5

i R

K4 BREIhaT] BB BRI G R

Nuding %5 A POEAE b 2 2 10 5250 &5 3 0 ZEICAA% 5T v ] AR R B g 5 LS 113k, if LA st
5 BB RN 25 A I A BT DA — 2D 4R v R T B R . Nguyen 28 A BUIUIE B 1 8 3T IEHR 2% > i 4k
WY NAZ AT DU ZR S8 RN S T T e AT M B R D7 R W 26 h i NSRRI i, IR B I EE R IR 10%—20% ¥
O P, AT DATE CRAUE 5 i B0k ) 28 119 ) s S i S e R il 281) e AT 0

SCHR [25,32-34] HRE Y B ST B 11 B0y, 78 Bagdasaryan 25 A PAIRREST b, 38Ry e AE A 2R
B TINS5 AL BB AN AT — 50 A R B R R e v 20 &, TSP I8 SR G 5 (R4 SRR R S50CA 6 SRR,
BRI H AR AE S b 7E Kram"H25 22 2 58 A 500EBE I T (074 2t Sun 25 A P15 Bagdasaryan 25 A P2 RHF5Y 2%
oL, ESLIERE 2% R T IR 2 5 07 IE WA A AT 5 T IEs BB 7 15 0. M0 Baruch 28 A VI {5 % Bagdasaryan %5
N ER BTt B i 2207 B 1 P SR T RN G T IR AL 2 M, S T B0 Krum! %622 2 A SR MR 11
i, Xie 25 N\ P78 23 R FTE 2% >0 10 40 A S H SRS 0, B30 A U5 T30 (distributed backdoor attack, DBA),
Bl R #5723 12 B A8 AR R RT RN, A T ok 2 B S0 80, HUT DA 22 458 & Bk i Asrnl.
224 EBEIRS A

T 45 3 oi 2 R R HIBa A . B8 -G FIE BT, HEE 4 R 70 H AT IR IR 2 ) 8 b, 2 507
TEAR R IEARTF UG I B 23 A0 2R A5 IR 25 2% 1 R 1A 4 R A 20 7 o AN M AR 28 | 2 2 o) 4 Jo A 20 R0 T 4 P AT R 56,
SO R RS54 T Ak Z G B R T RSB R, RS 5 AU RN G ), 452 5 05 (f R H A ok 7™ 5
() . ORT Ok 2 R 45 2 M B0t U7 W B, BURSS 38 I 2 Wi P R it i oy e 3 By As g, BT L H T IR
FHIR SR
225 Mulirikiags

ZE B, HATER RIS 50 10 22 A Uik Tk R LM AN 1 AR, JiAh, KL IE RS T AR Bek eAIE
A FH Bl 4, AR R AT 1 CIFAR-10, MNIST™, Fashion-MNIST'*’, AT&T"Y. FEMNIST"*Y, Breast
Cancer Wisconsin®, CH-MNIST™, European Traffic Signs'"\, EMNIST*Jfl Tiny-imagenet™”, i #4513 (1) DIoT-
Attack®”. DIoT-Bengin®" 1 UNSW-Benign"", SCA4515 (1) Reddit, L& FLADAEL 1) Adult Census™*!. Purchase?”
F LOANPY,

M1 T LA B TIBRR 2% 2 ¥ 22 4 By 32 A P AR UG ARIS, X SCAS SIS 2D, B A & 50T e B
53, R AT SC AR 2 A el A UK AT L 25 8] 53 4h, B RTHIFA R Bt 28 20 TR R P B Mook, M 2% 2]
T AR AL LR R WM IR, 25 775 B0t pliAs i) 38 DN £ e SE B R P2 A AE L. S 7 2242 SR 5 SV I DR T 52
it 45 7 Bk, 2 ME T I o) 2L
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2840 WA IR 2023 5 34 £ F 6 Y
K1 BIBE Mt B4
JE R A )
SCHik Ytk — - DA ACIES
7 e L Bt e .
TolpeginZ AP . .
¢ pigglzg) e e S ) - P55 7808 CIFAR-10/Fashion-MNIST
Zh: Ape | [22] N N N R
ﬁ%@f Bl E — PS5 7: m=1 AT&T/MNIST
Zhang® NP o
agg();]])& Hnie SE 7] - BHZ 577 m=1 CIFAR-10/Fashion-MNIST/MNIST
Mhamdi%s AP9 ) BT BHIZ 5 ) m=1
SR e 2 : k , i
(2018) T 37 k52 ) W 5 /<05 CIFAR-10/MNIST
Baruch? A\ HIR AL SE N 2577 m=1
angoi)}\ B Jﬁi‘% o 1[—;{?/ Al oy AT HH) m;zg 5'" ’ CIFAR-10/MNIST
Xie% AL S 4t . AT B 5T m=1
- I Y
o~ 7 s
BhagojiZf AP , N 5 5 m=1
ag(;)]()l;g»)}\ AR 5E 1) Bl A il mZzZ 5m ? Adult Census/Fashion-MNIST
Fang? A1 ) _ BEHZ 5T m=1, Breast Cancer Wisconsin/CH-
(2020) BB e min<0.5 MNIST/Fashion-MNIST/MNIST
ShejwalkarZs \ P! R s REHD Bz 57 m=1, CIFAR-
(2021) RS FER FET B T m/n<0.5 10/FEMNIST/MNIST/Purchase
Nudi Ags ) [30] ‘ . N .
N AN e - i 57 50 European Traffic Signs
A 31] .
Ngugg;ﬁor)}\ Bl ST _ PSBIB 577 m>1 DIoT-Attack/I;IOT-Bengm/UNSW-
enign
Bagd s \ B2 ; k . .
agdasaryan“§ A JEIT i - B 57 m=1 CIFAR-10/Reddit
(2020)
SunZ \ P 3 . .
u&fljg\) T} S - PoRZ 505 m=1 EMNIST
saA | [34] .
XieZE A B - B PEIB 5 mo1 CIFAR—IO/ITOAN/MNIST/Tmy—
(2019) imagenet

VE: (1) B fnR e B ROR SR IE P T 2 577 _EAR IR S, “Belin a0 A AR BT 25 77 A SRAR I St
I (2) Bt R D) TP m B R Bl B PR 2 5 0 (MRS RO R, iS55 B

23 REWIPRE

P IR I 27 >0 T 8 F) 22 4 B, VF 22 2 B IR ST T % T 7 97 7 3k AR e BEROH 2 20 1 2 Al WA Bl 9 7 iR
MIEARTBL, BEAI LT 4 28 it R a ik, i XYE. A 2t AN R, shabe A4S 5C
R Y — SERF IR U5 5. BFSR e A TG AT LRI A A A it AT B A, B ARk 2 o, Y, DDA A 1T n] DU
i BeEg MUY BERE S, P LA (195 47 07 i w0 07 AR 2 PR 1D s, PRI 2 AN P SRl n) H s 1] Bt 1
R ANRPN

R2 IR ) AT A 5

BB DIE RS
ﬁﬁ&i‘; &_H‘ﬁﬁkgéﬁﬁiz[m,15,2],24,22.29,54—72]\ éﬁﬁmﬁ%%ﬁ[n—ﬂ]\ )JD [ﬁl ’{‘%ﬂ[m’m]
g B2 A A SRS HIDIET g b T R e AR
RS e R 0 ey T R
231 B ReERAHIk

M o MBS S (B T B, R AT HATIBCAS S 51 (1 2 A Wy Bk BB s, BN S5 R,
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Pl LM LAz, Pt ABILAT 22 S B4 T VA IR 9T 22 SR P e IR 55 4 IO SR 4 . 2 Al S X R 45 B30T L ARAIE B
TR S RGP AR A, AR REIE RIS, H AT 2 ARG SR 70 LR W3 R B BB kA
ZE 5 KR SRR L T I e B AR (R 2R 5 Sk, AEAS Y K R 823 b, DA 5 (BB, ¥ n A m 3 RS 2 55 )
ISS GBS SRt ig- 4

(1) e TR OB AL 22 5 1K) 2R A Bk

RRAER) EEE AU, O TR A R B, Bt A% (8 SR B AN ) T 10 ST, DR B R g5 & vl

N ST REAT IR A

SCHK [14,15,24,54-58] HS S AR B RE (1 1, S A A oy A B0 82 110 22 5, B R T o FEE 8 1 8 FEE PR S A,
AR T — R AR B0 B T B (il b (0 B ) SR 5 B X e VR A 1 o A 1)1 23 A, DR I SR B
82 o] I 2% el 7 (W B R e 1 2 5 5 (B n>2m). b Blanchard %8 A U2 H T Krum A1 Multi-krum
% Krum 2 N2 575 AR BB BE i s 6 — SRR BEAR b 4 Ry B FR B0 82, SR B EAE 1, YU A2 (0] e 1Y
n—m—2 FHAR 6 BE 2 1T, Multi-krum W2 R ] Krum S95AKIKIESE ¢ N2 577, Z RS- BIREEEAE A 5E
F AR, ¢ IUE T2 2 n—c>2m+2. Chen 55 N PIRKE 2 5051950 A k 41, VFHELRRALI P00 B S BUX & A
SAE 10 JUART P ST B Sy R A R, o & (9 EUE 5 m A 2K, Mhamdi %5 A\ P 545 5095 Bulyan 55 Multi-krum
FA, XAETF B ¢ NS5 05 (c<n-2m) BAEEER T HH Xie 25 A PN Yin S A UWHIE B 4 S0 E0OMG: & 455
Y1) T B A JRAE R 4 1) 2 KT AR e 22 Ak, S Ab, Yin 25 USRS AT DUR R P M (R R
B T L mm<a<0.5) BATRA. Cao % N PR FT RT3 A Si0 1 deHs 2 507 6 Jh B i i, g
PINZ 5 T7 R RER L BRES /N T BIE AR X A RN — 2 B s 2 I IR 55 o /02 ) B - 4R K AT, v 5 L
W RBB I P IEAE N R A G5 . Lu AN P 2 57 AR MR 5 b — 504 SRR 1 BB, I SE Tt
A1 R 285 2 R B 2 5 D T AN TR AL, 1 B e PO BT By, R G SR AR B T 1R IS 41
Wu 25 A PGE Ry ZE IR SAGAS A BIAUBR B (0 P, (M B S I (X 4y, A A L BOR & E,
e D PR AR AL () 22 A . SR, Baruch S5 A PHIERT T FIR RS S BE AN — e ML, HLEGE FF AL R 43 A
(independently identical distribution, IID) [J#HREE, JoiE R T Gboard S5 22 2] L vy, BRI EIRIRA BNEA
KR PR

SCHR [59-617 A2 FF 1) B 1) A 52 AHALLEE (cosine similarity) 44t % 2 50 BRI IE & 508 (¥ 22 5. Mufioz-Gonzalez

TR 5 IBCE A AR SZABBURE, T X 08 =5 RNE S 2 57, A5 4 % ARALL R R ik — s 0 I ) 0 W A 26 27, %
HBHARER S, B WFRS 5T INBCFME, I5ET 2 507 e 25 2R H DU 8l 505 2 5 07 (R RGE.
Khazbak 25 A O S M348 2 5 07 (OB 5 15 T A 2 5 05 1) 4% S MBLISE THSEATTABLRE 23 K, 3 B0k v 1 A R0 K3 4
25 7 (R B SEHTRRATUT, 60 B2 00 R FO T nem 225 J7 34T 8645 Mufioz-Gonzalez %5 A P”VRI Khazbak %5
N B A, IR 24505 o AR () m>2m) (B 5o, ML T8 50, 16 B 5 i 5B
HEBL. 17 Fung 25 A U0 SO 5 36 55 7 B (¥ R, S SR 4 B 0HT AN EH 2 577, B n-m =1, A4 TR F7E
2N B B S 58 T B BRI s, T TH B 2 AR MR T LE R TR R A 3R PP 5 FoolsGold: 7E4
BIEA, ETHEREA S 57 0 P s SR A TR, G g s SRS T 5 H A S 5 T B K AR R AR T A
Z: 5575 B (B R AR BRI, 2% 2 BE T 1K mT R vy, AU ERDN), S50 5 OB AE I SR 45 3.

PEAR, AT B4 2 R T HA SR G X M RRAE, 11 Yang 25 A 2 HR4E 1E 586 £ 16 Lipschitz $5 A 353 #:0
TLIEAR BE IR A, BovtJk 1 b A7 B 28 6 S0, A ATIAERR R IR AR, X Lipschitz RFAELE A7 8RB — i Y A
JESEAT TR I, AR R FUE H T ) 43 A 1A i 4. 11 Tolpegin 25 A P Mo 4 1A A5 70 537 rp i HURE
SE YR PR AR S5, FIH E 4 73 HT (principal component analysis) X230 EAT B 4E, M X 4338 2= 50 5 FIE
7. Shejwalkar I £ 5654 H 2 > (1 S Beag i AL B, 13 T35 S+ /MR (singular value decomposition)
1) 3 Rl
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SCHIR [63,64] NI H 23 413R A 0 735, Yu %5 N CT0 20k B 570 5 397l K-means 5509 PO K041, B 5 7E4F
AN A A e 4 R G SR BOR G RR L, S5 5 WU A LR G B BE IR I3 (A A A 2 507 1)
Hohr). Singh 2 A SRR S 507 N LUB M (b SRR BEAT L. AR AL A U7 o, B RETT T RE
SYBCEIAN WAL, o mT Be AR rh 78 BN 20 4. W38 S 7 IS M s o L IR e A SR BRI 39, T e 38 2 s
Bl 28 5 — AR A, B AR b PR T LR IR, DR A — N FH 3 5 T AT AR R B2 ST e Ak ]
A&, U T LU ) 1 FH 3 2 6t 22 4 S8 5 SRR A 2, Ik Y5 @0 wy it A G T e HLRR B R SR K 4, Seid
321N IR 2 A SR B, 3 e e S R 0 A B A R AR Y

B SO 8 43 e A TR A B SR T S ) A 5t S 01 ) 7, He 5 N (VB HH - o R 25 S WAL SR A 28 B3 I, R
T T RFEH AT HEREA, 75 AR A FIEME A, v DA IR e A A& F F AR R A g .

(2) FE T RF R A 10 3R A

R T IO B R (0 5 & R R R IRAF SR S0 2 15 07 B AR R R SR AT BE, ARYE 2 15 U7 B R T T 1
A P P T G T A S R T BT, JE R Sk [28,66-70] RURFFCAR A 1 23R & &5 B AT I0AE, BRI SR A 5557
AL B R A

Wang % A CORIRIF L X R IR IER I B A RS B AN S 55 FARRA AR 0 UE SR 4 14y 2
YRR, 401 A RAR T 15 02 100 B DU U g0 35 R, Boe R 0 346 5 (10 2 15 5 SR ST 4. Tan 25 N 75 I 2R 4L
(1) SR, AR IR ds i i — AR A2 ST, W U T 5 57 M D1 AT W R AR SR IR 45 21, $a S IS AR E T
BRI BRAIE S5 0 BT R A, BUIZRIT4Y. Chen 28 A SNSRI 23 213611 18 JEL - AEAR 8RR, Al T
SRR TEOFT ) 1, BB, K] K-means 532051 2 5 7 (B8 5B 347 90 415 2 Ja AR A0 S x4 A SR 2K 3k
ATYOAE, a0 A HER R AE T BB M HEBR X RIS 19 T A 28 5T

SR [28,69,70] T ST AN P 5L 214 8 500 10 1 A 23 K DAk A% 20 B B AT A B, T A2 e h TN R PR Fe A, S
o Xie 25 N HE UK Zeno SEASFLHIVEM TR KR BEHL T B 73 L (stochastic descendant score), 1% 73 B0 & P 46 73:
ABE TR 307 5 500400 % R B8 AR RS 20 B S T . K R T BBk % (B4 RS Y T A SE PR 0, i BB/ (RTRT
AR BRI R AL AN, B0k . AERRARIE AR, Zeno R HIRAF BRI HARAZ 5 7 WBEHL T B0 2, 2 ALy
s i ET n—m NS 5T IR TR SE AR N R A a5 L.

Cao 25 N VO Y LU A IR 4% 2 1 5 I T M A5 ATAR, 45 IR 55 2 R0 2 5 05 5 28 S0 3 (R0 ARBLEE A VE A Fig
b, ERRFRIEACT, IR 45 2848 F 96 E s I Zh A IR B, R SR A, RSS2 1 20T B S 15 5 B T 1 4%
SZARLLEE, JFAEH] ReLU BB IR G 1A S 5T G0 ZJabstEle S 5 7 BEBS TR (R B B 28 LME AR 70 AL
T, VR HEA S AR S B A SME. BAT Bk R s 2 45 T IR 2R o 37 5 iR 554 )N 2 45 SR i, BT
SRk v, B

Fang % A PS04 5 4 oh 2% S) 50 BESF 107 97 777 RONIFTAT TRIM™S, 45t il LU HoA 38 & S0k AH 45
B . XA 5 5 R T w, A0 1R P S0 b 2 20 BT 54 AR R & w AR RS w NI IEA IR
W E N ZEEE NS ST, 180Ul w25 4 SR R B I SR 5% iR, A AT 188 Bk 23 B0 dee v (R iy
m N5 G, 4G ARG IR NS5 TR G, 546, ATE T AT 558 b5, R 1)
R, LR IR R B e B, R Ik S0 UF B R 408 % R B s (LA S 2 B e b vl DA s B 4 R

IR ER A R AR E R4S AN AT Bl B 4R, T At IR 25 S Tk S e AR R A I 1) 8L, Zhao 25 N Ui
WAEMRS 28358 GAN, WRie A R RAE ) GAN (WA M4 D, R GAN [MAE M4 G A iR S 5 7 AHAU T
BRI Dy B AR A ) o TR AR R AT A A 2 5 U R v

AT BB 45 S 56 UE ) JEL B, Zhao 28 N UPISZEN 2 5 05 (922 SUIGIE. AERRRE AR, B8 4 IR 554 g MBS A0 5
IS N e 7 HZRIR 2 A5 5 5 R A AT A MG S SRR EAT VRN, 2 SR 4RE S5 T VT 45 SRR ST
B, 20 BOMBCT AL
232 #iaRPE

IR S —Fh o A X SEHESE, 540 A XA - X 8k (blockchain) FEAR SR G, BB A2 H 1 T
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PR 2] 5 IX S AH 45 5 047 7 22, U DX B 1) 2 A PEAR S D 2 5] R 2 4k

£ Bao % A Vi (1 X HefE FLChain 1, XEREAIE S 55 IO NG B B R IEAA . D7 LRI 4R 3h
RURIEBE, Jodh ) e BRI GG sl e 102 5 5 5 AR E AR DAR (R AR B B2 R0 2R & K 42 RIS Y. 4 FLChain 91,
Z 578 I X e, VIR ol AR M R L AE, R RIS 5y (MR FEEEAT SR & FLChain <3 iE#{5
PR IS 5 05 VR 0T, K LR IR BLAR s (1) 4 JR A DUk 3R, 2 5 )5l LUK 4 R BE B oAl 23 5
J7 AT VRS, SR AT . 22507 DA B U n] DL R R I T AT, SR AR B R

Li 25 NV () BFLC BT T MRl X B, 43 iR A7 4 Jr B R R A i BSS 78 T 37 . BFLC S8R90 2 5 7 AL
ZE i TR TR AR A, BRZ2 R S5SNI S 5 U M A AR B T R 5 25 I 2%, 23 A 23 T I OB A
B AR A 50 R B 2, FREAER AR (D A U A 2 5 05 I 204, 4y BUs B R SE B A e . A BE B AR
PO X RBOR A BB R, A SPATRA TR, BHma Rl ek, SRS 5% LRI 5 80E
WTEREZE B2 L. 2R B 48 SRR 1 J7 AT LAAT 97 47 3 IR 4 B3 k. Peng 25 A\ 21 il 28 5 2 K 6 A
RBEZH T IR TR, AR AAT 8T B X e rp H AR A7 42 JR B () T B6AE UE W (verifiable proofs), % #7557
X4 RSB AT H vk, A AT TIE AR H — o 1 DX SR DA R s 54, P T4 i vl S IEAE B (A R R, AR SRR
S (W22 A5 4. 17 Shayan 25 A U4 i) Biscotti WAL A B 23 IEZR RS MBAR AL, 0TS 5T
BERY SFT (KA D AIZE . Biscotti [ B ORAE T 42 JRAERY o BT BE T (1) 5 B (il Aw RIAREA SERT (1) 22 T2k v
(polynomial commitments)™™”), &P 22 S i i LAAR 25 1507 B RA B3 R 58 45 4 L () ] B UE 1. Biscotti R PoF
(proof of federation) JLIHELYZ,

Qu 2 N Tl 4.0 W44 (RIS TS HH 3 X B PR B R 2% STRE L. A AT ToKE o0 IR 25 2 B e th 24
B AL DX HRE, 7 1 6 ST Tl 4.0 e L AR TABERY B3R 2 X B, Gl PoW (proof of work)™ LR 72
e SR IE R, R ARIER R A RIS 8E. Zhao %5 N VO S W10k 09 4 ik 5% Jm 37 St BE T 1 AR RE 2, {E AR AT TR P 1
J& Algorand” "FEYUVEL, WA IE H— AN T 57 SR A I SR 4 SRR,

Liu 25 N7y 5G WS4 BEVE (122 AR 2 S HEGL AR R 1 3R & IR 55 4%, AT PR ICRR2% 5 5 LUK B MISE &, 4
LA i) PoS (proof of stake) L UVARIRT G540, A MSAAE R R E LS & R AT BEA L), %
B A1 P 252 ) I SR 0 A5 2 B B AT 3G, LUKYI M TR AR G AIES 5 7 EAE IR TER, R
BRAEGHE TR A 2 R IR S IWAT RS

F 3 MK HBE A T . R ILIRE . X B ORAT I B 9 28 R0 £ DTS2 3R &5 (K79 100X 4 AN o 3
T X PR I S ME A AT 4

R3O FETIXBRBERIBIR S SIHEZL R &5

ik X e 15 2 SEPUEL X e {470 2t A
Bao® A" e et e e BTN B SR D S N
(2019) 25T BTAMRRNSSIERE o e e A S A e P A
Lizs \ 4 PR oA — " - oA
2021) 557 T B A A HE I ST 0 A SRR RS
Ags ) [82]
ey BEP EHEY AR EEY R
ShayanZ§ A" , AR, BB B RS AW AN e
(2021) Z571 PoF 2 TR A REBAR
s ) [83]
Q}‘;ﬁj}) L PoW AR R 4 R PoWER T T
2 [76]
Zh*giﬁ B Algorand AU . AR T
. A [771
L“(‘zfzj‘m BT PoS MBS, 4R S s
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5 A2 AW T vEAR L, I 3] 5 IX B A 45 & B LU g

(1) R DX HeE 25 oAb R 1, BIVASAR A OV YT i SRR (1) 40 A S0 5% AEAHR TR, Wl LARS BRI
RGNS RS A, Fem NITE 2 5 751 s IR B B AT AT R SRR, IR AR AL
TR, AT 57 0508 A Al 5 (1 gt 1727092930,

(2) W KA A SR A AR Y R, AT 2 5 7 e I LTRSS, R DR EAT . I S5 T A
RN L AR ATIE T 2E R G RS 85T, ZER IR 45 3 95 Se vl B0 UE BR 45, (HIXAN 41 S8 br N 77
FE— € IR R Pk — 7 TR S5 3 GV E Al 2 15 07 (858, JLAR TR S0 4 T e 5 S b (B9 - A W W 22 s O —
7 T4 B2 > N FH 108 A 7 (7] 43 A1 1) 3 i B, B 55 % (K0 B8 JE2 e 55 T 545 )5 It o0 A . A
P P EURS 8 L SRR 2 ML, HaTREF=2E AR A TP IRG, Bl $ 2 505 o 4 2w, T8 ik 45 4 X Bk,
S22 S I AN 22 55 5 3 nT LA 42 5 R) 2 b 2 15 SRR AN 3R 2 R AR oy, AT B B 8 L 28 46 1 6 0
P HOR I O HERA 2R
233 FIHz4E4

EE AR A Bk AN S B AR SR I BRAT A, 000 2 B R R P 2 AR SR AIE I 2 S A
IR e 2k, B 1D Rl B2 52 Boidi & T4 AbAT] 232 B2 R F a) {5 $UAT 3R 3% (trusted execution environment, TEE)
BEATI A, Wi Intel (1) SGXV%. SGX & 2013 4F Intel #EHH (1) 548 S04, & LARE 22 4 o s B ORI, AN
T PR R P 1) 2 AR, BB P 22 18] 10 {5 AT BB, S8 Ik — AUB 48 A 428 5 U il HIHLH], SEEA
T PP 18] (11 B B 34T, AR FH P S B R 50008 (1 B 2 45 5 2 A B2 S R R R A Y. SGX 4Rt — R g %
2% enclave'™), JHF 170N FHFE 5 (10 BBUBECE A GRS, SGX AoV IR 45 0 T B4 (1 BB B A ARSIk 3L
In#EE enclave 1, 2 5 SGX & A B AT TG SN 4 AF BT v ) P4,

Chen %5 A 0% 23 55 7 (10 AR i B0 S Y1 5 01 R 25 % 0 3R & 1L R 40 i 2% 1) TEE #9) enclave AT, H 2505 fiI%
15 R 55 2 TR (RSS2 A AR 2 48 1R enclave [A) 1) 22 A58 T8 58 . — )5 THIAR UE AR b I 2Rl R 1) 56 20, 8 S Mo Bk it
WA NG, A5 O OB R TR 55— 5 B LS B R SS 8 S 507 AR, H N R GRS,
Zhang %\ B4R A A TEE S4B X I A SR, RIS ALATTIE % fE 2] TEE VI ZRAER S S0 HE B T B ) 1L
HHT SGX A3 KF CPU, TovEN T GPU NI I Zh i 15 2% 2 #5584, 1 B4 BRI¥) PRM (processor reserved memory)
23 BUSE R D)4, IX SR F 2 U B A M I ZR AR, 2, AT AE GPU YN ZrAs AR 28 1)t o b
MUEREJLE VI ZRAE TEE AT, FIH TEE %25 00 5 2 RE B P37 5000F, AT 55 TEE St At Il 2520 1
.

AR P 2 A BB 1T LAAT 25007 P A AR 8 Bk, (EUIE T v ORAE A b ) 258 1 m e, RIS 38 1 B 7 s
BBk
234 nlE R

Bl ot Bl P R Il 002 A R A v 2 ST 1 I A R B, R L A RIS 2 S R ) 48 g SR AR v AR AR 1) i
A, BT A5l 1 fo AR

Zhao 25 N VSIEASIR I st At v o | N84 i B PR s vk (84 (A dropout . AEE TE SRR RIB: F6E R 7 250, 2 e Y
(IZ A RE ), FE I S UE W3 N dropout B4 AT LA R FRAR 5 1710 (18 0. Zhang 25 A U0 B0 SB6 1 1)
LRV S IERER A W B 25 R, DL 3 T o0 22 5 (pivotal learning) P BB 47 75 1k BEFRATHLIIZk (federated
adversarial training, FAT). FAT 76 R85 #3340 — AN 73 S £, S Sl LARRR S TN S 507, ity
MR, 5 BLRUAT RSSO S T B BE R IE 3 B0 BE 1 7 2RI, BRI BRAR f, IOMERR . Ik, FAT 18 B 2 (g S A
A AN R R B, AR £ DIBR IR N BB AL B AR s ER T RS 2 5 07T 2, SR 45
R AT LSRR S iR SR A AR

Tbitoye 25 A PN AT 4R 2 SHHTREA (adversarial samples)™ Beili (15977 /7% DiPSeN. X HikE ATk
SE AR A AR B4 N R AR RO R NN TR, A Ay R AR 45 . DiPSeN S8 i 7 S I 4 AR A (1)
GER PRI R R 22 40 BAFA R 75 M — 22 SELU P80 BB, 42 e ) f S 1.
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235 M fh

BT LIk 4 PR B e P E R TF BN, f o E ER H — SHA T7 v  e  Bd. Hh AdS an R L.

Chang 25 N PPHA g 2 5 07 T 45 IR 45 9 70 R S M0 — TRl A 1 e 1, DR L ol £ JBE 8 2 > HE 24
Cronus, A EHEAR AR S 4L, SIS 5 BRI AR . (A 1B e A — DT AT 2 5 75 Ui i A
ILHHRAE. AR, 25778 e AR R DI SR B, 2 J5 FH AR bR 7R 50 /8 JLHICH SR B4 T T00I, 5 T0md 1 4
Pbr2s AR R A RS 5, B R RSB R ES 5 A TGRS, T REELER, mAS 546 R WA
BRI A YL EH IR, TR AR 7 Cronus HEZLh, 25 5 )7 (A M R 3 2 T8 ik A Hb I 2545 5], w]
DA 250 55 7% B SS # R R A 1B H 2 5 7 A MU 2 (1) 5 1.

Kang 25 A\ VOV St 56 2 ) R G0 A9 A B R 7 1A 2 A TR0, Mg TR 2 ST 5 I A5 26 LA, BRI 2 5 05 7 IR 3
TS IR N FLU B — M BHME, ISR B S B U 0 2 5 5 AT B AR S IRk AR, s
22 FF FoolsGold“ 45 7570 2 55 7 1A (RAS 7R BFBEA T 0, MO 25 5 5 BOA T O 5 3 L4 25 A5 26 e T LUIE
S AT 5 RS 23 2255 N 2 5 07 5 B0t B 8 B, M 1R FH X B BE R A7 22 5 07 145 268, PRAE S
TA

Guo ZE NN T2 505 5 H RSB E RG24 T K A4 Jm iRy, 32 5T MM 4 (homomorphic hash)
BRER )R G IE ) 2R G Hh 0 VERIFL, 8 5 5 5 7E AR R IE AR S5 A5 1T DA 4 J/ B e kAT i & 2 5778 |
ARSI T 9 (R BN S e A . SRS 48 TR R ERAY )G, 25 77 M HALS 5 5 1 KRG A (8, R R ZS0E A
UG UF SR 4l 2 IR, AR, D8 (RIS 0 45 iR 2 ¥ B A, VERIFL HRESR FH Zetth SR & 500k, JoikB e e Mo
24 S5EHEINHEMIES

AT MBI . 22 STt T B 22 55 0 5 1K 3 AN J7 TG Hp 2 2 RGN 2 ) AE 22 4 1) J_L ) L A
Ze AT AT
241 BB SRR

FELi 2 R 7 T, RSP I e A Ut i 02 5 BRIk 2 15 ] LA IR 4K

XoF T B SR (1) At T, B R 2] SRR ST IR 2 5

(1) Bk iR

DR Ay 8 o 2 > (RS AR 5 2 v AR 45 B 3 v 7 A DI 2505 F R 40 T P A PR, St DGt 2 ol I s 284, i
DALE G b2 3] v s 5 R AR B o0 T E AR TR RERE, T 43 S S Tk AN g ety UL b g
i FR B T LUREL H AR 0 BT A 15 8., B AR 45 M RN 252 8055 . T 7E B Buti v, Btiss RaeRI RS
SRR TR 1% TV V) BRSO 52 B N (0t 5 SR, TS H b BT A DA B, 7 Sk 8 P v 5 L.
T A7 2 U ) ¢ AT 2 BEHR IR F R ZE R I gy, BVR & IR S5 # 502 5 7, [N & #4355 H AR TR A T
THEL, BT DA IR 27 ST THI I 1 2 A Tk BRAA A (1 Bl 2RI 27 2 v, Tk il 32 LR PR et #ox HARBR 2%
RGN B, WERAHE, HAbS 57 R s

() Bk he s

B T 45 U ZREE SR Ab, 500 8 b 2 S 10 22 A 9 o B e et vl LM SO 4 1) H AR R, B0k i ot 45
B IR (A B U A o A R R e 3 A AR U O O Sl . DR A 2 S (SR AR R 25 I,
Fr ABG e AR S SRR, AR 2= > h, TR 25 05 I B0 AR AR, 78 92 Br B H rh i 3 m] LAl
S5 1IN, T ARSI S AN IBYE L. 5340, BN EOIRS: S 2 th 245 5 A IME TS, &= 5 3L
RS CE R E VIR, BT AR B SIS 1 2 A 5 75 2 WA 1 U S0 i O B K
242 ZAEUEHTFEBMRFE

G r 2 SRR 2 S AL A VI 2B BORIHERE A B, 13 K DX 0 L LE T RB B, 38 4 xR v 2 > R A% )
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2 A TGE T B 5 22 AT B 45, AR 4 W LA Hh, 19 2 A HE B B i o5 AH (7] ) 22 4 B di——X T HiREA
Wik, Tl 2 3 e S R I RS TR P A AR AR, SR B R A AR, — RO I AE R R A N AR O B T I
B SEHL D PR A Bt UG e e, T DL T4 2 STRIBEAR S 30 i AE VIRl B, B v 2% ST RIER A 27
)R] ERE 2 s BERE B AN Ty, RN SR 2 5 1 2 e Bl B0 A HAREER, B LA LLR HLy e H
THRHEE ST (¥4 R B2,

SR, TR 2 2) v 22 15 75 R 5 2 WM R (RO WL AT LU 55 48 v 2 50 (K et R, (HAR S IN 1B 0 2 4x )l 5 Bk
i T, SR R S AR R B M S A SR B AR ) S, A T 2 O PR B A R B A EAT R,
DR AE BT TURRH 27 20 (14 2 4 MUl I, i A P 2R £ Jm SO (KA R il . 55— T, SIAES8 (02 507 h Bk & 1
TR YRGS T 454, Bodi s nl DA B8 B oA 42 R Y. B TS RT7, BRIR 27 20 (1 22 A O T 2% 18
TR 55 S (A AL BRA, SR rp 27 2] B IRCIR 27 20 #E 5 I B0 (K St SR A A 22 57 AEIDCIR 27 20 v, B R il i 4K
B B R BN S 1], ARG R 2 3 B A T e o, EARA K HE  #R 2 T B Bt s, (At Ak 4y
W FCHABRIA S 00 S 0% X S il R AEAE B KRB B B, Mo HEE SO R 1 F AR B, Tl
T8 SO RS R U AR SR v 4 N B RS O S i S T B

R eraE S BRI 2 A BT BRI H

PR HEFEB B
Fom =R R
e BT PR A I
Hdgted BORRE T oemn | BARA R
RS N N 7 N
) J J J J J J

243 ZAWIH TR

FERZ AR Tk b, B o YRR 2 A7 AE LR IR IR] e 0 POREA TG 1R 75 7 75 35 A0d T mp 2 ) Ak
HOAE 2] R, B 2 S e B 5 1 9 0 S A Y e 2 >3 RS i SR v P I e A 17, R T A
TR 2 (K92 5 75, TR RS HEAT Jn .

MW AL 2 AP ik B2z B,

(1) 1E2 577 0 BRI 32 R 46 (IR ST W rp (i ek 0 458, L RER ISR v 2% 20 1R e e Bl i 7 ik vl e 4y
B R E AT S 0, R 5 S BB 1R B 97 535, AE BRI AR AN 22 PR 22 i) BEAT Y-, DA T B 5% >
K375

(2) B AL, B S S 5 7 (Mg, w1 LGB IR 9T 2 42 4R K R S SEBEAT BT, BEAh,
AT DU 22 A e G I 20 R 52 Boadi B 1900, S v IR o 2) ) 2 4k

(3) ELARSE 27 2 MRS 27 2] HEmT LU 3 96 E Bl S Aor DAL IR F) 5 6 4708, (EL R L B vh 2 5 g A B 4R VI 8K
PaAe AN, BB T B SR I 55 S 1 B0 Al B Bl vl REAN 2 5 5 N 2R B 1 W el 22 5, S B0 — Bl 4 5 VA A
SR 27 30 P AT 2 A FRE, DA P 202 2 4 R IR 2 2 5 X R AT 45 45, LS 22 5 75 8 mT LUK 4 g i 20
BEATALIN.

3 BRFAKBE SRR

AR 2 ST BRI PO 2, FPREAILES 27 ST B AL 23k I A8 L . R B AL B T & SRR R U, - A5t
TIRERL, DUNIBIR 2 2] 5 25 5T AN GBS e ol 46 5 K R 2 B S R AR BxT 2 5 75 2 vl
IR, T AT 27 >0 30 1 AN 2% A [ R &5 1) JXURS: . X T FU00 45 SR B, 4 2% S RIIBEHS 27 > T I ) e o T B
AN 75— S0, ANEEAS ST V8 Vi [ A DRl B AR SO0 T BEORA UG 14 A 65 A 20 BT 3 B B I R s B A,
SCANTERFRR UL, BeRA AR A 2Rt e AL,

HARIIR 2 2 1 2 5 75 R S5 48 S BB 2 3 07 sSUERY T 2577 A s, (EUR 24 2 E S R AT 4 )
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TR Jofs 1 0 T B U s i B fg R OO ok AR e ST BB HE (model inversion) MU AT LMK RY R R
VNS0 (0 A 1, T I RE 38 T IR 2 > 1A A S TR T DR 27 20 1R U WLk by BRA 5 LN 1 39 1 XU

(1) R3S A BT D B o 2 v LI, ook 5 T LS it 1 S B oRA Bk

(2) W22 I I ZR A 240X, Bk # n] LU AT B ek AU AR (0 AR A2 40 B8 22 1 e 15 5

(3) ButiE T LU it 2 5 7 BURSS 2% TR 2Rl 72, 15 OB S 40, i 1E W 5 %ﬁf)zéiliﬁqj%EEE%
AHHARE .

R 22 25385 5 1 VR R BRI 27 SO A TE R B R0 RV 55 AR AP 5 i EATAIT 9. AR SC AR 27 ST T P B AL BLti 1
A 3B B RO X H R B AT B0 T BOIEAT 0 2 (B S BTR), AR s B e B U A I 2
U 22E 0 AR I AR AN R, BERAI T R 2 AR I S AN R B, 5 45 2 A AR R A B
RENRRABE. F R, 7R S AR BT DAL tide 4% 3 H’Jl‘éf‘%ﬁzﬂi%z&, KERIFATEA SR I .

Ez::m@unf@]—{ @1@5}—{&&%A :5 Flffﬂ;-si :

IR B | SR B

Lo s s . - VIR
Sy YA g PR R
oY =5

KI5 IS 9 i ¥ B AA Lt

3.1 BimMREIS R

AT A Bk HAr, B 2 AR B ax 4 AN R0 e FA Sos 1R B B BE AT 43 7.

() Btz fa

Yot & A 0 R AR Bk B AR A ) R p o i), RAARELEE: IRSS48 S 57 AE =07 b R854 1 4
i H 23 ECS 2 5 7 WGBSR B, T UG BAN S 5 05 St ey, 2 5078 0 T 913t 2 507 1l
AR EA, B2 577 K Bedl 4 /iy, prLoCikBahife e M2 577, 38 =7 Wi 5 BI04 23
ZRid RN NERALZR, AbATT R Re il Gy W IR 4538 R 2 5 07 BRIaA, B0 A8 N 2Rl (1 4 JR S 0 45 g ik HE T IR 6 2
SIRIRERUE BBS 507 8 E R

(2) Yriti HAx

Yrehi o8 1 B A BT 22 ST I SRl #2 3 I S 5 05 AR AR (M R A5 8., AR LR B BRI 43 A B8 j
GiHERT (membership inference) Al J& P HEWT (property inference). H:H al A HEWT ZHEWT WA FIRFEA R BEAES 5 TT
(IR B 4 P VD — W S R, S 5 BT Tt 0 5 SR i BN B REAR B T 5 5 5 DI R R 1), g
B P BT B 1 (2 DR I S 5 1 e i, SR R L)z, BT DA SRR AT 4 AH O B 1 (i AR
SRR I 25 B R TN R €1), AR AT U2 TE oG JE M (i AP RS 20 p Y1 2 R T A 75 T SRR B ). AR i 4t
Wiy B bw @k, Bt 45 R ox SIAS R B TE X, nT DU B I R8s 304G 5 bs & P it e Agi), 5 43 58w DU A HE T 1 Jeg 12k
E RSN Ry L PN EAE T 2

(3) Brahi Jnil

Yook # SRR Fe B 3 i AR 2% ) RGP T MR 115 54K, 78 B RA BT v ZE Rk i AR A Rl Bh 2 45
D AR T RN 2 5 7 A M B AR, HLA A IE A ) AT S AR 25 B AR 25
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(4) B

YA oh 3 B i g Beidi. Horh 323 Mo R 48 i TP 2% 2 B IE B iR, W ik o5 2 ko
RS T RGBS Mg s ok R Bk & AT TR o), RIS 38 5 i EMET, B TIH
{1 A AN AT B
3.2 RAKEFE
321 N HERT

TR 2] b, e A HERT BUds )& 5 o 5 A H 25 U7 (RO T B A JR B HE W 2 5 0y Il R8s R vh 2 15
AL FEAN AR PEAS IR Bk 5 .

Melis %5 A (R FTBERL N J2 (embedding layer) 94 % B0 13 7T LA S - 34 1] EH DL I 402 R AT 1
SAHEIT. T G A R BN )2 B A BRI R R [V, ..., Vel Z )5 R B AR SCAS I i SR
V, e IS (V.2 V), AT B A5 SCAS R 75 4 IR i 1. ARATTIR Bots O vE A AR R i R B, Ui
A RN JE IR (Can B ARTE S AR, FLHEWT IR o R 2% 18 H AR SO Sl (RIS, R R 345

Nasr %5 AUV B ZRE0Hs 23 70 B 453 2% o K501 B0 85 BRI AT IX 43[R AR 28, LA B8 i B 3 9 DB 1) 3 8 2 )
B % B B DL H AR B W FR 2 R R, DA R AE B AR YA — 2 Bagl )2 (hidden layer) [ SE R4
AHIN, IHETRANE ML (convolutional neural network, CNN) FlI 4482 M 4% (fully connected network, FCN) 433l
PR B2 0 FE R H b i H AR B SR ORRAE, A A3 N— N He AL 4% (fully connected encoder), #2844 H
B bR 0 1 AR TR RN B SR — A, A T AR IR B R0 h I ZR8R 1 01 (2. BT BRI 2 o) & ad ik AR
A AN (A R A BEBL PRI 00, ARATTRF CNIN T FCN 24 (R NG e8A BR800 70 AN [ R A ABE 284 110 e 2 s F55 R i
HE R 25 0 ) i, T R B RRCAS (R AR AR 2 2 B 2 B AR B IUREAE. 534k, AT B4R A B Mo U7k eSS B
BT F BRI H AR ER B R iR H AR BRI G EEAIA, 1B 2 5 T s Ar IR kA B R PR A 4
J BRHE H AR B (0, B0 HEWTASE 2R T] UK B R AR 4K, AN T4 o HE T B8k 1) e 6.

SCHR [114,115] #2F B GAN R4 A8 S B i 52 4fE T etz Jerp Chen 25 AN UG MG T2 5
J5 BB bR 25 AN B B IR B HR 27 ) e, BT AR N RAT B R BEAN 2 5 5 75 B A B S R 25 A AT T8 2 R H
GAN A JEA [RIAR 2 (R B A0, P B A RG] Y AR ZE N G5 — A3 RSB %40 A EY DA H bRl b N,
St R RR RS 5 5N 2 5 7 7 W B bR s — 2, WAV B bR os 0% 2 5 07 RS 1 i, AT SETRET W45 58
25 )5 (MR HEWT Bk M0 Zhang 25 AU REET 1 43 SRR 25 Ik 2% ) BSR4 A1, X 43 H b
{14 B8 53 B AN R s D B AT 0 Breh B 2 DL H AR R (M TRME ANAR 2 A N 25 LR B R M R BR A TR,
AR GAN AR RS A2 (R I SR B 481, 4R T BT RCR.

322 ML
JE PEHERT BT S HE T2 5 7 N SR B 1 U R AL 8 v, SR T 45 A O @ R e O Jm k.
(1) A2 Jm P T

LT AT 55 AH O i M 2 1 3 N R i v R S 50l 1) S BREARF AT, 68 el D AT O i 42 T A ) 4 2 b 28 1 I 5 8
P, DRI R s AT Bk B0 TE 4 (data reconstruction) By, FEA (KBS AL FLIE N a8, MR S ga%
P AR EAR A U2, iy Se B et F AL Ot iR R AR B S B S B R R GAN SRS RLKs 20 610 ot
Ak v K At

SCHR [116-118] #5&F F GAN SEitiscs =i Trd:. Jh Hitaj 2 A 50T 76 %55 7 38 GAN B HhS 5
Ji R ERR AR EE. S B TR IEA T, DL REAE S GAN RG4S D, FIFHAERSM S G A4 H brbr
ZEMAREHEAE. h T 1R s SOk RCR A B R Bk UK, 7E7JLEE A, TR GAN A S B b ic 45 3R AR 45,
WG B2 B, i S HAh S 5 5 70 )G 80k A0h 2 52 T8 2 HARbn 880 15 5. 2R, XA 3 doh & ks
JRBERY R AR, T BE ARG B SR AT 0 I HERS. Wang 25 N U ISR IR 45 2 T LARIH GAN EMEEE B 507 11
YIZREHE . ABATTTE 7 R 45 2500 3 28 22 145 GAN (multi-task GAN) 2% > HArZ 5 J5 BR324, GAN (1)) 51 )
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%44 D Fi BRI S8R 3 AMES: KA AN B bR LSRRI NS 507, 78 D I AR S 5 07 iR AT LA
1 G A= B AR E 25 5 AR R, (B AR IR 25 4% ok 2 5 07 At s, D B84 2 5 5 TOIMTE 58 =
YIGRREAS, BT AR AT IR FE RSP 5 37 26 KL 1) 245 7 AR B Xt D AT U5, 1 Song % A U Wang 5 AT
FEM SR B0 &, WFAE S 5 07 BE 44 I 2% 21 3 5 rp A K BB B8 55 23 15 5 0 5, LR SIZ it i 4 1) 3
ot TG Bt AT B ) A IR A, B TR vT LA RS 5 U BB A A, 1% O A AT R RO A X [ E 1,
HAR T HAb S 577 A TR H B AR AE M 2% (convolutional Siamese network) -5 AN [F] 354 9§ NSRS B 5 A=
AR HE AR BRR B, I /MR T BT 2 0 T — 2 5 5. alad s 5 HOOGE T R ARMBLRE i g 20K i AR
AR ST 4% 2 5 7 AT A0 41, AR IRSE T GAN [0 F A Bl 4F MINISTV VASHdin 48 100 B3, s 11
s 5 E S I Bt AR ARG, R S A T B BRAR 28 1R B e UAR BV 3 5 (i MINIST Hls &b 807 9 1)
G EALE EARARL), 78 oA Y 3 55 b A E A PR, AN e M T 2 A A i GAN Ao AR 28 A I AU R

T IR A G B, TEAAE I R v B0 R e I A

Zhu 25 N OV S K B T A T e A R e PR T A T SR A At AR P R R R M R I R K £ S R
RO L SR AR A LA A SRR 2 R S B PR AT AR R £ L, DU A B R 2 5 (R 4%
PARABL. DA R T B R A (x, ), B/ MU R EITE (v, y) BIBEEE 5 BRREREENY [ BR RS, Horh x b
s, y N BIRPRSE. AR BRUE E S AV x Ay, FE RS MR T B3 AT SR A7, f & I S8 E WA o
R SN e 3R AR AL SR, A3 tH 1) DLG BUhi R B, 1230703 50 A 80 JUR 1R 22,
HLRUAT A A N ST I AR, DRI SR (1191217 X B A7 ik, 2ovb Geiping 25 A UV FH B SE (1) #7720 9 4 B
B IR AR B B, 4 H A o8 B0k de /NG A R B B N 2 15 7 B B TR AR SR ARARL I, IR 3 T80 B 1 49 5 eR BICR
Adam FVE PSR REARA L, L 22 BE AT SRR RS UG S 4 3R AR A (2 O Zhao 26 A 12
WX DLG W dibs 28 y A UG43 T k. ABATTIN S 5 5 86 B SR BURE AR 1R B SRR A , K e D0 A i i 1
P LR AR o, AT 32 i Bl R R AN B B8 O 0 . Wed 245 A U202 o o i 388 D366 AR 10 1, 15 AT LA 348
I RS e I, [FIRRE (x, p) IR T v Bt 26 1 S A R DL AN 7 9241 DA TEC B 0, sk S 36 VP A [ T 0T
Brehi R IR 5 .

(2) JaK )& Ve

£ 25 T0 o0 P B N G B8 RS AT 25 AN A AR AIEAS ., B RSB R i i 1 S B RA, X 4IDRE I
RN SR R (07 2, DR e TG 6 g Bt I 385 R K5 46 M 2% (unintended feature leakage). T8 2% R AL
ik A 7 gt HoxfE AR I, H T 8 i o ™ 2 R Ba L AU, PRI 5 R 7 350 202 2 T EE A axX S ek e BB (19 38 1)
P, BRI Bt B AR 52, B3 Melis 25 A\ "0t 5 As 2 W A 2 5 05 i 2Bt b 2 5 904 Bodi 0%
L@, Shen %5 A U220 SR BRI AT 45 MR RE R ATHR T, HEWTUIZR 50 B H AR IS 5 4. Melis %5
NPy 23 55 St o 4 A T 80 4 Al s R E s R A s B, AT S T A R R R A A B K
b RRR R, AR B 2T B H AR R EARRY FRRE, B G B RS NG— A 258, & US
J3 TR TS A i N EAT 4328, HEWT 2 5 5 (W 2R 2 75 R B bR g . ifE Eah Bodi b, iR 24155 %
3] (multi-task learning) $EF B A ZAT 555 S0 RIS 26 18 2 A AT S 2= ST 72, B B2 R AT &
PR R P BTS2 S iz Ak e Y, A HL I SR, Al TR AS TR 453 % b 5008 T4y AT 45 0 g M VR AT 25 B B
BRI, EAd A SRR IR 2% 3] b S 1 PR B R IR, T 4 i BBk PR e 3R Shen %5 A 22 I AR 45 #0005 2 432 8,
PERFREIEAC T Se Al A A Bh B I 250 2588, Z0r B LR B G B AL BN N, R AR R A M S 5 7S
B HAR BT aett, 2 JGEBFHLAS ST k. i a2 507 5, BT skt m s s 57 S
1 Ry e 2 AT 25 L. A, M AT e T B AS I 2 5 5 I R R R S e B 3.
323 9 Wr

GIWT RAETE S 5 J5 MGG 2R A8 TR FE v, W S 55 07 RO R 454 < 1R1 2 BH SO, B0 SR W 59 1 o 25 i A
J i, Bt e LOas ik giWr SkE S 5 5 AR Y TR LR IR S5 2% 5 ) A R Y, b T St B kA Boks . il ok
TBCH 27 ) I 3 = 7 S T 7 U B RA I U .
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324 WhrikRg

g LTI, H R X B 2 3 M BRAA BT Uy vE S S B E R a2 S TR, SiAb, 3R S I R R 0o BAIE A
FH B 45, A0 45 B A8 CIFAR-100%", CIFAR-10"", MNISTMY. AT&T™!. LFW!'*)| FaceScrub'*",
PIPAI', BERT!', SVHNU'!| ImageNet!"", CASIS-WebFace!JHl CelebAl"*?, e AATIR K Y elp-health! /1
Yelp-author™) LA & FoAh 4535k /) PurchaseP™. FourSquare!**l. Texas100" 1 CSIM,

K5OI BRI T i e A

i L oM A
Wik e ki H b Wt A St B
MelisZ N[ . L e b g e ysey  LEW/FaceScrub/PIPA/Yelp-health/Yelp-
(2019) 2575 PRSI/ IRREAENT BV LR author/FourSquare/CSI
Nasrzg A3 N s
(2019) Iess4%12 575 DA HE T - FBh/Eh CIFAR-100/Purchase/Texas100
s ) [114]
Che(r;gﬁrz g B W% b — Hew CIFAR-10/MNIST
s | [115]
0y S5 W = W MNIST
oA [116]
Hlte(uzfé\) 55 R E — B8] AT&T/MNIST
s | [117]
e Wi SR T ] AT&T/MNIST
SongZ NI » —_ N
(2020) k55 4% Kol A WishEd B AT&T/MNIST
ZhuZ A p -
2019) JIk g5 4 HiEA - ] BERT/CIFAR-100/LFW/MNIST/SVHN
i oAt ) [119]
Gelpzrzl(g)zuo )J\ IR 2% 2 AR T - ez CIFAR-10/ImageNet
sy ) [120]
Zha((;fzg MR 55 %% Hm A - B CIFAR-100/LFW/MNIST
A [121]
We(ljzjg) kg5 %% HAm A - e CIFAR-10/CIFAR-100/LFW/MNIST
ShenZi A\ y . .
2021) fik g5 s JaRVEHEWT i B T3 CASIS-WebFace/CelebA/LFW/MNIST

VE: Bk FAR e T8 s AT 55 T 0% S Y O HfE b Mg it

3.3 RRIMRIFFSE

S T IR I Bk 117 1 PR B RA RS, 1 22 2 B 9L T — RANBRA R T732, B7 12 577 B AAME B0t 8. AR B FA
PR ARFB, FEA AT 53 282 E, ZaRfh. . REMILEE S S8 e
S SCHRYE Y — S8 A 7 7%,
331 #RZIIHH

LA % )i VHE (secure multi-party computation, SMC) U2 AN BT 5 & £ MBI OL T 3T E E 5,
I Yao 11982 4E4 H VL B SR 2 A5 5 )7 FUIRS 4 A 1 VI G A AR, v LS I N 242 7 H 5T AR
12 57788,

SMC ECARIR T : H n NS 5I7{Py, Py, ..., P}, FE8& BRI LA (x|, x,, ..., x,.}, AL FTH 5 —A
LYSE BRI oy, Xg, oo X)) =01, Y2y oes V) oty 4 P RAG I L S5 R AEVE SRR D, P RR Ty, AN TEER G HoA 2
LT AEAE, B x; (7). SMC 2 S i 2 BOR Mg ia A, nTDUE R e B s 3= S5 BOR S,
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Xu 25 N S B BN 2% (functional encryption)!*SZH SMC. B H0IN 35 fE— AN AP 2 48, AR AT LU
NN B S m A3 B0 5 Enc(m), FAAREA 8 T DL JEA 08 40 i — A% 40 key, AT LA T key Al
Enc(m) W5 fim), T AR SRR P AR T m AT AT . Dt Xu 28 A PIER2E ) KRG 5N —A 1]
{558 =77 (trusted third party, TPA), f1 5t AFRHE FLMA key. 25 J5 78 _EARR T 5 3 ik FH A BHIREAT N, i
25 WAL E AR BB A NS 5 A TE A TPA, TPA AR N I key KILL NS5 2%, 5583 FI T key F1B 5
J5 I PR T TR 5 A A SRS, MTT PRAIETE 2R A i B2 o IR G5 2R IOV 3R BT R 5 5 7 B S R B T T,

Khazbak 25 N\ IR FH B3 L5 (secret sharing) H AR SZEL SMC. Fib# JL 2 I A B3 HEA T 9 4, A2 H AR AL 2

58 WATE I, WE 2N 5EUME B A EECE B B AR DA AR, H ke i
S(S’tsn)_){<50>’ <Sl> ’’’’’ <sn>} (6)
R((50),{(81)s..(Sm)) = S, t<m<n (7

o, SO 2R BREL, s HEIRS IR, ¢ WIKE TR, n AR EE, RO WKERE, m AMES S EHNEE.
Khazbak 25 A\ COBE TR AE 3] R B G A RS 4%. AERHRIEAR R, 25 7 FI R 28 3L 5K A Hh AR ) o
Pror OS5, 40 R AR IR S 35, < G A RS B ARG BEIWE NS5 I, MG ER 5 4R
B AEX I R AR S RS A L RESR IS 5 7 3 0 BB ST, TRV NP HENT 2 5 07 KRS B X IR 2Rk Ik
St 2 TR BEAH HL /) 45, T LIGE 1L i 58 22 1) 3R A IR 55 i 6 iR R (4 2 SR S0 25 N\ DOk Bl 35 4 22 15 Top-K
B EFEAH &5, Bevh—FPIE my 8 UnT LAORY 2 5 )5 BoRA IR 27 ) 5 58, SEBRRRRA R . A% TTAY AR Y 14 R
= AR

Li % AN M2 5 5 X5 BIR [ E, FR4CEE TINS5 A MR SR S L — AN TR R SR, K%
T AN A BER T AU B B S TR R IE S RS A, ARG IR R A T BT, Xl T, R4
A FURB RN 45 HE 2R G WA 40, TOVR AN 2 5 (R AR B .
332 E5KA

224y B3 FA (differential privacy) +&—Fh) ¥ N H I BSRA CRIP R, ‘il £ F - FEdE _Bsindhsh, CREE—
SRR A, 0 3 eI R R A B4 JE T A S P B RA. 2 0 B RA 0 LA s SO R T — ARl LA B
15 M 3RAE - Z 0y BRSP4 BN TR A FUAHZE — &R 48R SR 4E D F1 Dl 2 LR A

Pr[M(D) € Sy] < exp(e) X Pr[M(D’) € Sy] (8)

Heeh, Pr oS00k MO LR, M(D) R M(D") S5k MAESEAE D R DY LRI, Sy o M IR 7R, & K
RARPTRE (privacy budget), FRBAFAIRY WFRHE. & [EBR/D, SRAbB =4, i th A ABRIEIT, Bafh (R I AL LT

FET 20 R, WU RS RN M, 8RS 57 MBS D LI N 5 il D, ARG 14
R T 55 LS ) A R AR LR AT eI, (RISt T AR (- Bitisd N DR HEWT th 2 507 (B RAME . 225 BaFAt m] LA
TEA SRR R, DAORY A R,

SCHR [143,144] T3S 70 MRS 2858 & 4 RS R IHAS N 75, RGBS 2 15 07 0 4 SR A R PR Bk, S B 7 i 4 il
IR FAGEY. Hoh Geyer &5 N UL 05 V7% 1 s 0T 75 S B 22 23 B A, T Jayaraman 25 A U958 B i 2 oz 3 o S i
FE.SCHR [145-148] WIZEK 2 507 AR TRT ISR A HOAN I 75, B7 1R 45 25 4EWT 2 5 07 B FAE 5. HorP Triasteyn
2 N TR FE B0 2 > I8 FH vl ) A b X 245 5 40 A 43 A1 O A, SR FH DU 3 2 2 B RA DR D F 3 & B 7
BRI P 11T Zhao 25 N SR SHIBCHR A S B I I FH , 5 R T B0 AR 1 2 0 B RA 5 %, AR TR RLAE R SE & NI
I BB AT (IR 2 5 3 5%, Huang 25 A\ MO B 2R B0 1| Rt R rh ARSI 6 138 T B 7 1) 30 25 VR S8 I )
W, ST e Wei S5 AU HTUE A4S A2 & AR A0SR I ZRIEAREREL, AT — AN Bh A R B REe $L
RIS, T A A b 222 43 R B [ B 22 e R i SR B 1 W 25 5O 2 5 05 A b I et R 22 U Jon s 4 e
7, DL AL ZE 2y B Rh.

TR 2] v B 22 43 B RA AN S BN N i 2 1R ok S04, 3 T BAS FEAt BRURA R B 5 S AH 45 5 B i AR 2K
S, AR BN 3 Gt 25 B (RS TR PR Al e, DAL T B R A TS RIABE B B 2 ) AT~ 10
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o g ) FH s T 2 S BB TS 2 3 A 20 TR e 4 O 43 SCEAT VIR, 3 BRURA B 1 4 A R AR ML AR T
FEEFH A% (homomorphic encryption, HE) 5155 L.

HE J&— i A vr P AT 2% 50 BT RN Tk, 18 B & AT 2 %50, A G 5 HEAE Wl S Hig |
gE 30, B L LR A

Dec(Enc(my)©® Enc(my)) = m; ®@m; 9

o, Dec() Fl Enc() 53 & HAINHIZE, my R my & 3, © Rl @ 43 5l A 78 35 3O3R B 3ok B s 5. R
o SO R S AR, HE 1T LA R A AN A & e R 43 ) A i 121,

(1) 4= [R5 N% (fully homomorphic encryption, FHE): @ fil @ 7 fF =25, HIZFIRFCAKE.

(2) ZE[A) N (somewhat homomorphic encryption, SHE): @ Fl @ [7] i S 5 vz S ALz 5, (H1a SR BT R,

(3) & 47 [Fl AN (partially homomorphic encryption, PHE): © Fll @ H 2 #F hnikia 5 ek fevkia 5, nT 4l 43 4 ik
[FZN% (additive homomorphic encryption, AHE) F13e7k [ 25 IN%5 (multiplication homomorphic encryption, MHE).

Ko WINERRL, B EVE. DI BeE T f S 5 R R IL BT 4 AN 0 T R A I e 2% 2
SV INVSApIE SuZipal=a

o I A INE PR > B ARG 7 ST HE

SCHR IR e 5 Yy 2 57 RAT I
PhongZ A2 s
Oré”a 7})\ AHE LWE-based""*” i 45 58 B
HaoZ A 1154
aﬁzglﬁ) AHE PPDM!* i 4652 n
Chai%§ A -
?12?;2}0\) AHE Paillier!”! k%25 S
Fang2 ) L158] o
an(gz(;rz{)\) MHE Double-key ElGamal 552512575 fih
e )\ [159]
Ha?z‘azjg) FHE+AHE BGV!"*I+A-LWE!"" W45 58 /5 557 %
FangZ A\l ; N _
a“(gzgz}l\) MHE ElGamal'*’ 55281 1507 /:'?
. Ate | [164]
FHE multiparty lattice-base Z 5 &
Froehgg;f)}\ . attice-based!!®” R4/ 2 150 P
ey [166]
Sa\(/;(; 2}; ) FHE multiparty lattice-based"'*” W54/ 507 i

SCHR [152,154,156,158,159,162] B2 R [R5 s 57300 25 5 Ak BB RS s B EAT ', (R 45 as S A 5
FrE S, B IRSS BRI S 5 T AR AESCHK [152,154,156] 1, T & 5 7 e — 0l AR, 16 A% B T A4
AT IR, S5 45 4 T A Ja A0 AN 1 PR AL B i 2 4 JR S 8, R o g 28 D3 P T ANAEAE S 3 5 3 35, 5 W Jr v
LS R 55 38 /) G5 R JR S0 A 2 5 07 HOBRJEE. S Ao 0l i) 1, Sk [158,159,162] 43 3l Fe AN IR ) sdeidk 7 28, Herp e
Mk [158,159] KA 1 BE S Onas: 25 77 e & B A 8302 5857, TR L A8 %, Fang
28 N VTR PR 3 LSRRI RSE S 15 07 SRV I A AR 10 2 5 05 (A7, JIds 2 i B 5 2 AN )
S5 ] LG JRIE R 25 07 BR R, MBS InBet . STk [164,166] S 3E— LRy KA, FIF FHE &5 5 fE AR
bt 0 B A AT I 5, BEAN IR S N G R o AN A0 A SC RS BB JEE, 3 m] LU B/ B F (post-quantum) %42,

Li 25 A U E— AR ) 2 (0 o 2 73 NIT, 0] LICKE 2345 7 IR0 5 3 A Ak Ay A SR 2 A, 10 B 70
PEAHT 0 22 AR . IR 25 28 2 T I EBE EHEIT R A, 25 J7 8 i 2 R TR 4 JR B NIT B30 FF FedAvg Al
FSVRG! Bl R & 51k
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FE TN B DR 5 2 RTINS, H A - SRR AR R A B, BRI IS 255 N K ELE 5 AT ST,
334 B E
TR (masking) RS 5 5 IR Y SR BEATIRVE, B 0 N AL th 2 5 5 e fh, TR I SCn] ELORAIETR
T o BRI TR IR 2R 4 S IE TR,
Bonawitz % A\ U H T R RIS KIR I 7 B ST E PS5 05 (u, v) SR T ABELR R s, W
Fou AEREBY B RN s, T 925 s, W) 0 F0 v AHDNZER A IRE S HRIY, 10 FLIFR o A0 v B0 S A 20 B 3 4
NIEHE. 2507 u RE R AR A T

Ve=Eat D Suv= Y Su (10)

veU:u<v veU:u>v
Horh, x, 2575 u BB, U BT 2 57758, u My RN SR AT DOl R L 2 575 1 1D 5.
AR IR A BT 1A SR A 45 UL IR
Z:ZyFZXu (11)

uelU uel
HE LRBE A ENEHTRATAESS AN s, BEEP R TS S5 FHES SR RIEA SR
B, itk Bonawitz 25 N VR R B IL S8R, BRS 5 u ¥ s, RO KRGS 5, R4:RE
IR o 5045, R S53 t ] DUNTES: 2 5 TR M W s, ARIX B RS 284 x, BI0E T 4500, g5 4%
LML Ty, RSB LA 2 5 5 R s, THEE x,,. A Bonawitz 25 A U5 2848t — AN IR 7 %
Yu = Xy + PRG(b,) + Z PRG(s,,)— Z PRG(s,.,) (12)

Vel vl
ILHh, PRG RHRENLAE 2%, PRG(s,,,) BB s, WFTFHEBBEHIEL, b, WS 57 u iBEIBENEL 2505 u 5%
b, Ml's,, WA AE L5 1)y URIR S HoA 2 507, IF RIS 2 507 Rk s IR 45 28 % b, B s, , JLZE (13
K, BEINIRSS 25 RN b, F s, (HERE, WNTTERIFZ 575 u INEEFA. 7RG IR, IR55 & T EWM R T &2
57y s, M ELZ 5771 b,

TECHS 22 S MHERE RGN T, 2 5 5 AT DIAR I A B8 (0 2R 5 I AR B IR 2 B N3 iy INZiof &
. by I8 G 5 25 NS 5 5 30R 1A% (R SR e kI HH 22 5 5 O BIR 2 51, Niu 256 N UM 22 5 5 fE it 1A R
RS BENLI R TN, B R B A T BT H NS, (R SR A O VR 77 6 AR S, DT ok sk 55 4%,
i IR 45 2% TCIEHEWT 2 55 7 BUSE I BAR R 5 1.

BT RE I RARY 7 EBEH TG RS, RS S 7 2 WA T . N TR
Wikidp s, T BAE B =7 9 BHFEERE B (public key infrastructure) fRIES 5 7 2 [l A5 1 8 O AERG PE.
33.5 LIS

RS 557 bR (R Ao i AR b MR [ A 1) ) B, 5 40 27 4R H R AR 5 (3R 2 S B, ek 5 Vi
R RS X T VLI S AE T 2 5 07 LA S 00 IR I ane] (R IE 4 A 2 () M . SCHR [138,170,171] R EE S
B2 AN 2 BN 4 TR A Y 1) 5 T S0 LE A DG IRRE 5, AR S 5 05 IR — o LUk BN E BRI BR E S 4
&, [RINPRE AR S HCE . SCIRVPAS T A 1] L R EO -2 R B VR RE IR s, Ja il SR BeiiE 2 507 R BRI 240
AT DAEE & Hh s PR R A4 SRR TR . 6 T 47 AR UEAL (batch normalization, BN)! 722 FIT I 2 S 5 Y Andreux 2%
NUPHEH 22577 1 T Ak BN J2 1% 2 S50, MAEAH (B BN J2 0485 B, AT k2D B A FR) 3 i, I3 i I
S I FEEAE R s R I

HARILE IS ST ST AHAR, 2R3 5 S50 h B 8RB A2, (R B AT S04 1) B FA DRI e ) i AR A5 31
57 IHIE.
336 I fib

BT Bk 5 A R TR R RY ERTBAb, 002 4t — Se At 5 2k O R 2% S i B AL ks, b g,
F5: 4 Chang % A\ 74 H IR IR 22 STHERE Cronus Y, 25 7 FIl IR AR S R AT 258, G025 5 07 1AL B
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FE, vl /b B AL R Zhu 25 N UV A AT TR 0 R A T BT — el 4 T B, TR S0 U WA R P 4 R R
Ay SRR YN 5 (AR TR /N LA R 888 e N T FD 3  S 0 TT LAAE 28I T80k 0 1l 6. So 25 N 74T ) Bt
HUET1L (stochastic quantization) FIAARE IL = AR SLI SRR B LS 5B LB MR o), g
IS 57, RS SREBARREGINS LT EG I 1, MG 25 )7 W LM SR G EAB 3RS 38, s
PR SR B (AT T, BT S R 45 s B i 22 5 5 1A ST, Chamikara 25 A U PIZ 7R 2 5 07 (K125
AR IS, 55 5 VSRR 5 0 5 PSS T 22, Bt JIE A A T SL S (R N 2R, HR Xy
A BRAR A R e PE. Zhao 25 N VT IIZE B A k45 #1207 2 1) 5N AT AR FOAR BRI 45 2, S 3R & 45
BMNS5 )W EEEE, WS 5 B4 L.
337 LAY

IR BEFACRY BORTE B o] AR T4 &, SRR R BUR . R 7 R L G RRFACRY 5 SR M H R AT
RG] DUHEWT HH 22 2 BRRAAE S — b am I ik B T BBV B B LA R A PR g v .

RT OWIE G RRORY TT R Gh

SCHR PR B 8 %57 A G Pl IS 2R
XufEA (2019) N \/ = - -
FangZ§ A (2020)!"* - = v - V
Hao% A (2020)'*” - J v - -
Niu% A (2020)"” - J - V -
Li% A (2019)" = N - - J
Zhao®% A\ (2021)1'7 e N - J

34 SHEFEINHMES

AT BRI B FA o T BURT B AL AR 5 13X 3 ANy T 4 rp 2% 2] RIIBE 0 2 ) 7 B fA 1) 3 fy Sk A
ZE AT YA
341 BUIMEETY ) 5 [R)

e 8 A T 2 ST RN 2% 2 AE Ba AL U AR B ) Sk 5 22 e EAT 4. INER 8 W LU 19 Je 4 TR &% ST RNk
2 S, Hls R AAHS IR T B0t 16 AR, A0S e DA R . ok, 7R BT AR T, BER P I R A
Yt it #4525 R SO 22 I 55 N G5l AR ACL R Al B B4 4.

R 8 AR O IR ST BB RA B R 0] EE

JRUMR Y i) 2 2]

JIR g5 s - J

Bk & e 25575 = J
H=T5 \ \/

J \ N

Bk & H bz Je e A V J
FRAIAEIYL N _

i iR il B 4 N J
- EziliG - J
Sl P st 3 J

TAE SB[ 0 Aty THI, S rh 2 ) IR A% S A7 A0 B 72 e

(1) Barb 2% M BEhE AOR E = 07, A IR IUIR 45 42 (6 75 KB 25 o FA BROBH B A, T I 2% 3] R 2 25 A
&, I SEN RS S5 7RI = SA R A A R R B F B g 4 7 v

(2) TR, BT IIZRgds, B8 Yok 38 16 H bz —. il 4, 75 B 74T B MLaa$S (machine learning

© PHEBEEEK IR http www. jos. org. cn
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as a service) V- b, XFAMRAEAS B N TR BEM S5 AORE RSt HAT — 5 AR m M A8, DRI A0l S 0l o A B 1) B
N, AR AR )il 1] 8 SR 2 [ SR AR R G5 A AN S 50 R, I Sk Tl RE AR (AL A A R RO Y, 3Kl
e B AR A (model extraction) Bty 767 i A% ) BUAT 1) R RAMIE S 2 BEAR R 11 R 58 P 0 1) g, A
s RO B i T UL, PRIt H i B AT DR 2 S B R A S AR AR R 9.

(3) AEBG A T, DR O 4 o 2 O IR R 5 R AR MR 55 i LN, Bl 2 sl AT TR R I, BT DL AE AT
(KR B St Sy, AR S B IR 22 5 IS 2 2 18 T M 5 i BSORR T T AT T IR0 2R B AR
HEEA]SYS
342 BRAASGLTEh A

FE RS AATL T By T, S 2 53 IR 2 2 IR B AA LAy W S 22 572, 7 2203 S BEAT W

LRI P 2 > T 0 RS IR e T PR e ek, AT e 2 2 PR 52 T 2 R AR P RS 2R 1 ki A ik
Hes L rty A 22 SR REAT X 20, i e A DT DU A KR ) 0 48 SR B IR A g S S S M A RIS I
SRIXBE Tl T BUARAZ B AN, W DA TR 2 > 1 4 R B2, RIS 22 S IR A B AR S HI s e 2
7 A 000 4 RS R () S o), 5 S R FR A . 5 A, A e A ) AR R AR R et 4B MR ST AR

TR 27 20 W T W 5 A7 TR BEURA DA 1 5, TR IR 2 > PR R A S RIIBR B i 38 A ml LIy, 3K ey LAHT T
PR S L5 5 R B R UL R, B ST I 2 AR AR B TE 2 AR B Y R, Mo il i T R
YRt REnT LG T H bRtk S8 245 B X 3 AP ER AR S BUBR A S B R B A ) T AR AR 3.

343 BRI AN

FERSRL DRI I8 b, S 2 STRNPCHS S SIAFAE L IR IR] s H 7, R 2% ST BT BeoRA et 1 93 40 6 2R A 22
Gy B RLAN R A& s U7 S AE DN SRl . SRR BB BB AN S B A e, s I B B AT U 4555 X
oD B AA M . ISR LA N T IR 2 X I 2 577, e A PR e e

MW LR AL DR 7 ik B 22 e FAA DD

(1) 5 PEAE LA TR 22 7R, AR 5 N YA b 22 ST IR RA ORI DT EE I, 5 SEAE BHUROT B AT AA
PEZ T EAT P, DUE T ST I 2 5 05 BT BR (K37 5.

(2) IR S BRAR RN SR 15 B e, BT AAE NP 22 23 KR AA RN 8 J I, S R o R R AR 1K)
Z2 53 B RL DRAUE AN [ 2802 A 5P P i) 7.

(3) PUNBRFS A 2) it 255 5577 MU 55 4% 2 181 22 T3 WA, BT LAJIR 55 & A1 2 55 7 LA K 1) B RA et 7 2 7 O
VE TR, DRI R 22 42 2 T VS TRV AL S SR R R BOR.

4 REKRE

FARIEHS 27 SRR (1) 22 4 S R RAEIT e IS VR 2 WE TR, (HZ H TG AL TR R B B, WA T8 2 )
AR, oA LIRS 3 AN B AR AT AL

(1) JRASIRAE e i RS 2 2] e g ey 55 Bl 4

H RIS 2 2) e A e AT 32 B4 P AR R P 38 Ty, At = 0 o vy 3 S0 T (KO 20 BT AR 4y WY,
ZopB AR BT I ST, AR, B R SOR MG SE R RN 2 A2 575, B R 2 2 i N T
SEA, W > 55 S 55 5 R BRI R B RE 1N . 5 2 AR EE, B B st Moo e 0 2ERAR, A B iz 1k
a5, HAE R IR Bl 4R b SO AS B s B8R, e 2500 8L 2 (O 04 LB e i, B4 B A8 ) #4061

P B RN SR e O T S B LE S, LA BT S A D00 5 S 1 7 2 2 o T D e R i Al
PR F AR S, AT A B A A 20 525 AP 0 0 R S it S 0 e P A ek 2 S ] 977 1 b 0 8 2 1) Al A SR A
TR F) 55 20 2 [ S oA S SR A BIE . I i ox IS 2 >) S B3 (RO S, ) UGBS 27 2 F) 22 S AT B IR
ZN AR, BETHESIBFS 27 2] 2 B4 JE IR R, IR I (e W O 254 .
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(2) 2577 38 BT 2 = I PR B R A

£ GDPR 25 B FA 47 130 0 WA 0 52 A A A i 57 TS BRI 38 R, BIIAS A A BB SR %
4210 MBS A A B, ELEOR P26 2 75 SR T T P8 M, 50 S Bk 28 B 22 S A8 2, I 2 =) 1
FAHR, AR S 5 75 3 T 2 =) RGN, 45 2 o B IR M IR 2 5 7 0/ A A . B RA S 5 1
S50 LR LS 1507 (KA H SO 2 A0 R S0 R RO, DRI B IR 4% 95 5 S AR 28 rh 23 ) (unlearning) 3 577 ()
A H . HE R 2 St THI I 250 [ 1) B RA 7 ) 551, Bourtoule 25 A U714 Hh 0t HERR A b 5 307 VI 2 A28 A v,
(EZEIE IR 2 T B 2 L2032 RS A B Heb 2 57, W A S 5 7 A B ) B R R AR 13- I
. DRI, TSR S IR 2 ST (RO, A T LI B R 8508 2 5 7 IO BA A R S AN T 2% FE T UE W,
B0 AR 45 8 T LA 28 5 7 0F B LA A L e B B 0 L 2007

(3) %A MBARAIF T (B2 =) RS

0T T BB 2% =9 2 A 1R RV 5 05 2 000 T B AN 75 1T, L7 S o 2 PR P 2 4 0 5 A XU [ W A7 7
(), LTG0 1o £ B 8 B0 AT 1) 22 A 195 B T B BRRA A 9 D VL AT 0, 81 21 22 2 WA A VA I 140 g 75 T s Tt 22 4
SR S AKORLIN, [7) 25 0 3 085 S0 T R R ORI B P 22 A a2 A SR A B . TR 75 B 4 5 SR IR 27 ST H
LA AL WL, BFST 2 42 5 B ARA R T IR IR 2% 31 R 4K, SCHIR [60,99,179] Xt ILHEAT T 4125 MR, (AL B 5 &0
4322 A B AT A JXURS:, AT 45 S 4 T RO BIT A

5 HERiE

B TR 27 20 F s e R M) 32 I H, BRI 2 ST AL 1 2 A N B A ) WS 5 1 22 23 (K X MR G, 7 2
T AR H BT TR, B H ATAT R AOWE TR AL T RI B B, A7 VF 2 OB In) i i i . AR SCHE 78 73 P RIR
S M IRERL L, IR 27 3] A 2 A RS AA TS e T (MBI S R AT 538, AR Ge i 4 1 WK 27 ST A7 AE 1R 22 A AN B A
ki, JERTBUAT (M 7 A EAT R A I 7 IR AT RN, AN SCAFE Y T 24 AR 2 > A 22 4 RV R AU v AR gt o
(K9 ) B, JFARTT AR I BIT T i)

References:

[1] Liu JX, Meng XF. Survey on privacy-preserving machine learning. Journal of Computer Research and Development, 2020, 57(2):
346-362 (in Chinese with English abstract). [doi: 10.7544/issn1000-1239.2020.20190455]

[2] Regulation. Regulation (EU) 2016/679 of the European parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation). Official Journal of the European Union, 2016, 119: 1-88.

[3] McMahan B, Moore E, Ramage D, Hampson S, Arcas BAY. Communication-efficient learning of deep networks from decentralized
data. In: Proc. of the 20th Int’l Conf. on Artificial Intelligence and Statistics. Fort Lauderdale: JMLR, 2017. 1273-1282.

[4] Google Al Blog. Federated learning: Collaborative machine learning without centralized training data. 2017. http:/ai.googleblog.com/
2017/04/federated-learning-collaborative.html

[5] Mowla NI, Tran NH, Doh I, Chae K. Federated learning-based cognitive detection of jamming attack in flying ad-hoc network. IEEE
Access, 2020, 8: 4338-4350. [doi: 10.1109/ACCESS.2019.2962873]

[6] Yang WS, Zhang YH, Ye KJ, Li L, Xu CZ. FFD: A federated learning based method for credit card fraud detection. In: Proc. of the 8th
Int’l Conf. on Big Data. San Diego: Springer, 2019. 18-32. [doi: 10.1007/978-3-030-23551-2 2]

[7] Duan R, Boland MR, Liu ZX, Liu Y, Chang HH, Xu H, Chu HT, Schmid CH, Forrest CB, Holmes JH, Schuemie MJ, Berlin JA, Moore
JH, Chen Y. Learning from electronic health records across multiple sites: A communication-efficient and privacy-preserving distributed
algorithm. Journal of the American Medical Informatics Association, 2020, 27(3): 376-385. [doi: 10.1093/jamia/ocz199]

[8] Li ZY, Roberts K, Jiang XQ, Long Q. Distributed learning from multiple EHR databases: Contextual embedding models for medical
events. Journal of Biomedical Informatics, 2019, 92: 103138. [doi: 10.1016/.jbi.2019.103138]

[9] Huang L, Shea AL, Qian HN, Masurkar A, Deng H, Liu DB. Patient clustering improves efficiency of federated machine learning to
predict mortality and hospital stay time using distributed electronic medical records. Journal of Biomedical Informatics, 2019, 99:
103291. [doi: 10.1016/j.jbi.2019.103291]

@ P ERBREER ARSI httpe/ www. jos. org. cn


https://doi.org/10.7544/issn1000-1239.2020.20190455
http://ai.googleblog.com/2017/04/federated-learning-collaborative.html
http://ai.googleblog.com/2017/04/federated-learning-collaborative.html
https://doi.org/10.1109/ACCESS.2019.2962873
https://doi.org/10.1007/978-3-030-23551-2_2
https://doi.org/10.1093/jamia/ocz199
https://doi.org/10.1016/j.jbi.2019.103138
https://doi.org/10.1016/j.jbi.2019.103291

RE % F BRAFE IR b SRR 2857

[10] Brisimi TS, Chen RD, Mela T, Olshevsky A, Paschalidis IC, Shi W. Federated learning of predictive models from federated electronic
health records. Int’l Journal of Medical Informatics, 2018, 112: 59—67. [doi: 10.1016/j.ijmedinf.2018.01.007]

[11]  Kim YJ, Sun JM, Yu H, Jiang XQ. Federated tensor factorization for computational phenotyping. In: Proc. of the 23rd ACM SIGKDD
Int’l Conf. on Knowledge Discovery and Data Mining. Halifax: Association for Computing Machinery, 2017. 887-895. [doi: 10.1145/
3097983.3098118]

[12] Huang QY, Li ZY, Xie WT, Zhang Q. Edge computing in smart homes. Journal of Computer Research and Development, 2020, 57(9):
1800-1809 (in Chinese with English abstract). [doi: 10.7544/issn1000-1239.2020.20200253]

[13] Yang Q, Liu Y, Chen TJ, Tong YX. Federated machine learning: Concept and applications. ACM Trans. on Intelligent Systems and
Technology, 2019, 10(2): 12. [doi: 10.1145/3298981]

[14] Blanchard P, El Mhamdi EM, Guerraoui R, Stainer J. Machine learning with adversaries: Byzantine tolerant gradient descent. In: Proc.
of the 31st Int’l Conf. on Neural Information Processing Systems. Long Beach: ACM, 2017. 118-128. [doi: 10.5555/3294771.3294783]

[15] Yin D, Chen YD, Ramchandran K, Bartlett P. Byzantine-robust distributed learning: Towards optimal statistical rates. In: Proc. of the
35th Int’l Conf. on Machine Learning. Stockholm: PMLR, 2018. 5650-5659.

[16] Zhu LG, Liu ZJ, Han S. Deep leakage from gradients. In: Proc. of the 33rd Int’l Conf. on Neural Information Processing Systems.
Vancouver: NIPS, 2019. 14747-14756.

[17] Phong LT, Aono Y, Hayashi T, Wang LH, Moriai S. Privacy-preserving deep learning via additively homomorphic encryption. IEEE
Trans. on Information Forensics and Security, 2018, 13(5): 1333-1345. [doi: 10.1109/TIFS.2017.2787987]

[18]  Jere MS, Farnan T, Koushanfar F. A taxonomy of attacks on federated learning. IEEE Security & Privacy, 2021, 19(2): 20-28. [doi: 10.
1109/MSEC.2020.3039941]

[19] Xue MF, Yuan CX, Wu HY, Zhang YS, Liu WQ. Machine learning security: Threats, countermeasures, and evaluations. IEEE Access,
2020, 8: 74720-74742. [doi: 10.1109/ACCESS.2020.2987435]

[20] Zhang SS, Zuo X, Liu JW. The problem of the adversarial examples in deep learning. Chinese Journal of Computers, 2019, 42(8):
1886-1904 (in Chinese with English abstract). [doi: 10.11897/SP.J.1016.2019.01886]

[21]  Tolpegin V, Truex S, Gursoy ME, Liu L. Data poisoning attacks against federated learning systems. In: Proc. of the 25th European
Symp. on Computer Security. Guildford: Springer, 2020. 480-501. [doi: 10.1007/978-3-030-58951-6_24]

[22] Zhang JL, Chen JJ, Wu D, Chen B, Yu S. Poisoning attack in federated learning using generative adversarial nets. In: Proc. of the 18th
IEEE Int’l Conf. on Trust, Security and Privacy in Computing and Communications/the 13th IEEE Int’l Conf. on Big Data Science and
Engineering (TrustCom/BigDataSE). Rotorua: IEEE, 2019. 374-380. [doi: 10.1109/TrustCom/BigDataSE.2019.00057]

[23] Zhang JL, Chen B, Cheng X, Binh HTT, Yu S. PoisonGAN: Generative poisoning attacks against federated learning in edge computing
systems. IEEE Internet of Things Journal, 2021, 8(5): 3310-3322. [doi: 10.1109/JI0T.2020.3023126]

[24] El Mhamdi EM, Guerraoui R, Rouault S. The hidden vulnerability of distributed learning in Byzantium. In: Proc. of the 35th Int’l Conf.
on Machine Learning. Stockholm: PMLR, 2018. 3521-3530.

[25] Baruch M, Baruch G, Goldberg Y. A little is enough: Circumventing defenses for distributed learning. In: Proc. of the 33rd Int’l Conf.
on Neural Information Processing Systems. Red Hook: ACM, 2019. 775. [doi: 10.5555/3454287.3455062]

[26] Xie C, Koyejo O, Gupta I. Fall of empires: Breaking Byzantine-tolerant SGD by inner product manipulation. In: Proc. of the 35th
Uncertainty in Artificial Intelligence Conf. Tel Aviv: UAL, 2020. 261-270.

[27] Bhagoji AN, Chakraborty S, Mittal P, Calo S. Analyzing federated learning through an adversarial lens. In: Proc. of the 36th Int’l Conf.
on Machine Learning. Long Beach: ICML, 2019. 1012-1021.

[28] Fang MH, Cao XY, Jia JY, Gong NZ. Local model poisoning attacks to Byzantine-robust federated learning. In: Proc. of the 29th
USENIX Conf. on Security Symp. Berkeley: USENIX Association, 2020. 1623-1640. [doi: 10.5555/3489212.3489304]

[29] Shejwalkar V, Houmansadr A. Manipulating the byzantine: Optimizing model poisoning attacks and defenses for federated learning. In:
Proc. of the 2021 Network and Distributed Systems Security (NDSS) Symp. NDSS, 2021. 18.

[30] Nuding F, Mayer R. Poisoning attacks in federated learning: An evaluation on traffic sign classification. In: Proc. of the 10th ACM
Conf. on Data and Application Security and Privacy. New York: Association for Computing Machinery, 2020. 168—170. [doi: 10.1145/
3374664.3379534]

[31] Nguyen TD, Rieger P, Miettinen M, Sadeghi AR. Poisoning attacks on federated learning-based iot intrusion detection system. In: Proc.
of the 2020 Workshop Decentralized IoT Systems and Securit (DISS). San Diego: DISS, 2020. 1-7.

[32] Bagdasaryan E, Veit A, Hua YQ, Estrin D, Shmatikov V. How to backdoor federated learning. In: Proc. of the 23rd Int’l Conf. on
Artificial Intelligence and Statistics. Palermo: PMLR, 2020. 2938-2948.

[33] Sun ZT, Kairouz P, Suresh AT, McMahan HB. Can you really backdoor federated learning? arXiv:1911.07963, 2019.

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1016/j.ijmedinf.2018.01.007
https://doi.org/10.1145/3097983.3098118
https://doi.org/10.1145/3097983.3098118
https://doi.org/10.7544/issn1000-1239.2020.20200253
https://doi.org/10.1145/3298981
https://doi.org/10.5555/3294771.3294783
https://doi.org/10.1109/TIFS.2017.2787987
https://doi.org/10.1109/MSEC.2020.3039941
https://doi.org/10.1109/MSEC.2020.3039941
https://doi.org/10.1109/ACCESS.2020.2987435
https://doi.org/10.11897/SP.J.1016.2019.01886
https://doi.org/10.1007/978-3-030-58951-6_24
https://doi.org/10.1109/TrustCom/BigDataSE.2019.00057
https://doi.org/10.1109/JIOT.2020.3023126
https://doi.org/10.5555/3454287.3455062
https://doi.org/10.5555/3489212.3489304
https://doi.org/10.1145/3374664.3379534
https://doi.org/10.1145/3374664.3379534

2858 HAFFIR 2023 FF 34 5% 6 &

[34] Xie CL, Huang KL, Chen PY, Li B. DBA: Distributed backdoor attacks against federated learning. In: Proc. of the 8th Int’l Conf. on
Learning Representations. Addis Ababa: ICLR, 2020.

[35] Biggio B, Nelson B, Laskov P. Poisoning attacks against support vector machines. In: Proc. of the 29th Int’l Conf. on Machine Learning.
Edinburgh: ACM, 2012. 1467-1474. [doi: 10.5555/3042573.304276]

[36] Goodfellow 1J, Pouget-Abadie J, Mirza M, Xu B, Warde-Farley D, Ozair S, Courville A, Bengio Y. Generative adversarial nets. In:
Proc. of the 27th Int’l Conf. on Neural Information Processing Systems. Montreal: ACM, 2014. 2672-2680. [doi: 10.5555/2969033.
2969125]

[37] Li T, Sahu AK, Zaheer M, Sanjabi M, Talwalkar A, Smith V. Federated optimization in heterogeneous networks. In: Proc. of the 3rd
MLSys Conf. Austin, 2020. 429—450.

[38] Simonyan K, Zisserman A. Very deep convolutional networks for large-scale image recognition. In: Proc. of the 3rd Int’l Conf. on
Learning Representations. San Diego: ICLR, 2015.

[39] Gu TY, Dolan-Gavitt B, Garg S. BadNets: Identifying vulnerabilities in the machine learning model supply chain. arXiv:1708.06733,
2019.

[40]  Krizhevsky A. Learning multiple layers of features from tiny images. Technical Report, Toronto: University of Toronto, 2009.

[41] Lecun Y, Bottou L, Bengio Y, Haffner P. Gradient-based learning applied to document recognition. Proc. of the IEEE, 1998, 86(11):
2278-2324. [doi: 10.1109/5.726791]

[42] Xiao H, Rasul K, Vollgraf R. Fashion-MNIST: A novel image dataset for benchmarking machine learning algorithms.
arXiv:1708.07747, 2017.

[43] Samaria FS, Harter AC. Parameterisation of a stochastic model for human face identification. In: Proc. of the 1994 IEEE Workshop on
Applications of Computer Vision. Sarasota: IEEE, 1994. 138-142. [doi: 10.1109/ACV.1994.341300]

[44] Caldas S, Duddu SMK, Wu P, Li T, Kone¢ny J, McMahan HB, Smith V, Talwalkar A. LEAF: A benchmark for federated settings.
arXiv:1812.01097, 2019.

[45] Dua D, Graff C. UCI machine learning repository. 2017. https://archive.ics.uci.edu/ml/index.php

[46] Kather JN, Weis CA, Bianconi F, Melchers SM, Schad LR, Gaiser T, Marx A, Zollner FG. Multi-class texture analysis in colorectal
cancer histology. Scientific Reports, 2016, 6: 27988. [doi: 10.1038/srep27988]

[47] Serna CG, Ruichek Y. Classification of traffic signs: The European dataset. IEEE Access, 2018, 6: 78136 —78148. [doi: 10.1109/
ACCESS.2018.2884826]

[48] Cohen G, Afshar S, Tapson J, Van Schaik A. EMNIST: Extending mnist to handwritten letters. In: Proc. of the 2017 Int’l Joint Conf. on
Neural Networks (IICNN). Anchorage: IEEE, 2017. 2921-2926. [doi: 10.1109/IJCNN.2017.7966217]

[49] Tiny imagenet. 2021. https://kaggle.com/c/tiny-imagenet

[50] Nguyen TD, Marchal S, Miettinen M, Fereidooni H, Asokan N, Sadeghi AR. DioT: A federated self-learning anomaly detection system
for Iol. In: Proc. of the 39th IEEE Int’l Conf. on Distributed Computing Systems (ICDCS). Dallas: IEEE, 2019. 756-767. [doi: 10.1109/
ICDCS.2019.00080]

[51] Sivanathan A, Gharakheili HH, Loi F, Radford A, Wijenayake C, Vishwanath A, Sivaraman V. Classifying IoT devices in smart
environments using network traffic characteristics. IEEE Trans. on Mobile Computing, 2019, 18(8): 1745-1759. [doi: 10.1109/TMC.
2018.2866249]

[52]  Acquire valued shoppers challenge. 2021. https://kaggle.com/c/acquire-valued-shoppers-challenge

[53] Loan data set. 2021. https://kaggle.com/burak3ergun/loan-data-set

[54] Chen YD, Su LL, Xu JM. Distributed statistical machine learning in adversarial settings: Byzantine gradient descent. Proc. of the 2017
ACM on Measurement and Analysis of Computing Systems, 2017, 1(2): 44. [doi: 10.1145/3154503]

[55] Xie C, Koyejo O, Gupta I. Generalized byzantine-tolerant SGD. arXiv:1802.10116, 2018.

[56] Cao D, Chang S, Lin ZJ, Liu GH, Sun DH. Understanding distributed poisoning attack in federated learning. In: Proc. of the 25th IEEE
Int’l Conf. on Parallel and Distributed Systems (ICPADS). Tianjin: IEEE, 2019. 233-239. [doi: 10.1109/ICPADS47876.2019.00042]

[571 Lu YY, Fan L. An efficient and robust aggregation algorithm for learning federated CNN. In: Proc. of the 3rd Int’l Conf. on Signal
Processing and Machine Learning. Beijing: Association for Computing Machinery, 2020. 1-7. [doi: 10.1145/3432291.3432303]

[58] Wu ZX, Ling Q, Chen TY, Giannakis GB. Federated variance-reduced stochastic gradient descent with robustness to Byzantine attacks.
IEEE Trans. on Signal Processing, 2020, 68: 4583-4596. [doi: 10.1109/TSP.2020.3012952]

[59] Muiioz-Gonzalez L, Co KT, Lupu EC. Byzantine-robust federated machine learning through adaptive model averaging.
arXiv:1909.05125, 2019.

[60] Khazbak Y, Tan TX, Cao GH. MLGuard: Mitigating poisoning attacks in privacy preserving distributed collaborative learning. In: Proc.

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.5555/3042573.304276
https://doi.org/10.5555/2969033.2969125
https://doi.org/10.5555/2969033.2969125
https://doi.org/10.1109/5.726791
https://doi.org/10.1109/ACV.1994.341300
https://archive.ics.uci.edu/ml/index.php
https://doi.org/10.1038/srep27988
https://doi.org/10.1109/ACCESS.2018.2884826
https://doi.org/10.1109/ACCESS.2018.2884826
https://doi.org/10.1109/IJCNN.2017.7966217
https://kaggle.com/c/tiny-imagenet
https://doi.org/10.1109/ICDCS.2019.00080
https://doi.org/10.1109/ICDCS.2019.00080
https://doi.org/10.1109/TMC.2018.2866249
https://doi.org/10.1109/TMC.2018.2866249
https://kaggle.com/c/acquire-valued-shoppers-challenge
https://kaggle.com/burak3ergun/loan-data-set
https://doi.org/10.1145/3154503
https://doi.org/10.1109/ICPADS47876.2019.00042
https://doi.org/10.1145/3432291.3432303
https://doi.org/10.1109/TSP.2020.3012952

RE % F BRAFE IR b SRR 2859

of the 29th Int’l Conf. on Computer Communications and Networks (ICCCN). Honolulu: IEEE, 2020. 1-9. [doi: 10.1109/ICCCN49398.
2020.9209670]

[61] Fung C, Yoon CJM, Beschastnikh I. The limitations of federated learning in sybil settings. In: Proc. of the 23rd Int’l Symp. on Research
in Attacks, Intrusions and Defenses (RAID 2020). San Sebastian: USENIX Association, 2020. 301-316.

[62] Yang HB, Zhang X, Fang MH, Liu J. Byzantine-resilient stochastic gradient descent for distributed learning: A lipschitz-inspired
coordinate-wise median approach. In: Proc. of the 58th IEEE Conf. on Decision and Control (CDC). Nice: IEEE, 2019. 5832-5837.
[doi: 10.1109/CDC40024.2019.9029245]

[63] Yu L, Wu LF. Towards Byzantine-resilient federated learning via group-wise robust aggregation. In: Yang Q, Fan LX, Yu H, eds.
Federated Learning: Privacy and Incentive. Cham: Springer, 2020. 81-92. [doi: 10.1007/978-3-030-63076-8 6]

[64] Singh AK, Blanco-Justicia A, Domingo-Ferrer J, Sanchez D, Rebollo-Monedero D. Fair detection of poisoning attacks in federated
learning. In: Proc. of the 32nd IEEE Int’l Conf. on Tools with Artificial Intelligence (ICTAI). Baltimore: IEEE, 2020. 224-229. [doi: 10.
1109/ICTAI50040.2020.00044]

[65] HeL, Karimireddy SP, Jaggi M. Byzantine-robust learning on heterogeneous datasets via resampling. arXiv:2006.09365, 2020.

[66] Wang Y, Zhu TQ, Chang WH, Shen S, Ren W. Model poisoning defense on federated learning: A validation based approach. In: Proc.
of the 14th Int’l Conf. on Network and System Security. Melbourne: Springer, 2020. 207-223. [doi: 10.1007/978-3-030-65745-1_12]

[67] Tan JJ, Liang YC, Luong NC, Niyato D. Toward smart security enhancement of federated learning networks. IEEE Network, 2021,
35(1): 340-347. [doi: 10.1109/MNET.011.2000379]

[68] Chen ZY, Tian P, Liao WX, Yu W. Zero knowledge clustering based adversarial mitigation in heterogeneous federated learning. IEEE
Trans. on Network Science and Engineering, 2021, 8(2): 1070-1083. [doi: 10.1109/TNSE.2020.3002796]

[69] Xie C, Koyejo S, Gupta I. Zeno: Distributed stochastic gradient descent with suspicion-based fault-tolerance. In: Proc. of the 36th Int’l
Conf. on Machine Learning. Long Beach: PMLR, 2019. 6893-6901.

[70] Cao XY, Fang MH, Liu J, Gong NZ. FLTrust: Byzantine-robust federated learning via trust bootstrapping. In: Proc. of the 2021
Network and Distributed Systems Security (NDSS) Symp. NDSS, 2021.

[71]  Zhao Y, Chen JJ, Zhang JL, Wu D, Teng J, Yu S. PDGAN: A novel poisoning defense method in federated learning using generative
adversarial network. In: Proc. of the 19th Int’l Conf. on Algorithms and Architectures for Parallel Processing. Australia: Springer, 2020.
595-609. [doi: 10.1007/978-3-030-38991-8 39]

[72] Zhao LC, Hu SS, Wang Q, Jiang JL, Shen C, Luo XY, Hu PF. Shielding collaborative learning: Mitigating poisoning attacks through
client-side detection. IEEE Trans. on Dependable and Secure Computing, 2021, 18(5): 2029-2041. [doi: 10.1109/TDSC.2020.2986205]

[73] Bao XL, Su C, Xiong Y, Huang WC, Hu YF. FLChain: A blockchain for auditable federated learning with trust and incentive. In: Proc.
of the 5th Int’] Conf. on Big Data Computing and Communications (BIGCOM). Qingdao: IEEE, 2019. 151-159. [doi: 10.1109/BIGCOM.
2019.00030]

[74] LiYZ, Chen C, Liu N, Huang HW, Zheng ZB, Yan Q. A blockchain-based decentralized federated learning framework with committee
consensus. IEEE Network, 2021, 35(1): 234-241. [doi: 10.1109/MNET.011.2000263]

[75] Shayan M, Fung C, Yoon CJM, Beschastnikh I. Biscotti: A blockchain system for private and secure federated learning. IEEE Trans. on
Parallel and Distributed Systems, 2021, 32(7): 1513-1525. [doi: 10.1109/TPDS.2020.3044223]

[76] Zhao Y, Zhao J, Jiang LS, Tan R, Niyato D, Li ZX, Lyu LJ, Liu YB. Privacy-preserving blockchain-based federated learning for IoT
devices. IEEE Internet of Things Journal, 2021, 8(3): 1817-1829. [doi: 10.1109/J10T.2020.3017377]

[77] Liu Y, Peng JL, Kang JW, Iliyasu AM, Niyato D, El-Latif AAA. A secure federated learning framework for 5G networks. IEEE
Wireless Communications, 2020, 27(4): 24-31. [doi: 10.1109/MWC.01.1900525]

[78] Zhao Y, Xu K, Wang HY, Li B, Jia RX. Stability-based analysis and defense against backdoor attacks on edge computing services.
IEEE Network, 2021, 35(1): 163-169. [doi: 10.1109/MNET.011.2000265]

[79] Zhang JL, Wu D, Liu CY, Chen B. Defending poisoning attacks in federated learning via adversarial training method. In: Proc. of the
3rd Int’l Conf. on Frontiers in Cyber Security. Tianjin: Springer, 2020. 83-94. [doi: 10.1007/978-981-15-9739-8 7]

[80] ChenY, Luo F, Li T, Xiang T, Liu ZL, Li J. A training-integrity privacy-preserving federated learning scheme with trusted execution
environment. Information Sciences, 2020, 522: 69—-79. [doi: 10.1016/.ins.2020.02.037]

[81] Zhang XL, Li FT, Zhang ZY, Li Q, Wang C, Wu JP. Enabling execution assurance of federated learning at untrusted participants. In:
Proc. of the 2020 IEEE Conf. on Computer Communications. Toronto: IEEE, 2020. 1877-1886. [doi: 10.1109/INFOCOM41043.2020.
9155414]

[82] Peng Z, XuJL, Chu XW, Gao S, Yao Y, Gu R, Tang YZ. VFChain: Enabling verifiable and auditable federated learning via blockchain
systems. IEEE Trans. on Network Science and Engineering, 2022, 9(1): 173-186. [doi: 10.1109/TNSE.2021.3050781]

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1109/ICCCN49398.2020.9209670
https://doi.org/10.1109/ICCCN49398.2020.9209670
https://doi.org/10.1109/CDC40024.2019.9029245
https://doi.org/10.1007/978-3-030-63076-8_6
https://doi.org/10.1109/ICTAI50040.2020.00044
https://doi.org/10.1109/ICTAI50040.2020.00044
https://doi.org/10.1007/978-3-030-65745-1_12
https://doi.org/10.1109/MNET.011.2000379
https://doi.org/10.1109/TNSE.2020.3002796
https://doi.org/10.1007/978-3-030-38991-8_39
https://doi.org/10.1109/TDSC.2020.2986205
https://doi.org/10.1109/BIGCOM.2019.00030
https://doi.org/10.1109/BIGCOM.2019.00030
https://doi.org/10.1109/MNET.011.2000263
https://doi.org/10.1109/TPDS.2020.3044223
https://doi.org/10.1109/JIOT.2020.3017377
https://doi.org/10.1109/MWC.01.1900525
https://doi.org/10.1109/MNET.011.2000265
https://doi.org/10.1007/978-981-15-9739-8_7
https://doi.org/10.1016/j.ins.2020.02.037
https://doi.org/10.1109/INFOCOM41043.2020.9155414
https://doi.org/10.1109/INFOCOM41043.2020.9155414
https://doi.org/10.1109/TNSE.2021.3050781

2860 HAFFIR 2023 FF 34 5% 6 &

[83] Qu YY, Pokhrel SR, Garg S, Gao LX, Xiang Y. A blockchained federated learning framework for cognitive computing in industry 4.0
networks. IEEE Trans. on Industrial Informatics, 2021, 17(4): 2964-2973. [doi: 10.1109/T11.2020.3007817]

[84] Calauzénes C, Le Roux N. Distributed saga: Maintaining linear convergence rate with limited communication. arXiv:1705.10405, 2017.

[85] Diakonikolas I, Kamath G, Kane D, Li J, Steinhardt J, Stewart A. Sever: A robust meta-algorithm for stochastic optimization. In: Proc.
of the 36th Int’] Conf. on Machine Learning. Long Beach: ICML, 2019. 1596—-1606.

[86] Jain AK. Data clustering: 50 years beyond K-means. Pattern Recognition Letters, 2010, 31(8): 651-666. [doi: 10.1016/j.patrec.2009.09.
011]

[87] Barreno M, Nelson B, Joseph AD, Tygar JD. The security of machine learning. Machine Learning, 2010, 81(2): 121-148. [doi: 10.1007/
$10994-010-5188-5]

[88] Jagielski M, Oprea A, Biggio B, Liu C, Nita-Rotaru C, Li B. Manipulating machine learning: Poisoning attacks and countermeasures for
regression learning. In: Proc. of the 2018 IEEE Symp. on Security and Privacy (SP). San Francisco: IEEE, 2018. 19-35. [doi: 10.1109/
SP.2018.00057]

[89] Kate A, Zaverucha GM, Goldberg 1. Constant-size commitments to polynomials and their applications. In: Proc. of the 16th Int’l Conf.
on Advances in Cryptology. Singapore: Springer, 2010. 177-194. [doi: 10.1007/978-3-642-17373-8 11]

[90]  Jakobsson M, Juels A. Proofs of work and bread pudding protocols(extended abstract). In: Preneel B, ed. Secure Information Networks.
New York: Springer, 1999. 258-272. [doi: 10.1007/978-0-387-35568-9 18]

[91] Gilad Y, Hemo R, Micali S, Vlachos G, Zeldovich N. Algorand: Scaling byzantine agreements for cryptocurrencies. In: Proc. of the 26th
Symp. on Operating Systems Principles. Shanghai: Association for Computing Machinery, 2017. 51-68. [doi: 10.1145/3132747.3132
757]

[92] Bentov I, Lee C, Mizrahi A, Rosenfeld M. Proof of activity: Extending bitcoin’s proof of work via proof of stake. ACM SIGMETRICS
Performance Evaluation Review, 2014, 42(3): 34-37. [doi: 10.1145/2695533.2695545]

[93] McKeen F, Alexandrovich I, Berenzon A, Rozas CV, Shafi H, Shanbhogue V, Savagaonkar UR. Innovative instructions and software
model for isolated execution. In: Proc. of the 2nd Int’l Workshop on Hardware and Architectural Support for Security and Privacy. Tel-
Aviv: Association for Computing Machinery, 2013. 10. [doi: 10.1145/2487726.2488368]

[94] Wang J, Fan CY, Cheng YQ, Zhao B, Wei T, Yan F, Zhang HG, Ma J. Analysis and research on SGX technology. Ruan Jian Xue
Bao/Journal of Software, 2018, 29(9): 2778-2798 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5594.htm [doi:
10.13328/j.cnki.jos.005594]

[95] Costan V, Devadas S. Intel SGX explained. In: Surhone LM, Tennoe MT, Henssonow SF, eds. Cryptology ePrint Archive. Whitefish:
Betascript Publishing, 2016.

[96] Louppe G, Kagan M, Cranmer K. Learning to pivot with adversarial networks. In: Proc. of the 31st Int’l Conf. on Neural Information
Processing Systems. Long Beach: ACM, 2017. 982-991. [doi: 10.5555/3294771.3294865]

[97] TIbitoye O, Shafig MO, Matrawy A. DiPSeN: Differentially private self-normalizing neural networks for adversarial robustness in
federated learning. arXiv:2101.03218, 2021.

[98] Goodfellow 1J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. In: Proc. of the 3rd Int’l Conf. on Learning
Representations. San Diego: ICLR, 2015.

[99] Chang HY, Shejwalkar V, Shokri R, Houmansadr A. Cronus: Robust and heterogeneous collaborative learning with black-box
knowledge transfer. arXiv:1912.11279, 2019.

[100] Kang JW, Xiong ZH, Niyato D, Zou YZ, Zhang Y, Guizani M. Reliable federated learning for mobile networks. IEEE Wireless
Communications, 2020, 27(2): 72-80. [doi: 10.1109/MWC.001.1900119]

[101] Guo XJ, Liu ZL, Li J, Gao JQ, Hou BY, Dong CY, Baker T. VeriFL: Communication-efficient and fast verifiable aggregation for
federated learning. IEEE Trans. on Information Forensics and Security, 2021, 16: 1736-1751. [doi: 10.1109/TIFS.2020.3043139]

[102] Li XJ, Wu GW, Yao L, Zhang WZ, Zhang B. Progress and future challenges of security attacks and defense mechanisms in machine
learning. Ruan Jian Xue Bao/Journal of Software, 2021, 32(2): 406—423 (in Chinese with English abstract). http://www jos.org.cn/1000-
9825/6147.htm [doi: 10.13328/j.cnki.jos.006147]

[103] Dumford J, Scheirer W. Backdooring convolutional neural networks via targeted weight perturbations. In: Proc. of the 2020 IEEE Int’l
Joint Conf. on Biometrics. Houston: IEEE, 2018. 1-9. [doi: 10.1109/1JCB48548.2020.9304875]

[104]  Guo C, Wu RH, Weinberger KQ. On hiding neural networks inside neural networks. arXiv:2002.10078, 2021.

[105] Tang RX, Du MN, Liu NH, Yang F, Hu X. An embarrassingly simple approach for trojan attack in deep neural networks. In: Proc. of
the 26th ACM SIGKDD Int’l Conf. on Knowledge Discovery & Data Mining. Association for Computing Machinery, 2020. 218-228.
[doi: 10.1145/3394486.3403064]

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1109/TII.2020.3007817
https://doi.org/10.1016/j.patrec.2009.09.011
https://doi.org/10.1016/j.patrec.2009.09.011
https://doi.org/10.1007/s10994-010-5188-5
https://doi.org/10.1007/s10994-010-5188-5
https://doi.org/10.1109/SP.2018.00057
https://doi.org/10.1109/SP.2018.00057
https://doi.org/10.1007/978-3-642-17373-8_11
https://doi.org/10.1007/978-0-387-35568-9_18
https://doi.org/10.1145/3132747.3132757
https://doi.org/10.1145/3132747.3132757
https://doi.org/10.1145/2695533.2695545
https://doi.org/10.1145/2487726.2488368
http://www.jos.org.cn/1000-9825/5594.htm
https://doi.org/10.13328/j.cnki.jos.005594
https://doi.org/10.5555/3294771.3294865
https://doi.org/10.1109/MWC.001.1900119
https://doi.org/10.1109/TIFS.2020.3043139
http://www.jos.org.cn/1000-9825/6147.htm
http://www.jos.org.cn/1000-9825/6147.htm
https://doi.org/10.13328/j.cnki.jos.006147
https://doi.org/10.1109/IJCB48548.2020.9304875
https://doi.org/10.1145/3394486.3403064

RE % F BRAFE IR b SRRk 2861

[106] LiYM, Jiang Y, Li ZF, Xia ST. Backdoor learning: A survey. arXiv:2007.08745, 2022.

[107] JiSL, DuTY, LiJF, Shen C, Li B. Security and privacy of machine learning models: A survey. Ruan Jian Xue Bao/Journal of Software,
2021, 32(1): 41-67 (in Chinese with English abstract). http://www jos.org.cn/1000-9825/6131.htm [doi: 10.13328/j.cnki.jos.006131]

[108] Tan ZW, Zhang LF. Survey on privacy preserving techniques for machine learning. Ruan Jian Xue Bao/Journal of Software, 2020,
31(7): 2127-2156 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6052.htm [doi: 10.13328/j.cnki.jos.006052]

[109]  Shokri R, Stronati M, Song CZ, Shmatikov V. Membership inference attacks against machine learning models. In: Proc. of the 2017
IEEE Symp. on Security and Privacy. San Jose: IEEE, 2017. 3—18. [doi: 10.1109/SP.2017.41]

[110] Song CZ, Ristenpart T, Shmatikov V. Machine learning models that remember too much. In: Proc. of the 2017 ACM SIGSAC Conf. on
Computer and Communications Security. Dallas: Association for Computing Machinery, 2017. 587-601. [doi: 10.1145/3133956.3134
077]

[111]  Fredrikson M, Jha S, Ristenpart T. Model inversion attacks that exploit confidence information and basic countermeasures. In: Proc. of
the 22nd ACM SIGSAC Conf. on Computer and Communications Security. Denver: Association for Computing Machinery, 2015.
1322-1333. [doi: 10.1145/2810103.2813677]

[112]  Melis L, Song CZ, De Cristofaro E, Shmatikov V. Exploiting unintended feature leakage in collaborative learning. In: Proc. of the 2019
IEEE Symp. on Security and Privacy. San Francisco: IEEE, 2019. 691-706. [doi: 10.1109/SP.2019.00029]

[113] Nasr M, Shokri R, Houmansadr A. Comprehensive privacy analysis of deep learning: Passive and active white-box inference attacks
against centralized and federated learning. In: Proc. of the 2019 IEEE Symp. on Security and Privacy. San Francisco: 2019. 739-753.
[doi: 10.1109/SP.2019.00065]

[114] Chen JL, Zhang JL, Zhao YC, Han H, Zhu K, Chen B. Beyond model-level membership privacy leakage: An adversarial approach in
federated learning. In: Proc. of the 29th Int’l Conf. on Computer Communications and Networks. Honolulu: IEEE, 2020. 1-9. [doi: 10.
1109/ICCCN49398.2020.9209744]

[115]  Zhang JW, Zhang JL, Chen JJ, Yu S. GAN enhanced membership inference: A passive local attack in federated learning. In: Proc. of the
2020 IEEE Int’l Conf. on Communications. Dublin: IEEE, 2020. 1-6. [doi: 10.1109/ICC40277.2020.9148790]

[116] Hitaj B, Ateniese G, Perez-Cruz F. Deep models under the GAN: Information leakage from collaborative deep learning. In: Proc. of the
2017 ACM SIGSAC Conf. on Computer and Communications Security. Dallas: Association for Computing Machinery, 2017. 603-618.
[doi: 10.1145/3133956.3134012]

[117] Wang ZB, Song MK, Zhang ZF, Song Y, Wang Q, Qi HR. Beyond inferring class representatives: User-level privacy leakage from
federated learning. In: Proc. of the 2019 IEEE Conf. on Computer Communications. Paris: IEEE, 2019. 2512-2520. [doi: 10.1109/
INFOCOM.2019.8737416]

[118] Song MK, Wang ZB, Zhang ZF, Song Y, Wang Q, Ren J, Qi HR. Analyzing user-level privacy attack against federated learning. IEEE
Journal on Selected Areas in Communications, 2020, 38(10): 2430-2444. [doi: 10.1109/JSAC.2020.3000372]

[119]  Geiping J, Bauermeister H, Droge H, Moeller M. Inverting gradients—How easy is it to break privacy in federated learning? In: Proc. of
the 34th Int’l Conf. on Neural Information Processing Systems. Vancouver: ACM, 2020. 1421. [doi: 10.5555/3495724.3497145]

[120]  Zhao B, Mopuri KR, Bilen H. iDLG: Improved deep leakage from gradients. arXiv:2001.02610, 2020.

[121] Wei WQ, Liu L, Loper M, Chow KH, Gursoy ME, Truex S, Wu YZ. A framework for evaluating client privacy leakages in federated
learning. In: Proc. of the 25th European Symp. on Computer Security. Guildford: Springer, 2020. 545-566. [doi: 10.1007/978-3-030-
58951-6_27]

[122]  Shen M, Wang H, Zhang B, Zhu LH, Xu K, Li Q, Du XJ. Exploiting unintended property leakage in blockchain-assisted federated
learning for intelligent edge computing. IEEE Internet of Things Journal, 2021, 8(4): 2265-2275. [doi: 10.1109/JI0T.2020.3028110]

[123] Kingma DP, Ba J. Adam: A method for stochastic optimization. In: Proc. of the 3rd Int’l Conf. on Learning Representations. San Diego:
ICLR, 2015.

[124] Zhang Y, Liu JW, Zuo X. Survey of multi-task learning. Chinese Journal of Computers, 2020, 43(7): 1340—1378 (in Chinese with
English abstract). [doi: 10.11897/SP.J.1016.2020.01340]

[125] Huang GB, Mattar M, Berg T, Learned-Miller E. Labeled faces in the wild: A database for studying face recognition in unconstrained
environments. In: Proc. of the 2008 Workshop on Faces in ‘Real-Life” Images: Detection, Alignment, and Recognition. Marseille: HAL,
2008.

[126] NgHW, Winkler S. A data-driven approach to cleaning large face datasets. In: Proc. of the 2014 IEEE Int’l Conf. on Image Processing.
Paris: IEEE, 2014. 343-347. [doi: 10.1109/ICIP.2014.7025068]

[127]  Zhang N, Paluri M, Taigman Y, Fergus R, Bourdev L. Beyond frontal faces: Improving person recognition using multiple cues. In: Proc.
of the 2015 IEEE Conf. on Computer Vision and Pattern Recognition. Boston: IEEE, 2015. 4804 -4813. [doi: 10.1109/CVPR.2015.

FEEFEAERT  http:/ www. jOs. 0rg. cn


http://www.jos.org.cn/1000-9825/6147.htm
https://doi.org/10.13328/j.cnki.jos.006131
http://www.jos.org.cn/1000-9825/6147.htm
https://doi.org/10.13328/j.cnki.jos.006052
https://doi.org/10.1109/SP.2017.41
https://doi.org/10.1145/3133956.3134077
https://doi.org/10.1145/3133956.3134077
https://doi.org/10.1145/2810103.2813677
https://doi.org/10.1109/SP.2019.00029
https://doi.org/10.1109/SP.2019.00065
https://doi.org/10.1109/ICCCN49398.2020.9209744
https://doi.org/10.1109/ICCCN49398.2020.9209744
https://doi.org/10.1109/ICC40277.2020.9148790
https://doi.org/10.1145/3133956.3134012
https://doi.org/10.1109/INFOCOM.2019.8737416
https://doi.org/10.1109/INFOCOM.2019.8737416
https://doi.org/10.1109/JSAC.2020.3000372
https://doi.org/10.5555/3495724.3497145
https://doi.org/10.1007/978-3-030-58951-6_27
https://doi.org/10.1007/978-3-030-58951-6_27
https://doi.org/10.1109/JIOT.2020.3028110
https://doi.org/10.11897/SP.J.1016.2020.01340
https://doi.org/10.1109/ICIP.2014.7025068
https://doi.org/10.1109/CVPR.2015.7299113

2862 HAFFIR 2023 FF 34 5% 6 &

7299113]

[128] Devlin J, Chang MW, Lee K, Toutanova K. BERT: Pre-training of deep bidirectional transformers for language understanding. In: Proc.
of the 2019 Conf. of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies.
Minneapolis: Association for Computational Linguistics, 2019. 4171-4186. [doi: 10.18653/v1/N19-1423]

[129] Netzer Y, Wang T, Coates A, Bissacco A, Wu B, Ng AY. Reading digits in natural images with unsupervised feature learning. In: Proc.
of the 2011 NIPS Workshop on Deep Learning and Unsupervised Feature Learning. NIPS, 2011.

[130] Russakovsky O, Deng J, Su H, Krause J, Satheesh S, Ma S, Huang ZH, Karpathy A, Khosla A, Bernstein M, Berg AC, Fei-Fei L.
ImageNet large scale visual recognition challenge. Int’l Journal of Computer Vision, 2015, 115(3): 211-252. [doi: 10.1007/s11263-015-
0816-y]

[131] LiSZ,YiD, LeiZ, Liao SC. The CASIA NIR-VIS 2.0 face database. In: Proc. of the 2013 IEEE Conf. on Computer Vision and Pattern
Recognition Workshops. Portland: IEEE, 2013. 348-353. [doi: 10.1109/CVPRW.2013.59]

[132] Liu ZW, Luo P, Wang XG, Tang XO. Deep learning face attributes in the wild. In: Proc. of the 2015 IEEE Int’l Conf. on Computer
Vision. Santiago: IEEE, 2015. 3730-3738. [doi: 10.1109/ICCV.2015.425]

[133]  Yelp dataset. 2021. https://www.yelp.com/dataset

[134] Yang DQ, Zhang DQ, Chen LB, Qu BQ. NationTelescope: Monitoring and visualizing large-scale collective behavior in LBSNS.
Journal of Network and Computer Applications, 2015, 55: 170-180. [doi: 10.1016/j.jnca.2015.05.010]

[135] Texas Department of State Health Services. Hospital discharge data public use data file. 2021. https://www.dshs.texas.gov/THCIC/
Hospitals/Download.shtm

[136] Verhoeven B, Daelemans W. CLiPS stylometry investigation (CSI) corpus: A dutch corpus for the detection of age, gender, personality,
sentiment and deception in text. In: Proc. of the 9th Int’l Conf. on Language Resources and Evaluation. Reykjavik: European Language
Resources Association, 2014. 3081-3085.

[137] Yao AC. Protocols for secure computations. In: Proc. of the 23rd Annual Symp. on Foundations of Computer Science. Chicago: IEEE,
1982. 160-164. [doi: 10.1109/SFCS.1982.38]

[138] Xu RH, Baracaldo N, Zhou Y, Anwar A, Ludwig H. HybridAlpha: An efficient approach for privacy-preserving federated learning. In:
Proc. of the 12th ACM Workshop on Artificial Intelligence and Security. London: Association for Computing Machinery, 2019. 13-23.
[doi: 10.1145/3338501.3357371]

[139] Boneh D, Sahai A, Waters B. Functional encryption: Definitions and challenges. In: Proc. of the 8th Theory of Cryptography Conf.
Providence: Springer, 2011. 253-273. [doi: 10.1007/978-3-642-19571-6_16]

[140] Dong Y, Hou W, Chen XJ, Zeng S. Efficient and secure federated learning based on secret sharing and gradients selection. Journal of
Computer Research and Development, 2020, 57(10): 22412250 (in Chinese with English abstract). [doi: 10.7544/issn1000-1239.
2020.20200463]

[141] Li Y, Zhou YP, Jolfaei A, Yu DJ, Xu GC, Zheng X. Privacy-preserving federated learning framework based on chained secure
multiparty computing. IEEE Internet of Things Journal, 2021, 8(8): 6178—6186. [doi: 10.1109/JI0T.2020.3022911]

[142] Xiong P, Zhu TQ, Wang XF. A survey on differential privacy and applications. Chinese Journal of Computers, 2014, 37(1): 101-122 (in
Chinese with English abstract). [doi: 10.3724/SP.J.1016.2014.00101]

[143]  Geyer RC, Klein T, Nabi M. Differentially private federated learning: A client level perspective. arXiv:1712.07557, 2018.

[144] Jayaraman B, Wang LX, Evans D, Gu QQ. Distributed learning without distress: Privacy-preserving empirical risk minimization. In:
Proc. of the 32nd Int’l Conf. on Neural Information Processing Systems. Montréal: ACM, 2018. 6346—6357. [doi: 10.5555/3327345.
3327531]

[145] Bhowmick A, Duchi J, Freudiger J, Kapoor G, Rogers R. Protection against reconstruction and its applications in private federated
learning. arXiv:1812.00984, 2019.

[146] Huang XX, Ding Y, Jiang ZL, Qi SH, Wang X, Liao Q. DP-FI: A novel differentially private federated learning framework for the
unbalanced data. World Wide Web, 2020, 23(4): 2529-2545. [doi: 10.1007/s11280-020-00780-4]

[147] Triastcyn A, Faltings B. Federated learning with Bayesian differential privacy. In: Proc. of the 2019 IEEE Int’l Conf. on Big Data. Los
Angeles: IEEE, 2019. 2587-2596. [doi: 10.1109/BigData47090.2019.9005465]

[148] Zhao Y, Zhao J, Yang MM, Wang T, Wang N, Lyu LJ, Niyato D, Lam KY. Local differential privacy-based federated learning for
internet of things. IEEE Internet of Things Journal, 2021, 8(11): 8836-8853. [doi: 10.1109/JI0T.2020.3037194]

[149] Wei K, Li J, Ding M, Ma C, Su H, Zhang B, Poor HV. User-level privacy-preserving federated learning: Analysis and performance
optimization. IEEE Trans. on Mobile Computing, 2021. [doi: 10.1109/TMC.2021.3056991]

[150] WuMQ, Ye DD, Ding JH, Guo YX, Yu R, Pan M. Incentivizing differentially private federated learning: A multidimensional contract

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1109/CVPR.2015.7299113
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.1007/s11263-015-0816-y
https://doi.org/10.1007/s11263-015-0816-y
https://doi.org/10.1109/CVPRW.2013.59
https://doi.org/10.1109/ICCV.2015.425
https://www.yelp.com/dataset
https://doi.org/10.1016/j.jnca.2015.05.010
https://www.dshs.texas.gov/THCIC/Hospitals/Download.shtm
https://www.dshs.texas.gov/THCIC/Hospitals/Download.shtm
https://doi.org/10.1109/SFCS.1982.38
https://doi.org/10.1145/3338501.3357371
https://doi.org/10.1007/978-3-642-19571-6_16
https://doi.org/10.7544/issn1000-1239.2020.20200463
https://doi.org/10.7544/issn1000-1239.2020.20200463
https://doi.org/10.1109/JIOT.2020.3022911
https://doi.org/10.3724/SP.J.1016.2014.00101
https://doi.org/10.5555/3327345.3327531
https://doi.org/10.5555/3327345.3327531
https://doi.org/10.1007/s11280-020-00780-4
https://doi.org/10.1109/BigData47090.2019.9005465
https://doi.org/10.1109/JIOT.2020.3037194
https://doi.org/10.1109/TMC.2021.3056991

RE % F BRAFE IR b SRR 2863

approach. IEEE Internet of Things Journal, 2021, 8(13): 10639-10651. [doi: 10.1109/JI0T.2021.3050163]

[151] Li ZY, Gui XL, Gu YJ, Li XS, Dai HJ, Zhang XJ. Survey on homomorphic encryption algorithm and its application in the privacy-
preserving for cloud computing. Ruan Jian Xue Bao/Journal of Software, 2018, 29(7): 1827—-1851 (in Chinese with English abstract).
http://www.jos.org.cn/1000-9825/5354.htm [doi: 10.13328/j.cnki.jos.005354]

[152] Phong LT, Aono Y, Hayashi T, Wang LH, Moriai S. Privacy-preserving deep learning: Revisited and enhanced. In: Proc. of the 8th Int’]
Conf. on Applications and Techniques in Information Security. Auckland: Springer, 2017. 100—110. [doi: 10.1007/978-981-10-5421-
1.9]

[153] Aono Y, Hayashi T, Phong LT, Wang LH. Efficient key-rotatable and security-updatable homomorphic encryption. In: Proc. of the 5th
ACM Int’l Workshop on Security in Cloud Computing. Abu Dhabi: Association for Computing Machinery, 2017. 35-42. [doi: 10.1145/
3055259.3055260]

[154] Hao M, Li HW, Xu GW, Liu S, Yang HM. Towards efficient and privacy-preserving federated deep learning. In: Proc. of the 2019 IEEE
Int’l Conf. on Communications. Shanghai: IEEE, 2019. 1-6. [doi: 10.1109/ICC.2019.8761267]

[155] Zhou J, Cao ZF, Dong XL, Lin XD. PPDM: A privacy-preserving protocol for cloud-assisted e-healthcare systems. IEEE Journal of
Selected Topics in Signal Processing, 2015, 9(7): 1332—-1344. [doi: 10.1109/JSTSP.2015.2427113]

[156] Chai D, Wang LY, Chen K, Yang Q. Secure federated matrix factorization. IEEE Intelligent Systems, 2021, 36(5): 11-20. [doi: 10.1109/
MIS.2020.3014880]

[157] Paillier P. Public-key cryptosystems based on composite degree residuosity classes. In: Proc. of the 1999 Int’l Conf. on the Theory and
Application of Cryptographic Techniques. Prague: Springer, 1999. 223-238. [doi: 10.1007/3-540-48910-X_16]

[158] Fang C, Guo YB, Wang N, Ju AK. Highly efficient federated learning with strong privacy preservation in cloud computing. Computers
& Security, 2020, 96: 101889. [doi: 10.1016/j.cose.2020.101889]

[159] Hao M, Li HW, Luo XZ, Xu GW, Yang HM, Liu S. Efficient and privacy-enhanced federated learning for industrial artificial
intelligence. IEEE Trans. on Industrial Informatics, 2020, 16(10): 6532—6542. [doi: 10.1109/T11.2019.2945367]

[160] Brakerski Z, Gentry C, Vaikuntanathan V. (Leveled) fully homomorphic encryption without bootstrapping. ACM Trans. on
Computation Theory, 2014, 6(3): 13. [doi: 10.1145/2633600]

[161] El Bansarkhani R, Dagdelen O, Buchmann J. Augmented learning with errors: The untapped potential of the error term. In: Proc. of the
19th Int’l Conf. on Financial Cryptography and Data Security. San Juan: Springer, 2015. 333-352. [doi: 10.1007/978-3-662-47854-7
20]

[162] Fang C, Guo YB, Hu YJ, Ma BW, Feng L, Yin AQ. Privacy-preserving and communication-efficient federated learning in Internet of
Things. Computers & Security, 2021, 103: 102199. [doi: 10.1016/j.cose.2021.102199]

[163] Elgamal T. A public key cryptosystem and a signature scheme based on discrete logarithms. IEEE Trans. on Information Theory, 1985,
31(4): 469-472. [doi: 10.1109/TIT.1985.1057074]

[164]  Froelicher D, Troncoso-Pastoriza JR, Pyrgelis A, Sav S, Sousa JS, Bossuat JP, Hubaux JP. Scalable privacy-preserving distributed
learning. Proc. on Privacy Enhancing Technologies, 2021, 2021(2): 323-347. [doi: 10.2478/popets-2021-0030]

[165] Mouchet C, Troncoso-Pastoriza J, Bossuat JP, Hubaux JP. Multiparty homomorphic encryption from ring-learning-with-errors. Proc. on
Privacy Enhancing Technologies, 2021, 2021(4): 291-311. [doi: 10.2478/popets-2021-0071]

[166] Sav S, Pyrgelis A, Troncoso-Pastoriza JR, Froelicher D, Bossuat JP, Sousa JS, Hubaux JP. POSEIDON: Privacy-preserving federated
neural network learning. In: Proc. of the 28th Annual Network and Distributed System Security Symp. NDSS, 2021.

[167] Koneény J, McMahan B, Ramage D. Federated optimization: Distributed optimization beyond the datacenter. arXiv:1511.03575, 2015.

[168] Bonawitz K, Ivanov V, Kreuter B, Marcedone A, McMahan HB, Patel S, Ramage D, Segal A, Seth K. Practical secure aggregation for
privacy-preserving machine learning. In: Proc. of the 2017 ACM SIGSAC Conf. on Computer and Communications Security. Dallas:
ACM, 2017. 1175-1191. [doi: 10.1145/3133956.3133982]

[169] Niu CY, Wu F, Tang SJ, Hua LF, Jia RF, Lv CF, Wu ZH, Chen GH. Billion-scale federated learning on mobile clients: A submodel
design with tunable privacy. In: Proc. of the 26th Annual Int’] Conf. on Mobile Computing and Networking. London: Association for
Computing Machinery, 2020. 31. [doi: 10.1145/3372224.3419188]

[170] Li WQ, Milletari F, Xu DG, Rieke N, Hancox J, Zhu WT, Baust M, Cheng Y, Ourselin S, Cardoso MJ, Feng A. Privacy-preserving
federated brain tumour segmentation. In: Proc. of the 10th Int’l Workshop on Machine Learning in Medical Imaging. Shenzhen:
Springer, 2019. 133-141. [doi: 10.1007/978-3-030-32692-0_16]

[171] Zhao B, Fan K, Yang K, Wang ZL, Li H, Yang YT. Anonymous and privacy-preserving federated learning with industrial big data.
IEEE Trans. on Industrial Informatics, 2021, 17(9): 6314-6323. [doi: 10.1109/T11.2021.3052183]

[172] Toffe S, Szegedy C. Batch normalization: Accelerating deep network training by reducing internal covariate shift. In: Proc. of the 32nd

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1109/JIOT.2021.3050163
http://www.jos.org.cn/1000-9825/5354.htm
https://doi.org/10.13328/j.cnki.jos.005354
https://doi.org/10.1007/978-981-10-5421-1_9
https://doi.org/10.1007/978-981-10-5421-1_9
https://doi.org/10.1145/3055259.3055260
https://doi.org/10.1145/3055259.3055260
https://doi.org/10.1109/ICC.2019.8761267
https://doi.org/10.1109/JSTSP.2015.2427113
https://doi.org/10.1109/MIS.2020.3014880
https://doi.org/10.1109/MIS.2020.3014880
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1016/j.cose.2020.101889
https://doi.org/10.1109/TII.2019.2945367
https://doi.org/10.1145/2633600
https://doi.org/10.1007/978-3-662-47854-7_20
https://doi.org/10.1007/978-3-662-47854-7_20
https://doi.org/10.1016/j.cose.2021.102199
https://doi.org/10.1109/TIT.1985.1057074
https://doi.org/10.2478/popets-2021-0030
https://doi.org/10.2478/popets-2021-0071
https://doi.org/10.1145/3133956.3133982
https://doi.org/10.1145/3372224.3419188
https://doi.org/10.1007/978-3-030-32692-0_16
https://doi.org/10.1109/TII.2021.3052183

2864 HAFFIR 2023 FF 34 5% 6 &

Int’l Conf. on Machine Learning. Lille: ACM, 2015. 448-456. [doi: 10.5555/3045118.3045167]

[173]  Andreux M, Du Terrail JO, Beguier C, Tramel EW. Siloed federated learning for multi-centric histopathology datasets. In: Proc. of the
2nd MICCAI Workshop on Domain Adaptation and Representation Transfer, and Distributed and Collaborative Learning. Lima:
Springer, 2020. 129-139. [doi: 10.1007/978-3-030-60548-3_13]

[174]  SoJ, Giiler B, Avestimehr AS. Byzantine-resilient secure federated learning. IEEE Journal on Selected Areas in Communications, 2021,
39(7): 2168-2181. [doi: 10.1109/JSAC.2020.3041404]

[175] Chamikara MAP, Bertok P, Khalil I, Liu D, Camtepe S. Privacy preserving distributed machine learning with federated learning.
Computer Communications, 2021, 171: 112—125. [doi: 10.1016/j.comcom.2021.02.014]

[176] O SJ, Schiele B, Fritz M. Towards reverse-engineering black-box neural networks. In: Samek W, Montavon G, Vedaldi A, Hansen LK,
Miiller KR, eds. Explainable Al: Interpreting, Explaining and Visualizing Deep Learning. Cham: Springer, 2019. 121-144. [doi: 10.
1007/978-3-030-28954-6_7]

[177] Wang BH, Gong NZ. Stealing hyperparameters in machine learning. In: Proc. of the 2018 IEEE Symp. on Security and Privacy. San
Francisco: IEEE, 2018. 36-52. [doi: 10.1109/SP.2018.00038]

[178] Bourtoule L, Chandrasekaran V, Choquette-Choo CA, Jia HR, Travers A, Zhang BW, Lie D, Papernot N. Machine unlearning. In: Proc.
of the 2021 IEEE Symp. on Security and Privacy. San Francisco: IEEE, 2021. 141-159. [doi: 10.1109/SP40001.2021.00019]

[179] Xu GW, Li HW, Liu S, Yang K, Lin XD. VerifyNet: Secure and verifiable federated learning. IEEE Trans. on Information Forensics
and Security, 2020, 15: 911-926. [doi: 10.1109/TIFS.2019.2929409]

M o 3253 32k -
[1]1 xR, d/N . PLES 5% ST M BR AR D FC 20 . T AL 0 5 K i, 2020, 57(2): 346-362. [doi: 10.7544/issn1000-1239.2020.
20190455]
[12]  Befidh, 22360, WSO, KB, BB R A gt 5. VR 5 R, 2020, 57(9): 1800-1809. [doi: 10.7544/issn1000-1239.
2020.20200253]

[20] SR, ZE45, XA, SRPEAE S T IR HURE A L THSEHL2AAR, 2019, 42(8): 1886-1904. [doi: 10.11897/SP.J.1016.2019.01886]
[94]  ERS, BERPH, FEbRam, B, B, MK, R, T, SGXEARM S MR IT. BAFF4R, 2018, 29(9): 2778-2798. hitp:/www jos.
org.cn/1000-9825/5594.htm [doi: 10.13328/j.cnki jos.005594]
[102]  ZeRki, S, Shok, SR, 5k . HLAS ) 2t 5 B A LHIBE 700 AR SR PRk, k2741, 2021, 32(2): 406-423. hitp://
www.jos.org.cn/1000-9825/6147.htm [doi: 10.13328/j.cnki.jos.006147]
[107]  40~p4, FLR3, ZRHFEs, T, 251 BLAS % IR 2 A 5 RORVIF AU SRR, 3244, 2021, 32(1): 41-67. http:/www.jos.org.cn/1000-
9825/6131.htm [doi: 10.13328/j.cnki.jos.006131]
[108] HAESC, sKiERE. Hlas 2 ) AR BT 4538 . B34 4), 2020, 31(7): 2127-2156. http:/www.jos.org.cn/1000-9825/6052.htm [doi:
10.13328/j.cnki.jos.006052]
[124]  5KEER, XM, A1, A4S, WHEHLEER, 2020, 43(7): 13401378, [doi: 10.11897/SP.J.1016.2020.01340]
[140]  HOb, K, BR/ANEE, 85 0. T 85 43 2 RUBR P8 B R 1) e & AT 2 oJ L UH T HLIF AU RS, 2020, 57(10): 2241-2250. [doi: 10.
7544/issn1000-1239.2020.20200463]
[142] A&, RRIH, LW, 220 B iR KN . THEHLAAR, 2014, 37(1): 101-122. [doi: 10.3724/SP.J.1016.2014.00101]
[151]  A5% 6, FE/NAK, BUDEE, 2588, AR, kA % IR N85 B R S HLAE 2ok SRR R4 b g N . 3 254, 2018, 29(7):
1827-1851. http://www.jos.org.cn/1000-9825/5354.htm [doi: 10.13328/j.cnki.jos.005354]

BUBS(1993—), B, il+44, B EHFFTAUE L %
2 S B AR BRRL.

BER#(1962—), 55, W4, B, 8L/ S,
CCF iy B, T LRI i 1 e v 5
ARG, sEAERSE, A NBRIE RS

© PEFEEESK I hitps/ www. jos. org. cn


https://doi.org/10.5555/3045118.3045167
https://doi.org/10.1007/978-3-030-60548-3_13
https://doi.org/10.1109/JSAC.2020.3041404
https://doi.org/10.1016/j.comcom.2021.02.014
https://doi.org/10.1007/978-3-030-28954-6_7
https://doi.org/10.1007/978-3-030-28954-6_7
https://doi.org/10.1109/SP.2018.00038
https://doi.org/10.1109/SP40001.2021.00019
https://doi.org/10.1109/TIFS.2019.2929409
https://doi.org/10.7544/issn1000-1239.2020.20190455
https://doi.org/10.7544/issn1000-1239.2020.20190455
https://doi.org/10.7544/issn1000-1239.2020.20200253
https://doi.org/10.7544/issn1000-1239.2020.20200253
https://doi.org/10.11897/SP.J.1016.2019.01886
http://www.jos.org.cn/1000-9825/5594.htm
http://www.jos.org.cn/1000-9825/5594.htm
https://doi.org/10.13328/j.cnki.jos.005594
http://www.jos.org.cn/1000-9825/6147.htm
http://www.jos.org.cn/1000-9825/6147.htm
https://doi.org/10.13328/j.cnki.jos.006147
http://www.jos.org.cn/1000-9825/6147.htm
http://www.jos.org.cn/1000-9825/6147.htm
https://doi.org/10.13328/j.cnki.jos.006131
http://www.jos.org.cn/1000-9825/6147.htm
https://doi.org/10.13328/j.cnki.jos.006052
https://doi.org/10.11897/SP.J.1016.2020.01340
https://doi.org/10.7544/issn1000-1239.2020.20200463
https://doi.org/10.7544/issn1000-1239.2020.20200463
https://doi.org/10.3724/SP.J.1016.2014.00101
http://www.jos.org.cn/1000-9825/5354.htm
https://doi.org/10.13328/j.cnki.jos.005354

	1 背景知识
	1.1 定　义
	1.2 系统架构
	1.3 脆弱点分析

	2 安全威胁与防护
	2.1 威胁模型分析
	2.2 安全攻击手段
	2.2.1 数据投毒
	2.2.2 模型投毒
	2.2.3 后　门
	2.2.4 恶意服务器
	2.2.5 攻击方法总结

	2.3 安全防护方法
	2.3.1 设计安全聚合算法
	2.3.2 结合区块链
	2.3.3 利用安全硬件
	2.3.4 加固模型
	2.3.5 其　他

	2.4 与集中学习的共性和差异
	2.4.1 威胁模型的异同
	2.4.2 安全攻击手段的异同
	2.4.3 安全防护方法的异同


	3 隐私风险与保护
	3.1 威胁模型分析
	3.2 隐私攻击手段
	3.2.1 成员推断
	3.2.2 属性推断
	3.2.3 窃　听
	3.2.4 攻击方法总结

	3.3 隐私保护方法
	3.3.1 安全多方计算
	3.3.2 差分隐私
	3.3.3 加　密
	3.3.4 混　淆
	3.3.5 共享部分参数
	3.3.6 其　他
	3.3.7 综合保护方法

	3.4 与集中学习的共性和差异
	3.4.1 威胁模型的异同
	3.4.2 隐私攻击手段的异同
	3.4.3 隐私保护方法的异同


	4 未来展望
	5 结束语
	参考文献

