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Hardware-software Integrated Reliability Modeling and Analysis Using AADL
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Abstract: The embedded system has been wildly applied in safety-critical system, such as aviation system, automobile systems, and
telemedicine. However, reliability is not a property of these embedded systems that can be easily assured, for that the complexity of
system architecture also increased rapidly. Thus, the reliability analysis and verification should be conducted in early design stages, so
that to provide highly reliable and qualified systems while avoid economy and efficiency lose. In an embedded system, the system
reliability is affected by both hardware errors, software defects, and hardware-software interactive failures. Although many achievements
have been accomplished in the field of hardware-software integrated reliability analysis, they are not suitable to be applied in the early
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stages of system design and implementation. The SAE architecture analysis and design language (AADL) has provided an effective means
of system architecture design and non-functional property verification, but it is not capable of hardware-software integrated reliability
analysis for that its error model annex concentrates on software component error behavior modeling, and it cannot effectively describe the
hardware error impact and propagation mechanism. An architecture level hardware-software integrated reliability modeling and analysis
method, which considers the impact of both hardware, software and hardware-software interactive errors simultaneously, is proposed in
this study. Combined with the transaction level modeling method in electronic circuit design, the proposed method extends the syntax and
semantics of AADL in transaction level error behavior modeling to support the fine description of hardware component error and error
propagation. Mapping rules from the enhanced AADL reliability model to generalized stochastic Petri net model are also proposed, so that
the reliability model can be converted into calculation model to complete the hardware-software integrated reliability analysis and
assessment of embedded system. A prototype IDE toolkit which implements the proposed method is developed to do testing and
evaluation. It is used to do reliability modeling and analysis of avionic system, which is the control system of an air boost control system
belongs to a certain type airplane. The result shows that, the proposed methods is capable of hardware-software integrated reliability
modeling and analysis of complicated embedded system, and will provide refined analysis result compared with traditional AADL based
methods.

Key words: AADL; complex embedded system; transaction level error model; hardware-software integrated; reliability analysis
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FERE, R H BT A . B R AR 2R AT R I RIS AT HE R, {E Ravishankar % 1BM K B4 A/ 45
TE R G RAAT IR E A, RILA KL 3500 T UL I i o 905 T b 28 0B A8 Bt i 47 o . Roy ™2 st it vy
71 Z 50 HAH AT I 1 A% 0 R SRR HEAT 0 AT 5 A, UE T R A I s o R A ] M A BT S DR AN 45
gy, RHEBEXNCERBALN 5 X — AT 2. FEESTRARRSR, THEGERBIRARER
G SEPE ST, R LR G AT T RA MM, LR A T R 48 2 ) (Wi Rt 3% 5 5, 1F
AT A A 2 A5 1 AT SE 2L 3 M 5 VR4

T A1 R SR IEAE AS IR B LB, ] AT FRORE A 5 (0 ] S AR S A — L R 1
—ANHERR . ImmonentVFT Sinhal* s F gk b 43 ) i g5 B G 43 BT T X 450K [ 20 tH 20 90 AR AR LAk I — SE A 5T
R AR TR BOR R 2k, XSy VE T Aoy ok 45 R R A SRR A W ORI, TR AR G I e A
TGN DX 23 A SRR 2R 0 R A W 6 R 0 REE A R T s 25 J LA 5, 3 e 3 ) 37 % 288 M e A 5 11
GErk R, ARG A RS HUBE B Rl R LR T b i X (] (K 3 AT B DG R, TR B R G 456 T Sk 43 T 11
H A, wnsCik[2]. 3285 VR0 R A A2 R AR R R 5 AT e DA 2, W VP 45 1. )5 A AR
ot R AR S [R] (1 5% LB 23 )k B A T SR e S mT SR R PR AR 2R, AR5 I P R G ] & P E 18 A R T Bk
TRz BRI RGP 455, N SCBR[5-=7]. ML 77 vk B AR B8 0% e T A0 B 2 A 6 2 280on) ] P 1 5%
Wiy, AR P AN ML o] SR AR L (0 25 6 T AT KR A doe, RS i B & VPN 45 3.

TX P SR [ 2 #8270 N e T 27 U7 ¥ 2 S A [ e B B o T 5 e A 2 ) B il BB AT 256 20 M, DR A7 7E
WOR A w s, BT R GRS AN ], 6] P I S A I m] R A 45 R AT
B, AEFAAT KRB S AR 5 LR AT, X Se 4P 2 b B 2 A R 5 | NG B NI 22, S i o0 AT 45 2R
DA M 75 S — T R A — A (R A v, I — TR S5 48— I A ok i B 2 s 1 W s 5 B L E R 40 Hh 1 A 4
178, VAREAR A HTiR 2, ok, AR LS, aX w9 4 3 AR B 28 T I P (0 5 0 25 AR v, e A aod it o 75 22
WX &R G R R AT TSR, SRR HEM B S 40 LT & FAE R AR NBITE AT &
Gnl SEE AR AR AT B0 UE S5 VA
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EX 3. FETHEHE LSRR R — A T 64 TLEM = (HS,HT,F,in_PROP,out_PROP), & 11 {4}
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H IR AL, Ho,

(1) HS =TM U(UILES; ) 23 T 3055 i AR -4 DAL i i bR S S . S,

() TM 2 BEPEAG F i 55 SOC ISR &, TM = {tmy, tm, tm,,...,tm };

(b) ES; AT 45 50 tm; AT B AT B R AE FUAS DRIR S A

(2) HT &R AR B A RS Z M T B X RES. Bl TLM AT IRET B X R, TEM #iiR
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(b) ET; 2355 570 tm; AT BOIR & M IRIT B C R, ET,: ES; > ES;, ESi & tm; I IRIREE S,

(c) EIT (error input transition). TLM 17 4R 11 TEM 47 0 RESHI M NiER, 8 —AFHESH0F AR —
AN ) WAL SRIT S eity, 24055 500 tn P I et S BDR AR, BTSSR ICAR AR (0 HE IR B et 3E tm; JE S
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tm; A POR A R A ZRIE. A, eity 0 AR 1A tm; ROISRES IR A,

(d) EOT (error output transition)# 7~ TEM 4 i R A Ml I, 41 )b A% 16 30 65 = 485 B B 7 1) 3 55 R T I
ITBI%ES. EOT =(ULEOT,), v, ¥4 EOT ity Mz i F % 5 A DA R AL TLM o () .45 #C tm,
. EOT; /& 8545 500 tmy 1] g A0 T (0 BT AT 45 R A ook i, SEE S Boc i T B NES, B EOTH K
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Fihs, e HS, i}, HA: YihteT M. ht(f)=ht(e) ecE; 4 hteET, i, ht(f)=ht(ec), eccEC; 4 hteEIT
B, ht(f)fE B, B MR eit KRR, S5 s NIL IR IR AR RS IT R B — A R M hte
EOT W, ht(f)=(hs; € ES;, Hhs AN JETF5 50 W AT R B WA ),

(4) in_PROP ST {44 14 1] P E IR L WG AR &, AR 4G an TR A PR AT 1) 9 A E S R R AE S vk, 2 ) Py A%
o H L RV I TR A, AL B R A = S5 R I W 4R 55 TR tmg, tmy e TM;

(5) out_PROP & T {14 41 1] SN iR AL WE A . AR B4R T PR A 5 55 RS B IR 3525 3 0C tmy, A% 2 S 1
PERIAEELAT 1) S a2k T R SR . ) AME e . R R RS

BE T S 3 AL (W AR A A A T 55 AT IR AL B S 22 LS 3.2 W ] 14 s, P EZR T powerPC Ab PR ER
FE YRR, AN 4 A 550 0 S I P R 0 2 55 S T R R A Y DL KA G IR R A R R 2.

1.4 AADLEZREBIREEMIRYT RN

AR R A B3 e i) 7 200 AADL B F R T REAF AL 48 1R 5 25 AT IR U 5%, 37 R N A A48
T A 5 2% AR A R B 5% %5 (TLEM Aninex Library) fTft 3% T AJ(TLEM Annex Subclause), ¥ ekt 78 5 11
B B 5 07 90 2 A T A A 9 45 G R A 2 R T ——

BELR SCVER, 7T Eclipse REAL P SEIL T S0V TLEM(((**tem librry comsiructs**})none);
e, {em_library_constructs. =[tlem_emror_type_library]
TR 55 G A PR T U emeovor type lirary:m
DAY R A R R SR Y, O HLAE S SCRHMEH] T tlem errortypes
use types JCHETTE MM AADL EMA HE R ST [use types error_type library list]
X MEIH, AmS EMA & SCHAR R T 2%, itlem_emor_type_definition}
FRAIE T HON 20 7R 2 M P S R £ o o o P
I I E B 3 IR T ORISR 45 A R tlem_crror_type_definition:=dcfining_tlem_crror_type_identifier: type;
BB SRR HR T 2, TR EMA SHBRR AL 5] 3 A5 G R I S ) R R 7S 451

T, DLAAE P R e e iya e T TLEM B SR 2.

TLEM il Jofft s 7] 5 AADL BRRERICHR, &l 4 hjgrm T3 e LW TLEM Bt s 7 A)18 SCRNE .
P LY R BTG R S H T S YANRE . A GRS L, A R A N S R AR AT AN
EX, LK TEM 5 TLM W& &%,

1) 4 WX IR@ 5 ST IE A R A G A R AR R AR S5 K )2 hcem error behavior, IXSENE X 3
TLEM () HAASEHL. Horb Q36 T H 4 R RLRAHL tim_state_machine FIREL| ) £F 2545 AR AL /) A L [ AF
R AL 4% in propagations, out propagations.

(2) EXE®H 4 T tim_state_machine ()58 X, XHEE X 1 TLM ) HARSZEL. Hp, TLM 0345 ocE
& TM 16 S 5 SO S5 R A HLIPIR A S {tim_state}, 1f tim_state 18] 7 5 &IR4& composite state [
X, LMES TEM #HTHER &
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tlem_error_model_subclause::= annex TLEM(
[use library types error_types_library_list]
({**hcem_component_constructs**})
({**embedded_error_model_constructs**}));
hcem_componet_constructs:= hcem error behavior 1
defining_hcem_error_behavior_state_machine_identifier
tIm_state_machine;
in propagations {hcem_in_propagation;}+
out propagations {hcem_out_propagation;}+
end hcem; ‘|

tIm_state_machine::=tIm state machine

defining_tIm_state_transition_machine_identifier
states{tIm_state}+
events{tlm_transition_event}+
transitions{tim_transition}+

| end_tim; a1

tIm_state::=defining_tIm_state_identifier: composite state;

BRAUEFAR 2022 4% 33 A% 8 47

qualified_hcem_propagation_point ::=feature_reference | binding_reference
tem_error_behavior_state_machine::=composite state defining_tIm_state_identifier
I _error_L _state_| P g_tim_state_|
| tem error behavior
I states{ tem_error_state }+
|
|

events{ tem_error_event }+
transitions{ tem_transition }+
| end tem;
| EITs{tem_eit_transition }
| EOTs{ tem_eot_transition }
teﬁ_an;tia: ::[de_ﬁnﬁgjenT_ e;or?[ra_nsia)njd;tiarﬁ _______
tem_transition_source_error_state-[tem_error_condition]
->(tem_transition_target_error_state | tem_transition_branch );
tem_error_condition::=
tem_error_condition_trigger | tem_error_condition_trigger and
tem_error_condition_trigger | tem_error_condition_trigger or

tIm_transition_event::=defining_tlm_transition_event_identifier:event;

tIm_transition::=defining_tlm_transition_identifier:
tIm_transition_source_state-[tIm_transition_event_identifier]->

(tIm_transition_target_state | tIm_transition_branch):

tem_error_condition_trigger
tem_error_condition_trigger::=
tem_error_event_identifier | tem_eit_transition_identifier |
tem_eot_transition_identifier
tem_eit_transition::=defining_tem_eit_transition_identifier:
tem_eit_transition_source[tlem_error_type_set]-[ ]-> tem_eit_transition_target
tem_eit_transition_source::= qualified_tlm_state
tem_eit_transition_target::= qualified_tem_error_state
tem_eot_transition ::=defining_tem_eot_transition_identifier:
tem_eot_transition_source-[ ]->tem_eot_transition_target[tlem_error_type_set]

hosm_in propegation= @— =
| defining_hcem_propagation_point{ tlem_error_type_set }-[]->tIm_state Tdentifier;
|
|

hcem_out_propagation::=defining_hcem_out_propagation_identifier:
tlm_state_identifier-[]->qualified_hcem_propagation_point{ tlem_error_type_set };

Bl 4 55 g0 R T R PRV VR T 7 )
(3) EXILOH 194 T in propagations, out propagations [{] F Ak i . o LA ) Hodr s T S 45 bl i A
R AL % 55 hcem_propagation_point /5 4 8 A& A FIEL H TLM B2 1k 55, 117 hcem_propagation_point (1 52 X
WGIHT AADL EMA 5 RAE 37k S e S, BT R ATE R FE. R TLEM fef% i EMA e X
(R R AT 4 55 AR AR P () EMA A5 20 338 47 5070 21 2
(4) REOTMHNAERWT tim_state &5 RSITEA SN AL FH 55 B I0H =17 NIRZSHL tem_error_
behavior_state_machine, iX &5 X 2 TEM I EAESZHL. f-T TLM A TEM 78 SE 3L R 4 8 O ARZS HLAE AL,
WG 45 B TG R PR B R AR R R 8 LT SR IRPIRZS TR TR U LSRR, X @ EOT 5 EIT A& .

2 WIEEHEESE) AADL B AT S M%SHT

AADL fHPF R 1R 25 55 2 R DR AR R DA T 7 R T S 1R TR A A LA DR A F AT D B BRI T BOR S H, 46
7 AADL ZURHRAT AADL [ DA R R #4 ol H bn R SRR E 25 15 (1 T SEPE B, th 71X — AADL i 5
A R J T R AT, AN SRR — D (AT o 20 M AR VB30, DAL 3 7 0 e A 7R A 0 L e 4 3
A7 PRCRAS B B HUBERY, A B A 3 B T LA 8 i v SR AT 2, AR SR H TR ) AADL R 1 58 45 it
BRI T SEVE S AT 5005, SEILT TLEM %Y ) GSPN U1 SR (R4 e, SCRPRRBEAT 2555 (1 ] S 1 434
21 BRAGREMHESAEEEE

Hbs R SRR 25 (0 T SEE R AR S B L AR 1 RS MR IR B R A 22 A G R A A A
PR O5 SR R L, DARRE AL 4 NP IR, m&A RN 5 Fron 2 IRES K RO T SEPERTAY. AT LU 3,
AADL 1] EMV2 K SCRFRAE 1 RGERAZ AR AR A, (LRI 2 AP R 2 B 1R AT A (RS 40 A 41 0 g
7y, T BEAL A SR ) TLEM B sl AT e iieh 72
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Bir R AR (EMmv2)

I}
__________________ T
HEIZ IR IRAYEMV2) ! T S EIRSL(EMY2)
Processl,Process2, Process3 : Processor,Memory,Bus
|
PR, . oo coomun oy tesis i seme ves ene spemen oo w s o mwen gosgren e wes
| [ i e e e B e el S 1
ER iR TR iR AR (EMV2) I | B SR EIRISBYTLEM) :
TILT12,:,T21,T22,...T31.T32 | Il BlU CacheRD IExecuter - |
: It (TEM) - (TEM) L (TEM) :
= WEFRE BT ARG

KI5 HbR RGO 25 & T RE L W 2 IR 45 1

FI AR 22 G0 5 4 (1 ) 5 RS 2 A0 TR R A

(1) BERLAEI A

i Fl AADL $2 AL 11 TS 44 11350 AS5506 MISE v B AR R SRR RS, Jd i AADL a2 LI #2256
RERMEZ T MHESFREZN, UEATRES5TZEREZ NNAEXRERLHATA.

(2) BEA:T R G R A I A5

i1 AADL ] EMV2 Bt 715 5 0 BRI o (R e A S Sr B R AT S BB Y, 4R AR ) A 1) 4 1 s
NBGERRZR, T EMV2 [R5 A 5510 SRR PF 2 W) B s A 15 5 R AT k. (e B BRR ) i o
T B BARE AR IR S RIRB R R P 2 AR WRE R fF, B T3 7 R R 2 MR Rk AT . A
SER T A IR R AE . SRR 1 T B TLEM B S33E 47 K5 404 1 27 45 S0 A e A8 280 A A

(3) 24 BRI A A AP 11 = 55 A R AR R S AL

A 1) AADL TLEM FH 3% 18 55 08 22 4 S SR IR TR (0 1y 40 0 47 RS 40 A0 B AR AL B 8. o S e a1
PRI F 5 AT TLM, HAZ O WA NS5 0, DURFSFAT RS Hrh, FHSpuRE A
BN A RS 282, DM Y Ik 26 3125 WAool DB TEM,; JLIR, A4S c i TEM B8, IF5 T™
REFITMEL S, REREFSHHPWFLSITE, By F5 90 RTBKN EOT. EIT XA, %M Ls
SRR A R 1 PR T 45 R AR TLEM A5, LUSE 1.1 35 mp D8 At ik O\ 4 T 38 5y 10 25 45 55 280 4 4], AADL 3
YRR TLM e HoC AR 4118 6 Jiizn. Al LIFE #, BIU. CacheRD. IDecoder. IExecutor = 45 ¥yt R4 75 1]
23 AADL composite state 2881, [&] 7 J@7R T HH IExecutor 5T 1 FH 45 BLIC N IR B AL TEM.

processor implementation GPM.impl
annex TLEM [**
use library types processortlomer roesfiest;
tlem error behavior hcem_Processor
thm state machine p
states
. v BIU: composite state;
MPU:PowerPC.impl CatehRD: compasite state;
o ldecader: composite state;

IExecutor: composite state;
| Cacherp } elnstoad events

fromCache —#| IDecoder | evinsinCache: event:
; evinsloadFromCache: event;
; T evinsloadFromMem: event;
e!ﬂsl[ﬂéache elnsLoadFromie eInsDEc';:pd ed wl_rwl)r::u der: event;
1 m A B transitions
- : ) tBiuChe: BIU-[evinsinCache]-»CatchRD;
\ tCheDeet CatehRD-[evinsloadiramCacha]-=1Decoder;
BiU ! [Executor | 1BiuDec: BlUs[evinsinCachel->IDecoder;
1DecExec IDecoder-[evinsinCachel->1Executor;
end tim;

6 PowerPC AbBE 8% i fb 55 45 A 7Y Jv Ho AADL SCAHEIA
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composite stator [Executor
tem error behavior

states
esExecutor : Initial state; - initial error free state
esExProp : final state; -- error propagation state
events

evExFaultinstruction : event; - Fc 7502 E
transitions
etExProp: esCxecutor -[evExFaultinstruction]-> esExProp;
end tem;
EIT:
eitExFaultinst: Executor {errFaultinstruction} -[]-» Executor.esExecutor;
EOT:
eotExFaultinst: Executor.esExProp -[]-> Executor {errFaultDatak

end composite;
- il).

end GPM.impl;

B 7 IExecutor 345 B nAR R AADL SCA R

(4) HETLZH 2% FNARAE A 45 B v SE PR ALY

B JE, AR A 1 o 45 R AR R AT TLEM #b 42 in_PROP AT out_PROP A% 50K AT R, MM 5 4 4 (it 4
BORAFEL IR, IR LR L) A P30 10 3 55 BT IS 5 ) PR B AR RS = A I R . R A A R IR
N BHm it Hbr ARG EM R b [0 152 45 376 B 4% 1) AH SRR AR (07 R 40) AT (5%, 25 Sh BT mT 5 ol s A 11
I 45 R R B TLEM 5 A AR R 40 EM A5 RL I 41%E. R 48 EM BERL DU SR 1 T 30 5 R 45 AADL
SRR AT A1 ke, =38 LR LA 1 H AR R G A 2R A T SE P A Y

£ AADL [ R SEERIRI R A5 35 4 Sy 5 ) 1 DR AR R R I I A 15 2 A 20 o [ A DR B M s W
ARG TR, KAMENR =P EAS LGN R, ARSI A LRI, s 3 A 3l is
S.OBW, LARE M BB R T EE R, AR R AR ORI, DR A gy T SR
1)k T2 e o SIS A P 25 2 R R DR AT AL R R AR I S8 A A A, 1K — R 1 P2 9 A T2 i N U R 48 Y
B X e HL AL AR AN R o M Sk AR, T A R ) T 45 A AR TR T A A 5 R A 1 1) ) A B
RAEFAIAT hy, FRBE T 43 BT R % 1 B A2 1 S8 38 PR R I A vk
22 BREMEE T REMER [ GSPNER kR

FEE 2.1 TR VIR T A, RN SR G A 45 o vl SE R B AR R S0 R IR A AR 2 4 O
TP A 2 1) 45 0 R A R TR S e R R A B M . SCRIR[12]3H18 T RGNS 1A R 1] GSPN TR AR i ey 3k,
BRILSTF 5 X 1-52 S0 4 18 T IR PR 200 4 36 07 325 (0 IE A Ik A6 AR S 4 HE 0 48 A o 1 55 S 45 AR A28 1)
GSPN BRI [ #6777k, LA TLEM RS EMA IRV RAL JRIZEE2 ) GSPN IR W4 vk, MISEEL T
AADL HAFE 454 AT SR PEAS R 1] GSPN 1508 L ) 5 A e . T3 ik an .

ELAN) XL Petri WAL AT LR IR — AN 7S J04l, g X 4.

TEX A ] LB Petri ALY 0] LLyg SCH—AN7NTodl (PT, AW, Mg, 1), Jr,

(1) P BRI T AL B A, Rk P={py, Py Parees Pu s

(2 TRBTES, ERNT=T,UT, AT nT,=0. i, TOWERBTEST ={t, b, 4], Ti MBEAL
EHEET = {ten bty

(3) A RIS, A=A UA UA, b, A cPxT ZALEIARITMIRMES, A, T xP 2T H
PR RIS, A < PxT R MLE BRIE 25 1IN 4R &

(4) W Zlim T B A8 A E S, W T, — N N R AR %

(5) Mgy:P— N, N FAREL, ARIGadRIR, al DU — 4 1) AT 2R,

(6) A={A, Ay Agyoes A} A 55 I AR T B A DI 1) AT STt 1 353 R M B A
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HoE X 3R X 4 a 40, szl N TLEM B2 3 GSPN F 7Y fl % 6, BT LUF4e I P 3 40 0 VR A TR 52 )3 3
Y He., SR ITHVRAT AR S e . F1 45 B TT AR R AT N D056 4 . 5525 0 o0 B AR W -4 R R AT
. ARSI IR R R CRIT, Sk BT 1A IET T AT A Lh SR 2 42 (04 J. A 30 ) 97 3k
wr.

A B3 TLEM _GSPN (TLEM ) ={P,T, AW, Mg, A} KLl AR {1 (A 45 B B R B 48 g — A GSPN A, D45 il
PERIAEHT AL TEM 31 GSPN TSI Y [ 4 46t

EX 5. F55 HcH A TEM = (ES,ET,EC,es, ) £ GSPN #5035 .

(1) TLEM _GSPN(es) = p,, # TEM 5 I RS H#3) GSPN B 1y pr 8, b, PId RS
eso HARAT B A5 — DL INVILG AL Py s

(2) TLEM _GSPN(ec) =t,,, K TEM 4 iz SifFmi 31 GSPN AL oh (1 AR5, oo, AR TEAR 40 A R 4 i
FEFR A GSPN o (1 AT I ARIT, R AN 3 43 A1 10485 0% Ao 2 A Ay W AR 5T

(3) TLEM _GSPN(et) = A, UA,, H TEM HE SRS Z M AT Fe el GSPN B8 w47 5 2 AR T 1) 91,
DY eI IASIIE

A & X3, TEM [H3E T eot. t A eit 56 0 5 55 P IC (R RV R IR AL 3. DR U AE 0RAT R g 41 = 55 A R A R
o TLM SR8 AT AR 0] GSPN A8 [f 44 He b, 52L& IR S8R eot. eit A t (15546,

T EHHAT RS ST ) TR R OC R eot UG, thE 3T AN, F4 It LA IR MRS R AN
T3 error_type JSTY KA 5 ) 45 AT AN ERAL %, [T IN A 3 R 45 B T A ORI AR T et LA eot
e F] GSPN BLBYRS, B3 e X 6 fraw, gl For st B 8(a) it 1 1M 45 4.

EX 6. FE I FETRALIRAT  eot [ GSPN & i Tl 41 T :

TLEM _GSPN (€0t) = Pyn_ypeteot Bpt_cot+ Bpto_cot )

TLEM _GSPN (Eteot) = ( Peot _state peot_state"apt_eot'alp_eot)’
H (1) pum_type A2 FE55HLIG tm £ eot VRIS E] GSPN M4 b 45 2 47 &, fiFK tm (AL IRAE. 75/ 8(a)
FACAE p_tm_type, T RAEMRAS TS TT tm £ error_type ZEMV R, T4 BATT 04— A eot BE A —
AR pyr;

(2) toot K718 €Ot 17 A I LERTAZIE. 7 &l 8(a)Hic /E t_eot. tm 15— eot B Az Bl — ™ teor;

(3) apt_eot 7= M teot 51 Prm_type FF1IK;

(4) Peot_stater Peot_stater 73 T AR ALIT tooy HIVRALEFN H (7 & 7EK] 8(a) T 1c4F p_eot_state F1 p_eot_state’,
Peot_stater Peot_stater €Pes 7= F 55 TR T tm AT RS H AR B AL E, £ LeHFEIL T, FH55 500 tm 75 eot K&
i Jo A AR A BEA 2. A E 36 T Peot_state 9 Peot_state A [ — M7 . S BkAE ] 8(a) 1 & PN p_eot_state
5 p_eot_state’ T &, Hll p_eot_state 7F t_eot &/ J5 THTIRTG T A M. R 8(a) AT 1)1 W 45 K H o i 22 n 1
M t_eot £ p_tm_type (K145 1L ap eor;

(5) @pto_eot /& A Pum_type T8 17 teor HI2E 119K, [ 8(a) 2 t_eot F| p_tm_type FIZEILIR. RN RS RTA—A
eot PAT I (Pym_ype B & — A2 W), A ARVF eot ITH.

p_eot_state P-E50
t_sat
p_tm_type t_eit
p_aot_state" P_alt_dst
(a) eot “E & ¥ GSPN % 4% (b) eit ZE BT GSPN 445

Kl 8 Hi5-HICI eot 5 eit fif URAL R X R K BIAL 45 R
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e 8(a), eot SR M ALXT tm IRATEM eteq it AX ¥ 2E il T M p_eot_state 2| p_tm_type [T, FIM
p_eot_state F| p_eot_state'[FJiTF5, H, t eot ;& —PNIEHARIT, F£IR eot £ — MR F:. t_eot T p_tm_type
BIZE 1 FIRET IETE eot T4 KA. p_tm_type TR AIE LN t_eot TH AT

52, H4 BT PRI AT A eit B GSPN HIFEH AL eit IERS MBI, LUK eit 38 i i 2 45 9 0
RS EB S, W 7. i R i in ) 8(b) B s 1 M 45 4.

FEX 7. FH5HIUR NS R REIT A eit 1] GSPN AR AL 0 22 e 4 U i R

TLEM _GSPN (eit) = {t,,},

TLEM _GSPN (Eteit) = ( pesOl peit_dst ' apt_eit*atp_eit)’

=

(1) e, 2 F 55 FICHIAR T RIRZS eso WU AH B2 L, 75 8(b)H i1 p_esO;

(2) teie b1 IR eit 47 4 LB ARIT, 7K 8(b)H i Ak t_eit;

(3) Peit_ast 7= AT tei [T H AL, £E & 8(b) L 1 p_eit_dst, peit_dst J& T4 75 Peg;

(8) pt_cit 72 AL B pog, 7 11 ARIT toi (9K

(5) arp_eit A& MABIT o 7810 H AL E Peie_ase M.

e 8(b)H, eit Kk RA LA H AR T p_es0 # p_eit_dst KPRSTER. WFEAE p_es0, T t_eit 1 H K
fr & p_eit_dst, HoHp, t_eit & —ANHIARIE. RoRA AN T4 B0 I AR R AR 0 1T B G HUAT R PR AR R .

TLEM 1 3545 B g ) (1) 5 1R AL AR i eot, eit A1 B C M 5108 t ILW SE . IR AEREAT GSPN 7Y
MBI RO o — R, WRE 9 BRI F g, S, SESITR t RO IR H 155 ST R,
A B 1B 14 WA R AL 3 RO AT B A PR A e ) DL 52 X 8.

P tmi eol state
t tm1_eof p tm1 typel t uﬂf’K

O

A e P_tm2_eit_dst
B9 WIS H TG —4H eit 55 eot HE iR ALHE 5 R 45 (1) B b )
TEX 8. eot 5 eit FIVLHL 1] GSPN #8422 e 45 HiL ).
TLEM _GSPN (eot —eit) = (TE, Ay, Ay, AEpy, Ay et AE gy 1)1
Hrr,

(1) A RIS, A0 M55 30 T 67 8 P ype ) I 95 2520 TC 00 it 255t IR, 267 O %6
LA M p_tm1_typel %) t_tm2_eit IR, KR40 tml 11 eot filt k. T tm2 1) eit 174,

(2) Ap AZTRIAE S, BLHE I H 155 BT I eit ARIT tey i 10008 2 55 ST HIAL AR AT L pum_type FIIR. 7EIE 9
FILA Mt tm2_eit ] p_tm1_typel S a9, FoRRE L HI0 tm, 78 eot K5E M T R A RIRES LT, (HIX
ANARITFEA SR tml SRS, AR GSPN FiB XAl p_tml_typel 7F t_tm2_eit &
G HASRRAM. RN E 6 AR IR ay, eor B AESE R AVEM, BiibsE X 6 FrRFF Bk IE 3L T eot MEE
fih &

(3) TE ={teyy, oo} WAL I 2. #EFI 9 T AE te_tmi_eotl, HIT Ay MIf7F4E, p_tml_typel £& tmy (1)
et B R IR Lk AR AT X 6 AT UL IR F1IT 8 Ay REWS G tmy 1Y eot M SZIAT. 112
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16— IS0 N (p_tm1_eot_state 3T 5 p_tm1_eot_state’ (15 ¥L), p_tml_typel EF A (K4 MR —DNEAN =
BRI 2 AR AR, T W I R CR ST te_tm1_eotl ¥ BR;

(4) AEy ZINHIEES, B MRS S ICHIAL BT B Pun_type T8 FTRICEIT teuns eot 19K, T4 Pum_type
2RI R 9t A, T IMTTE R I A p_tm1_typel FIRYCARIT te_tml_eotl (K3K;

(5) AEpro_eot A IRIFIAE ST, ALHE I B IR 35 55 417G eot KA I R VRAL DUIR S AT B Peot_state 15 €0t WRIKUAR T teyms_eot
s oK. 7R 9 th R I M p_tm1_eot_state LW ALIT te_tm1_eotl 3K, aepto_eor FHLIE T & X 6 i FEIA Y
DL R W CAR S AT, 8 G2 R TR L JS T BT A 6 teor, TEEJIE teot 55 t€ums_eot FIFA

(6) AEpto_eit /AR LIRS, CLFRIESL H 19855 ICHIIRIRS AL B P, FMAIT teyms eor MIZEIEIN. 7
B9 R A M p_tm2_esO FWRIARIT te_tm1_eotl 15K, FH-T-45 H 945 B0 tm, REBSHMCHT R FF AT 10 N
BERAL RN, A5 RSO TE T R Pon_ype IR 7 1E95 9545 91 TG eit 76 B s BAT 40 1R IR, 4 B 7 Aol

FE X 552 X 845 T TLEM FRE A 44 4 Py S BT 158 A2 847k 10) GSPN 109 45 A 280 & e (1 KL 0], 11 TLEM S
I ) AR AL FE in_PROP 5 ) 4 iR A4 F% out_PROP 5 EM 45 iR BM 31741 3%. 424 in_PROP Al out_PROP
FIE I AR i) GSPN B £6 30 i, in_PROP A= £S5 it L 1) GSPN W& st %%, SR 11 i B i N R 10 1 45
JG. B, AMRMHPREEAER T in_PROP JriRIn M4 oo FHT R4 eit [, 1AM R4 out_
PROP 7EGEAT R S 4 I, e T4 A% HH A% 1R 98 45 5 7T tm_sre. BUJS SCER 3.2 1P 8] 14 A2 2844 4 441,
AT EU 19 esy AL TR R 0T 5500, Ik, out_ PROP #4i% 3545 Pt EOT 5 R Gl i Y fh 28 FE 1
EM i%#:. fiT TLEM fE I T 5 [E 25 EMA [ 3fE4%, out_PROP 11k X5 EMA H [a) S iR & 7 R FF— 2
JIT AT {2442 TLEM B8 Hh ) out_PROP 54145 AADL #4)4F EMA K57 i) Py A5 A% 36 DL T 5% 2R 10 4% 3 2 4
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