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Abstract: Existing malware similarity measurement methods cannot accommodate code obfuscation technology and lack the ability to
model the complex relationships between malware. This study proposes a malware similarity measurement method called API relation

graph enhanced multiple heterogeneous proxembed (RG-MHPE) based on multiplex heterogeneous graph to solve the above problems. This

« FEEIH LB K 2 b e RS AR 25 AT 3 R (2021XD-A11-1); HZ AR EFEEES: (U20B2045, U1936216); | R4 {5 15
YRR TP F T4 (2020B1212060078)
W I T 2021-03-16; B LT T1): 2021-08-20; SR A BT H]: 2021-11-16; jos 7E4E HiRUETH]: 2022-01-28
CNKI P44 ¥ 2 INFI7]: 2022-11-15

“FEEAFIFSEIT  http:/ Wwww. jos. org. cn



BEFEE AT S ERABANGL TR S R 3189

method first uses the dynamic and static feature of malware to construct the multiplex heterogeneous graph and then proposes an enhanced
proximity embedding method based on relational paths to solve the problem that proximity embedding cannot be applied to the similarity
measurement of the multiplex heterogeneous graph. In addition, this study extracts knowledge from API documents on the MSDN website,
builds an API relation graph, learns the similarity between Windows APIs, and effectively slows down the aging speed of similarity
measurement models. Finally, the experimental results show that RG-MHPE has the best performance in similarity measurement
performance and model anti-aging ability.

Key words: malware similarity; multiplex heterogeneous graph; proximity embedding; API relation graph; model aging
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R I 4 AL 1T LT K R R A UG AR, ABUT ik A7 1% ProxEmbed M) 11X 4 ) B H 55 4
(A e L RS SR R R R DR R A, IR ZR B S R AN AT e AR AR 2 PR &R (Bl IS S S HiX
AN S AT B S AT AN TR R DG 3R T ), M 1 S 5 P 1 22 3 5 i I 1), AT Hik N 7 84T IX 43 AR [l 2 23
R FR, ME LA ) B R L AN AR G R RR.

(2) R T B R B AT AR, TR A A R TR 2 BB A S IR A AT e H R AN A Sl s X, S 30
WL 2% > BI04 ek B P ) e, 12 I A Ry A8 700 2 ) R0 1), 308 R AR RS BT, S R PR P AN )
APT SEBUARBLI R, A5 20 22 A0, 1) 50 1 455 M T S R AR A JE R L.

AR LT 2 e 0 O R R A AR AL B 1 U7 7k RG-MHPE. 48, o T 8 AR WIE BRI M, I
PE SCHF Sk SR BUFARRAE . WY AR AT 85 A h SR BB AR IR 5 F  2 JT I], o TG SR OC 2R P 4% R A AR
J&, AT R B AR () B B B SR RN J7 R I ST S A AR AAME B . [, O T B AR 24K, M\ Microsoft
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(1) I S o ] S R A (R DG R, 8 MR 2 T 22 T e ot 1 100 S 3 R A AABA AR B £ U7 ¥ RG-MHPE.
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(3) I MSDN 577 SCR 43 APT G R EIJFRS APT 3R, 1742 MHPE J7 ik b i, 3k DR THEE
AEARABLPE FE S AR
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IR 2 B A 3 R 5 AR B 05 A i T T 4.

s

© A

“FEEAFIFSEIT  http:/ Wwww. jos. org. cn




3190 HAFFIR 2023 FF 34 5F T H
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A AL B i R AR T A MAGAR P P A AR L . BT S MR e B B R R T 33547 A AR 1Y,

() BT 4R e v 4

T TS MATR P P 9 LR BT GO P . A R RRAE . BRI S R AT P 24 SR [1]
$EHH 1) CARDINAL J7 KB4 bR B0 FH S 80 B PHELE ik, Hi N Bloom i g, 118 128 44 mT LA |
PO 15 BN AH LI 73 2. STk [2] $8 H— i T3 SCARAN S AU K A JL T /7 4 R BOBITT T 7 v, %510 DA AR e
NICE, FIHEAC R LT P F0 P 4% B AR EAT U SOMARLPE AR, STk [3] %) 58 3 SCAF B AAN SR AR HCR e 8 & 1
J7 i, 43 A SRS R S4B B SO A A R B TR A AL

() T4y

TS W ATE e B AR R — AR il 5 ST 0 S P ol B L ek 00 P IR S SR [4] b B R
Tt Pl A A B A e S e N - A D e Th g (BOAR A8, SR 5 AT IRITCE 77 k. SCk [5] 42 th— A2 il o Il 4
AR 2R R 4R, 30 Tk AR AT [ [V ) P2 Sfe A i S S B AR AR . SCTR [6] 2 11 11 discovRE J ik, Jl i R AR &=
P TEAE A R AE AT T 98, PR I R RCR . Uk [7] $E TR 45 2K #t I (reductive instruction dependency
graph, RIDG), RIDG F [&] &5 #4415 i 45 4 0] (R A0 0¢ 28, F 1 el R B2 0 (AR AL PR b3 Uy v 56 T I VR L 1% 7
%, AR B R T BN B AT AL 5 75 vk, SO [8] 4Rt — s 1 &5 E N IR 4 2R 3% Vulseeker, it
a3 s Ac v SCU B, SR AR R R B R 5 A 0 R B ARARLPE . SR [9] £ HH Genius J7 3%, J8 ik — 0 I TE G &
A S 42 O L (R ARABL . Sk [10] $2 H Gemini J7¥2:, A R N U 20K 428 19 G A6 8 1m) 2, SR P ) R4
SZ AR AT o T A A TR PRI ARMALL . SR [11] R = S A 2 A BB, R SRR B REASTE BB h R AR

Q) ETIHITH

B TEIASAT NI, 85 B A IS AT B R ASSREUT AL, BEAT AL B2 &, SCHR [17] JG7E APL A 741
WA AT, A LD St AP 331 (] 1 PR 525 45 A A AL RE 20 85, ST 2 BAA . SOk [18] AT % =AY,
SRR N gn e 2 R, 15300 g da 2 4 SR BR8], SR5 18 A R 2508 52 AN 48 2 e 7% I R A AL
B SCHR [19] BB BAEIZ AT I R G0 TR 3 40K 28 D 2R 8O P AR s PR, o8 P R 2R A 1) 28 8 38 R A0 st [ vy g 2 5%
ZE (AXRFREHER T AFARG A Z P RER), KA SaMe-NP HLVEMT i AR KA AT TN S5 2 7] AR,
Sk [20] 32 S5 A 5 RE B AR A AR H AR B IR T SCHFAE RN 97 1 9 1 117 65 KRR AT (00 R e ALY 2 AT 5 v, IV S
UG R PRS2 SR R P AR AT 20 B, B8 M S AN RTS8 SOk [21] 48B4 AR A ARl . v
FAMEFE . APY BB H 7 AU RFAEAE R B ARRHAT I FR 4L, i Fi SO IE S v SRS [ o0 2 A 2 ] P AR AL
Bt 53 W MR R O 2 15 O R AR (1) A
22 HREEEUMES

S5 AR T B4 F A 22 SR B R I P22 Windows 3% B AR B2 (B R AR SRR W ARLRL
J5 T B R ST 9T

ST LU N AU B B A5 B 2 0 il A0 ). A B S o PRI J8E 1 92 T B T e R AR, X
T35 BRI A 45 s JCBR AR, ANIRI T ER AR R T AN [RI 3 A5 5. SCR [12] $2 i1 PathSim J7 ik, 4t [q] 36
b m )T SRR B AR AR AR B, SRR [27] 42 A SR R B BLIE B AR ) PCRW, 88 st SCHR e 0 1] v &85 st () AL ARL
Sk [13] $¢H HeteSim 7%, i AT R UG AT ™ AR, 25T o B A2 AR AUk B 5 008 -1 = P AN A
g m ] PR AR, T H B A LR TR T X AR

DR b ), SCR (28] KRB AR S RIS S A, BB RILGS AU AR ALY I R . SCHR [29] 2
H T HowSim J772, i 51 Ay RS, # SimRank #J& 2 7 K5t T, B HA L ICEE AR IR, FF R 4l
SRR FITE SCRHACIE:. SCHR [14] 32 H 803 RN (PIRE A, e 45 et IR (1) B AR A'E DAy 5 w5 I 4D 19X 4% 8 ), T3 s A RN
J I A e e DA AU, SCR [30-32] A A &5 L IR R AR R ER PR IF 41, 0T R A% I P 2 45 i LR AR R
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TIEHRBAT i PR AL AN TCTE N T 2 57 5 & ) ) AL
3 RG-MHPE 75%

Be1- 2 5 P IS R AR B i 10 (RG-MHPE) 28R40 B 1 T 7%, A4 5 i ) A AR AL i 2 7
I3 ASCE S B R A5G 2R ) 2 S B 22 7 I, R o 20 7 i T v s i P A PR AR AU A 57
FEREHT B, SRR PE SCPF (K3 B AR AL R 2 J 5 AL, O T 7 b R P i R rh A AN ) APT S DA
AT e T BB M BE R B, AU MSDN ' J7 SCRY A APT OC R ERIFE%T APL 56, IRAG I ARRAE. AEARLIE S By
B, 4 T AR AN JCER N 2 22 T S 5 P ) e, 4 HH G FR B AR (K Sl AR IR AN T 325, SR Ja AR IR )
TG R I RAURE. J5 S5 10 70 ) 5 R BE . MMULPEE & . APT QAR IR Jv APT SRE4E,

I AR DA e

B SRHIE
EZ Eyiall
jas

FFAEEIR

X R
ORI A | AR
L B

/ N )
% 1 RG-MHPE J77EHE4R [E]

3.1 REEEER

AT ] AR R T R A T Y B)) A R I A 1 2 T o (.
3.1 mmEE X

R T B SR @ TAERA2E, B e B Rk e L.

EX 1. 55 (heterogeneous graph). — PP £ M AISLAK (45 05) FIX R (L) MK, idh G=(V, E), K+ v
FE 3SR IRTARFI R R, H 4 FoRAMBRLES, R BN RRBBES, FR|A>1 335 R>1. B G 4RI
(network schema) & X FESEAAZRTY 4 MICRKA R 2 b, idh TG=(4, R).

2(a) S5 I —AN S, 15 2(b) TIE ] 2(a) RIS, I 28 A5 AT DU HA 2 e o L 0436 4 RS Y (1 51
& (PE U+ APL. SCF. 384%) A1 3 RS TUMSC R (PE SR AN APL, PE U7 ) k44, PE SO S0F).

E X 2. Z F 57 fUEl (multiplex heterogeneous graph). £ G G 1, 2 /DAFAEBFRTLN L, K aia; € A, BT
2R RIYEIT 1, [R(aa)) R > 1.

2(c) A& 2 T 5 T B B — AN S48, PRARAR S pi 2 [MAF 2R X R (PE SUHFRISC 2 MBI S 0 &R, XA Ml
HI2ER), B 2(d) 21 2(c) BRI S, AT 2(b) I LA, PE SCHRISCHEZ IRIBR TB7R R, 8% T “Mikk”
3.1.2 RHEFEE

N T G ReRINTE R 2 05 42 K R 1) 57 T, SR SR AN S AR AR 456 18 7 AT % = AR AL
PEREHL

(1) AL, A 7 38 S AR TRV R AE BB 540, A SO PE SCAFE S AR PRI Windows APTPi F 41142,
FIHZE 3.3 W42 APL SR IE N APL 11531 API FEAE R RHE.

(2) BIAFHE. TR AT S BAT A ZAGHIRIE R . A SCREEAEA 443 VirusTotal (hitps:/www.virustotal.
com/gui/), IRV A & PRGBS . WSS RGBSR A B AR AE. Horp, OIS 3 B HE PE
AR AR B MBR. &l Bah. FTIF, NG HE PE SOV A 1P B SRSk 44, AR B A
16 PE SO BN R i e ot
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2 PE STHRUT AT 4 5 5 B 7w

3.1.3 ZHEFREME
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BT A PE 3¢ API (5%) 1P
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H* Vil
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— MBE =t S

3 ZIERTE M AR
SRR SCIE A . SCfE. B3k EMERTIL IP. 34, PE PR APT R KRMH:
(1) PE U APL %
(2) PE LA IA) TP,
(3) PE Ui sk 44
(4) PE SCAFSC AT
(5) PE 305 30
(6) PE SUAFR B 3CAL.
(7) PE SCARM R SCA.
(8) PE SCAH-4T FF3CAF.
(9) PE TSl ST
(10) PE SCHFi B MR 0.
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(11) PE SCAFAHIBRE M2 10

(12) s T B %

(13) U 44 fiir 4 SCA-

TEERIE— i 50 3.3 717 AP X AREEM R R T R OL S APT 5 DLL Z MR, FrLlE 3 1RH API
TEAE Ry 46 R AR, i S S0 PR3 40 R g v v S U PRI VEAS R A APT G 2 BB S ZR 28, 75 22189 in DLL
#E LA AP BT DLL 5% &R (FEILEE 4.2.3 ).

32 HMES
AT ARG RN TT VR R BRYE, AR5 2R 55T 00 R R AR (K R B 410 fik N\ 7 V2.
3.2.1 IR R BR P
S5 O VR 5 g, A T A gt e O R R T S A 00 R P %, AT R A AR O S . AR RN T

TR R R R M rh, DL Rl I AT R 2 R8BI OC AR (18] 4 w1, PEL Rl PE3 Z [HJBEA IR 0GR, XA HTTIT
RIOCRR), IXAEI S o I T 2 3 S, AR M N R &5 P B b W AN 45 2 AT A%, OV AE 2 T e i ] v
55 £ 2 i) HAVBAPE. B30 M N T VEAE XS S T PRI R AR RAE I, #4321 PEL A PE3 2 [0 A 45 #% 4% (131 4(a) o).
XA ERARAE T Vb, #OR 4 R U N LSTM R4S 2R [ A R AR RN ) B, HRON G5 SR 22 T 4 st () AN T 5%
EN O e

h T RO, A SR H G R A5 mUKE S, DGR G RAE B 4G AU B B W R L8 T 4 AR G R, K AH 4R
45 RAEAZ MR RE SRR 4 1L, ZA KRG mUPHIR BSOS R I AZ, Wi 4(b) Jros. £FX K 4 o PE1 #1
PE3 Z[AAN[F] OG-, Mo F IR 4S RUFH OCR B4R N LSTM BLAY, 13 BASR] ) B A2 RN 1) 6, RAEAS
[ 2 R 15 3L, Wil 4(c).
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PEI Sk pE3 AN ppr gk pE3
w—) AR i N5 5
Pk @D @ = () —
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(a) ABITIR N 451
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PEI X RRE A PE3 N KRR 2 S RLE N 1 KRG 2
- _ )
o) -miu_ = @ ) -mu_ = @ [ —
PEI I RAREENE 3 PE3 X RRE 4 L3 LA 4
(b) KRG pi KK RBEIE

o] AT (7 _— ‘—‘ —) —)
7I< N

PE3 X Bk g REE
PEI Sk e S SIS S IR NG R
72) sz [2) o O — —

PE1 A EFS KRLH 3 KRG 4
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322 HREX

EX 3. 7R E R (path) &R B 4 P A, ARid v o v > ooy, v eV, BRI

E X 4. 57 B I OC R G5 UG R T B R B AR AR 45 S DL R B AT 2 MR OC R G A G TR RO 5 A 0
n= (vi,e{’j,vj), Hrpv,v; eV, e €E,, EAEFIARI N reR.

TEX 5. 5 U T R RS S I TP OGRS ST, FRid N s > oo, Hin e N N IR R
R MRS, t R RREARMKL.

3.2.3 AT RRBARMN R ALIT {5 1%

FIH 2 T B IR PE SCAH - B8 SO FR, 5 ST 2 3R AR A J88 i 1) R A D S U ) v & e ARARAEE: 3 v
TR 3.1.3 1 2 R R v 4 e TR AR A, 4R S T O R R AR 3G R AL AR ik A\ U7 2 MHPE (multiple
heterogeneous ProxEmbed). FAALBR: 7 56 4) 2 5 7 i 3T 0 RIS AR RAE, LR R BAL, BRI IR 5 3] 71
BT (U1: LSTM) £3 BB 45 21 [H] 20 R BRI RN ) 2, SR 5 RlA AN R 6 RES IR I IR M 5. ) T R385 5 1,
SEHE ] 3 T4 4 SRR 4 oG R, BRI S FTos IS T o0 RIS IR B AR UT Bk N\ 7 VERURR, Fob (1) 3R
IRRRBEFAE, 2) BRBRLBEMATR, 3) BRZ AR S

(9] —tR—E—iERk—7) . . 0
PE1 144 PE3 0 0 0
n n, 0 0
. 0, 1 0
QHJ%—E-W—@%%" - B0 0 o 0
PEI A PEREEAL 1O HimE ©
1 0
. 0
@ wiawr-m @@ o
PEI1 pas PE3 ns ng
2 E A RFERIK R R KARBRATIN  filE [ &
Jia)

K5 BT o0 R EAR Y 5 BY 4RI R 5 1

(1) RARBAERAE

X2 R G BT R R AERAE, BN G FREAE RUTIRIEAT K KBy (BRI E A, [ I X &5
RUF A 5 m RN R R B R R R AL, 195 IR R AR P

R T AT AR IR B B R SR 46 g A H ARG iy, R PARIUES i g, v Z IR TR R B AR, K48 R R AR
X SE OGR4 1T B R NG 1 g THIR B 45 v S5 R 1 R R AR AR & 58 N P(q.v), NG5 iy RIS miq T
KRAPALEA T LN P(v,q), L O(q,v) = P(q,v)U PO, ) 45 iU IR R R AR A

(2) HIRHARIRA R R

X4 R AR R B AR s € Q(q,v) HEAT BRI, SE8 KRR ERAR s HINOC R G Rl i = 1, 0) TP AU )2
LSTM, AT R 22 45 & 45 I 1) BER a1, 19 2184 s TR AR

hy = maxPooling({a; :i=1,..., t}) e))
o, a; Jy LSTM TR H] § v, &> d 4
KA AT HREAD KRR G R ny BT AIABGS 5 vi, v HORT IR R e, BRI AR G5 i RRHIE L P A AR 46 A

FEAE RN O REFAE (O PFBE, 4505 v, B0 4 JSUFAE: 1) 455057 R k 4k one-hot 4ufil, k 2 45 )T RN E 4.
2) Gl I IR AR 3) S AR A kR K AR T SR A v R R4 S
i, IS R YOG R RS BE N 1, 8 G R SRR R AR A O I VRO 5. 4) AR RSB h AR JE 2 Sy
AT AR RIIObR R, X TR R ef ,, WFER A MZEIIEAT m Y one-hot Zi G114 JLFFE, m /2R R M HCRR).

(3) Z AN S

h T RE S 0 g v IR R DR R AR IS S, A ST I B WAL Q (g, v) IR R R AR IR AR 7R hy il
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&, RN & f(q,v), AU
£(q,v) = maxPooling({h,-e " : s € Q(g,v)}) )
T iR R AR TR, 7R VAL E NN S $ o, o BOCK AR IR R RIS,

&% 1. MHPE.

N R G, WLl D, BENE5 S BENLIE REA, BRI E Ky, AL d, S5 a.B.u;
th: B2 e.

L WA KR RS P=¢

2. forallveV do

3. fori=0:2do

4 P «— PUSampleRelationPath(G,v,7y)
5. end for
6
7
8
9

. end for
. B« GenerateBatches(D)
. for all batch b € B do
Initialize loss for batch b as L, =0

10. for all g,u,veb do

11. 0(q,v) = P(¢,v) U P(v,q)

12. 0(q,u) = P(q,u) U P(u,q)

13. Compute f(q,v) with O(q,v),d,a by Eq.2

14. Compute f(q,u) with O(q,u),d,a by Eq.2
15. Ly = Ly, +U(n(g,v),n(q,u)) , according to Eq.4
16.  end for

17. Ly =Ly +ufX0)

18.  update © based on L, by gradient descent
19. end for

20. return ©

3.2.4  FHALEEVHE KR ZR
q,v & BRI ARABLIE 7 (g, v) 2 BT RTIR AR RN Tl 5t f (g, v) Fl—A d 4E S50 5 0 A Tfef3 21):
n(g.v)=6"f(q.v) (3)
o T UG AT IR AR B A A, MO R KA R R A N R G Pk BN oedldi 5 D = {(qi viw) 1 i =
L...,mp, v, M T w 5 g AL, RIS KAL (g vi) Tl (g, ) Z TN IR 26 5, AR — AN HESG 3 2% pR

L(m (gi>vi) 7 (gi» i) = =log op(n(qi-vi) = 7 (qi i) )
b, 00 = T M
TS D, B B R RSO
L@©) = )" 1w(giv) =7 (i) + HQA(O) )

Horp, @ BRI Zrrh T 40, 45 S50 5 0 A1 LSTM 240, QC) & I WL I, 1X B L2 I, po
IENHE R Z
IR RE T H A2 A A3 (5) SME, WSE 1 P, Ho, 7655 2-6 AT/ R AR BRARKAE, 5 7 17 2R Il 254
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43 batch JI1%k.
3.3 API XREZIEN API B3

Bl 2 R R AR 0, R RS AN [F] APT SEBARALL D) B, G458 AN [RIRRAS Y APL, API 2wt 75 A [A]
S (B n: R KK ganderab (AL ARTEINEL DLL STPFRT, 384> #E AT LoadLibraryW p&#%, 3704 A4 H
LoadLibraryA s%, W5/ e 3T se At [, R (04D 7 KA. T By 10 S 5 g i A% oA AN R APT 5k
TUARBL L) e 5 BB T ML B T B (BTN 224k, R AP SC R B f A Je 2K 532, i Ze$e t APL G R B e X, HM
MSDN & Jj SCR PR VS B APT G R, SR 5T APL IR N R IR & APL 26, AP G R B & APT 2RI
TR 6 JiTs.

I R
® o—!
e O/J ‘ 0
L """"""" _._E?_)\.IF’_%._
.............. N SR A
API . \. . .
paElied Yo FE O o
| RATER pk RAL R
........... - API ;%/%@ S
API K RE & API %3
® 2r1 @ DLL S seealso —— implements_in —— uses parameter

Kl 6 API SC R KM & API R yife

33.1 API XHRKEw X

EX 6. APL KAEE MK, Roxh G=<E, R>, Lo E REPTAT 45 i CURSAR) 4R, R 24 kIR T
W (XFRRAR) M5, APLCR B S 2 PR LRI G R,

SRR FEATCHI IR 1 APT AR B TR, A7 4 R SLAA, 530352 APL(APL B %0). DLL (BhaSHEE%E). k3L
(SR Ak

REAFM: ATGESCT 5 FRMIRAR, WAL 1 P, K s APL 2 Mliid a5, 1X 5 Floc R T LLAgh

I
®1 APLRRETHIRAR
REAG K& Sk 2545
40 define_in INYESS'EiE CreateFileA define_in fileapi.h
= implements_in API-DLL CreateFileA implements_in Kernel32.dll
R uses_parameter API-&5 4k CreateFileA uses_parameter SECURITY ATTRIBUTES
- returns API-&5 1k GetSidSubAuthorityCount returns SID
Z% see also API—API WriteFile see also ReadFile

(1) KR HR AN [F] S B AR ) AR S5 0. ) W1, define_in $ii& AP B &5 M 44 ALE L S0 e X,
implements_in #fii& API 7E DLL 1 F.

(2) JRBUKOE R ik APT BRALIK SR (B ). 91 U, uses_parameter fifii& APT A FH JEfp 45 My (S HUAE g 5
#, returns iR AP IR [FIME K 2T 45 R 4.

(3) ZHLKRF: PR WAL M5 KR, B, see also K7x— A APL 2% 55— AP [fifiig.
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332 API KREH

API KA K FEELAG AP SCRICAR SRS, SRR 3 N BL

(1) API SCRYICEE

M MSDN T #5255+ Windows API [ 1 S0 RS, Windows APT 4% /8 Z R ik : I )2 103k S0, B e
SRR SE R AR AN APT RIS MIARTE — A HTML SCAFh R, (S A8 IS % IR 465 A
FEA SO AL @A A U RIEE S A SOA, A A S HEUE . XS BRI RIS R JE4it
WA T R B D RE . SR A B LU s B R R v 4 45 B

(2) ARSI

APT RS AR SRS T REIR T APL 75 ZE (W B A R PEAN 4 e SURISK SO,y BUAZSORS b 23 IR B APL. 4544
A, DLL L SCAF A5 SR,

(3) KA

1) MG SCAR R BUC R X R R W] DL il i Al i HTML SCRS A3 3, 7R BOse i f8 v, ] I 4 e
define_in. implements_in. see also KR,

2) NARGE ML SCA T SR R APT [ ZH0F1R MME 545 BAE ARG A0 SO h S I, 0 0 2 8 il 1 S
FHAT T4 B ULAC, $82) APT F145 1444 ] 1) uses_parameter Al returns 5 5.
333 API R

API JEALFE APLIRAFIER AP BL, APL RN &4 APT OC R B 1) AP 64k R 3038 Xt ) &, i H
TransE F5 P15z 5 R T APL N, TR K-means 35200 APT B\ ) F 582K, 1531 API 7%,

4 Lo

AL F A B BB AR AT AR 5258, I 4 AN TR TR 0T L.
4.1 BEERLWEE

h T W AE AT (R AR R RS, B NS TE AT 15689 MREAIR S, fLIN5E. Hubs. RUEFEANIR
w5, 153 747 KR AT (https://github.com/ASUIDH/MHPE/), I A1 FF 2 2012-2019 £E. %3R5 4 JSON #%3K, 14
i PE SKALE R HAFPFAIT B 55 B, R = L% 3 VirusTotal £43. VirusTotal 48 i 2 B3 2 7= i R ST
437 T H, f43% PEID (PE Identifier). pefile. Cuckoo Sandbox %5, ] LIA 20 M =k 4 in7efs B PE k{5 &
M FEATA.

LGk, ARIEA K VirusTotal IR AL S 72 A8 51 MFR 10 45 1, ARAEBUR PR, K18 SOEEE 1-5 1)
BMEAE N X AR AR R B, RIOR 145 T BIE A B0 A8 5 5 VARl JERE AN IR, AR SO A A b id
B ARSI H R AT B AAR LS &, T BRARREAARAE M 75 (1) 5 0, A SO KT 5351 5 AN ARG bRl
HGRMREAR, 3T EEREARLE; DT 5 ARG AGL B R MFEAR NN & RN, AS 500 BRI i
il T AVelassPYR 3, AVelass 2 —FI ] VirusTotal AN [ [7995 55 7 6] 5 25 B HEAT SRR D I T 1T A
IR 747 AEEFEAE L AVelass 53] T 78 NEK, Wil KR (E B BE R HAAAANESCR, RIUAH R SR AEAR
AEARLE R ic 9 AL, AN TR SR I RE A FEALLEE B i g AN AH fBA.

0T BAERER AR T, SN TS SN 2020 AFAE 2 2RISR 2021 R 2 IR 8 T RIFR
AN R BN FKIERE AR IS >, [F] IR 23 5 00 S T IR A B B 54T 9 ANl b, TR G i 4 A 0 o ok, 493 38
2019 4F K Z B IFEA 709 ANFI1 2019 4F 2 J5 BIAEA 1581 A, 3£ 2290 AR
4.2 FEEHEERTAE
421 FHEITE

¥ B4 RG-MHPE A1 MHPE J5 75356 143 97 B ) % i S AR B ik UL 6140 i A 5 7k UL R
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FUA AR 5 7 AT X L.

Gemini'" & S SR IO SIS PRI, I FCRR AR R E A1 o 2 Sl Pl b S AR g e, 300 e ] 42 ) 24 Dy
T P R B A AR B ST RN T 8, SR 5K BT SR A BRI N 1) St AR RN A5 38 e St N Tl e, 5 i R R 5%
SRS VE S ARABLEE, R FH HE 42 45 AT AR AL

DWR"ifi it Deepwalk ™ 4 £E G5 5 415 B VE )5k, 48505 B 445 10 2 0 ) e S B0 L0 Sy AR i X, 0 T
LARRIATIRAL.

MPP!" 2 A G B A A AL, 32 PathSim J7 T 5P AN G5 a5 R B 23 5, AR5 W B AR S 500 T A i 4%
(AR 23 BOIASCRAN, I HE 2 B3 R AT Ak, Serb, SR 00 AR BT 122 SOk [36].

HowSim"™ 1 75028 BN 45 a5 2 e 8 e, IR 00 0 LS 45 RO Ak 220 B 230, SR ) S ok P i AR Ak
MUY S, 753 24T 38 99 45 053 22 TR (R AR AL

ProxEmbed! Vit FF P AN 45 st 1) (14 B A 100N [0 S HEA T HTABLYE 85 8, 127 VAT %6 e R R SR K56 .

MHPE % JE A [F 28 56 2, 0P ARk A 77 1 ProxEmbed HEAT Bgidk. {H 2 1% 77 VAR A AP A HHE,
AR APL E R EX APT#E TR,

422 BSEWE

FHEBS R ENT,

Gemini J72: WRNYERE N 32, WRANTRIE N 2 J2, FEARYUE & B Block+0, H b aids 6 ANHegi Ja o415 A 4k
&, 17 ANEYE GEAYUEYEAE Gemini & —ANT 3 ML EIES D).

DWR J7ik: i NYESE d by 32, B4R RAE N B4 SURFEREL y hy 20 Uk, RFEK S ¢ 4 80 IBK KA, T 11
KAPhwhs.

HowSim Jiik: I KK LR 3, IREU T e N 0.01, BRIAZEIEI R E N c(r) =02, re R, ZFEANS
|AI2 1000 (BRI S50 1 b (R I e AR HEAT 2808 B A k)

ProEmbed J7vk: IR ANYERE d Ay 128, FEANGE mSORBEREL A 2 20, BARREEKSE y 24 80, a4 0.5, 8 4 1, 4 24 0.0001.

MHPE J5i%: iR ANYESE d ol 128, TG SRFEREL A 20, B RAFKE y 0 80,00 25 0.5, 84 1, 1 24 0.0003.

RG-MHPE 77¥%: 5 MHPE J5 741 [F].

423 FdEvusb

Gemini J7¥%: iBit Python 1) —3EHI 0 HTHESE angr (https:/github.com/angr/angr) A= Jil% = FE A [ 32 1 7 e A
FEARBRAI G QRS

DWR. MPP. ProxEmbed. MHPE %5575 4%/ 3.1.2 T4k, I 747 ASBE PE AT JSON 145 3545
REA RIS A AE, A4 5 0 B 1% 5 5 B v AN I APT A4 Sy 45 5, T 48] APT 46 S &5 4, W) INF 189 0n DLL 45 55
PLX API J&F DLL K &,

RG-MHPE. HowSim J7i%: FIfHl API 2% SCRSHE APT 56 2 [, MR IR &892 000 B0 APT 2288 i 500 4
API F%, $2J855 3.1.2 Y9 #AE, I\ 747 S35 7% PE B 4F ISON 5 vh SRAFREAS 1) 3h i UL, F gk R, Mt i =
TR BLE 39756 A44SR 199330 412
4.3 iFMNIERR

SIS VA PR bR A4

(1) H—1b3r# 2414853 (normalized discounted cumulative gain, NDCG):

DCG

NDCG = ——
iDCG

(6)

k rel

Hrr, DCG = ZH 1og(—ii+1) » DCG %5 [EAT X HEAEAS (R ATLUPEFE 44 b B EAS IR AT ABUYE AN HE 44 17 B R0, rel
- 2

BRI DN EEREIALINE, log, G+ 1) FRRER i DGR AL ED HE A RORIE R E W, AR K i 45 RAEHE P 3112
FI AL S B HE AL BORGE, ARAUE R R 25 R4 5 Ja WIHE A OR 2. iDCG D9 BEARVIRAS M HEA 10 DCG |, 45 R A% A

© A

EBEAAFRFSERT  httpy/ www. jOS. 0rg. cn



https://github.com/angr/angr

BEFEE AT S EFRABAOL TR TS R 3199

AL AR BNEIBUFHE 7 15 DCG .
(2) VK5 E 4 E (mean average precision, MAP):
1

MAP= — " ap, (7
Jeoit, MAP RFAT AR 4 AP M, AP= — S Gy S AR AR, m O B N
85 M AAT IR AR, P () FR G T AIF ML, 35 r AL A A1 0
(3) Jaccard A%
J(A,B) = % (8

Jaccard R UL EPAES A, B FIARIME, & U A S BREAERTK/MILA 5 B 342 K/ LEAHE.
(4) BBt IN 1A AR AL 1 28 T T A (area under time, 4UT)P®:

1 N=1 | f () + f ()|
AUT(fN) = = D, 5 -(1/N) ©)

o, AUT ARFARIE FE 525 o B0 B 100840 il 21 TR0 TR, T L 65 B ) SR 155 . S [ 52 8 o 2 09 1 . I
FCx) R BE R BRE f TE 2 x IR B, BB BREL f TEARSC o NDCG I MAP, xi 528 ke AN TR] 6 V7R 1 v A A
B, N 0 8] 2 1 .
4.4 ftbstie

A CE 4 A ST B L, AR B R A AU i RE ST I (BF 4.4.1 ), AL PR L RE SRR (5B
442 7). APLFFAFEREE PESL (55 4.4.3 1) MBS EOL SIS (3 4.4.4 7).
4.4.1 BRI & B 1 R S 00

ZEEI S SR [14] T SERG A, KT PE SUHRS: iy iR, B R KIRFEA I 45 RN R4S i,
F) GG RE AR 1) 45 05 R ARV SR &5 0, BT SR 4 i 20% 18 IS5 sk &5 5, 80% 15 4 MR sk 45 5. 7R UGB B, X
TR N GRTE K 4G 1 g, BEHLEE— A AT 25 v, R A ASAHBLGS 17wy AN ZRTC 4L (qi, vis ) , FEIEFE 1000 AN TT
AN INRER. TR B, X TR IE R &5 L, I T — AN H A, %4 2 R R L bR id i gt iy, BETR]
GG IR AR [ A AL HE 4 = AN [F) GO AE AR A A5 AR 17 SR 45 A, SO 507 SR 45 s AR AT 45 AAH A HE
4, W5 BSR4 ELAR, v R4S T 10 45 551 NDCG FI MAP SRATAL J7 068, A T ARRENLYE, B4 3 el gt
I HHE.

G S AN 2 R, g5 BRSO T iR AR B 5 45 SR B 4. RG-MHPE F1 MHPE ALY B 2 45
I T 0 U7 % Gemini, IF WS T 20 35 e 0T (ST IR AR ABLME B i U7 AR TR R R AR A AT 2 A 8. RG-MHPE
MHPE FI ProxEmbed [FIAFBAT: B 5 45 4T+ DWR, FRGIE A SRR 7770 BE B At 1) 46 stk AR . RG-MHPE
MHPE LU & 5t 45 S 4T MPP, 1IF W36 T2 5 57 i 48T kN 1R 5 YR I T 55 T 0 6 42 (1) 771 RG-MHPE M
MHPE FHA Y B2 2 45 B 47T HowSim, UEBA T 2 5 5% i [ 4RI ik N I V5 AE 2 B R 3% 5 T B A A0l sk B 45
Ff5 2, HEAT 45 sSA B 2 5. RG-MHPE FI MHPE AR B2 2 45 47T ProxEmbed, TFH 715 2% 1008 A 0 &R
W & o, B R R R R SRR 2 B 5 TR, XA ANRIZRBS KOG R, G RT3 T AR B2 2 45 R MEAf . RG-
MHPE AHBLPE 5 45 S 4 T- MHPE, i R APT 5 R B APT 288, AR 1% Ty e AH ARUE S 0 5 XA 1] 1) %
RO T AL

AN, AT 2 HAT T 2 3 R B AT AR R K Gemini 45 4F T DWR. MPP. HowSim. ProxEmbed, it
W AR I RIS S AL 1 SO = 00 AT I, 1 S0 A A 8303 s P A R . AR SR T e G AR B VRS 1 5
ma, A A, RSB PE SOk b B NSRRI SN APTAE N ERSHHE, #8500 AAB 35, 8K
T2 STRE ST AT AT BRI L3 4 AR SR 25 F Gemini, T4 SCHTHE 77240 08 HA (8 [ 341 2% ST RS 7, ARAULi: i e
Wi+ Gemini.

A SCHTHEIT R T TR 3 SRR A AL B SR R R R, AR AR 2D E8 3 SRR AR AL B s A T340 B
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A BE SRR BOR B WS T, Bl (1) sivis ZOB M FEA SR DU AR 9 A0S 1, A2 35 K 3L AF,
HIX SRR BA HALF IR FEA AT B S 34, AEIXA 755 T, AUHKEE PathSim IXHIE T oo it 1T 4e it
(RIT7IE, A REARS 2 R0 (A A B 2 2R, A P FRATT R D7 b AT R AR 2 S BRI A 32T, (2) parite X4 AT agentb
FRIINEAAETL LB AT D9 T AR BURAH L, Bl SCFs . W4T 0. S EERATIN I A3 BIX A KR =
(RIAHABLAE B 45 2R, T I A FIRFEAS HEAT X 70

K2 ANFITERIACIE B AR L

A MAP NDCG
Gemini 0.665 0.731
DWR 0.450 0.546
MPP 0.604 0.672
HowSim 0.633 0.702
ProxEmbed 0.591 0.671
MHPE 0.672 0.741
RG-MHPE 0.686 0.753

442 BAIGUEEALRE D) ST

T HAIE AP G R B HER 2 APT SREAER BB 2 Iy T RE )y, ARSEHAE S 4.1 1982201 2290 MEA. JiX
2290 MEEASLAFA 4324 10 41, 2019 4EZ BT RFEA R 1 41, 20192021 SEMIFEARILZTE 4 h 9 40 (2020 4E5 1 5=
JE BRI, Horb 2019 E2 BT 535 AMREAS, 2019 £E K 2019 £ 2 Ja 3645 1755 AMFEA. SR )5, M EE APL 2 &
PSR ASE A FH W7 5 PRI ARABU: 85 e 5 SR R AR fh . S FH 2019 452 Hi 1) 80% AEARHEAT ISR, 2019 42 Bl 42 (1)
20% FEASHT 2019 45 2021 & 9 ANZRE FEA S B IEAT IR,

SIS SR RN 7 BT, MR BE BB AR SR A ] APL RIS Z AL BEAI X B 5B, Io N APL 52 R A AP B2K )5,
R 2 AN B 15 B AR, UF IR APT KR EXT APT 3T SRR, BEAPLUEAEE S IT TR % APT #4752, Hr,
2019 55 1 ZREESCIG 45 IR 22, A 2019 4F 28 1 FRRE R 2 HUE A MyWebSearch FEAR, IXEEFEARTE 2019 422
HIHFAR HIL. B 2019 3 AR MyWebSearch LU B/, AHALYE S S fa bl . M 2020 4256 2 Z=FETF4A,
PRI AR S AR TN B4 %4, RG-MHPE Lt MHPE AHX A2 . B T8 /D 2020 4E55 1 R I0FEAR SR, Rt MAP A1
NDCG M S 510 AUT Fa 5 5 53 BGH S I (8] B 23 BT 5, e A1) AUT Fabn 2 A TR B AUT BUE 1H A0,
AUT $FH 45 R A3 3 fizR, RG-MHPE [($121k fig J1#T MHPE.

443  APIFHERSE HESEH

ARSI IR AP OCFR B K APT 28267 APT FFHAIE Fifd s 17 48 40 B8 14 ¥ 5% 1.

T SR 7] — 5% T 5 B EH R B [ WG % JCSEAT HEY, 43k 5 4. BRI Y T 2 P 20 A A A R B i) 2
W5 T E A, AR B R BB A 0, SRS Jaccard RECTFELLH 0 1R R AN FEA 20 T B A
(41 1-41 4) Z ")) API A0 7 4

8 IR T 3 MG F AT APT FFAERS E MK SEILAUR. & 8(a) A1 8(b) W45 KW, APT AR
BT R APL JLRRE MR BUAE 0.5 2 B, (HIE B APT RS E P BT g S R &S] 0.3 L. I 8(c) 45 R
Fe W], APT FA IR PE B IS 7] B4 BE 181 Sl 1) APT. £E% T AR R P, SR APT ¢ 2 B A ml LAAT 24
F+ APT A (¥R iz .

4.4.4 HBEGEMW

ARSI B0 I R 2 BRI £ IR, SRR S L o, B, d, MUERAIALL: BE R 45 R AR k.

SHgE RWE 9 PR, B KEHIMSE ac 0.1, 1] WAL BUEAE, WH o KK, B2 S8R K 1310
26 WUR R EHIRS B p=1 B BRIR I S £, 3R B ARDLE: B S 2 (04 K bR AN T ZEEAT K 22 5K IR 1R
YEJE d=32 WL RN R I AT, SXAE (R ik N 48 52 BE i OR UEAST Y 2 B A 2 A O R, A=Al G
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1.00 1.00
0.75 0.75
8 8
= 050 f = 050 |
= =
025 | 025 | w
RGP ~ MHPE
- —+— RG-MHPE
0 1 1 1 1 1 O 1 1 1 1 1
2019 B 2019-1  2019-2  2019-3  2019-4 2020-2  2020-3 20204 2021-1 20212
W T PR ]
(a) BE7 MAP %FEE (2019-4 7)) (b) BH MAP 5t Lt (2020-2 & 2021-2)
1.00 1.00
0.75 | 0.75 |
3 3
0.50 0.50
S S
025 | 025 |
—s— MHPE —s— MHPE
—«— RG-MHPE —+— RG-MHPE
0 1 1 1 1 1 0 1 1 1 1 1
2019 B 2019-1  2019-2 20193 2019-4 2020-2 20203 2020-4  2021-1 20212
WA (7] WA (7]
(c) B# NDCG %t (2019-4 i) (d) A NDCG % (2020-2 % 2021-2)
7 FIH API KRB APL 2R3 )5, 108 24018 B 0T B
# 3 FIH AP L REST APT RISHi )5, AUT fatsst Lt
;It;r‘v; ﬂ A UTMAP A UTNDCG
MHPE 0.414 0.520
RG-MHPE 0.477 0.581
1.00 1.00 1.00
0.75 0.75 0.75
e Ext s )
o 0.50 f. = 050 \\ = 0.50
< —— - < <
g =—C iy == g - - - 8
51 —— < <
025 . ~ 025 . ~ 025 .
—+— without API ¢ & & —e— without API 5¢ & ¥ —s— without API 5¢ & ¥
—«— with APl &K —«— with API X & —«— with API X &K
0 0 0
H1 412 M3 44 H1 42 M3 4 H1 H2 M3 44
TR (8] (41) W 8] (4) W [ (41)
(a) Gandcrab (b) Spigot (c) Multiplug
8 FIH API KR KX API JEHiJa, AR ZKE API 1] Jaccard R4
5 &

AR SR 5 o P AR AR A 5 R T R B AR AR P B, R IR AR O R P 4 S IR o, BT 2 7
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JI P (R AT T i AN VBT SRR AR RN T VR R . eah, S T $EFHAR UM B i T ¥ Bz Ak e g, F1H MSDN
BT SCRIASEE APL ¢ R R T 6F APL 3835, {4k APLRFAE. 5206 45 S W A LU I J7 1, A S04 % RG-MHPE
TEARACLE M R A B B2 A B ) S5 7 TR I 4. RS2 TR M LLT 3 AN J7 THFF .

07
0.6
0.6
0.5
05
s M § 0.4
= 03 =
Do 03
02 02 |
0.1 0.1 |
0.01 0.1 1 10 0.01 0.1 1 10
o a
(a) N[l o X MAP (13520 (b) AN[F a Xt NDCG [I5E0H
0.70 F
0.750 |
0.65 | 0.725 |
0.700 |
)
S 0.60 8 0.675 k
= =
0.650 |
0.55 |
0.625 |
0.600 |
0.50 y
: 0.575 L.
0.01 0.1 1 10 0.01 0.1 1 10
B B
(c) N[ p X+ MAP (f15200 (d) N[ g X NDCG W5
0.766 |
0696 0.764 |
0.694 | 0762 |
0.692 O 0.760 |
% 2
= 0.690 | = 0758 |
0.688 | 0.756&T
0.754 |
0.686 |
0.752 |
0.684 L, , . , b
32 64 128 256 32 64 128 256
d d
(e) ANFl d X MAP (1540 () AN d %F NDCG f50m

K9 RG-MHPE RN AFLEESHIE (a, B, d) XFHULLE ISR
(1) A SCAE S B AR B W S R IR A BB R R R RN 4%, I B R fiE & I\ VirusTotal APIv2 fiiA
(https://developers.virustotal.com/v2.0/reference#file-behaviour) FIVLAI R 5 P HEE, 1Z 2 S H cuckoo sandbox
PATERFEAI 25 R AL B WT & S FEAIBAT W] IR RN ERBE 1R 52 ), iy Sk % 15 7 75 RN B SRR IEAN g 58 AR 4%
) 5552 T b Tl KA TR Rl 3 FE Y B S, T A R T 4 4R IE #E VirusTotal HAt AR AR

FRFEB L FOFaEF  hitps/ www. jos. org. cn


https://developers.virustotal.com/v2.0/reference#file-behaviour

AEEF AT S ERRANIZTHRAMNE ST & 3203

APL 1335 Z JRA VAR, 79— TR TRV S AT A A B A VB A, 7] I A] R P A8e e (¥ B 5 T 5486
AT FEAEL.

(2) A SCHI ) MSDN ‘B U7 SCRYMIEE APT ¢ R & I6F APT #EAT 52, s 70 ()i 24k g s . B )2, Windows
APIL R AT 2 R A3t A SC 3R R B AR 1 APT (W1: X% JE C B 510 Win32 API JEHRECH I &R, ¥
8 CHHLNET 55 (19 APD). [FBY, ASCAUAE APT S5 3R PRI T 5 A R, FoAth O R0 AL () 5 i 15
BT,

(3) T R PR AR IR 3G 5 Y A3 ik N V0 A B R A SO RE A AR AL 85 R AN AR, Wb 4h, BRI 25
TR AR HLIERE 1000 ANMYIZRICAL, MBI EBE K. BRI R R 8 2 i), I 2R oo 4L I BELIE £ T e 5 804
FAKAG 2. R, W fe] 2E AN i 42 2% B Aty L3R TH B e o, A 15k — U Tk aR.

References:

[1] Jones L, Sellers A, Carlisle M. CARDINAL: Similarity analysis to defeat malware compiler variations. In: Proc. of the 11th Int’l Conf. on
Malicious and Unwanted Software (MALWARE). Fajardo: IEEE, 2016. 1-8. [doi: 10.1109/MALWARE.2016.7888728]

[2] Luo LN, Ming J, Wu DH, Liu P, Zhu SC. Semantics-based obfuscation-resilient binary code similarity comparison with applications to
software and algorithm plagiarism detection. IEEE Trans. on Software Engineering, 2017, 43(12): 1157—1177. [doi: 10.1109/TSE.2017.
2655046]

[3] Adkins F, Jones L, Carlisle M, Upchurch J. Heuristic malware detection via basic block comparison. In: Proc. of the 8th Int’l Conf. on
Malicious and Unwanted Software: “The Americas”(MALWARE). Fajardo: IEEE, 2013. 11-18. [doi: 10.1109/MALWARE.2013.6703
680]

[4] Pewny J, Garmany B, Gawlik R, Rossow C, Holz T. Cross-architecture bug search in binary executables. In: Proc. of the 2015 IEEE
Symp. on Security and Privacy. San Jose: IEEE, 2015. 709-724. [doi: 10.1109/SP.2015.49]

[5] Cesare S, Xiang Y. Malware variant detection using similarity search over sets of control flow graphs. In: Proc. of the 10th IEEE Int’l
Conf. on Trust, Security and Privacy in Computing and Communications. Changsha: IEEE, 2011. 181-189. [doi: 10.1109/TrustCom.2011.
26]

[6] Eschweiler S, Yakdan K, Gerhards-Padilla E. discovRE: Efficient cross-architecture identification of bugs in binary code. In: Proc. of the
23rd Annual Network and Distributed System Security Symp. San Diego: The Internet Society, 2016. 21-24. [doi: 10.14722/ndss.2016.
23185]

[7] Zhang XC, Pang JM, Liu XN. Common program similarity metric method for anti-obfuscation. IEEE Access, 2018, 6: 47557—47565.
[doi: 10.1109/ACCESS.2018.2867531]

[8] GaolJ, Yang X, Fu'Y, Jiang Y, Sun JG. VulSeeker: A semantic learning based vulnerability seeker for cross-platform binary. In: Proc. of
the 33rd IEEE/ACM Int’1 Conf. on Automated Software Engineering (ASE). Montpellier: IEEE, 2018. 896—899. [doi: 10.1145/3238147.
3240480]

[9] Feng Q, Zhou RD, Xu CC, Cheng Y, Testa B, Yin H. Scalable graph-based bug search for firmware images. In: Proc. of the 2016 ACM
SIGSAC Conf. on Computer and Communications Security. New York: Association for Computing Machinery, 2016. 480—491. [doi: 10.
1145/2976749.2978370]

[10] Xu X7, Liu C, Feng Q, Yin H, Song L, Song D. Neural network-based graph embedding for cross-platform binary code similarity
detection. In: Proc. of the 2017 ACM SIGSAC Conf. on Computer and Communications Security. New York: Association for Computing
Machinery, 2017. 363-376. [doi: 10.1145/3133956.3134018]

[11] Kumar N, Meenpal T. Texture-based malware family classification. In: Proc. of the 10th Int’l Conf. on Computing, Communication and
Networking Technologies (ICCCNT). Kanpur: IEEE, 2019. 1-6. [doi: 10.1109/ICCCNT45670.2019.8944659]

[12] Sun YZ, Han JW, Yan XF, Yu PS, Wu TY. PathSim: Meta path-based top-K similarity search in heterogeneous information networks.
Proc. of the VLDB Endowment, 2011, 4(11): 992—1003. [doi: 10.14778/3402707.3402736]

[13] Shi C, Kong XN, Huang Y, Yu PS, Wu B. HeteSim: A general framework for relevance measure in heterogeneous networks. IEEE Trans.
on Knowledge and Data Engineering, 2014, 26(10): 2479-2492. [doi: 10.1109/TKDE.2013.2297920]

[14] Liu ZM, Zheng VW, Zhao Z, Zhu FW, Chang KCC, Wu MH, Ying J. Semantic proximity search on heterogeneous graph by proximity
embedding. In: Proc. of the 31st AAAI Conf. on Artificial Intelligence. San Francisco: AAAI Press, 2017. 154-160.

[15] Cen YK, Zou X, Zhang JW, Yang HX, Zhou JR, Tang J. Representation learning for attributed multiplex heterogeneous network. In:
Proc. of the 25th ACM SIGKDD Int’l Conf. on Knowledge Discovery & Data Mining. New York: Association for Computing

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1109/MALWARE.2016.7888728
https://doi.org/10.1109/TSE.2017.2655046
https://doi.org/10.1109/TSE.2017.2655046
https://doi.org/10.1109/MALWARE.2013.6703680
https://doi.org/10.1109/MALWARE.2013.6703680
https://doi.org/10.1109/SP.2015.49
https://doi.org/10.1109/TrustCom.2011.26
https://doi.org/10.1109/TrustCom.2011.26
https://doi.org/10.14722/ndss.2016.23185
https://doi.org/10.14722/ndss.2016.23185
https://doi.org/10.1109/ACCESS.2018.2867531
https://doi.org/10.1145/3238147.3240480
https://doi.org/10.1145/3238147.3240480
https://doi.org/10.1145/2976749.2978370
https://doi.org/10.1145/2976749.2978370
https://doi.org/10.1145/3133956.3134018
https://doi.org/10.1109/ICCCNT45670.2019.8944659
https://doi.org/10.14778/3402707.3402736
https://doi.org/10.1109/TKDE.2013.2297920

3204 HAFFIR 2023 FF 34 5F T H

Machinery, 2019. 1358-1368. [doi: 10.1145/3292500.3330964]

[16] Zhang XH, Zhang Y, Zhong M, Ding DZ, Cao YZ, Zhang YK, Zhang M, Yang M. Enhancing state-of-the-art classifiers with API
semantics to detect evolved android malware. In: Proc. of the 2020 ACM SIGSAC Conf. on Computer and Communications Security.
New York: Association for Computing Machinery, 2020. 757-770. [doi: 10.1145/3372297.3417291]

[17] Alkhateeb EMS. Dynamic malware detection using API similarity. In: Proc. of the 2017 IEEE Int’l Conf. on Computer and Information
Technology (CIT). Helsinki: IEEE, 2017. 297-301. [doi: 10.1109/CIT.2017.14]

[18] Anderson B, Quist D, Neil J, Storlie C, Lane T. Graph-based malware detection using dynamic analysis. Journal in Computer Virology,
2011, 7(4): 247-258. [doi: 10.1007/s11416-011-0152-x]

[19] Nikolopoulos SD, Polenakis I. A graph-based model for malware detection and classification using system-call groups. Journal of
Computer Virology and Hacking Techniques, 2017, 13(1): 29-46. [doi: 10.1007/s11416-016-0267-1]

[20] Ren YC, Xiao D. Similarity analysis of malicious programs based on two dimensional characteristics of programs. Computer Engineering
and Applications, 2021, 57(1): 118-125 (in Chinese with English abstract). [doi: 10.3778/j.issn.1002-8331.2004-0259]

[21] Zheng RF, Fang Y, Liu L. Homology analysis of malicious code based on dynamic-behavior fingerprint. Journal of Sichuan University
(Natural Science Edition), 2016, 53(4): 793—798 (in Chinese with English abstract).

[22] Gu YH, Li LX, Zhang Y. Robust Android malware detection based on attributed heterogenous graph embedding. In: Xu GQ, Liang KT,
Su CH, eds. Frontiers in Cyber Security (FCS). Singapore: Springer, 2020. 432-446, 2020.

[23] Ye YF, Hou SF, Chen LW, Lei JW, Wan WQ, Wang JB, Xiong Q, Shao FD. Out-of-sample node representation learning for
heterogeneous graph in real-time Android malware detection. In: Proc. of the 28th Int’l Joint Conf. on Artificial Intelligence Main Track.
Macao: IJCAL, 2019. 4150-4156. [doi: 10.24963/ijcai.2019/576]

[24] Fan YJ, Hou SF, Zhang YM, Ye YF, Abdulhayoglu M. Gotcha-sly malware!: Scorpion a metagraph2vec based malware detection
system. In: Proc. of the 24th ACM SIGKDD Int’l Conf. on Knowledge Discovery & Data Mining. New York: Association for Computing
Machinery, 2018. 253-262. [doi: 10.1145/3219819.3219862]

[25] Yin SN, Kang HS, Chen ZG, Kim SR. A malware detection system based on heterogeneous information network. In: Proc. of the 2018
Conf. on Research in Adaptive and Convergent Systems. New York: Association for Computing Machinery, 2018. 154—159. [doi: 10.
1145/3264746.3264784]

[26] Shi C, Sun YZ, Yu PS. Research status and future development of heterogeneous information networks. Communications of the CCF,
2017, 13(11): 3540 (in Chinese with English abstract).

[27] Lao N, Cohen WW. Fast query execution for retrieval models based on path-constrained random walks. In: Proc. of the 16th ACM
SIGKDD Int’l Conf. on Knowledge Discovery and Data Mining. New York: Association for Computing Machinery, 2010. 881-888. [doi:
10.1145/1835804.1835916]

[28] Yang C, Liu MX, He F, Zhang XK, Peng J, Han JW. Similarity modeling on heterogeneous networks via automatic path discovery. In:
Proc. of the Joint European Conf. on Machine Learning and Knowledge Discovery in Databases. Ghent: Springer, 2018. 37-54. [doi: 10.
1007/978-3-030-10928-8 3]

[29] Wang Y, Wang Z, Zhao ZY, Li ZJ, Jian X, Xin H, Chen L, Song JC, Chen ZH, Zhao M. Effective similarity search on heterogeneous
networks: A meta-path free approach. IEEE Trans. on Knowledge and Data Engineering, 2020, 34(7): 3225-3240. [doi: 10.1109/TKDE.
2020.3019488]

[30] Liu ZM, Zheng VW, Zhao Z, Li Z, Yang HX, Wu MH, Ying J. Interactive paths embedding for semantic proximity search on
heterogeneous graphs. In: Proc. of the 24th ACM SIGKDD Int’l Conf. on Knowledge Discovery & Data Mining. New York: Association
for Computing Machinery, 2018. 1860—-1869. [doi: 10.1145/3219819.3219953]

[31] Liu ZM, Zheng V, Zhao Z, Zhu FW, Chang K, Wu MH, Yiang J. Distance-aware DAG embedding for proximity search on
heterogeneous graphs. In: Proc. of the 32nd AAAI Conf. on Artificial Intelligence. New Orleans: AAAI 2018. 2355-2362.

[32] LiuZM, Zheng VW, Zhao Z, Yang HX, Chang KCC, Wu MH, Ying J. Subgraph-augmented path embedding for semantic user search on
heterogeneous social network. In: Proc. of the 2018 World Wide Web Conf. Republic and Canton of Geneva: Int’l World Wide Web
Conferences Steering Committee, 2018. 1613—1622. [doi: 10.1145/3178876.3186073]

[33] Bordes A, Usunier N, Garcia-Duran A, Weston J, Yakhnenko O. Translating embeddings for modeling multi-relational data. In: Proc. of
the 26th Int’l Conf. on Neural Information Processing Systems. Red Hook: Curran Associates Inc., 2013. 2787-2795.

[34] Sebastian M, Rivera R, Kotzias P, Caballero J. Avclass: A tool for massive malware labeling. In: Proc. of the 19th Int’l Symp. on
Research in Attacks, Intrusions, and Defenses. Paris: Springer, 2016. 230-253. [doi: 10.1007/978-3-319-45719-2_11]

[35] Perozzi B, Al-Rfou R, Skiena S. DeepWalk: Online learning of social representations. In: Proc. of the 20th ACM SIGKDD Int’l Conf. on
Knowledge Discovery and Data Mining. New York: Association for Computing Machinery, 2014. 701-710. [doi: 10.1145/2623330.2623

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1145/3292500.3330964
https://doi.org/10.1145/3372297.3417291
https://doi.org/10.1109/CIT.2017.14
https://doi.org/10.1007/s11416-011-0152-x
https://doi.org/10.1007/s11416-016-0267-1
https://doi.org/10.3778/j.issn.1002-8331.2004-0259
https://doi.org/10.24963/ijcai.2019/576
https://doi.org/10.1145/3219819.3219862
https://doi.org/10.1145/3264746.3264784
https://doi.org/10.1145/3264746.3264784
https://doi.org/10.1145/1835804.1835916
https://doi.org/10.1007/978-3-030-10928-8_3
https://doi.org/10.1007/978-3-030-10928-8_3
https://doi.org/10.1109/TKDE.2020.3019488
https://doi.org/10.1109/TKDE.2020.3019488
https://doi.org/10.1145/3219819.3219953
https://doi.org/10.1145/3178876.3186073
https://doi.org/10.1007/978-3-319-45719-2_11
https://doi.org/10.1145/2623330.2623732

BEFEE AT S EFRABANGL TR S R 3205

732]

[36] FangY, Lin WQ, Zheng VW, Wu M, Chang KCC, Li XL. Semantic proximity search on graphs with metagraph-based learning. In: Proc.
of the 32nd IEEE Int’l Conf. on Data Engineering (ICDE). Helsinki: IEEE, 2016. 277-288. [doi: 10.1109/ICDE.2016.7498247]

[37] Syakur MA, Khotimah BK, Rochman EMS, Satoto BD. Integration K-means clustering method and elbow method for identification of
the best customer profile cluster. IOP Conf. Series: Materials Science and Engineering, 2018, 336(1): 012017.

[38] Pendlebury F, Pierazzi F, Jordaney R, Kinder J, Cavallaro L. TESSERACT: Eliminating experimental bias in malware classification
across space and time. In: Proc. of the 28th USENIX Security Symp. Santa Clara: USENIX Association, 2019. 729-746.

[39] Moser A, Kruegel C, Kirda E. Exploring multiple execution paths for malware analysis. In: Proc. of the 2007 IEEE Symp. on Security
and Privacy. Berkeley: IEEE, 2007. 231-245. [doi: 10.1109/SP.2007.17]

B o 3253 32k -

[20] AT, 143k, FE T TR X2 J3 0 A1E 1 30 33 R 3 R ARLPE 2 BT TS HL DR 5 B 1, 2021, 57(1): 118—125. [doi: 10.3778/j.issn.1002-
8331.2004-0259]

[21] HzEEE, J7 5, XIFE. FETBIAAT AR SURE R AR [RIYEE S BT, DY) 1K 2% 2440 28R R), 2016, 53(4): 793-798.

[26] AU, PMAERE, FEFIE A, 00 R AR BT OLIR AT AR R . Hp B VL2425 1, 2017, 13(11): 35-40.

AEL(1980—), U, WL, YR, CCF £l 4 b, REFE(1978—), B, 55, CCF L& i, +
BTN W 45 %2 4%, S AT RS, BT v GBS, R R A

FEIE1996—), B, Wi, T ERFIT RN k4% HEF(1987—), F, WL, BIHFFL 0L, CCF gk
A IR - &0, FEFRAECh B w4, N TR R4

XUBLER(1987—), U5, WL, BF50 0%, R4
Ik W 4, BIDMEAR, N A

© PEFEEESK I hitps/ www. jos. org. cn


https://doi.org/10.1145/2623330.2623732
https://doi.org/10.1109/ICDE.2016.7498247
https://doi.org/10.1109/SP.2007.17
https://doi.org/10.3778/j.issn.1002-8331.2004-0259
https://doi.org/10.3778/j.issn.1002-8331.2004-0259

	1 引　言
	2 相关工作
	2.1 恶意软件相似性度量
	2.2 异质图相似性度量

	3 RG-MHPE方法
	3.1 异质图建模
	3.1.1 异质图定义
	3.1.2 特征提取
	3.1.3 多重异质图构建

	3.2 相似性度量
	3.2.1 临近嵌入的局限性
	3.2.2 相关定义
	3.2.3 基于关系路径的增强型邻近嵌入方法
	3.2.4 相似度计算及模型训练

	3.3 API关系图建模及API聚类
	3.3.1 API关系图定义
	3.3.2 API关系图构建
	3.3.3 API聚类


	4 实验分析
	4.1 数据集及实验设置
	4.2 对比方法及预处理
	4.2.1 基准方法
	4.2.2 超参数设置
	4.2.3 数据预处理

	4.3 评价指标
	4.4 对比实验
	4.4.1 模型相似性度量性能实验
	4.4.2 模型抗老化能力实验
	4.4.3 API特征稳定性实验
	4.4.4 超参数影响


	5 结　论
	参考文献

