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Secure Sorting Protocols and Their Applications

DOU Jia-Wei, WANG Yu-Lin

(School of Mathematics and Statistics, Shaanxi Normal University, Xi’an 710119, China)

Abstract: Secure multi-party computation (SMC) is a focus in the international cryptographic community in recent years. Sorting is a
basic data operation and a basic problem of algorithm design and analysis. Secure multiparty sorting is the generalization of the
millionaires’ problem and a basic problem of SMC. It can be extensively used in scientific decision-making, e-commerce recommendation,
electronic auction and bidding, anonymous voting and privacy-preserving data-mining, etc. Most existing solutions to sorting problem are
applicable to the cases that the private data is known and small. If the data range is not known, they do not work. If the data range is very
large, they will be very inefficient. Unfortunately, in practice, many application scenarios fall in these categories. To privately sort datain
scenarios that data range is unknown or the data range is very large, two protocols are proposed first for these scenarios where the data
range is small or is known to preserve the privacy of data: the scheme where the same data occupy the same order and that where the same
data occupy different orders. Then, these protocols are used as building blocks to design schemes to solve the sorting problem in scenarios
that data range is unknown or the data range is very large. The proposed new secure sorting protocols can be used as building blocks to
solve many practical problems that inherently need sorting. Based on these protocols, a secure and efficient Vickrey auction protocol is
designed. Encoding technique and threshold decryption EIGamal cryptosystem are flexibly used to design these protocols. Using the
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simulation paradigm, it is proved that the protocols are secure in the semi-honest model. Finally, the efficiency of the protocols are tested.

The experimental results show that the proposed protocols are efficient.

Key words: secure multi-party computation; privacy-preserving sorting; homomorrphic encryption; threshold decryption; secure bidding
and auction
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V,) (001000
/| |01 0000
vl 1= .
iloo1000
v,) loooo1o0

HURAERE V, #2152 1 4 2 (10) 2 HLBGR 70 H 75 (60t I F e Py IRIBAR x0=2 961k t=1, JLfE
IHIBE VS 150 2 508 14T, 5 24T R B SRR, Py B0 x=3 IRLUCR =2, JLAE W HIRE V (1%
LHUL 55 2 50 B35 3 B 1 AT ICZRAIE B, Py MM xa=5 IBLVCE to=4, JLASETHIFE V 195 15145 5 41
JF A 7 2SRRI 1, Py HORCHE =3 PR VOARE =3, JLA28 FHIME V 1958 151, 35 2 5101 5 3 5138 17— 347
TERRAIE], BRI, R L 7 A B 1 R RS B E (1.

A8 2. X TR 2, 24 (104 HER R V37 AL T .

AE A HRAERIE VTR, 0T xe Z, VIS x FUITA n AN TERZ R BERIF ] Xy, % 5 X
(AR T AL F4, VIR X 37636 2 B R FE T Xy, 0 HF/N T2 T X A1 76 44

HIME AT, 25 Py IR ORI VS48 SO th B 32 AL 505 1B X, X FF/D T 3 TG AL,
B YOS v B2 MO RAIARIRAE 1 B s ZIINS 5B, ST x KGR B
D Vo PHIE, A (10) R IEHI. O

i 2 R YT R B S 5 O LV R, AR Y P R

B 2. LV (L

BN Py, e (L1 1 RFABROR x B AR A A TF TR RX s.
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fith: 5% Py ie[Ln)fi x FEES P41 X 3 B A7 AL R HE T A7 28 6=0i(Xq, ... Xn).
HEi#: i S 5% AL ElGamal [T ATIK A pk, Z 5% P RAKRBHAREN sk.
(D) BANZHE P(ie[1n)E{EWT.
(8) &I A IR (QVHHE Hd X XEREAT m 4 [V, = (Gen0, Vi)
(b) IV RS 3 E R A S B C A
C= (Epk(\7i1) ----- Epk(vim)) (11)
(2 KA C, ie[Ln]& A nxm B SCHRE, G RO 0nE CSTE G B BN s AT, ¥4
JSCI) % SCRR BRI A C=(Cip) nsm-
(3 MTH—1HEM ie[1,n].
@ Z5%F PWE TN LIFATT:

3001 n 5
L= TT ITcsxITcowEn(0)=(a.5) (12)
j=1 s=1 s=1

(b) Z5BEMEME L 25 P ielLnl, j# i5n, =a® 3416, P4, = B

! =Iog{,8i -(ljinij]lmod p}.

\

P, 3R 13 5 & i 25 45 Dg(Ly)=1,.
KT 2 RIERPERI 2 Ak, AT SN T E B 1 AE B 2 A7 VEEATUE W, AAGA R T A S B, UERA
EHE 3 WL R Y 2 e A, JERRHRUT RN AR T

3 ETXRIRNNREHFEE

BT O B PR HE P R LT 58 2.2 W SO R Y, R R, BAS 5 E R EEYIGAX, AR
S WINWIEAI R s BB 5 P MFAEEE, A 2.2 W R HIGAIR s T S 55 0t E8dE. T4 T
TR FUIC A AL BRI T T M8 A7 VCHE 7 1) R8s 75 22 8 T S B5HE e 1) JEARUO 88 AN B AR URHE 7, BEOR TR R 47 Yk
FP 7R R e M, S B AR BT K HE 5 45 SRH A o A w BT HE 7 I K AR AT IR, TR AN BT 45 2 1 HE
785 F (R LY IR AL K) B AR S 5 38 RSB0, BRI L 2 - DB 1) 1) OR 5 HE I SO T A S BR I 5 T 1 ik
VR UCHE P ISR A DB T 2T DG 1) (R 5 HE T 1) R I i o 7 R S 5 b B T 1 X

o A

RS 5%E P, ie[Ln2 NI R EHRI(x,s), X5, x BT 42%E z2=[0,m-1], if] s,....s, L%, WAL

o ERH

BT AESE T 5S8R (O HE P R B, s 2 PRI AL S8, JCVE G 2 IR th TG 2 5 % S e IS 14
WAV DUR PR ) . 6 T3 1) /R B R A R e %, BRI .

() "BAS5E PR ILEAT IR 2 (6,8) 5 220 yi=&(a,8)=nx+s, WL EI ya,...y0 J& T4 4E[1,nm].
TOCR AR AR e Sy S e, @ — B TR T R I 4 ik

WRE 3 (a) X (x,s) AT EE S SRR yo, .. Yo A (b) X223 )5 7751 Y=[y,... Yol TG 3 B /D 2K HE
ATHET, yi P ALIREN A X TEJF 51 X=[Xy, ... o] P2E T D088 3] S=[sy,... Sl IMHEF A7 R 6=T(x,S).

IER:

(@ B, MR jelln], iz, 177 y-y=n(x—x)+s—s L& -n<s-s<n oz, Bk, x>x 24 HACY yi—y>0;

© TEBREEEEIEDT  htp/ www. jos. org. cn



S

R 5 2o R BN 4325

X< 2 HAX Y yi—yi<0; 24 x=x I, §—5>0 2 HALY yi-y>0, §—-5<0 4 HALY yi—y;<0. #41 yy,....yq B
ANHHIFA.
(b) 4 Y=[yy,... yol FOCE /N BT HE S, X TARE ie[1,n], # y MEERA SNt . B4R, {t,...,
t}=[Ln] JF His L. ¢ >t HACY x>x 8x=x H s>, 1 6=T(x,s) € X5, t=t,ie[ln]. O
(i) T4 5 R ya,. 0 B, R I S R, BARDT R
253 Pk A B v il > nm 4 [
Wi=(Wi,...,Winmy) (13)
Horp, 2 j<y 1, wy=0; 3 yi<sj<snm ], wy=1.
Z5FH X n AT AR, F T IRT ] 0 O We(Wa, . War), W5 50T SEREAS i€ [4,0], i 7E Y=[y,. .00
N BRI HE P AL R A wy, . BRIBE, X FE T 5 X=X, %] TEE T GBI S=[sy,... sl HEF ALK
t=T(x,5)=w, .
Bl 3: Z25% Py, Py, Ps, Py bl R EH i %=1, x=2, X5=4, x,=2, i xS B &8 1 2 50 4 5=2,
=1, 55=4, 5=3. % M5, P; (i=1,2,3,4) N ] 25 e yi=axi+s 1351 y1=6, ¥»=9, y5=20, y,=11. FFHLHE y; F43 AH R 1
20 (nm=20) 4k [m) & W, WL 1.

K1 {FZHEMER N E

1 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Wi=( 0 o 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 )
Wip=( 0 o0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 )
We=( 0 0o 0 0 0 0O 0 0O O O O O0O O O 0 ©0 1 )
W,=( 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 )
w=( 0 0o 1 1 1 2 2 3 3 3 3 3 3 3 3 3 4 )

TR & W, %25 #4550 P e OB x 7R85 7 210 v 4 BEORH 2 G SRRl IR 1 19 80 R Py 1)
Hdls 1AL RIS We=1, Po IS 2 AL Wo=2, Ps B 4 111G wao=4, Py B 2 7 02 wyy=3. H
L6 AT %, SXARAT B I HE P A O IER .

W 3. BE T ICB A 1) AR 2 HE P I

NPy, e [Ln]# H WA B HHE X = (%,9).

f: Py ie [Ln) 4 x RIS 7 41 X P3G T 0B SIHEFALIR & =T (%)

% 5% Py, ie[1,n] 156 & 1E 4 5 ElGamal 177 BR %5 fith A 1 04 A 4 pk LA IEG & i 25 25 4 ok, Py 7 1 AL
PR sk, Pik5E yi=nxi+s;.

(1) Z5% P, ie[ln)¥ B SHIE y 1% B AKX (Q)MIE nm 4 m & W=(Wig, ... Wignm));

(2) Py ie[1,nIn% m & W A, 33153008 G IR A

Ci=(Ep(Wi1), - -, Ep(Winm))):=(Ci1, - - - ,Ci(nm)) (14)

(3 X THA ie[1,n]:

(@ Z5%& P L& Cy,...,.Co LR v AN 7> BAH I F BN AL, 733

R =T 1cy En(®:=(A.B) (15)
k=1
(b) Z5% Pi(i#)it 5 g, = A FEALG. Pts g = AN LU R 1, FE4H

N -1
f =|092[3 '[HqikJ mod p‘|-
k=1

o M IHIEMMEL %Ak

TEIR 4. PR 3 REIEMK. BRI T, Pl 3 A, JFREIRPUEE M S W

WA AR VSR BRI PR 3 BEIE A TSR T OGBE ( HERR AL K. R DU B R W BN 3 (K4
PE, UEBT R g B 2 FOUEWI DAL, X R A IR O
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SERR 3 PN BVER TAEZ )G, KBS F AN Py, Py bS53 B A B0 75y, oy BEAT R B HE Y, 753
G R 1 R v P ya,..yn THE/NBIRIGHE ALK, 320007 AR, Prill 3 )& B2 XA = 50 )7 4]
Vi Yo HEF UM PR 1AM 2 BRI 3E A AR e B0 7 20 R HE e RSk 2 an e i e i B B =, )
WL AT 3 AR EAIR], I PR3 2006 FATAT 40 46 A7 V) A 48 SR th R B 3 A [

HRGA TR, AT 3 TR BE AN Z=[0,m-1] B, X T U AR, B S B e
Wi B4 05 7 sCHEAT & A 8 D AT R, ATRRER. PR 1-9h 3 R BAHET R T R S R B TR
EhtndiN 2 5% P EA — AN REHIE T XD, x99, ei POR PR -0 3 H S x IR, 2
A AREAS XD (j =1,..., k) FIALURTAT

4 HEEELEKRFIFHHFAR

BEA NS 53 P, ie[Ln], P RAREEIE x, AP EIRRAERGRT, ZRIG S5 8k
— NG MM AL Z, AT EBE R T4 Z A WHR . AR 9T L8 0 4 4 BRI 4 TR R ), X
TR T 2538 Be i 1 DU 2 — AN IE S, A0 x 11k ) (Bl gt ) Ar oA | BT, anit, &
N2 HEIE A SRS A 0 07 XA ok | 67, IS 5 & P EER © R IR X=X XioXi1,
Hrp, S FR—Aie[1,n], ke[1,1], xke {0,1,2,...,9} (B xike {0,1}), 45 xu BN Py K138 K A7 £ 4. T 43 kT
k€ E R R R b VR G VALK i A e W i e o A 3 D O B S = B VA €8 W A NS N R s B A o
BRI O T R R R e, AT, 5% PXTERA @) EE U Ez)=nz+t.

S o TR 5 I 0 (BROHG 2 k ) VA 7 R T R HE 7 5 e, TR 2 R R LB 3) LA SE BN T
ANBAT DR B HE T
41 RAHE\HIH A REBHFAR(TEERT)

FE L IMHEMEARFEE: W TS5H5HBAMN n A |5, MRS SALE AT HE T, R FFRUT
PrHER SR B b, BE—Px s A AR AT HE Y. TR B R R

(1) Poee P HIEA Xag, o Xy AN RS 1, Pi(ie [1,n) 153 H AT xiq AR SHEF ALK s,

@ %j=2

(@ XA ie[Ln], P y=E0%S-1)-
(0)  Pryec Py 8 BILL yajye Yo AEIANV PR 1, K Pi(ie [1,n) 3R 10 vy BHE P AL 080 ;.
(©)  Hj<l iy, REILE2), M2 jI+1.
(3) XEE—Aie[1n], P AIRGHIT AR s 51 BN % 78 X=[Xq, ... Xn] 7 42 8 [0 B0 08 5 51317 12 BT 45
HeF A ik

o HELIMIEHME %A

EIE 5. FIRIFFIT AR R HT TR LR IEMIN, JEE A T R % A,

i B :

() & 1HIERTE

E RHEHEF IR, 2 j=1 s, SN BN B L AT HE, A SO R YR (R

FEAM B VR B LGl |, 4 j=2, IS 53 Pi(ie [1,n])%F 2L S5 805 1147 50 xio 55 AN BOHE e 45 3
S AT ERHATE yio. FTAH S5 E XA B yaz, .. Yoo W PR LREAT HEFP, S5 B2 T L8N HEERT; +
DB R TS LR, AN BTHELE T, AR P AH R A 5L T, AP AT 0 HE 367 A 7]

F T E AL EHE T iE SR AL, M A j=3, TERPIALHE T O e BRI b, X T B B T4 2 R
PIRLHE P AL IR s AT ERMAFEIH yia, TEXTAAREI yia,... yns WAL 1 AT HESR, &5 002 B M 80 14k
TERT; E BRSO, RIS HEERT, REAIH RIS, KA H A o .

WA EHEAT B AL, XN T 25 H X T -1 B0 2= ) XioXia, i€ [Ln] B RAERE, 7 10
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HF RN sy, BEL =, WTEENECHHTFE R sgn AT EEHA B0 yi, B AR REHE v, Y
VAU L AT HE, 4 W2 e i /N R s HEAE R e O B8O AR R (R 0 R,z AN HECE AT, T X,y
Xo T A B0 B4R, HEPAL IR AR AL ARE BT 00T, 5% 1 BB IR SR80 0T A7 7 20 I HE 7 47 7K.

(i) HE LW at

T3 GERN T AN LA (% N B IARA B 7 B A HE Y, 6 T — 20 iR R A VM 1 58 s, i T
I L AE SR R R A, MR SMC A G e P, REsHET T % 1 R A . O
42 RHBEAHDARERIF AR (S ERE)

FR2 BEREANZ5#H P AFHIE x=x...xX1, I BENEE x G — D2 FFRRIIEAIR so. T X,y
X T2 S0 R B0 386 A7 R A VR HE e, BESRHEIY 45 Tt TR A IR G R 1k, BT SRAE Xq,... X T B0 4 451
IR, WIRIGR AT IR AN 0 B B P A IR AR e /. VRS R ik fn

(1) S HEMMATE 1AL X, Xy FEHIIRALIR (St0,-.,Sn0) W H PRI 2 BEATHESS, AN 5%

P 3] O T xig BB EEHE ALK g,
(2 5% Piie[1,n])BA(X,ti) HE A VAR 3, 152058 2 A2 503 xip IFL 2 HEFALIX ti,.
(3) LT XS Xz, Yo FIHEIT I3, FTH S 5 FH MUK Xaa,eoo X — BB Xqy, .. Xy FATHET, 528 P15 3
Rl HEF 45 0 .ty b B Xq, .. X0 32 R B A7 VR 2 PR HE 7 45 SR

o FE2MIEMME A

KT R AR B ey 7 BRI E S 22 4k, Bl N E R 6. 23 6 (IR RIT 2L 5, 1
SeA .

EIR 6. [F) o A7 RV AL I R B HE T 7 26 2 SR IR, JRAE RSB A R e A .

R A B AR S, AR U G AR BREIE T T, Ak R A AT HE T I SE PR R AR I R

B 4 5% Py,...,Ps 2 WA A Bedie 351, 251, 421, 153, 251, {EIN i HES: T, WHIGEAI RN s10=1,
Sp0=4, S30=5, S10=3, Sso=2. I IXZHHHE F I IR W RN HE S AT B HE . O AUR TR AL, R j(=1,2,3) M3
PEFHE PP RTRR R 58 ] e, A i) B R 50 VA v DA RS, IR VA v 4 Sl T Oy I B3 LA S 3G vk HE I 45 R
* 2.

R 2 WP HE 5 g R

) FRT TR TR
B Frt i e
ShEH | PR | VIR e e T ok W | TR W
P 351 1 1 1 2 2 4 4
P, 251 4 1 3 2 4 2 3
P3 421 5 1 4 1 1 5 5
P4 153 3 5 5 5 5 i 1
Ps 251 2 1 2 2 3 2 2
ER 29,

o 1 RIFNEHET S RN EARIL,LL3, 1N IS AR R H T AR, B L Ak A R
SN HR[1,1,1,3,1] BA[1,4,5,3,2] K BT AR A IR FH 38 AL VA vE A B R HE P 45 R

o U 2 BIFHEHET SR 0 H 6 [25+1,25+1,10+1,25+5,25+1] B FH IR A A IS B O HE R A R, B 2
B WAL YR HE P 4 BT (HL 5 B) B [25+ 1,25+ 3,10+ 4,25+5,25+ 2] (1) Hl /37 45 .

o BB 3HLIFHIVEHERE 45 B R 0 B [15+2,10+2,20+1,5+5,10+ 2] N 1 I B 1 A3 B HE R 45 5, 58 3%
A VCHE P 45 RS2 6 T (B 5 (1)) B 45 [15+2,10+4,20+1,5+5,10+3] (1 k7 45 1.

5 FREHEZSERE

HORT) 2 N 40 3207 SR AR D 4 e (1) DeR s, AR s nser; (i) o7 = se, ke Emm
Iz (i) SRR RS, B e R A A S, AT R RO SE R SRR A (v) R A R R
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WAL, WHK Vickrey 152, th AR 5w & A0S, (A I B 2 I BEbR 0 vh 58 — s ks 2.
TR bR 2 2B 1 R M BT 0. 38 Ak S BRI AR b, BRI 4R AR AR A B B AR T
BOAR N AR B AR E AT LFE, JE LT AN v 28 ZARAN I A% R P b A b I e AR ) 5 TP b AN 2830 & T
AT, FRATTLL Vickrey FabR40 2 BE 10 O FEAl, B BT T A3 1 R % HE P 0, O igE 224 ki i
PRARBE VIS, AT AR BRI R PAT B 24 SR, DLRRE AP AIE.
51 EEMASIHEARR
o A
BBEA n AR NZESS I TR AT bR, AR NI AR % I, 5 2 AR AR A e — s,
g 5 BOR FEAR N RA B S N B, AN AR A ST B OO BAR TREIRANY, B3R 1 S BEAR A I FA B S N
B, bR ANFNBbR ARG ABATT 0 R AN B AT SRR R, VRS AR AR AR B bR A & (R 5
AR N) BB AT (ARANY), X T B Bebm A 1 FoAh A5 B A AR %, A BEbs A ANTE B O ARt 10 8
AR P EIHEP ALK, AR B AR A S L5 5 A B A B4 5 R LA B AR A SRAN AT AR 45 S
A R, AT R R LR B b I R R R AR N BB G 5 DA B S BbR R B R AN I BR R 4 T R K
FREE ORI T &5 H A o o 1) R A St 2 g% R R 2 B0 0 2
o BRI SEE AT R
(i) FAAREE AR TR — Mo I B AR VAR R RS S5 VAR X AN B B, TEBORVPAR I AR T, RS A (Gid S R
BE S R VT A 1A 2 5 e — B0 AN AT B AR AT FVP A, (B A G — A iV e Ml B AR AR
FRUEE SR BB T AR AR n DA, iCHh Puie[Ln]). 1% BIEE M R /NIUFERHERR A N3]
KATH S, XA T R HAR A S AR A T2 5, XHHFr A P W45 id A s, &4
FRE W, N 5P AR B
(i) LEFISS VPRI B, A HAR BRI B bR AR B A SR, K P I EER e x;.
(i) LABARA SIFABE SR T sq,...,5, LA AR A Piie [1,n]) KIAA B AR M x (i [1,n]) A S AN AT R 35 o4, o
B85 A BRAN B A% 4 5 LA T RN T R AAY . RO n A BRI AN BIRHES N
X SX <<%, WRx <x , MR AR, BB x i WERAT X =%, ==X = Xy, I
TERE (BTHT K AR AR, S E R LR, B R I i 5 d /N I B R A R bR (BT 2 AR 28 08
AR, B AR AR B A AR), BRI BT R A Xenin( B R bR AP ISR AR AR A,
(iv) TERSIEbR R, PR AT ZR b M BEE I A0 Z={21,2,... 2} (i 2 21<25<...<z) T I HEA
BB A A BARAY. XA BRAEIR 2 N3 Soh R G B0: Z T EME zg nT AR 0 3 FR T B 0R
B, B TRUE TR i 1 S AR A A (AR, T mr =2 S sz b R U AY); SR AE zo 1T ER AR FE A5 B 0T
TAZ TRRMRMT, B T 20 4% 10 A A0k JE B CEL T e R e b i i ), #59d z—z-4=d,
WERXF T4 i=2,...,m, d BAHFRI G A d), X o TR ok 3 2 (a7 22 20) 30 32 mp 1) o 135 s (B i)
TE BT, BIIERA S TR BT A Bbs A E AR 1550 R 1 2] n AT REE g 5, X Py (178
EY AN s, EESIERE: UH 2R AR A R B ARAN B, b B ORI 4 5 e/ 3 (B AR
M EALE TR, R AR E — DN 22 {220, Zn), WL 2<2o<... <2 WYL T X, MAEHE 51,05
HIVE R LT 2 P EA S5 H WPIGEIR. I 2 W, FIERIR sy,.... 2 FTE S5 & IR, W
FBEAR B P IR T sy, ABIRN SR L. BRULZ A6, X B R W) SR T BR % T S5 BAr A
WM FARBIHEPALIR AL, AR B VS A bR a5 DL R bR 35 SR HOX A 1), T DA 2 SRR, ST
JLHEATIE 2 B SORTAR 78
52 REITEWMIY
W 4. TR BRI
BN SEIATTT Py, Py IR R S [s...,80; Pi(ie [1n]) i A FA B AR IR xe Z.
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i A P X TR T AU [Xq, . Xa] ARG U B2 B HE A 2 S it bR 45 DL ARAT
W AN ST Py,...,Py & 1EE K ElGamal 7R 35 R A (1 23 4 pk. FLZETRE A i 2 55 4] ok
(1) AR P [1L,n]) I8 B 2 BRI m e R, IRV % RN SR 8 i G
(2 FAEHARAM Cy,...,.Co B B—NERE C, A AR, AL T4 CINEE i 4T, 166 BUS A FEIE A
C=(Cij)roem-
(3) XEANie[1,n]:
(@ PoAAERE CHIES x FIUCEIMATEING, 58— ngEfF 2 W = (W, ... W, )", FF¥ W k%

) 1o -
% S
(b) S5 En(O)LL A
Z = [ Wy En(0) (16)
%<3
I Z ik es P
(©) Piil5 En(0) Bl J2
X1 n
R = Epk(o)zi Hclq (17)
=1 k=1

(d) A BARA Py, Py LUK SHEME R, P13 B B &l 35 45 ri=Dg(R);
e =11 =2
(@) SHPFATHEFRN Py, Py OB iy, BAKQIR:
(@ BN R Epin), HARBAR N En(0), FFHE n NE SRR, LRI Hy
(b)  SHIPy,..., Py A AR E Hy, ST EIIR AR5 455 hy=Dg(Hy).
(5) SHFHEAEN Py PoAEUE x , HAkWT:
@ B AR, W Ey(x,), HAbBAR AT En(0), IFHE n AN SO IR, FRBIGIRIT A H.
(b)  SHIPy,..., P B VEMEE Hy, STG R B 2 5 45 R h=Dg(H,).
53 M4 EHES LM
o UL ATIERTE
1) Wl 4 BB BR(3) 2 b AFITAT Bebs NS AETHSLAEAS x5 7RI 5 [Xq, .. Xn] TR A7 20 (LA
(St S AMIERAL IR, F s LR vk A 77 vk 5). R A (10), Py AR x FIAL RS2 2R b 9 3 43 21 A
—HB A RAIIAALIRTE LB s 2 18], BARAE T x 108hs NECH (il 2 561 sess 1 kK I98H), ER(3)(b) AT il
B Z BB S SR R BRI N T X I BhR NECH, AR (7) T FE TR HEHL% b}
HCH 8 S0 AR N B S Ik R A, R A I T i A Q0) IV E R G, B r Ok xR R X=X,

2) WX 4 SRR (HOPBR(S)) A A AR T ia(k x, ), RIE THbR A S O3 (0 b ). AR i SEVA R
IRFZSTE, g R hy=ig(5h, = %)), BHIHRR A B (B0 AR 4 x,) ).

o PN 4 Ak

KT 4 stk FENAR S5 E L1 22 47 500, BT,

() HWREAEIER 24t A, B A SINHARAIE T Z4,...,Z,. EiHHEEA Z i
o, ST T —A En(0). T 003 S S Ak, fEfi gy, BMETARAr NG, Z iE 5 b
P RAT X 23 1. FEMR2 G, PTAR B0 r 2 U BOMEE Mt 45 2R DRI AE Pl 4 b, SHIRAE
B sy, 2 LA,

(i) Bebs AR bk, s A R FEPMXIAT TN v, i, A1 0 13215 30 C, By (i) A1 Ep(0), FFHET
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THCW, DU R BRI B SR A, BUAERR S S A A, AR BT U (AR B
AR R ST (5 6 BT 258 4 B R R Hy, B A1 S A I =100 iy, X2
P ESCHE O S DR D BSUAT T, R A % 4.
S T-HARG h AR BT A B, B 52 &bk, 54 26T R MO MO 5 M AM T, 7T L 2 4
[, 6oL, FL AR A ARt 5 2 2y,
ST UM 4 2 AR T EE 7, ML X8 5 B0 7 347 P A W, (B
FEER 7. {0 RSB T UMY 4 S22 4000, I ARHEHUIE I I A it

6 HESH

AR BT S S A A IR 4 R, SRS I G v (a8 ) Ty ST A5 ) i
(UM 2) LT Xl H R P DS 3. HE— 25 W T 0 0 P A S BN 0 W R 7 300 {5
HEFF 7%, R B T (R 00 ORI S0 PRI A S SBT3 2 2
DLBMY 1-HMI 3 W AEREEAT B, TR SR A0 5, BB 1- DMl 3 34T AP BT it i, FF B REEIX 3
ANPR, 259 A KOS N, AT m

o PSR

FEAPHT I AT AbE IS, 22 B ST o1 T B TR TRIE ST, P IR BN HO B M5 52, T ElGamal 1]
B T A 2 ) K T AT 2 (n )R BOE 5.

B L RIB 2 TS S A A ;04 225 9 B A SR A RO — A m 4 (U 3RV, ), S
FEHEAT nm O LK, SRR Te[Ln], PINE A En(L)5k En(0), AT LIRS R SC(H
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