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Research on Intrusion Detection Based on Random Forest and Gradient Boosting Tree

ZHOU Jie-Ying, HE Peng-Fei, QIU Rong-Fa, CHEN Guo, WU Wei-Gang

(School of Computer Science and Engineering, Sun Yat-sen University, Guangzhou 510006, China)

Abstract: As a security defense technique to protect the network from attacks, the system of network intrusion detection system, as a
security defense technology to protect the network from attacks, plays a very important crucial role in the field of guaranteeing computer
system and network security. However, for the multi-classification problem of unbalanced data in network intrusion detection data,
machine learning has been widely used in intrusion detection so as to achieve high intelligence and accuracy. In this paper, the current
multi-classification method for network intrusion detection is improved, and an intrusion detection model RF-GBDT is proposed, which
applies based on the random forest model for to feature conversion and classification using the model of gradient boosting decision tree to
classification model is proposed. The model is mainly includes divided into three parts: Feature selection, feature conversion, and
classifier. The UNSW-NB15 dataset was used for the experimental data set to test; experimental tests were carried out on the RF-GBDT
model. Compared with the other three algorithms in the same field, RF-GBDT, this model not only reduces training time, but also has a
higher detection rate and a lower false alarm rate. The area under the subject’s working characteristic curve on the test data set can reach
98.57%. RF-GBDT, the proposed model has significant advantages in solving the multi-class problem of multi-classification of
unbalanced data in network intrusion detection data and is a feasible method for network intrusion detection.
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Fig.1 Intrusion detection system
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(¥ 53 PR AL, AN F T U530 T A A T A7 A T 86 0 (0 R W0 2 48 et 42 A N 2 T 25 i I T T B
NARFAEAS 3P 38 3o 0] 58 LA AN AR ASE 3CE AT 0 U DG T2, ok 40 Wi 1 s 75 2 50t e 3 R e I k3 2
BB AT 9 BAT IR m A HE A 2, AR RCRARAR. 3 A I A U SR AR L X R g8 BEaCUL AL <% AH 2
0 75 A ST A P A0 U AN A6 A, AR A U S R A R R A e B T S A U 9% 3 X 2% A AR
5 (1 57 H 1 D0 IE RS TR B 0 4 A0 2R GE AT I A RE ST IR R S5 i s I A A Bl B AR T
S H TR, S A TN R DS U0 b B R 0 e S R 0 5 AR R R A T SR AR A ) AR L
57 ST B ARG DN RN 3 T A e SRR ) S A I A 2 T R A O A R BRI R A DN VR A
FEAR I 732 I AR 5T, 3 BT AR R G
W 8 AR AN = 22 1w (1 1) A AR LA
(1) Z AR AR AG I Hi s v s B Bty R A A AR 2 A AR DN I 5 S L LA i T R Tk SR Y
R Ak, N AR A ) B — A 25 7 S T L ) e 2 K T B ) — 70 RS il R
(2)  BHEA T AE N ARSI T Tl ST R RE AR AR W 2D A A T A B AT A ) LR 2 7 LR
M -4 0 A A 5 1
BEX L3R 2 70 25 AT i 1) 1), A SR HY — i T B AL AR AR (RandomForest, i i RF)ZEAT 4 1L 4 4t
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{81 FH A6 B2 4 1k 5 B (gradient boosting decison tree, fii #k GBDT) K 74 HE 4T 43 25 B N\ AR 46 ) A5 B KE 42 (RF-
GBDT).RF-GBDT HE4L & T~ W &8 NAZ AT 2 43 2 7 vk, B A TIONDHE P 450 v o WSSO P bR DA R v Ak e 0 1)
R T LA A A e ) 85 S5 5 R 00 00 A ST 2 1) 22 4 2K i) AR
12 HXIIE

ARG 22 G5 O3 M0 R T 1 7o Ml A 7 il BT P e N AR T P P 9 12 25 5 e, B 0, T 4 £ 7 L A N AR A T
77 R 7. 2018 4E, B0 T BECRBE AR Gartner 247 A T A AR KI5 55 4 8 77 % PR,
HRH(Cisco). #3422 4=(trend micro)F Intel 2 4= (McAfee) R4 7 N 12K I 15 57 480 7 T A 400 5 i oz v [ 4 B
R TN ARG I 77 5 R TP S BR, o T A X 3 AN 3R % SR ) 7 N S R R R e
R R WA PR ) L 7E N AR 1 S 5 T R S AU T ST LG IS — s 2 B

T AR SR LA 2 ST BRI Hb P T AR e I 4% AR A 0 F 10 A0 W PV 4 R B T TR e
W0 2% R Y T — L Tt 05— 1 3 A 2 0 45 455 75 (BN-CININ, 12258 704 7 58— J2 35 AP 428 I 2% o Jom N ) 5044 )
O — AL AL F, SR 5 258 T 190 286 1) 4 0 S5 45 B B 246 1 43 28 65 L I B T — P i T AU 2K B 011 N A2 0 5
Y (FL-CNN), A58 7487 i 25 AR 4 20 10 445 1 77 ¥k ek N ARG 0 48040 08 4 1 5, A8 T e R B0 S A58 2R 4 2 B L
I A I A ) A 25 A e A 2R A 0 45 SR 1 R 0, AR KK LE A 3 R AR T8 2 A, B 1R 4 S SR I v et
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R B0 1) 4 S SRS ARY (0 M 2 B — AN A 3 12 Chawlal®32 B4 T 56 T Synthetic Minority Over-sampling
Technique(SMOTE) 75 i 142 TF (boosting) J7 i, 7£ 4 — AR i Fl SMOTE 34T 1R ¥ Nekooeimehr™ 42 i
T & R B IS RE T ¥k, T AR A S 1 I 1 4 S I LA BRE SR PR S R ke D

AR L7 AR ) 2 B A AR, 2 TSR I D7 V08088 1 B 1 4 A VF 2 BILER 5% o B B ST AE I R A A A A
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TR o A IF 136 AT 25 S HE 5, 3 B 336 U9 9 BR AR AIE (recursive feature elimination, i #% RFE)!E1J5 ik 47 - 4F 1%
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Horb x M NEEAS hy(x) 94> 25 8] 9 4% (classification and regression trees, fii#% CART), T A2 K B H2 TH e S b o 75
A 1 B o 5 AT TR
B P2 T o SR ST PR T 40 40 0, B S 5 o) A BT 0 (81 SE8 36 A 0, 28 m 4B OB J2
Fin(X)=Fin-1(0)+ cimnn() @
ot Py ()9 24 B A2
SV N1 25 B VTR D () 3 85/ L 57 2 6 4R 45
h, = arghminzi“:luyi, Fo1(6) +h(x)) ®)
ekt N R RE AN B B 45 T e S80S PR B P IR SR AR 0 BETRY  952  R BOE SRR oy () B D
0 05 AR FE T W 1977 1)
Fo () =Fp s =t 0 Ve L(Y, F 4 (%)) )
o o, i8I 25 14 4% 2 (line search) >R 75

ap =argmin Z|N:1 L(yi, Foa (X)) —aw

aFm%l(xi)
1o £ 12 T R SR AR 10 1 DU 4k, mT LIE I 15 1 2% =T 2R (learning rate) Sk 3% i)
Fn(X)=Fn_1(X)+Vamhn(x) (6)
Hor v FoREE SR S RN N FHEFE LK) CART, KR ZE S /N A5 218 hn Il 2k 1 i 18] DL, 75 2 (R It
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Fig.2 Model and framework of RF-GBDT
K2 RF-GBDT ## R HELE

S1 BB R B AR SO T R Y R A OV AR T R T P R T SRR 1038 U R AR £ 7 9
fii#% GBDT-RFE.GBDT-RFE J& T3 V2 REfiE 1 B BV — Fb {87 ] GBDT #E AL 47 2 # I Z5, A Ul Zhid s 4R
RAH, FF HL W B R AE B B N B AE B T8 R AE SR AT N — R I 45, B B AE SR A 3 v bR se HE v ak
Algorithm 1 iR 14 218 1 GBDT BEAT Il 25, Il GBDT 4% AE 8 B Atk Ay 7 925 1 8 5 4 F 1) 49 41F 28 4tk

FEOHTRF AR, 22 T 37 R AE SR EAT T — 30 U 25, B SRR 4 42 507 B 56 52 2 1k f e e B /N 49 2R A T 5 2 1)
FHIE S AR IE SR
Algorithm 1. GBDT-RFE.
1 Input: X,y;
2: Output: F.
3. while features_list:
4 Train GBDT (X,y) on features_list:
5: RecordLoss:
6 Get ranked_feature_importances;
7 del ranked_feature_importances [-1];
8 features_list=ranked_feature_importances;
9: end while
10: F =argminLoss
F

5 2 Ry REHFALAZ M He 75 SCHR[20] R 52 17 Bk SR RFAIE 5 46 75 925, A5 P — R R SRS e 40 ) R A AR P
I 22 BR VR S B 45 OO R A B0 B /0 B A 5 S8 S /D A HE B3 il B R T T B LR AR BEAT R AE B
Hef) 7 3 A BE AL AR MR BRI SR s BE AT U2, 28 U5 E DN SR Edla IO B PEAR m 3 BT 8 B 7 R SR
73 2R A BN 2R 4R FE DR EHE (KB A BEA RV BT AT B 1 2R 51 R DR 20 RS IR AR A x 3 I i A 0, o
Je LRI EE 1R VE B2 51y index_1 BT L SRR AR A x 21 B8 2 BRA VR B2 51Dy index_2 FUM T L HLEIEE
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ARG B J5— B V& B 51 N index_n 1 LK B A T
BRG] A R R A R 1R I R T AL AR PR R A R A 2
2 T S KRR IE R 2 20 2R RUR BB I AH 2 B R SRR 4
JEE TR G Ty A5 B 1] 5 T[] 2 38 0. SRR [20)7F 47 4iE % 4 2 IS
B HEAT T J 3G 5 (one-hot encoding),{H A S B #2487 &
SRR, AT SRS A5 m ASFEA B AR B
n AR A% 46 2 S5 B0 K2 mxn(in Bl 3 BTR).
55 3 BRI A% A3 F GBDT X4 2 #4379 2 1 B K
AN mxn BINZREEHEAT IZR, 358 2 05045 B0l A AT
TR AE W SR b A3 A8 B0 UEF A, TR AR W (1 N HOR 2% 3] 3 R B — A B AL I A 2 . 55 L 48 10 2 v A 0 X
BB 43 FE ORI AT TR 4 5 I CAAE AT F B DL AR MR R AT R AR Fe 4 5 O BEAT M A m D, BT T &
S BRI N
AR ) RF-GBDT HEAUHE 42 1 225304 3 & 77
o BB 1 Hy EATH GBDT 3RS I FFE B BN HE T 5 (10 HFAE; 28 J5 A58 FH 328 V3 8 BR AR AE 7 V3R AT R R 1%
M 0 DG PRV RRALE, 0 PRl R T8 B 48 TH AR R 38UR

o 5B 2 4y A FH B LR MBI EAT RRAE AR 4 K RE AR AE T R SIE T B H N BEALAR AR
TR (0 AN BIOK A B8 08 8 JEE 3%, DUV 36 460 P R A1 A 25 OSB3 D B 03 R M R0 SR i 8 6 4 e 3 it
AN UK 2 10 TR IR P AR IR B e IR AR AE AR & 145 BAR 2 (R U 8 K T, 04 3 8 1 VI kit (1]
MK,

o B34 A GBDT #HAT 43 38, T E A I S H0E WA B 22 2 32, %2 ST I 75 TR R 22, B AR Aar
R R (LA VISR [a) R, 2% = 2 A 75 22 R) B 38 70 4 0 A S00RH 2% = 26, 99 38 A8 P AT B — A 3 R
B R,

4 BT

VR 23 22 4 AR FR) P 5% 97 A0 LA AR AR 0 A A S R 4 A, O T TE A e I AR R 1 S RO, R 12 a8 B
Tl T8 . TRV A 2 F T UE BTG R AT R (MR bR ARG R 1 Fros IR VEHE B, A 40 4 Pe] e R AR IR 1 L.
Table 1 Confusion matrix

FT1 IREHRE

T & &

1Ef5 (positive) % f§] (negative)

1E#i(positive)  E IEf(true positive)  {B = #l (false negative)
S f5l(negative) R 1F 5 (false positive) L Jz {7l (true negative)

F 19 EIEf (true positive, JHR TP) &K F 5 BE A TN N 7 8 B4R, B 9 (true negative, fETFR TN) 25
1EFREA TN A 1E 5 B8R 8 = Bl (false negative, B R FN)A& K F 5 B A TN N IE & B8R, )8 T IR IS I RE A
H = 1E 4 (false positive, B K FP) 244 IE H FE AT 57 o (R 8 TR b AR AR B &

I¥R) 24 22 4 QI ) TP 2% U S MR RO AR 23 A AN P48 IR RE AR 2 S W R AR AR 2D T SRR F HE A 2R A T Al 4
b, U TE 72 1E T Hh 3R B0 S A A B SE R B AR LU A IE W REA 99 N W BEARH 1 A K BT BEA T A IE
B4 WA 99%, B ZH RA 0 NR KM R Z0 1) H b5 — 7 TAZ I H BT 5 RS, o — D7 T R sk b
A T FE AR R A 8 O e I A N RS I 2R 0 SR AT B8 PP A A SR VTl S ke U R 4 A I

o Kl Z (detection rate, f&iFx DR): IE#fAG I H 1 5755 BE A o5 BT A 55 5 BE AR 1 LlAs, 8 O A [R] 26 (recall);

o RHE (false alarm rate, E R FAR): IE H FF A4 13 28 578 #E A< 1 LA

o A% (precision): IE AR I Y S 5 FEAS AW D St i REAS [V L A3

o F1 o3 HfE R 3R B R IR AP 2 4L

Fig.3 Index example of the decision tree
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BBV (i 7 0 AL 520 S F (0 C K3 B D):
i

DR=——<=
>° (TR +FN)

FAR—— 2afP
C
3 (FP+TN,)

. >R
Precision = —————
2. (TR +FP)
Fl-score — 2 x Precision x Recall

Precision + Recall

5 UNSW-NB15 #ig s

(13)

(14)

(15)

(16)

2015 4£,Nour H1 Slay 2 Hi ) UNSW-NB15 %4 S P Jg N\ AR K 0 45858 3 (14 56 v S50 42, Bk % 1 s bk 24
A 2 BRI B0 S BRI A2 2% 1 ) 465 175 150 UNSW-NB15 #(# 4E — 3L 2 540 044 ZH45, 615 49 NMRFE, —3LF 10
AN, 23 B IE % FEA “Normal” 1 9 FhI o 258 “Fuzzers™Analysis™“Backdoors™“DoS “Exploits”“Generic”
“Reconnaissance”“Shellcode” f1“Worms”.UNSW-NB15 ¥#i 82047 — A T A JI 2R84 175 341 450308, 9

AAEF 82 332 KB, B8 41 AMRFHE. B RFE WK 2.

Table 2 Subset data feature of UNSW-NB15
2 UNSW-NB15 THEHIRFIE

PS5 ORHEARR | S RHESRRR | 5 RIESAKR | FS FHE S R i) FHAE 44 R
1 dur 10 dttl 19 swin 28 trans_depth 37 ct_ftp_cmd
2 proto 11 sload 20 stcpb 29 res_bdy_len 38 ct_flw_http_mthd
3 service 12 dload 21 dtcpb 30 ct_srv_src 39 ct_src_Itm
4 state 13 sloss 22 dwin 31 ct_state_ttl 40 ct_srv_dst
5 spkts 14 dloss 23 teprtt 32 ct_dst_Itm 41 is_sm_ips_ports
6 dpkts 15 sintpkt 24 synack 33 ct_src_dport_Itm - -
7 shytes 16 dintpkt 25 ackdat 34 ct_dst_sport_Itm - -
8 dbytes 17 sjit 26 smeansz 35 ct_dst_src_Itm - B
9 sttl 18 djit 27 dmeansz 36 is_ftp_login - —

Zo0d S8 R I UNSW-NB15 %4 748 BAT TCRAFEA, TUAR 10 2 I AR AL 4B A (7], Moo 2R B 50 AN R) A0 f 2
S8 K, 288 530 B0 AR ). Hh ) SR T i 2 Moustafia 25 A PPH5GE 5 0 S50 HEAT B (B2 A 1 — S8R 22 X KT
BRI T AR K Ui S8 T Mk 7 A, 2 RS MR BT 1) R D i, 7E B TR AL B AR SE B R AT T BN T e A X L
Mt 75 SR 4 S I Bk A 7 S AR B R R AT SRR, K1) 43 N R B A I R B A K R 11 43 A L3R 3.

Table 3 Data distribution of training set and test set

=3 NSRBI A B B o A

o e S WA
Fe| R B WHoe | KR )

1 Normal 6 522 43.79 1673 44,92
2 Exploits 1868 12.53 432 11.60
3 Fuzzers 1389 9.38 353 9.48
4 Reconn 1294 8.69 301 8.08
5 DoS 578 3.88 146 3.92
6 Generic 1449 9.73 355 9.53
7 Shellcode 1118 7.51 287 7.71
8 Analysis 275 1.85 74 1.99
9 Backdoor 274 1.84 74 1.99
10 Worms 130 0.87 29 0.78

Gt YIGERE 14895 | MREMHE 3724
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6 SEWHERTH

SIS A IC BN Intel VU k% Ab PR 4%, 32 4 2.5GB,8GB 17,64 £ Windows 10 #:1F £ 4t. 525 7E Anaconda *F
& - 4# ] Python i 5,383 i I Scikit-learn? T AL S2 P ¥ RF-GBDT HELUKE AL 5 LR 4 FIEEAT T %) L
Adaboost. BEHLARR R . K 54K (K-nearest neighbor, & #} K-NN)&Li% . ¥ 48 [7] )9 (logistic regression, & 7% LR)
Bk
6.1 HIETALIE

TE AL R B B, % H5 4 S AT 25 BR TUR AR AE SR 5 53 AR AE AT S B 5y T 4 /N AR AE 2 [R] ( K/N22
S, Tk B B8R B B AR T AN B B O T P, DR IE 5 SR A 80 6 BB BRI 3 AT A — A b 3N P
A RHEAE WS 2 [0,1] 2 18] 5 — A TS a0 A 2N (A7) B

r_ X - Xmin
X _7)(,“@( X a7)

o X 93— FUAFAE FIAE, Ximax FFFAE X IR 5 KA Xonin AHFAE X (1 I/ MA B K G 1 Mg i 5 1) S8 AR 1E
HA— 105 mEUERE PR R,
6.2 FFIEESE

ffi [} GBDT-RFE HIE#HTHEIE £, — 3L 41 MRHE, Rk — 384T 7 41 31145, 15 3 41 H4HE 745
— YN ZRARIE 3 — N I ZRI5 5, 31 2% o BOR FH 5T 5043 2% (log loss) 8 5, 15 1 24 38 (18) A i :

1 _ _
L (Y,P) = _ﬁz:\iolz::; Yk 109 p; (18)

min

For,

o N RRFEAREE KRR PEE;

o Vi KARER I AFEARE Tk 2K,

o P EARH I MEEARRET kAR,

o Y RIREIIAIRAY I FERE, RNy NxK BT AER 2 | AN REA TR T k 3800, 0y =1 a0 R 58 | AN FEARAN R

Tk 0,00y, =0;

o P RIRMEAFERE, K/ NxK.

i H GBDT-RFE SiE#EAT R AERE £, I GR35 AR ARG HL W B 4 FToR AR ERCR R T 12 MRRAERT, I 25
TR A A AN K, B o (1) 1 2 R 7 e /N VIR0 2R B se B2 IR R AE T SR 3= 20 AN R SEEG R BL 20 ANMRRIEAE Ay m i
RRAE HEAT B AF 55 e, 4% 4 00 51 B 0 HE A 1 4R AE T 42 2 - “dbytes”“dmeansz”“synack”“dintpkt”“ct_state_ttl”
“sload”“ct_srv_src”“service”“dur”“smeansz”“dloss”“dttl”“sttl’”“shytes”“dload”“ct_dst_sport_Itm”“res_
bdy_len”“ct_srv_dst”“ct_dst_src_Itm”l“tcprtt”.

0.8
0.7
& 0.6
*
= 0.5
0.4
0.3 1 vorerenrandrpertes
0 10 20 30 40
WP RHE S R

Fig.4 Training loss change
Bl 4 IR
6.3 HF{ESEiR
A8 FH 8 WL AR P B2 00 AT RS AAE 2 460 o 5 R0 1) /N B0 8 L e 4 R I BE B 2 A8 22 GBDT AR I il 4R
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Fig.5 Loss of test set and the training time
B 5 RS R I 2R [A]

6.4 ZER%TLE

* 4 85T RF-GBDT 5 K-NN. AdaBoost. LR 7& Il 2543738 X EGIE 4 GE 3 DL, PA K 5 HoAth STHR 6 %
P A NJA IR &5 SEANTEAE B VPN T VE AN [R), JE V34T 5 b . RF-GBDT Al 222 83.78%, Kk % /& 1.8%,
F1 /330 {H & 83.78%, = # #B /2 fix =i 1. RF-GBDT 1B N 2 4r AR Y 72 R A28 501 b ARSIl 2R 0 5 AN 3R B, 3K 5
7R 7 RF-GBDT 5 K-NN.AdaBoost. LR iX 4 F &L 758 A 2550 L A il 2 B8, 3L 7 “Worns™“Reconnaissance”
“Shellcode™ F1“Generic” i A i f #R1R /0> (H 2 A | 22 AR 7E 84% LA L.

Table 4 Comparison of 10-fold cross-validation results of training set and compared with other algorithms
R4 UIGREE 88 e S e LB B R 5 A 50k L AL

S 6 I 2 (%) PR (%) F1 7 (%)
K-NN 64.35+1.05 3.960.12 64.35+1.05
AdaBoost 73.85+0.82 2.91+0.09 73.85+0.82
LR 63.16:+0.84 4.09+0.84 63.16+0.84
TP o 222 [ % 20 20 80 N/A 76
RICSA-KELM!?4 N/A 2.12 N/A
RF-GBDT 83.78+0.91 1.80+0.91 83.78+0.91

Table 5 Comparison of detection rates of four algorithms in each category
5 4 FPEIELEREA S IR I Z X L

. Ao (%)

kK ()

A EA1(%) K-NN AdaBoost LR RF-GBDT
Analysis 1.85 52.71 52.43 25.74 70.52
Backdoor 1.84 14.23 53.65 3.66 72.65

DoS 3.88 7.78 21.98 1.39 35.47
Exploits 12.53 60.50 62.71 60.29 76.31
Fuzzers 9.33 39.02 54.00 33.12 63.50
Generic 9.73 56.31 67.90 40.51 84.27
Normal 43.79 85.57 86.34 87.58 92.38
Reconn. 8.69 56.19 81.68 71.71 92.89
Shellcode 7.51 48.49 83.72 45.36 91.23

Worms 0.87 14.62 41.54 0.00 82.31

AN FEMRREE X H T 3233 T AL # 28 (receiver operating characteristic curve, fii #k ROC RH 25 ) F1 i
- ] K i £ (precison-recall curve, fi X PR Hi£R), 10 1& 6 7%,

Kl 6 Hox 7 ROC £k T (I 1E #H (area under curve, &5 #k ROC AUC)AI PR £k T (71 # (area under curve, fi
Bk PR AUC).

e RF-GBDT [ ROC AUC 1A %l 98.57%, i %1l % —;AdaBoost ) ROC AUC #& 97.31%,HE7ESE 2 fif;

e PRAUC & RF-GBDT [ 5k =, Al ik 91.48%; 25 2 4 /& AdaBoost, /& 83.48%.
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Fig.6  Working characteristic curve and precision-recall curve of subjects
Bl 6 szl AR h 2 RORS B 38 1 [n] 2 it 2

3263

SR T UNSW-NB15 3038 S Y 2 A 3 A5 Lk 7 RF-GBDT. Logistic Regression. AdaBoost 1 K-NN

X 4 FpRRAE IR A3 5 UG UE R R I
RS 45 RAR W), RF-GBDT B B A s A I . AR IR IR .

SEIy g B 7R RF-GBDT fIAE I % 2 83.78%. iRk % /& 1.8%.F1 43 #{H & 83.78%.ROC AUC /& 98.57%.

PR AUC # 91.48%.

FAN T TFREAR 2R 1285, RF-GBDT BRI 2 AR &, Lk 4n 2 51 “Worns™“Reconnaissance”Shellcode” il

“Generic”# A B AR D (R KN FRARAE 84% LA L.

7 HFERIE

R ST HoF 0 245 N AR A I K A AN 1 87 1) 2 5 S TR B TR AL AR PR O AR S AR JEE 4R T 1 RF-

GBDT ARl 7r FAEBIAEL 2B R AE S 2 A 3 AR AL IE 3 . R A e A0 7 2K 25

i/ GBDT HYHFAE 2 24 2 Fdb AT R b I 3, 2 37 J0 R A, A RE S D> TH SR L I DRI 5 (93 P2, 3 e
B v AR R 2% Y RandomForest Il 25 K4, K B A 2145 — BB 1K) 7 2R 51 D3l IO 45 AIE ;{3 ) GBDT ik

AT 73 28, AR 45 3 (W PR ORI 27 51 3 R % B L RO TR 2 4

S 45 R B WAL UNSW-NB15 Hiffa 4k b A SCHE AR RE-GBDT B A7 AR 30 A0 e« iR 4R R LR A4 5.
RF-GBDT e 5 4 £ iffy 3t AS: 00 114 190 26 370 B b (1 A0 el SR 20 0 L RE A0 B 4 b A M) o o A 522 1) T o S R RF-

GBDT X i 1 [ 28 A AR AGH I K038 AN 114 14 22 73 S 1) il LA 0 25 (1 A 5

References:

[1] Lin WC, Ke SW, Tsai CF. CANN: An intrusion detection system based on combining cluster centers and nearest neighbors.

Knowledge-based Systems, 2015,78:13-21. [doi: 10.1016/j.knosys.2015.01.009]

[2] Kim G, Lee S, Kim S. A novel hybrid intrusion detection method integrating anomaly detection with misuse detection. Expert

Systems with Applications, 2014,41(4):1690-1700. [doi: 10.1016/j.eswa.2013.08.066]

[3] Karami A, Guerrero-Zapata M. A fuzzy anomaly detection system based on hybrid PSO-K-means algorithm in content-centric

networks. Neurocomputing, 2015,149:1253-1269. [doi: 10.1016/j.neucom.2014.08.070]

[4] Lawson C, Neiva C. Magic quadrant for intrusion detection and prevention systems. 2018. https://www.gartner.com/doc/3844163?

ref=mrktg-srch

[5] Xie XY. Research on intrusion detection model based on convolutional neural network [MS. Thesis]. Najing: Nanjing University of

Posts and Telecommunications, 2019 (in Chinese with English abstract). [doi: 10.27251/d.cnki.gnjdc.2019. 000590]

[6] Chi YP, Yang YT, Li GF, et al. Design and implementation of network intrusion detection model based on GR-CNN algorithm.

Computer Applications and Software, 2019(12):297-302 (in Chinese with English abstract).

© hRBIEB IR

http:// Www. jos. org. cn



3264 Journal of Software 234 \Vol.32, No.10, October 2021

[71 Xia JM, Li C, Tan L, et al. Improved random forest classifier network intrusion detection method. Computer Engineering and
Design, 2019(8):2146-2150 (in Chinese with English abstract). [doi: 10.16208/j.issn1000-7024.2019.08.009]

[8] Garcia S, Derrac J, Triguero I, et al. Evolutionary-based selection of generalized instances for imbalanced classification.
Knowledge-based Systems, 2012,25(1):3-12. [doi: 10.1016/j.knosys.2011.01.012]

[91 Sun Z, Song Q, Zhu X, et al. A novel ensemble method for classifying imbalanced data. Pattern Recognition, 2015,48(5):
1623-1637. [doi: 10.1016/j.patcog.2014.11.014]

[10] Zhang Z, Krawczyk B, Garcia S, et al. Empowering one-vs-one decomposition with ensemble learning for multi-class imbalanced
data. Elsevier Science Publishers B. V. 2016. [doi: 10.1016/j.knosys.2016.05.048]

[11] Sain H, Purnami SW. Combine sampling support vector machine for imbalanced data classification. Procedia Computer Science,
2015,72(Complete):59-66. [doi: 10.1016/j.procs.2015.12.105]

[12] Jian C, Gao J, Ao Y. A new sampling method for classifying imbalanced data based on support vector machine ensemble. Elsevier
Science Publishers B. V., 2016. [doi: 10.1016/j.neucom.2016.02.006]

[13] Chawla NV, Lazarevic A, Hall LO, et al. SMOTEBoost: Improving prediction of the minority class in boosting. Lecture Notes in
Computer Science, 2003,2838:107-119. [doi: 10.1007/978-3-540-39804-2_12]

[14] Gaddam SR, Phoha VV, Balagani KS. K-Means+ID3: A novel method for supervised anomaly detection by cascading K-means
clustering and ID3 decision tree learning methods. IEEE Trans. on Knowledge and Data Engineering, 2007,19(3):345-354.

[15] Muda Z, Yassin W, Sulaiman MN, et al. A K-means and Naive Bayes learning approach for better intrusion detection. Information
Technology Journal, 2011,10(3):648-655.

[16] Khammassi C, Krichen S. A GA-LR wrapper approach for feature selection in network intrusion detection. Computers & Security,
2017,70:255-277. [doi: 10.1016/j.cose.2017.06.005]

[17] Aburomman AA, Reaz MBI. A novel SVM-KNN-PSO ensemble method for intrusion detection system. Applied Soft Computing,
2016,38:360-372.

[18] Guyon I, Weston J, Barnhill S, et al. Gene selection for cancer classification using support vector machines. Machine Learning,
2002,46(1-3):389—-422. [doi: 10.1023/a:1012487302797]

[19] Friedman JH. Greedy function approximation: A gradient boosting machine. The Annals of Statistics, 2001,29(5):1189-1232. [doi:
10.2307/2699986]

[20] He X, Bowers S, Candela JQ, et al. Practical lessons from predicting clicks on ADS at Facebook. In: Proc. of the 20th ACM
SIGKDD Conf. on Knowledge Discovery and Data Mining (ADKDD 2014); the 8th Int’l Workshop on Data Mining for Online
Advertising. New York: ACM, 2014. 1-9. [doi: 10.1145/2648584.2648589]

[21] Moustafa N, Slay J. UNSW-NB15: A comprehensive data set for network intrusion detection systems (UNSW-NB15 network data
set). In: Proc. of the Military Communications and Information Systems Conf. (MilCIS 2015). IEEE, 2015. 1-6. [doi: 10.1109/
MilCl1S.2015.7348942]

[22] Swami A, Jain R. Scikit-learn: Machine learning in python. Journal of Machine Learning Research, 2012,12(10):2825-2830.

[23] Cai HM, Wang QX. Research on intrusion detection technology based on deep learning. Network Security Technology &
Application, 2017(11):62—-64 (in Chinese with English abstract).

[24] Ma C. Parallel network intrusion detection method based on ReliefF and improved crow search optimization. Application Research
of Computer, 2019(10):3063-3068 (in Chinese with English abstract). http://kns.cnki.net/kcms/detail/51.1196.TP.20180811.1341.

098.html

B HR 32538 SR

[51 U3 R A T2 AR A 28 X 465 1) N AR A Y A 2 A 5 [ 2% A7 14 SC]. B T 7 M LK %2.2019. [doi: 10.27251/d.cnki.gnjdc.2019.
000590]

[6] PP #IR I, A=A 4E, 45 B T GR-CNN B3 1 9 2% N A2 ARG I ASE Y 62 o 5 S . T SR HLS. FH 45 9 £, 2019(12):297-302.

[7]1 558,28 0h iR 3, 55 cloadk 1Y) B AL AR bR 285 28 WX 288 N AR R U7 vk T SR T2 55 2 1,2019(8):2146-2150. [doi: 10.16208/j.
issn1000-7024.2019.08.009]

[23] ZRULIR, TR A FE TR BE 2 o1 I ONAZ R U B AR B 78 00 46 22 4 B R 5 3 1, 2017(11):62-64.

© TEBREEEEIEDT  htp/ www. jos. org. cn



=

AR RS TEAURARAAR AR AR 69 NAZAS B 7 3265

[24] LGB 5T ReliefF Flit & 3938 24046 59 947 NAZ AR I 5 %3 S MR F A 92,2019(10):3063-3068.  http://kns.cnki.net/kcms/
detail/51.1196.TP.20180811.1341.098.html

BT (1966 —), %, ¥ 4= Bl # 4% ,CCF % B E (1997 —), B Hii + ,CCF 2244 0t
b2 B3, 32 TR 5 AT R ) 4% 2 U] 2 4 v TLTIE FC I A X 4 23 ) 2 4 X LBk
FEHUN 25, 22 106 0 % BB B8, 1 0 5L X

HLBE.

BT (1996 —), B A, 3 BRI FU AR
W 2 25 |) 22 4 T SEAL I 4% B 4
B

KRUENI(1976—), 55, 18 &, B, 1l L4 5
Jili,CCF &l 2x 53, 2 BB 78 U N M 2% 5
A A5, B 5 A LS 22 50 X
Dt

BRSR % (1993 —), U5 A &, 3 HEHF 72 W
D) 2% 22 4 25 3 TR R WL 35 2 O R 22 5

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



