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Abstract: SDN (software-defined network) is designed to solve the problems of traditional networks with complex and scattered
architecture, making the network more flexible.The characteristic of the P4 programming language is that users can directly define P4
programs according to their needs for processing data packets,and then compile and configure user requirements to network equipment
through the adaptation file.The SDN data plane conformance test for the P4 programming language is to send the consistency test cases to
the P4 network equipment to evaluate the consistency of the actual output and the expected output.Conformance test cases are the carriers
for performing conformance tests,and the traditional manual construction of test cases is a tedious and time-consuming work.This article
focuses on the design principles and generation method of SDN data plane software conformance test cases for P4 programming language,
gives the conformance test case coverage standards,designs the command information entity structure and the test case entity structure,
and uses the simple_switch virtual switch loaded with the P4 program as the test object to illustrate the conformance test case generation
process.This paper also implements an automatic test case generation tool for P4 network device conformance testing, and verifies the
effectiveness of the tool to automatically generate test cases, and realizes the simplicity of the conformance test case construction process

Key words: conformance test; test case generation; test coverage; SDN (software-defined networks); P4 (programming protocol-

independent packet processors) intermediate node programming language
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Fig.4 Control command information storage structure
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Helper ZEFTHEAE 1 75 v 5% pdinfo ST A BT 47 VT Bid 3 4 3% (match-action tables)idE 47 25 P 7 4%, K5 2 hil iy & ¥ 20 AN
#ANVLHL 515 2 (match-action tables)Xt 2 ) TABLE_NAME,ACTION_NAME,MATCH_KEY,PARAMETERS
BE BE A AE B SL k.

(1) fEbrE4

RAZF K ZFR N table—preamble—name. fifHTK 4 MR AZ WK 7 i, SR — K 4, & FIW 5 & 215
h iR G R R A I AR SR AT B, 45 LB S T R 3 4 A o A SCAR R R BRI H k.

(2) fEHTICE 7 B

VG Bt 7 B I8 /2 2 5% £ 2 table—match_fields— (id,name, bitwidth). 87 VG B 7 B 1 R 40 el 8 7 7, G it 7 B
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Fig.7 Parsing the table name process
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Fig.8 Procedure of extracting match field
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(3) fi#brshfE

AEA R ZH KRN actions—preamble—name. fif T s AF ROV WL 9 Jross M 6 44 4R HUZ R 1 T A )
E 1D Ji M4k 1D FREX DA 44, 4K 1D 52 75 0 d i — A 1D AN I 4R S SR 1D RN R (¥ A7 s 1 44 s
ST A AT HE K.

—— b
: ] RN i S e
ages — W BRI g \r‘irw/n},
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Fig.9 Procedure of extracting actions
K9 ftrah Ve

(4) HrEnfES 4

HES BN 5= F R actions—params—(id,name, bitwidth) EHT I 1E S5 v AL & 10 = AR 3h1E
AW B2 A S8 NSRBI AT 2 500 A5 B A B 45 R

BRI B) Ay SR, iy A A5 R SE AR B N fiy &f5 R SE AR 9 3R 280 DAL A e A e 5 2 R
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Fig.10 Procedure of extracting action parameters
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AR Uk FH 5] 5 SR g g 2 PR R R 9 S Ak a3 Sl B R AL & B RAEAEE . FMEAR
Gk INEEA AT SRR

o A B

$%Mﬁ%@$mkhﬁmmeﬁ?mﬁmﬁﬁL i il iy 2 S 1Y FRAR 48 iy & S T I 7 - Bk R Bl
AR A . NES . VLECH. SHUE B 55 AR R 4 M 91

M%i&%%%ﬁ%%%mtﬁﬁuma%%*iﬁ@m$uﬁLMﬁ%WLfmﬁkhimmmv
15 T SEAA 1 2 2 WU FH A9 24 2R Ay iy A 125, U0 B A A0 A o 4 IR S AR 1) oy 2 4 2R 72 B A% R 3 A
;25 W P 8 2K 280 3R 48 AN B 25, DK iy 4 15 IR SE AR Th ) TABLE_NAME - BHE SUN # U 1) TABLE_NAME
FBEF IR A 4 4% 205 T B B I8 R 1 R B SRR &k ILEUSRA A% SEOR &80 1
W R385 1 5 i A A AR

4 ik A 1A B R A5

A AR P4 R PP simple_switch 28RS AL oA i a0ns B, 1 B — S0 ik F 4910 A= o 2.
4.1 MRITIEGHI G S

simple_switch 48142 #4111 ¥ 1l iy 4L W Bl 11 Fros.

Fig.11 simple_switch virtual switch control command set
Pl 11 simple_switch K281 28 Be bl 6 iy 4 42
1 TR S B E V2 D BESRABL IR R TRRAT iy & O HANIR] 1K) P4 19 2% e 4642 il iy & S T AN 58 A ), I
3, AR S0 I A R 4 A i 2 S — SO DT 451, M A2 18 B simple_switch FEAUAL B A AR NE IO K R A
il 4 table_add,table_delete,table_dump,table_modify i Az i — 2 03 41

42 THlnSEBRIER

e table_add I ity 4
B R SN 2 IR i 4 X R

table_add(table name)(action name)(match fieldsy=(action parameters)[priority].
A=K T E RS AIEL. BRI, Zh1ES 4L Bl 4 “table_add ipv4_lpm drop 0/32 0/32=0"
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S AR AT UL R ipv4_lpm $85E T %A 2 ) ipv4_lpm X ik 4 N\ K I ipv4_forward $55E T &I L
TiC BT IS AT I B AE 4 ipva_forward, OXIfEfffff/32 $i5 & T TLAC B2 16 il i) Ffefef, = iy & 1% X7 2 e
S Sk JEAR, = J5 [ 00 0x0 #8722 T ipv4_forward h/EI NS4890 0,4 & EMER BN S8 >/ 5
JE RN 245 LA S E a2 R PR 0/32 0K ISR 1R B FE O 32 4.

o table_delete I Ex iy 4

1 0 N B R TR iy 2 A X h

table_delete(table name){entry handle).

TR — A 3075 T o R I AL R R 2 UL R Z RINAE R P I 5 EIX B FR A entry handle. DLy 4
“table_delete ipv4_lpm 07 AU FH 0347 18 . 2 AR ipv4_lpm 4858 T Z v & MIBR 11 R T 7E 2% ipv4_lpm 1,0 it
W) T Zam 2 MBR L P R 5 2 0 K0

o table_dump RIAH 4

B A W IR iy 44 2L an T

table_dump(table name).

A 1) 2 I 7 T T 7 AU IR R I 7R R (W R 44 UL iy 4 “table_dump ipvA_Ipm™ 24 0 F 45 1247 130 B 56
W ipva_lpm FR5E T %A B IR 44 08 ipvA_lpm IX 5K I BT AT R I

o table_modify 15 i fir 4

BVE S SR T oy 2 s 2 h:

table_modify(table name)(action name){entry handle)[action parameters].

& R TR T € RIUFAE RN RS . RIUDWaEL . RIS SIERSH L4 2 “table_modify
ipv4_Ipm ipv4_forward 0 0x123456654321 1”4l A 4 33E 47 Ui 8. 3L o ipva4_Ipm $8 7€ T & 15 Ut & 3
ipv4_lpm AR I ipv4_forward i T %y A48 UK R T (3 1B ipva_forward,0 Fi5 & T A A8 1 2
F ipva_lpm %S 0 ¥ % 35 ,0x123456654321 1 5 T % A N ipva_forward [ 5 AN 2 5 sk
0x123456654321 1.7iir % BAE U R I 1B ARAT J LA Z 8 il 245 LA 28
4.3 HERUNRAGIE

W 12 o A R A0 A B SR U I DU ) 8 R dr & Bk . RAA G s EAREE. LR
G SEAGIE AL BAL, LA fr A5 B SR A 5 B, 1 38 X B 28 2 i) TABLE_NAME,
ACTION_NAME,MATCH_KEY,PARAMETERS &, fit table_add,table_delete,table_dump,table_modify iy 4.

WK 13 s, AT LA I S iy 4 820 10 DU 491 A e B2 0 490 AT 10 B R SE A T R P4 AR B A
(-p4info STAF) IR T 5, DL FH 18] 258 704 Sy 20 2R 00 A7 ) 3 435 - IR P 481 288 284§ 5 B M i A JEL S AR 1 i 2
A 2, A2 IR ) 2 I 5 A I s VR R R B4 . TERC - By shVE 44 RISl 25, T 22 S0 2 30 A0 T
B ir & 75 T BIR A4 AT ST SDN B~ T 4R — SOtk s H 90 A2 i C A AR B 44K T P4 T8, I 2 B
FEAOBCT 9w 265 16 P4 {5 B UL (.pdinfo SCAF).

o ZEBONE I BE R U

A4t P S F AT S S 804 VIR 7 B (match_field) F1 3/ 2 % (action_params),iX P 4> 2 5 A fig
HH.pdinfo i€, 75 2 7 A4 A .pdinfo SCA v SR HH 2800 A7 B 8 AT SN RE S T AT - 2 SO S i+
7 T, AR 2 AT BT e S R S kA X H R 1P kb U 32 A7 ZHEWIEL N T Oy A T 4 B,
BB 8 for. % 1 3 DA+ BE A 7R 1P kA EOWAR AR 254 323, B DA BRI 2 B0 A7 £y Hh— AN BRI S 4L
LU & — A S % 20 DEE 2 B (0 S 30 A2 H ) ok sl 2 9 ik 2 2819 1P Hbohik, UE P 7 B 1A A B 0 20
S 8bits MK 5. S % S H AR 1



KET 5 :SDN 248 F @ #pF—BOH n X8 9] 2 AR 7 i 2719

st iy 4 A< 9 HLC Il 2 209 PR i ¥,
 Tabloadd o] T ey B g —_
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Fig.12 SDN data plane software conformance test case generation algorithm map for P4 programming language
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Fig.13 Procedure of generating commands
K13 dr R i

Table 1 Reference parameters
*k1 ZEZH
24 (DA BAZ

match_field 8 00
match_field 16 00:00
match_field 24 00:00:00
match_field 32 00:00:00:00

match_field 40 00:00:00:00:00
match_field 48 00:00:00:00:00:00
action_params 9 0

o AN A9 s )

ATV T W A A8 S A 2 4 AN TR FH 490 SE Ay Ry 4 EB 4y A% 2 CF(CommandFormat). RT4& 451
PC(Precondition). M3 H 5 TC(TestCase). HAE %t 455 EO(ExpectedOutput). & 1% 45 #4110 B 75 T a il
T 48] S A Ao 3000 3 P 481 S 5 JEL SR I BT A T, O (R T ) P4 R FEAT 5 1 SDIN E5Hs ~ 1 390H — B0 ik 512 e
4 L5 T &5 L ok i P2 T 4% £ PC ORI I SR 4 45 TR EO D sk R G ) 3 38 A F2 A 4 A AR SO YRR IA.

14 Frow g —A W H 49 s 491, He v,

o & CF Jy“table_add ipv4_Ipm myTunnel_ingress Oxffffffff/32=>0x0 0x0”;

o if$E4MF PC 4 “The entity to be added should not be duplicate”;

e A TC H“table_add ipv4_Ipm myTunnel_ingress Oxffffffff/32=0x0 0x0”;

o IHEHKH 45 L EO Jy“Entry has been added with handle N”.

TC ' table_add Al ipv4_lpm UK I ipv4_lmp 3 1 N\ 3K 0, OxFffffff/32 QR TTHD - B2 32 47 Ox(Hffffff, T
et ok 2 T 1) 2 v 4 N 2 50k 00 A1 0x0 #31E myTunnel_ingress.
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110 451 i 461

CF_table_add(table name){action name)(match fields)=(action parameters)[priority]
PC_The entity to be added should not be duplicate

TC_table_add ipv4_lpm myTunnel_ingress Oxffffffff/32—=0x0 0x0

EO_Entry has been added with handle N

Fig.14 Test case example diagram

K14 sk 4 s
W B e 7m 6 (1B 15 iR

4 *commands.txt = 4. .x
File Edit Search Options Help

table namezipv4_da_lpm

action_name:sel [2ptr

action_name:my_drop

table nameimac_da
action_name:set_bd dmac_int!
action_name:my_drop

table name:send_frame
action_name:rewrite_mac
action_name:my_drop

BHRTELE
CF_add_ipv4_da_lpm_ipv4_set_lzptr_hdr.ipv4.dstaddr_dstaddr-port_InvalidTN1
PC_The entity to be added should not be duplicate

TC_table add ipvd_da_lpm_error set_[2ptr 0f32 => 255.255.255.0

EOQ_Invalid table name ipv4_da_lpm_error

CF_add_ipva_da_lpm_ipwa_my_drop_hdr.ipva.dstaddr_dstaddr-port_invalidTi
PC_The entity to be added should not be duplicate

TC_table_add ipva_da_lpm_srrar my_drop 0/32 =

EO_Invalid table name ipva_da_lpm_error

CF add mac da ipvd sel bd dmac_intf_hdriped.dstAddr dstaddr-port Invalid TN
PC_The entity to be added should not be duplicate

Te_table_add mac_da_error set_bd_dmac_intf0/32 = 255,255.255.0 00:00:00:00:00:00 7
EO_Invalid table name mac_da_error

CF_add_mac_da_lpv4_my drop_hdripv4.dstaddr_dstAddr-port_InvalidThi
PC_The entity ko be added should net be duplicate

TC_table_add mac_da_error my_drop 0f32 =»

EO _Invalid table name mac_da_error

Fig.15 Test case set
15 a4k
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AT

RTEATC L LI SDN. Eodha~F- i A — Bl 41 B 2 A2 sl TR AT — S0k 0 4910 A2 ke ik
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demol &1 15k, %4 4 ipvd_lpm, &1 3 A 5h1E:ipva_forward,drop,NoAction, X i, T AE il 3 463
WA A 1R AW 4. 1 ARIFMBRG 2 3 &RIME S 2

demo2 & & 3 K, %2 ipva_da_lpm,mac_da,send frame. 3 3% ipv4 da_lpm T 2 3
1 :set_I2ptr, my drop,% mac_da 5 2 4~zh1F:set_bd dmac,my drop,# send frame 45 2 4zh
{E:rewrite_mac, mydrop. T A2 i 6 SRR A A& 3 £RIM A MM 4. 3 KRR a2
6 4RI E K2

demo3 &1 2 kK, ipv4_lpm,myTunnel_exact. o+ ipv4_lpm EKH 4 4 31 ipva_forward,
myTunnel_ingress,drop,NoAction, % myTunnel_exact "4 3 A>3 1 :myTunnel_forward,myTunnel_
egress,drop. T A B 7 26 R INFEA A2+ 2 R TUN AW a4 2 SR MBR A 4. 7 4RI
& i 4.

W3 2 Pros, 3 A PA P IE 12 Z 48 7 1l iy i 1k — Bk I sl 1 B 3 A= i TR 3R AT — ok il A 4 4=
G BAT R T A PSP 81 ) 52 o 2 2R A5 U 45 AL 56 A 0 R A B iy 4 A ) PR 0 U] 9 4R A0 7 ol 17 1%
P fi 7 BOIT A AT RE BLA R O, SEBL T A i U LA B SR IRAIE T I 1) P4 SR 5 SDN B F- i 4 A
— BRI B B B A TR R A R
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Table 2 Test case automatic generation tool test data table
F 2 WA B 3h A e R R o &

Y el 5
P3R5 e | R4 HE | LR | 28 | @d | KA HE | LR | 28
[k | AR | ARE | ARE | AR | B | AGE | ARG | AR | AR
table_add 3 3 3 3 3 3 3 3 3 3
demol table_dele.te 1 1 1 1 1 1 1 1 1 1
table_modify 3 3 3 3 3 3 3 B 3 3
table_dump 1 1 1 1 1 1 1 1 1 1
table_add 6 6 6 6 6 6 6 6 6 6
demo? table_dele.te 3 3 3 3 3 3 =) 3 3 3
table_modify 6 6 6 6 6 6 6 6 6 6
table_dump 3 3 3 3 3 3 3 3 3 3
table_add 7 7 7 7 7 7 7 7 7 7
demo3 table_dele.te 2 2 2 2 2 2 2 2 2 2
table_modify 7 7 7 7 7 7 7 7 7 7
table_dump 2 2 2 2 2 2 2 2 2 2

45 MXTEFRM@

I R 48 A i B B ST ] 18 B A6 7 3 5 pdinfo SCAE Y S, AUl Write In 32240, I A= % pdinfo S04
o} IS F 4= 8 03 T 491 A 3k 2 .pdinfo SCAF )R K KL FR table. actions N ZAE, )5 2 E match_field 1 action_
params, i Generate entry 4%, RIZE T 5 25 (4 BoR RIS B.

= Dialog - 4+ %

P4 Info Mmaome/fjiangjinhao/pdlangutonalsf . = | Select painfo
P4D2 2017 Falllfexercisesiodruntimebuild, =

tables | mytunnel_exact - actions i e ——

match field hdr.myTunnel.dst_id

sction param | "OSTADAr™:  00:00:00:00:00:00 spar: 72

| Generate Entry

Entry to Writa table_name:myTunnel_exact
match_held:
budr. vy Tumeseloadst id
action_name:
myTunnel_egress
actron params
"dstAddr:  00:00:00:00:00:00 Sport’: 7

egress

Ingress

Wirite In
Fig.18 Test case generation tool interface
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BB, A G AN LAt MK F 10— U BRGNS 21 7 1) AR A SCA 41 T SDN 484 P4 G B i 35 45 1, 1
WF T SDN AUk — S RBLA TAERS 00, BEvk 17 -1 1) P4 4 fE i 5 (1) SDN Hdli 1 i 411 — E0vk ik il 4
AT, SEBL T 1) P4 G REE (1) SDN Hodle - i Bt — ErE N F 1 B 2 A4 p TR 92 45 R ik
THAEWS th ™ A O 5 g 4 2 1l 2% DN 481 413 v DA S0 A A 7 P4 R £ 0 a1 4.
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BEXE P4 g e 5 (K SDN HoF- I 4P EAT 3058 W 28 R85 10— EPE N AR 5T

I 7] P4 2 1 55 1K) SDN B 1 if A — EE MG FE i 2RI OA B fa . AR STy —

ST e — P DU S B 4 41 7 LT ) P4 48 35 0 SDN B0 F T — BT Uk
R, P LA T GRPC HEAERY S5 4 FRBE T OO 0 42 0 MRS VAP 2 SR o
FFHFIL.

THHLEAE RS Stratum 4R P4 API . PARuntime API, ] DAL T 7 SCH HH () T8I 5] P4 2w F5 35 35 1 SDN %%
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