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Abstract: In view of the problems existing in the management of archival data, such as centralized data storage, poor security, and low
tamper resistant modification, this study proposes an archival data protection and sharing method based on blockchain technology. The
identification of digital archives and the determination of archives ownership have been achieved through smart contracts and digital
signature technologies; digital archives files have been protected, verified, restored, and shared through technologies such as smart
contracts and the interplanetary file system (IPFS); the economic cost have been reduced meanwhile data security could be guaranteed and
data extendibility improved through the combination of permissioned and permissionless blockchains. Featuring the characteristics of
decentralization, security, credibility, and tamper-resistant, this method is expected to promote the data storage way transformation in
archives so as to meet the increasing demand for the protection and sharing of archival data.
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Fig.3  Structure chart of smart contracts
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Fig.4 Structure diagram of JSON of digital archives
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&% 1. Saving of Archive.
1: Procedure SaveArchive(DoclD,DocAttrs,Files)
2 system executes:
3 generate a random keyPair—edk(key,iv)
4 AEScncrypi(Files,key,iv)—EncryptedFiles
5 extract( Hash2% |pfsa® Y—>FileSars
6
7
8
9

Files EncryptedFiles
combine(DocAttrs,Filesrs) >D0CISONaintext
AESencrypt(DOCISONaintext.KeY,iv)=>D0OCISONiphertext
ECDSAsign(SC-1D,DocID, Hash3a2s | Ipfsid, ... )—>signature

DocJson ! ciphertext

contract executes:

10: if AACCounerauthcheck(Signature,SC-1D)=true then
11: AISCe .., (Docld,[version, IpfsAddr,Hash, Time])
12: endif

13: end Procedure

4 58 SR R AR SR 5 B R AN R 2 AR AE T DA AN 23 531 A= i ek, T A2 A FH 70 37 8 24 22 I 61 22 1) edk; DA
2 H4fE DoclD A\ AISC &1 IPFS i DocJSON Jififf %, 4K i M4 557 1 R4 4% S A J B 119 DocJSON Jf:
FEIN JE A7 4% 2 IPFS Al AISC £ 4.

P S IG5 A B IR B L R A . R BEXS IPFS rP RS S 540 X B IE AT DocJSON X 14 5¢
T AR M s PR PR 2245 B B0 TR IX 3 340, R A Fe L AR 2.

& 3£ 2. Validation of Archives.

1: Procedure ValidateArchive(DoclID)

2: system executes:

3: signature—>ECDSA ;g (PrivateKey,,SC-1D,DoclD)
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4: service executes:

5: if validate(PrivateChaingegiock, BDP Cgetastoiock) =false then
6: return errorinaidchain(DocID,timestamp)

7: endif

8: contract executes:

9: if AACCounerautncheck(Signature,SC-1D)=true then

10: return AISCEWSverso" | jst{DOCISONipts,DOCISONpash)
11: endif
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13: AESecrypt( 1PfSSperison (DOCISONips),edk)—>D0CcISONpjaintext
14: if validate(DocJSONp,sh,5ha256(D0ocJSON jaintext))=false then
15: return errorinyaigipis(DocID,DocISON;yss, timestamp)

16: endif

17: if validate(DoCJSON aintext, LOCAIDBS, )=Ffalse then

18: return errorinaigps(DoclD,timestamp)

19: endif

20:  end Procedure
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3% 3. Authority Check.

1: Procedure AuthorityCheck(DocID,SC-1D,hash,signature)

2 if ASSCprepieshare =ty e then

3 return true

4 endif
5: ecrecover(hash,signature)—PublicKey
6 if DICCcheckpublickey(SC-1D,PublicKey)=false then
7 return false
8
9

endif

if ASSCpImershare —trye|| AACC ownerauthcheck(SC-1D)=true then
10: return true
11:  endif
12: return ASSCheckshareList(D0CID,SC-1D)

13: end Procedure

B 3:DA-B HRHE AL RN RS R HR 40, A IPFS AR 8 b 5 2D SR IUIN % (KR4 ZE % % DocISON iphertext: [F)
i, DA-B 1@ i 725 https 1E K ¥ 5 434 15 SC-1D-B 1 DoclD £ 1%4; DA-A,3kHL DocISON [1)fif 2% % 4H;

PR 4:DA-A W F] DA-B (1% 3K 5 14 DoclD F1 SC-1D-B 25 &%, i il ASSC & 24 A He =40 St 2L sk
P, 91 A\ DIMC & £ H1 31 HU SC-1D-B Xt 3 (1) PKeg, 28 5 A8 PKg X i 25 45 91 edk EAT AR5 BRI %%, 332 [9] 45 DA-B,
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