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Fig.8 Accuracy of DL model (HIDDEN_SIZE=250,NUM_LAYER=2,LR=0.002)
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Table 1 Information of test case
Fz 1 W EEE
L) NEES APLiH Tk API % H] API % H #iH
https://github.com/alibaba/druid/ Decrvot ‘avax.crypto.Cipher.init An instance of Cipher is used twice
1 commit/e10f2849d046265bf17 . - javax.crypto.L1pher. (the init() method is called again),
360ab4aa9eb60fd3ab8de (PublicKey,String) (int,java.security Key) which is an invalid operation
https://github.com/alibaba/druid/ Encrvot javax.crypto.Cipher.init A call to Cipher.init()
2 commit/e10f2849d046265bf17 (byte[] Sytgin ) (int,java.security. may throw
360ab4aa9eb60fd3ab8de ytetl, & PrivateKey) an InvalidKeyException
https://github.com/android-
3| Sduslednectad2nomesa | EeiContributionld | javalang String Mae-doF nall) withou
51ffaf7a53a#diff-bf160ca (String) getBytes() kpecifying the encoding
00204f2ae4c100aabe57aldfd
https://github.com/android-
4| Smsledrectad2Tomeea | EeiContibutionld | javax erypio. Mac. Mae.doF inall) withou
51ffaf7a53a#diff-bf160ca (String) doFinal(byte[]) specifying the encoding
00204f2ae4c100aabe57aldfd
http://sourceforge.net/p/ A string is converted to
adempiere/svn/1312/tree/ ; ; bytes without specifying
. . java.lang.String. L. .
5 trunk/looks/src/org/compiere/ encrypt(String) an explicit encoding. The
util/Secure.java?diff=5139a2 £5iBytes) bytes are then passed to
ef34309d2ec1827857:1311 Cipher.doFinal()
http://sourceforge.net/p/ A string is converted to
6 | unilooksismelorg ompiere Ef javax.crypto.Cipher. an explicit encoding. The
util/Secure.java?diff=5139a2 (QLrie) doFinal(byte[]) bytes are then passe.d to
ef34309d2ec1827857:1311 Cipher.doFinal()
http://sourceforge.net/p/ An encrypted message is decrypted
adempiere/svn/1312/tree/ . . and then converted back to a string,
7 trunk/looks/src/org/compiere/ Decrypt java.lang String. without specifying an explicit
. C oa & - P (String) new(byte[])  spectiymng D
util/Secure.java?diff=5139a2 encoding. The fix specifies
ef34309d2ec1827857:1311 the encoding “UTF-8”
http://sourceforge.net/p/ .
battleforge/code/878/tree/trunk/ Epcoded d.ata 15 convf:rted
. setProperty . . into a String for storing,
de.battleforge/src/java/de/ g java.lang.String. . .o e N
8 - . (BFProps, String, without explicitly specifying
battleforge/util/BF Properties. new(byte[]) .
? py ) boolean) an encoding. The fix
JR I ee84decBE3d2 introduces base64 encodin,
4b3d975fe:877 g
http://sourceforge.net/p/ .
battleforge/code/878/tree/trunk/ Textis conv‘erted o bytes
. setProperty . . for encoding without
de.battleforge/src/java/de/ f java.lang.String. . .
9 ; ) (BFProps,String, an explicit encoding.
battleforge/util/BF Properties. getBytes()
R A boolean) The bytes are then passed
java?diff=50ee84dee88f3d2 to Cipher.doFinal()
4b3d975fe:877 1
http://sourceforge.net/p/ .
battleforge/code/878/tree/trunk/ setPropert Te?;rligsggi:te\iit:})]sg;es
de.battleforge/src/java/de/ perty javax.crypto.Cipher. oding .
10 - . (BFProps,String, - an explicit encoding.
battleforge/util/BFProperties. doFinal(byte[])
R el boolean) The bytes are then passed
java?diff=50ee84dee88f3d2 to Cipher.doFinal()
4b3d975fe:877 pher.
http://sourceforge.net/p/ Encoded data is retrieved
battleforge/code/878/tree/trunk/ from a string (from storage)
11 de.battleforge/src/java/de/ getProperty java.lang.String. without explicitly specifying
battleforge/util/BF Properties. (BFProps) getBytes() an encoding. The bytes are
java?diff=50ee84dee88f3d2 then passed to
4b3d975fe:877 Cipher.doFinal()
http://sourceforge.net/p/ Encoded data is retrieved
battleforge/code/878/tree/trunk/ from a string (from storage)
12 de.battleforge/src/java/de/ getProperty javax.crypto.Cipher. without explicitly specifying
battleforge/util/BFProperties. (BFProps) doFinal(byte[]) an encoding. The bytes are

java?diff=50ee84dee88f3d2
4b3d975fe:877

then passed to
Cipher.doFinal()
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Table 1 Information of test case (Continued)
Fz 1 MR AHBE E(ER)

i INERS API i vk APLIZH APT i3 H 3L
http://sourceforge.net/p/
battleforge/code/878/tree/trunk/

Decoded data is converted

de.battleforge/src/java/de/ getProperty java.lang.String. . . -
13 battleforge/util/BF Properties. (BFProps) new(byte[]) toSSt;rilfg :Ivlltt;iu;r?:féliiltly
java?diff=50ee84dec88f3d2 pectiymng &
4b3d975fe:877
llcté?ise:/gsl(;azcee/fo;gs:.iii/}i)éjsx:;rts/ readDOSE DataOutputStream is
14 passp P (DatalnputStream, EOS P

sre/sos/mrtd/SecureMessaging Wrapper. byte[])
java?diff=5058d727fd48{84fd52d6740:50 Y

X ] AL B 4 FR 2RI APT AR F (AN B JF).
a. M T ZRM APLHL
b. A T ERR) APL Y
c. Teti T OCBEM) APLAH;
d. W T 0T AP AT BRI I S I b .

Horp PR G0 1A T 2 A AP AR ) 2 20 T 6 AP T eb AT B H L R S F A 3
B3 WA G 5. WA B 7~ E 9 BRG] 11, WA 13 48 T AR APL R A A 4 4.
WX 64 AR B 104 KA 12, R 14 B T OCEEK APL R .

432 SRR

N T35 APT % F IR H 90 4 A4S APT 35 FH b i b A 1R A% 2o SO i 4%, J 75, APT 13 FH B B 67 8, 1%
M APP HFil SR, AR F1 .

FEHEAT API 35 B [ A 0 N DeepLSTM 44 F5il - APL ¥4 %1 _E AN B L% APL Y FHE %1 3%,y 1k
ATER AT, & . APT A FHTE APL 1 FH M2 51 2 v mT LA 52 1) 44 3 [ 78 AR SC PR O 7T 4552 181 {E (acceptable
threshold). {15 15 S 46 5 [ e e AR DUASE 28 (9 o] 82 32 /KPR B KB4 APT I 4E APT W AR 51 3£ 142
1E Top-1~Top-k Z [HJ B (BL#E Top-k), A Jyi% APL i FHTEA K APT 15 FH i e Al o 4b T APT i (9 RT 42 52 3 [
W RN A% APL RS T APT i AR IS B,

Ohy B0 UE AT (10 A 50, B DA R AR Dy S 1)kt LU AR A

(1) FHEAERLA (baseline). %A AR B APT 7 H 731 b (04547 5 40 1T 8 /2 75 1) APT R H 1% A8 e 7 o 21
FA 1 AP ik b, A (R 2848 52 20 1L ZEMNRAR B A uE2e o 0.088 6,F1 {H 4 0.163.

(2)  N-gram A8 Bugram!' 13 F N-gram i 588 S B T X7 £E APL 5 P 160 553 17 400 (R AS I A S 56
T X APT 3 41 b0 — 07 & ] 17 46 16 APT 358 T AOAS I, IR 1k, AR SC S8 Bugram M ] ) N-gram
TRIAR AR S S Ll S0 A 5 % B 2% SRS YN ZR 1 AR IR (9 APT I 3 41, )11 25 N-gram 52282, 35+ 1 N
AN TGN — AN 0. S8 58 TR N={3,4,5} 4 76 B 3-gram B 4-gram BT R S-gram AR 7Y F 3t
47 Jelinek-Mercer V-7 &b 825 N-gram A5 S 8 57 ] N-gram 0 60 APT U 1 5 410 b A7 B 1
APT 1 FH M 256 371 2 BEAT TH0IU, 1) 56 1, 1 W] 2% 52 183 L (Top-K) 38 47 S B A6 .

TEASE G o, LU AEAS (R RE R 1) APT i3 T s A 00 25 SRS, PR 0 ) 82 2 180 1 090 T AR % 4 ) e B A M S 28 1) P

B )50
433 S 4R

2o IR, APT 5 FH (5l B AS I 1) S 56 45 S ) 9 T, P w477 2 3R 7R AR (] 1) 552 360 A 2 e i o s T 2 22 1 {1
(top-K) IER AR, 1] 9(a) 2 & BRI F1 AR, T 9(b) 44 A5 8 1) 2 v 2R 18] 9(c) 2 4% #7016y 4 [ 2%

g BT LU

75— 52 YU [Fl 9, DeepLSTM (¥ £ vk 3 34y iy T SEHERE R L7 [ 5K T 55 1 50%, 47— 52 16 B W0 g 7. A 512

left open
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B rf d-gram BERUEL 3-gram FERLRI 5-gram RSl [ AS: I R0CR B U (ELAE A SIEIG PR E AT T8 AN U R A Y (728 94
I i A MR 1), 0 AR B2 75, Deep LS TM R £ A% Y S 56 SR JH PRV R wh A7 — 52 (XS DM BE g HL SR S B

2] 32 52 B {H B 5] Top-8 I, DeepLSTM it 5 6 3 %5 5 5t 4

ol

. 0.030
20 .
020 000 oo 003

(a) F1 14 (b) (c) A%

Fig.9 Result of API misuse bug detection experiment
B9 API B B B ) s 6 & 2R

N T 3E BRI APT B A S ) (K 5C 2R, S 56 P Fs DeepLSTM AR X 1 44> 1) 1252 1 {E (top-k)
(¥ LA APT 5 FH B Bt 25 195 0 B B AE 3 2 vl 3 A T R U IR 1) APT 45 FH P 2 ARG HE 1 APT 43 F -

E

Table 2 API misuse bug detection reports statistics
2 API i H BRBER IR & 5l g vk

WA H 1 Top-1 Top-2 Top-3 Top-4 Top-5 Top-6 Top-7 Top-8 Top-9

Top-10

| 2] 222 2 2 2 2 2 2 2 2|
2] 2222222 | 2 <2 |
2] 2222222 | <2 <2 |
2] 2222222 | 2 <2 |
I 2] 21 222 2 2 | 2 2 |
I 2] 2 222 <22 | 2 2
2] 2 22222 | <2 <2
2] 21 22222 | 2 <2 |
I 2 21 222 2 2 | 2 |

I 2] 2 22222 | <2 |

BT RS A APT 8 FH il B G DI 41 75 175 DL, 122 EEIUK 4 APT 5 Y AR 5 P I 2500 sl g A 0 41 5 75 L A T 3k

B IR GE T 2 B, i B 10 .

IR T ARG APT 3 ] e i R e s Rl DA ROR AR HH K2R T APT iR B A 1% 2R T APT
W BRI o T, P IR £ 32 8 20 9 7 S DA RIACASE Hh P 7 o O, B PR AT 10 AN BT 1 7 1Tk 23

) 7R AN T 3 B (top-K) RS IV ) APT 35 FH 5 B s 41 725 155 00
RSN SR

o BUAE K HUELIHE N AE LS APT % ] TROAS DU B BER () 28R DR RS A ANAZ (B DR 10 APT IR ), — 2 it L it
B A S50 v SR FH TR e B AS 0 7 VR 0 R 1228 APT ¢ FH IR A1 2801 24 — A APT i F 7E APT i T 341 o
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AR 12 IR T 8 0 APTYIS, DU A SIZ 6 rp 42 7 & F000 I LAl APT 1 H 2 wi AT HAT 24001,

o (HRELSZ AR BES k B K 70 e AP 35 I (R W0 b 5700 280 5 S W A (8t AP i JT0), 3%
— B FESE AR T A S v R BB I g AR % 2K APT 5 A R PR — AN S M APT
75 APL i 5 4 hogt e A58 2 i1 AP 1 FH P 80 4 A F0 000 110 7 S, AR MEHE T HH N — 7 8 A5 35t T
FEAS APLAI G, FEA SCEEPE APT n] BELE M1 407 5 5 58 5 JUAN YR v H B, X R i okt iR FH 19 £506F
— AN E 1) APT i FH SRR AT A 0 %) 7 30t LA AR K B Pk k.

o Bl K HUE G R, 7E R APT 1 F ARSI b B UG R K I 9848 (2 4R 11 APL PR 2208 574 Ak
), 3% 55 AR S5 v SR T AR EEAT — K R——2 R0 APT 1 F R 220 S % Ak 388 1) 03 P 481 2 4
B 1A AR K S — 52 Y8 ] (top-8) 2 1T, A% S 46 5K FH AA) e B e 0 7 vt 2206 i Ab B2 Y 1) APT
5% FH 50 P A 00 A0 SR A AN 11

o AR T B E L AT DABSAE L E L A 4518 A ST S A APT 3 P 5 B 4G 000 Ty 3k, e ARG 00 35 11
APT AL APT 15 FH OB A7, T 6 R LI APT U FH 2R 1Y) APT i I b, R8RS A3 X k.

Fig.10  Analysis of relationship between acceptable thresholdand type of API misuse
K10 Algsz S AP i FH 8RB R b

G b ARSI N IR 2 ST AR 2 ) KR ARE v 1) APT A HI B2, JF N RTAE. APT ¢ Y i B Aer Il b 0 77 7.
SR T KR TS m] BEAFAELE VR R AT APT A, 5% Wi 21 U1 25 o dhs ) o e P AR RO JOR 7 A2 3 — e 5%
Wi A A S 6 mh BT 7 DUASE I Java 05 AH G B9 APT i HTAXRE SR B O 81 6 S 36 rP T AR 2 17— 5 RO RCR, AT
BB 8 I AR e A (F T AR MEAGR). AEAS S vp A0 D45 4R ) APT U JT S TR FR) APT 3 JT AR AT,
AL A LIS APT U SR (K APT U b 68 0 R AT X B, 3K 55 Bl APT R 2L A 7E IR TR AIE 5 AN 7T 4

5 %RiE

AR SORE IR 2 0 HP A A fh 28 X 8 A5 280 S FH 1 APT i FH AR (K022 >0 J& APT 45 FH BB (A0S0 D00 oKy APT 1 FH
YA I B 3 fh g 25 5 T (R A T R0 A5 0 APT 5 L B AT APT iR L 471 A K1 T U5 Java AQ RS LA I,
XA EAT AR 43 A7, IF A8 3 K APT A H B2 YN ZRAE A G P4 4 22 00 2% R AT Y 25 A8 S 36 bl i 20X AN [/ 2
Bl Ay 3% o IE N Sk A TG A0 28 ) 2 A5 20 9 FH 210 SCI0 APT 18 FH 03000, 308 i 30 &% 2R 5 s b AR i 3k
AT BBk R BB AE 16 APT 5 FH e B B i 76 LARG I Java 11 A1 1K) APT 3 P A HE Bl [ S 4910 1) Sz 6 Pl W 7 %
J5 AT Rk S 2 W, A 5 IR I B R ) APT 1 FH 2870 . APT 3% I e ok e A 2K

AR SCHEH T AR — A RERE AR B ShAS I APT 5 BB, JF AR 32 APT 5 FH HOAS I o 4 9 A 28 (B R 1R 7E
LB S R AT 500 2 db——FE R LIS APT R IR0 APT % FH b B8 RN AT R Bl A8 AR SR ATE 7 v i) 2% pE ot
2B (1) APT Y F AT TR LG R, Jok > 455 28 1 A (37 5 (10 T 5 SR 1) AP S 15 0 FH 1 ANl 2 1
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