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Abstract: In the current group signature schemes with backward unlinkability and verifier-local revocation
(BU-VLR), the size of the public key is linear with the total number of time intervals, and the size of the revocation
list (RL) is linear with the total number of time intervals and revoked members. Therefore, the cost is high not only
in memory space but also in revocation token computation and revocation check. This paper proposes a BU-VLR
group signature scheme under the DTDH assumption and the ¢g-SDH assumption, which has short public key and
RL to reduce the overheads in previous schemes. Moreover, it also has shorter signature length and smaller
computation in signing.
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1 Introduction

Group signature, introduced by Chaum and Van Heyst!") in 1991, is a kind of group-oriented signature with one
public key and multiple corresponding private keys held by each group member. It allows any group member to sign
anonymously on behalf of the group. In case of dispute, the actual signer can be identified by the group manager
(GM).

The salient features of group signatures make them attractive for many applications, such as anonymous
authentication, Internet voting and bidding. More generally, they can be used to conceal organizational structures, or
be integrated with electronic currency mechanisms (as blind group signatures)!”. But wide implementation in
practice is still confined due to some factors, among which is membership revocation as pointed out in Ref.[3].

Membership revocation in group signatures is a sophisticated problem. Revocation of a member should disable
his signature ability in the future, and preserve the anonymity of his past signatures. There are two main nontrivial

[4-61 "another is based on RL""*). The former is more efficient. However, in some

[9]

resolutions: one is based on witness
applications, RL-based revocations are more suitable especially for mobile environments”' where mobile hosts
anonymously communicate with the servers.

The RL-based revocation was improved in Ref.[7] such that the signature size and computation complexity are
constant while complexity of verification is linearly dependent on the size of RL. This improved method is called
VLR and formalized by Boneh, et al. in Ref.[10], where a short VLR group signature scheme based on the decision
linear DH (DLDH) assumption and the ¢g-SDH assumption was proposed. The signature length is 1 192 bits. The
revocation is to publish the value 4; contained in the signing key of the revoked member i. This method has short
RL but makes the revoked member once for all. When the member wants to rejoin, he must register to get a new
valid singing key. Another disadvantage is backward linkable as pointed out in Ref.[9].

Nakanishi, et al. introduced backward unlinkability (BU) in Ref.[9], a property which means signatures
generated by a group member are unlikable, even after the member has been revoked. Based on the DBDH
assumption and the ¢g-SDH assumption, a BU-VLR scheme was also proposed. However, the signature length
exceeds two times as that of the scheme in Ref.[10]. Later, Nakanishi, et al. proposed a shorter BU-VLR group
signature in Ref.[11], which was based on the DLDH assumption and the ¢g-SDH assumption, and the signature
length is only 1 533 bits. Several BU-VLR schemes were also proposed in Ref.[12]. However, the above BU-VLR
schemes have a common disadvantage over Boneh’s VLR scheme: long public key and RL when the revoked

members become more. The reason lies in the construction of the RL. At time interval j, the RL; contains the

revoked member i’s revocation token B; =h; instead of 4;, where 4;,x; are included in the public key and signing

key respectively. Therefore, the corresponding token needs to be recomputed when the current time interval is
changed. In short, to achieve the BU property, it has to sacrifice not only the cost of computation but also the size of
the public key and the RL.

Our purpose is to design a BU-VLR group scheme with short public key and RL. The proposed scheme is
under the DTDH assumption and the ¢g-SDH assumption. The signature length is 1 363 bits and the computation
cost is no more than the above VLR schemes (comparison is shown in Table 1). Moreover, it has shorter public key
and RL.

This paper is organized as follows. The preliminaries are given in Section 2. In Section 3, the model and
security definitions of BU-VLR group signature are described. Our proposed scheme is presented in Section 4, and

its security is proved in Section 5. Section 6 is conclusion.
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2 Preliminaries

2.1 Bilinear maps

Our scheme is constructed by using the following bilinear map:

1. G1,G, are multiplicative cyclic groups of prime order p;

2. g1 is a generator of Gy, and g, is generators of G»;

3. @is an isomorphism from G, to G| with ¢(g,)=g;;

4. e:G;xG,—>G; is an efficient bilinear map, i.e., (1) bilinear: for any ueG;, veG, and a,beZ,
e(u® V)=e(u,v)®, and (2) non-degenerate: e(g;,2,)=1.

For general case, the MNT elliptic curves proposed in Ref.[13] are adopted, where G1#G,, ¢ is implemented
by the trace map. For the comparability with previous VLR schemes in Table 1, we choose the same parameters: p is

a 170-bit prime. Consequently, elements in G, are 171 bits, and elements of G; are 1020 bits.
2.2 Complexity assumptions
Definition 1 (¢-SDH assumption). Given the above (e,G,G,), for all PPT 4, the probability
Pr[A(gl,gz,gzy,-u,gé’”) =(g"™.x)xe Z;}
is negligible, where y e Z; ;
Definition 2 (DTDH assumption). Given the above (e,G,G>), for all PPT 4, the probability
| Prid(gs.g5.81-8/") =11-PrlA(g;.g5.87.¢/) =1]]

is negligible, where a,b,c,d <R—Z; .
2.3 Signature of knowledge

Signatures obtained from a proof of knowledge via the Fiat-Shamir heuristic are often called signatures of
knowledge!. Just as in Refs.[9-11], we use a variant of the Fiat-Shamir heuristic from zero-knowledge proofs of
knowledge, a non-interactive proof of knowledge that the challenge is generated by hashing the message and other
related values. We adopt the denotation SPK{(x,...,x;):R(x1,...,x,)} (M), which means a signature on message M by a

signer who knows secret values xi,...,x; satisfying the relation R(x,...,x,).
3 Model and Definitions of BU-VLR Group Signature

Now, we describe the model of our BU-VLR group signature scheme, which is somewhat different from that in
Ref.[9] due to the different construction of RL.
Definition 3 (BU-VLR group signature). A VLR group signature scheme with backward unlinkability
consists of the following algorithms:
. Setup(n,T): On input the number of time intervals 7 and a total number of group members #, this
probabilistic algorithm generates a group public key gpk and a group manager key gmk.
. Join(i,gmk): When a user wants to join the group, the GM generates a private signing key gsk[i] for this
member.
. Sign(gpk.j.gsk[i],M): A probabilistic algorithm generates the signature o on message Me{0,1}" at the
current time interval j by member i using his signing key gsk[i] and gpk.
. Verify(gpk,j,RL;,0,M): A deterministic algorithm can be performed by anyone to generate one bit b. If
b=1, it means o is a valid signature on M at interval j by one member whose revocation token is

excluded in RL; (the revocation list at interval j). If 5=0, then o is invalid.
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. Revoke(gpk,i,j): When member i is to be revoked at interval j, GM computes the corresponding
revocation token grt[i][/]=B; published in RL;, and updates the data B, , , =h}*; € RL, | by computing
B, =hi.

Definition 4 (correctness). This requires that, for all gsk[i], je[1,7] and Me {0,1 }*,
Verify(gpk, j, RL,, Sign(gpk, j, gskli],M),M) =1 < grii][j1¢ RL, .
Definition 5 (BU-anonymity). BU-anonymity requires that for all PPT adversary A4, the advantage of 4 on the
following BU-anonymity game is negligible.

3 Setup: The challenger runs Setup(n,T), and provides 4 with gpk.

. Queries: 4 can request the challenger about the following queries at the current interval je[1,7].

—  Signing: 4 requests a signature of any group member i on arbitrary message M at interval j. The
corresponding signature is responded by the challenger.

- Corruption: 4 requests the private key of any group member i.

—  Revocation: 4 requests the revocation token of any group member i at the current interval j. The
challenger responds with gre[#][/].

. Challenge: 4 outputs some (M,iy,i;,/) with restrictions that members i, and #; have not been corrupted,
and their revocation tokens have not been queried before the current interval j (including j). The
challenger randomly selects ge {0,1}, and responds with signature of member iy on M at interval j.

. Restricted queries: 4 is allowed to make queries of signing, corruption and revocation, except the
corruption queries of iy and i; and their revocation queries at interval j. Note that 4 can query
revocations of iy and 7, after j due to the property of BU.

. Output: 4 outputs a bit ¢ as its guess of ¢.

. If #=¢, A wins the game. The advantage of 4 is defined as |[pr[¢=¢]—-1/2|.

Definition 6 (traceability). Traceability requires that for any PPT adversary 4, the advantage of 4 on the

following game is negligible.

. Setup: The challenger runs Setup(n,T), sets U empty, and provides 4 with gpk.

. Queries: 4 can request the challenger about the following queries at interval je[1,7].

—  Signing: 4 requests a signature of any group member i on arbitrary message M at interval j. The
challenger responds the corresponding signature.

- Corruption: 4 requests the private key of any member i. The challenger responds gsk[i] and adds i
to U.

—  Revocation: 4 requests the revocation token of any group member i at any interval j'€[1,T]. The
challenger responds with gre[i][/'].

Output: 4 outputs (M°, j*,RL’;*,O'*). A wins if (1) Verify(gpk,M", j*,RL’},a*):l, and (2) o is traced to a

group member outside of U\RL*/, or failure, and (3) 4 has not obtained ¢ in signing queries on message M~ for

this group member at interval ;"

4 Our Proposed Scheme

Setup(n,T): This algorithm runs as follows:
1) Let (e,G,G,,) be defined in Section 2.1, select collision resistant hash functions HO:{O,I}*—>G2,

H:{0,1} > Z; , which are regarded as random oracles. H, is used to construct 4; which is used by GM to generate

RL; and by the group members in signing. #; is constructed at the beginning of interval j as following: if no member
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is to be revoked, then h=h;_;. Otherwise, h;=H,(j). That is to say: if the revoked members in RL; are the same as that
in RL;_;, then hj=h;_,; otherwise, h=H(j).

2) Select ye Z; and compute w=gj €G,.

Output gpk=(g1,22,w,,Ho,H), and gmk=y is given to GM.

Remark: Compared with previous BU-VLR schemes, our scheme uses H, to construct ; instead of choosing
different 4;. This method has two merits: (1) the public key size is reduced from O(T) to O(¢) (t<r), where ¢ is the
total number of time intervals when the group members are changed. (2) the RL is short, and the computation for
GM to compute the data in RL is also reduced. The reason is given in the revoke algorithm.

Join(i,gmk): When a user wants to join the group as member i, GM selects x; e Z; and computes
A= 2" € G, . (4;,x;) is sent to the member as his private signing key.

Sign(gpk, j,gsk[il,M):
1) Select a,f € Z; , set 7=x;[3.
2) Compute T, = 47, f = Hy(gpk.M.T)) € Gp. Ty = (") = "I = (W) = .
3) The signature of knowledge is expressed by the following equation:
V= SPK{(a. o, x 4): T = 47Ty = [V Ty = I o4, wgy') = e(g,.8,)} (M)
= SPK{(ar. f1. 5, 4): T, = J7. Ty = (T w) = elg,.8,)" [ e(T;, ) "} (M),

Which is computed as follows:
(a) Pick blinding factors r,,74.1,.7, € Z; .
(b) Compute R = f",R, =T," (1/ )", Ry = h ,R, = e(g,,2,)" /e(T;, 2,)"
(c) Compute a challenge ce Z; , c=H(gpk,j,M,T\,T»,T3,R{,R2,R3,R;).
(d) Compute the following values

S, =1, tca, s, =ry+cfs, =rn, ten,s, =1, +ex,.
The last signature outputis o = (E,]},I;,c,sa,sﬂ,sq,sx’) .
Verify(gpk,j,RL;,0,M):
1) Signature check. Verify the validity of o by checking V as follows.
(a) Compute f =p(H, (gpk,M,Tl)),fzj =¢(h;), then retrieve

R = fQ/T,)" (1)
R, =T, (1/ )" @)
R, =hy (T, 3)
R, =e(g,.8,)" (1/ e(T},8,))™ (1/ e(T;, w))* )

(b) Verify that the challenge c is correct if the equation below holds:
c=H(gpk, j,M,T,,T,,T;,R,R,,R,,R,) .

2) Revocation check. For all B;eRL; at interval j, if e(T,,B;)#e(T3,f) return 1. Otherwise return 0.

Revoke(gpk,i.j):

When member i is to be revoked at interval j, GM computes the corresponding revocation token
grt[il[j1= B, = ki =(H,(j))* which will be published in RL;, and updates the revoked member k’s revocation
token B, =h} eRL,, inRL; by computing B, , =h}*.

From the construction of %;, we can see that: GM does not need to compute and update all the revocation

tokens Bj; in RL; with interval incrementing as previous BU-VLR schemes. He only updates Bj; at the intervals when
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the group is changed; otherwise, B;=B;; (j<I<T).
Lemma 1. The above V is a signature of knowledge of («,f,7,x;,4;) that satisfies
L=40T,= 7T =i o4, wgy) = e(g1.8) -

Proof:  Suppose that an extractor can rewind a prover in the protocol of the above SPK, then for the same
(T1,T5,T5), we can get two different pairs of challenges and responses (c,s,,54,5,,5,) and (c',s,sp,5,,s, ) . Let
a=(s,—s)c—=c)p=(s;=—sp)(c=c)n=(s,—s)c—c) and x,=(s, —s,)/c—c'), then from the Eqgs.(1)~
(4) we have =x;fand T, =4".T, = fﬂ,T3 = l;;.’,e(Ai,wggf) =e(g,,8,)-

Performance Comparison. Table 1 shows a performance comparison between schemes!®™'? and our proposal in
signature size (length of ¢ in bits) and computation cost. We denote multi-exponentiation, isomorphism computation
and bilinear map as ME, IC and BM respectively. The computation of IC takes roughly the same time as ME in G,
(using fast computations of the trace map)!'®!. The computation of h ;. in Ref.[11] and our schemes is not counted

in Table 1, since it can be recomputed. Note that each ME may take different time. We ignore the differences just as

that in the previous schemes for convenience to statistical comparison.

Table 1 Performance comparison

|af (bits) SIGN VER BU Assumption
BS04"™ 1192 SME+2BM 6ME+(3+|RL))BM No DLDH, ¢-SDH
NF05"! 2 893 10ME+1BM 6ME-+(2+RL;)BM Yes DBDH, ¢-SDH
710625 1704 9ME+1BM TME+(4-+RL;|)BM Yes Weak DTDH, DL
ZL06!"?-7 1364 SME+1BM 6ME-+(4+RL;)BM Yes DDH, DL
NFo6!!!! 1533 TME+1BM SME-+(3+RL;)BM Yes DLDH, ¢-SDH
Ours 1363 7ME+1BM 5SME+(3+RL;)BM Yes Weak DTDH, ¢-SDH

From Table 1 we can see the following main results: (1) Compared with the current most efficient VLR

scheme!®, our proposed scheme is 271 bits longer in signature length, but 2ME+1BM computation cost is reduced

and BU property is obtained; (2) Compared with the scheme in Ref.[11], 170 bits is reduced in our scheme (i.e. its
length is 89% of the former); (3) Compared with the most known efficient BU-VLR scheme-7 in Ref.[12],
2ME+1BM computation is reduced.

13
Suppose that members #ny,...,n, (the total revoked number is r=an.) are revoked at the intervals ji,...,J,
-1

Respectively. Then the following results can be obtained.

Table 2 Comparison about public key and RL

Size of IRLI= ZI RL,| Computation
public key i=l cost for RL
(total number of elements in G,)
Schemes in : . S . \ME
Re£[9.11.12] o(n) gn,.(T i+1) ;n‘.(T i+1)
1 ]
Ours o(t) Sn(—i+1) >on(t—i+1) ME
i=1 i=1

5 Security Analysis

Correctness is easy to verify. BU-anonymity and traceability are satisfied by the following theorems.

Theorem 1. Suppose an adversary 4 breaks the BU-anonymity of the proposed scheme with advantage ¢, after
qy hash queries, gg signing queries and gy revocation queries, then there exists an algorithm B breaking the weak
DTDH assumption with advantage (1/nT—qyqs/p)e.

Proof: The input of B is (g,.g,.P, =g% P, =g.,P,=g{,Z), where a,b,ce Z; and either Z =g or

© PHEFEEEBSAIFET  http/ www. jos. org.
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Z=g{ for deZ,.Bdecides which Z it is given by communicating with 4 as follows.
Setup 1. B picks i e[1,1] and j" €[1,T].
2. Bselects r, € Z; and ye Z; to compute w=gJ . For ", B sets h/_, = Ho(j*) =g;.

3. B sclects xieZ; to compute A‘.:g]”(”"") for all ie[l,n] except i . For i", set X, =c then

17+9 which is unknown to B.

4. =g
4. B computes B, =h; for i and j except all i" and j. For all i" and j except j", set B =g,” =h{ . For
i" and j", set B..= g>° =h; which is also unknown to B.

Hash queries. At any time, 4 can query the hash value on H,, H. B feeds back random values with consistency.

Phase 1. At any interval j, 4 can request signing queries, corruption queries, and revocation queries. If i#i", B
responds to queries as usual by using the secret key of member i. If i=i", B responds as follows.

Signing queries. If j#i*, B computes a simulated group signature of member i" as follows.

1. Randomly select e Z;,T] € Gy, let f=H(gpk,M,T).

2. Compute T, = j,T,=P/" =i’

3. Compute the simulated V' by using the simulator of the perfect zero-knowledgeness as follows: randomly
choose C,805858,58, eZ; to compute R,Ry,R;3,R, by Eqs.(1)~(4), and define Hy(gpk,M,T\)=f, H(gpkj M, T\,T>,
T5,R1,Ry,R3,Ry)=c. If A has requested Hy(gpk,M,T,) or H(gpk,j,M,T\,T>,T5,R\,R,,R3,R,) before, i.e. the backpatch is
failure, then B outputs a random guess @' € {0,1} and aborts.

Finally, B responds the signature az(ﬂ,];,ﬂ,c,sa,sﬂ,sn,s%) and the message M to A. Each value in o has
the same distribution as the real, for random a,,BeZ; and T,€G; in the simulation, due to the perfect zero-
knowledgeness of V.

If j=j", B selects s,te Z,.T,eG,, and computes =P =g5.T,=¢g".T,=¢(R)=g" which imply
T, = fﬂ,T3 = Bff,_* ,B=s/c. Next, B computes the simulated V" and defines H,(gpk,M,T,)=f and H (gpk,j,M,T,,T,,
T,,R,R,,R;,R,)=c. If the backpatch is failure, B outputs a random guess @ €{0,1} and aborts. Otherwise, B
outputs the simulated signature o=(7',73,T3,V).

Revocation queries. If j#/", B responds Bi‘/' Otherwise (i.e., /=), B outputs a random guess & <{0,1} and
aborts.

Corruption queries. B outputs a random guess @ €{0,1} and aborts.

Challenge. A outputs (M,j,ig,i) to be challenged. If j=*, B outputs a random guess ' €{0,1} and aborts;
otherwise, B picks ¢e{0,1}. If i¢¢i*, B outputs a random guess @' €{0,1} and aborts. Otherwise, B responds the

following simulated group signature.

1. Select »,T1€Gy, set B=0b,f =H,(gpk,M,T,)=g;,T; =2 , and compute T, :f” =g/" =(P). Note that if
Z=g"™ then T,=p(R")=h}".

2. Compute the simulated 7 as in signing queries. If the backpatch is failure, B outputs a random guess
@ €{0,1} and aborts. Otherwise, B outputs the simulated signature o=(71,73,73,V).

Phase 2. This is the same as Phase 1, with the restrictions of requiring the corruption queries of iy and 7; and
their revocation queries at interval j*. Note that: if the time interval ;' in revocation query is a future one, then

Bi*/ =(H,(j))" which can be done by revoking a dummy member or rejoining this member.
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abc

Output. 4 outputs its guess ¢'€{0,1}. If #=¢, B outputs &/=1 (implying 4 guesses Z =g"*), and otherwise
outputs @=0 (implying 4 guesses Z =g/ ).

abe

Let the variable we {0,1} represents the state of Z. If Z =g then w=1, otherwise @=0. The advantage of B

| Pr{B(g.g/.g5.¢(") =11~ Pr[B(g{.g/.g5.8!) =1]|<| Pr[@' =1| @ =1]- Pr[& =1| @ = 0] |= Pr{abort]e .

If B correctly guesses i* and ;" (this probability is at least 1/nT), then B aborts only when 4 requested the same

hash value in the singing query, the probability of which is gsqy/p. Therefore, the advantage of B is
Pr[@]g >2(1/nT —qsq,/ p)¢ .

Remark: the above theorem implies that the proposed scheme satisfies BU-anonymity in the random oracle
model under the DTDH assumption.

Theorem 2. Suppose an adversary A4 breaks the traceability of the proposed scheme with advantage ¢, after gy
hash queries, gg signature queries, then there exists an algorithm B breaking (n+1)-SDH assumption on G, with
advantage (&/n—1/p)/16qy.

Proof:  The following is an interaction framework between 4 and B.

Setup. B is given (g,,g,,w=g;) and n pairs (4;,x;) as above. For each ie[1,n], either s;=1 indicating that an
SDH pair (4;,x;) is known, or s,=0 indicating that 4; is known but x; is unknown. Run 4 on the gpk drawn from the
given parameters.

Hash queries. At any time, 4 can query the hash function used in SPK. Random values are responded with
consistency.

Signing queries. 4 requests a signature on message M at interval j of member i. If s,=1, respond a signature
using the secret key (4,x;). If 5=0, select ,BeZ;,T] e G,, let f=Hy(gpk,M,T,), compute T, :f’/’,T3 :l;';'ﬂ, and
obtain a simulated V. If the backpatch is failure, declare failure and abort. Otherwise, respond (7',73,73,V).

Corruption queries. 4 requests the secret key of member i. If s,=1, respond (4;,x;). Otherwise, declare failure
and abort.

Output. 4 outputs a forged signature o' =(7},7,,75,V") , from which B can extract the secret key (4,,x,) by
lemma 1. If we fail to identify the member by revocation check, output ¢’. Otherwise, some i is identified. If s,=0
then output o. If 5,=1, declare failure and abort.

There are two types of forger on the above framework. Type 1 forges a signature of a member different from all
i. Type 2 forges a signature of the member i whose corruption is not requested.

Given ¢-SDH instance (g]',g;,(g;)’,...,(g;)yq), B can obtain (g,,g,,w=g}) and g—1 SDH pairs (4;x;) s.t.
e(4,wgy)=e(g,,g,) , following the technique of Ref.[10]. On the other hand, any SDH pair besides these g—1 pairs
can be transformed a solution of the g-SDH instance, which means that the g-SDH assumption is broken.

Type 1. From (n+1)-SDH instance, B obtains (g;,g,,w=g})and n-SDH pairs (4,x;). Then, apply the
framework to 4. A outputs a signature with secret key (4,,x;) such that A4.# 4. for ie[1,n]. The simulation is
perfect, and 4 succeeds with advantage ¢.

Type 2. From n-SDH instance, B obtains (g,,g,,w=g5) and n—1 SDH pairs (4,,x;), which is distributed
amongst n pairs, and set s, =0 . For the unfilled entry at random index ', select x, € Z, (4. isunknown). Apply
the framework to 4. It succeeds unless 4 never requests the corruption of i’ while the forged signature including
A, . The value of i’ is independent A’s view, thus the probability that 4 outputs the signature of i’ is at least &/n.

B can obtain another SDH pair beyond the given g—1 SDH pairs using the framework with Type 1 or Type 2. B

rewinds the framework to obtain two forged signatures on the same message M and the same interval j, where the
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commitments in V are the same but the challenges and responses are different. As shown in Ref.[9, 11], the

successful probability is at least (¢—1/p)*/16q;, where & is the probability that the framework on two forger
succeeds. Therefore, B can obtain a pair (4,,x,) s.t. A.# A,x, #x, foralliwith the probability (&-1/p)/16qy.

From above, B can solve the (n+1)-SDH instance with (&-1/p)*/16q,; using type 1. And B can solve the n-SDH
instance with (&/n—1/p)*/16q, using type 2. B can guess the type of forger with the probability 1/2. Therefore, the
pessimistic Type 2 proves the theorem.

Remark: the above theorem implies that the proposed scheme satisfies traceability in the random oracle model
under the g-SDH assumption.

6 Conclusion

In this paper, we proposed a BU-VLR group signature scheme based on the DTDH assumption and the ¢g-SDH
assumption. Compared with the previous BU-VLR schemes, it is short in the public key and RL and signature
length, and has lower overhead computation.
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