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Ethereum Coin Voting Protocol Based on Smart Contract

FU Li-Qing'?, TIAN Hai-Bo'"

l(School of Data and Computer Science, Sun Yat-Sen University, Guangzhou 510006, China
?(Guangdong Key Laboratory of Information Security Technology (Sun Yat-Sen University), Guangzhou 510006, China)

Abstract: Zhao and Chan recently proposed a bitcoin voting protocol that allows n voters to vote for one of two candidates to receive
bitcoin funding. Voters first generated their votes by secret sharing, commitment, and zero knowledge proof techniques, and then voted
and funded the candidates by Bitcoins through bitcoin transactions, which protected the privacy of voters. This study supports n voters to
produce general votes for m candidates, and to vote and fund the candidates by Ethereum coins through smart contracts. Meanwhile, the
smart contract in this study does not rely on a threshold signature scheme and is more efficient, and the main business logic of the contract
is tested in a model checking tool.

Key words: Ethereum; smart contract; voting protocol; model checking
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6. IOIEIE S AR N R, SR EENE 1 IR)T RAREE—RAE R zkSNARK (14
N8 A 3 S 1 I A
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3.0 WRFTEBEAANGEE 30 ANXEE AR E CREES . AR LUK TRIE SR LUK Tt B 4 4
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6. WURAE 20 AN E] A, A7 BN BT IT I 52 K7, MK S BN I GRAE G - m AN A
73, Rl I E BT AT 1 B8 B i i 45 % A BEE N BRI

3 REMERERESYRIKIAN

31 HEMBEEREANEI

BALE LR AT Solidity 5 5 SEIL T #EEM B e G 4 i g WL, 5 a8 1 MEQaIEE . 2 Mk
W NFT 2 NN 2B NRRE N RS 50T AR HE & A RIS W iy 2 F 2% T Solidity B M o i 4R
(%8 B 45 2 P4 8K 5 AR FR AT (9 LAK S Hh i e 3% T Bt Lh k.

ERE A& & YN L SV N AR NE & PN AR /T

struct Voter {

address id;

bool rights;

bool voted;

bool claimed;
bytes32 commitA,;
bytes32 commitB;
bytes32 commits;
bytes32 openkeyA;
bytes32 openkeyB;

}

Horpid AARBEEE AR L rights AU 170 & 20338 N 42T BUEE AR voted 45725 K W JF 552 claimed §&
JEAEHT IT AR IR 4, commitA . commitB Al commits 43 483 #% 55 A%k A proposalA F1 proposalB 7Kk
V(B LA S BT 5 55 NI ZE 1K 105 A5 {H ,openkey A Fil openkeyB 73 AR ELIE AR IE N proposal A Fl proposalB
FITT AR R AA.

i 3% N 5 K4 A 1d AR R A% 1E N Htik index &% 38 A0 W i) — AU, voteCount 4t T i i A I T 1 52

struct Proposal {

address id;
int index;
int voteCount;

}

B ke 0 B ZERY B 6 ANK 45 @ K VRSB T Ballot. Commits., stopVoting. Claims. winningProposal
H1 Prize. proposalClaim iX 6 413 it s 4.

1. 5401 # chairperson 8 4 G845 & 2 B X BBk, 48 € ik A\ proposalA Fl proposalB,# 5 A
voterl 1 voter2 [1Hhhl B4R fh 15k N\ 250 44, v B gk A ki, %) 4516 proposalA %I A1) index A 1,proposalB
XFRE index A 2 WJIRAGHR SR NG R 1R BB SR AL, IR T BUE N BT S 5 SR AR, A 2 5B
false B 0.

function Ballot(address_proposalA,address_proposalB,address_voter1,address _voter2) {

chairperson=msg.sender;
proposalA=_proposalA,

proposalB=_proposalB;
proposals[proposalA]=Proposal(proposalA,1,0);
proposals[proposalB]=Proposal(proposalB,2,0);
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voterl=_voterl;
voter2=_voter2;
voters[voter1]=\Voter(voterl,true,false,false,0,0,0,0,0);
voters[voter2]=\Voter(voter2,true,false,false,0,0,0,0,0);

2. BB B AMEE N BIL 2R IR A commitA 1 commitB, % BT BEEE A 1% 22 e 75 (5 %6 75 2 commits.
A EENE LT, TR a5 21100 Commits R BURIE B CHUIESE . WS A (L, IR I B2 A8 CRAF 4 A0 58 B 4 AR 55
B vh JELRAE S deposit B4 10 LAK T, % B4 fund W8 1 UK T, BEARENTHE &I 8] A 4258 amounts 2K
AN T BUK T e A 402 I BEEE N AE 5 vh i amounts, ifi A PRAIE 4 A0 Bh &0 0502 11 UK R, 2 T R A,
A AN SR [P 53N BER TR R AT 53 A0, R S 2 G vH R AT SR N, HAD SRS 1 Db SR AT IR A IX By
JE, LATRC 5 A B 280 50 I Te) 2 U 1) T 6 5 8 2 1) I T R 3> A Bl FRAT TR 8 T SR AT 0k SE45 4 (1) S0V N ) B,
FFAEIF A 5 1 AN FEE AR AT UL S X B ) d 2 RF 42 30 A DX BN R] S5 45 0. 1 I 45 5 AN R PR R AC UL 52,
BRI R AT ) P iE < 545 1E I IR SR 53 b i R B s FI W B A T4 28 1K & Y_commits J2& 15— 33, JF H.7R
Fr A 5 58 N A 2 5 PR A N8 28 ) _commits ST 54 it & QR IS N S H G A (1 — 3 ixX
IR ETLE N T AW A BEE Nk Sk i T — B R LR AR SR O <G A8 S IR AL
T2 A% R B T 0 4 0 A0S, o msg.sender R A A4 DK T msg.value Fon i Z & 445N
A Ty RIL GGG LI AT 5y 4 0.
function Commits(bytes32_commitA,bytes32 _commitB,bytes32_commits) public payable {
if (voters{msg.sender].rights!=true) throw;
if (msg.value>=amounts){
if (msg.sender==voter2 && voters[voter2].commits!=voters[voter1].commits){
msg.sender.transfer(msg.value);
throw;
}
msg.sender.transfer(msg.value-amounts);
if (votersNum==0) firstFundTime=block.number;
voters[msg.sender]=Voter(msg.sender,false,true,false, commitA, commitB, commits,0,0);
votersNum+=1;

}

else {
msg.sender.transfer(msg.value);
throw;

H

if (votersNum==2) {
bytes32 cohash=sha256(voters[voter1].commitAlvoters[voter1].commitB|
voters[voter2].commitAjvoters[voter2].commitB);
if (cohash!=voters[voter2].commits){
voter1.transfer(amounts);
voter2.transfer(amounts);
votersNum=0;
voters[voter1]=Voter(voter1,true,false,false,0,0,0,0,0);
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voters[voter2]=\Voter(voter2,true,false,false,0,0,0,0,0);

throw;

}

}

3. EER AR RES A1 Commits & LT, 2E 1 ANBEE AT, & 292l s R HGR BEAE 30 MR R JE
AP AT AR R RO B O F AT stopVoting  BR £ 28 145 52, B[R] CRAIE G F0 % B 4 12 bR S0P AT I,
SIE R T X PO W (B 2T A T 30 AN RS T 30 AN Y IE H TR B8 SR S8
B TS 5 %R BEE T B AR #8525 T 88 50T LUEE S5 5 IR DR UE 4 A0 %t B 408 8] 4 2R
AL 25 A AN, WU AN 25 AT AT A R 4

function stopVoting(-)public {

if (voters{msg.sender].voted!=true) throw;

if (votersNum==2) throw;

uint time=block.number;

uint t=time-firstFundTime;

if (t>30)¢
msg.sender.transfer(amounts);
voters[msg.sender].voted=false;

}
4 MR HRENTRIET A OIS WA E . IRUESFI B B, A SR A T LB A Claims
PR IT T A Ok 52 B 2 VR LLIUET B R DR UE 5. 32 R B0 A N AR AN 08 552 o (R 7 U B0 T T 85 B 7 A 52451
%ﬁ%ﬂﬂ%@ﬁ%%%ﬁ%MWW%ﬂ%Hﬁﬂﬁﬁ%%%@%F%ﬂ“ﬁﬁﬁAﬁéﬁ%ﬁ%¢&
W B i O, 2R Sy 1 SR I E VA 4 A BB 2 ﬁﬁ@%ﬁﬁ A, IR LA 2 A7 U, 12 B B Ak S B HIE
&mAmE%I%H%%mm%% Wﬂﬂ%ﬂmw PN RUE G, SR 855 RS A B IR IE IR E <,
SMFT TEA 9 NBG R A GEIE B 1 I v, IR 5 2.
[F) IS, 1% BR BOE 230 50 1 IR B0 AT I AR V5 I 1 DX By 8 50 N ROBRTE 50 1 IRFT PR T 5 20 X B
AT I 7 U BB DR AIE <5, 705 D2 B Ak 1k N ~1- 45
T I H 2 R R S 00 0 AR
function Claims(bytes32_openkeyA,bytes32 openkeyB){
if (votersimsg.sender].claimed==true|lvotersNum<2) throw;
if (backNum==0) firstClaimTime=block.number;
uint time=block.number;
timer=time-firstClaimTime;
if (timer>20) throw;
if (sha256(_openkeyA)==votersimsg.sender].commitA && sha256(_openkeyB)==voters{msg.sender].commitB {
msg.sender.transfer(deposit);
backNum++;
voters[msg.sender].claimed=true;
voters[msg.sender].openkeyA=_openkeyA;
voters[msg.sender].openkeyB=_openkeyB;
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}
5. P PR NARST IT G0 52 T i A i i, 8 e B A0 GE vk BT R B0 1 0 M ik N & 1 FRD A4 S35 280, 1 o 3R
F A NFATLUE T winningProposal B8 # A & 3k M Sk ik TT LUE G Prize sREGAS I A #5E AR B 4.
R A 2 NI SR AR — N Prize s& 8GR Be & 201 20 T AT B2 IR 98 B G 45 T A7 3R
function winningProposal(-) public returns(uint) {
if (backNum==2) {
proposals[proposalA].voteCount=int(voters[voter1].openkeyA)+int(voters[voter2].openkeyA);
proposals[proposalB].voteCount=int(voters[voter1].openkeyB)+int(voters[voter2].openkeyB);
if (proposals[proposalA].voteCount>proposals[proposalB].voteCount) index=1;
if (proposals[proposalA].voteCount<proposals[proposalB].voteCount) index=2;
if (proposals[proposalA].voteCount==proposals[proposalB].voteCount) index=3;
return (index);

§
function Prize() {
uint winnerprize=votersNum*fund;
if (index==1){
if (msg.sender!=proposalA) throw;
proposalA.transfer(winnerprize);
}
if (index==2){
if (msg.sender!=proposalB) throw;
proposalB.transfer(winnerprize);
}
if (index==3){
if (msg.sender==proposalA||msg.sender==proposalB){
proposalA.transfer(winnerprize/2);
proposalB.transfer(winnerprize/2);

}
6. WURAESS 1 AT AW G, A 20 AN X B BE A BeEE N B T I 2 vk 0450 5 R, e fige ik N1 23 P
A3 AT ] PRI 4, ) I T 55 N A2 (9 8 4 R 0. U 3% N A A% H proposal Claim eR 450 12 bR 5027 56 ) e
R AU AT IT T A A, R D5 2 5 W) AR BRI 0 38 1 k9T TR G 275 27 20 AME X P A ple:
A U GE v BT B E] A GRUE B, A8 120, [R] I HE B 8 <l e 2 B2 N 75 UGB HH 5 4.
function proposalClaim(-) public returns(string) {
if (backNum==2) throw;
if (msg.sender!=proposalA && msg.sender!=proposalB) throw;
uint time=block.number;
timer=time-firstvoteTime;
if (timer>20){
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uint depositPrizeNum=2-backNum;
uint prize=deposit*depositPrizeNum;
proposalA.transfer(prize/2);
proposalB.transfer(prize/2);
voterl.transfer(fund);
voter2.transfer(fund);

return (“Vote Fail Fine”);

}
32 HEMBESESHMIR
PATE T T B 5 200 T 8% () JT & 3855 browser-solidity #E47 T 47 BR, 36 0F T F 3R ACHE (1) 1E At
1. Ballot p%%:Ballot B2 A8 G 20 BRI IE R 40, 2 A 24 6 i 2 78 DX U rp 30028 5 2 ) 2 i R 1 o 4 7
browser-solidity FF /& ¥ 55 38 3T i “Create” 4% 4, B W] 5¢ B BE G 29 1R 350 35 0 SR 5 24350 28 B )y, WU O R 34 55
R4 HH R e 20 1) PR BOE A T4 1V RUNE I () 2 B0 ANAE, T 1B 1 FToR.
Publish At Address Create  "0x14723a0%acfféd2a60dcdfTaad

Transaction cost: 1749924 gas.
Execution cost: 1282768 gas.

4

winningProposal

Claims bytes32 _openkeyA, bytes32 _openkeyB

Commits bytee32 _commitA, bytes32 _commitB, bytes32 _commits
Prize

stopVoting

proposalClaim

Fig.1 Costs and smart contract interfaces returned by the development environment

after a successful deployment

BT B e 5 2 e B Ja T R A SR [ 1) £ 240 b e 1 R AH G T4

G AR F TR E R GG AN F LA M S H AL N 4 ANk, 5B A4S & sk A ik, 5 94
TE AL

e “0x14723a09acff6d2a60dcdf7aad4aff308fddc160c”;

o “0x4b0897b0513fdc7¢541b6d9d7e€929c4e5364d2db”;

e  “0x583031d1113ad414102576bd6afabfb3021402257;

o  “0xdd870falb7c4700f2bd7f44238821¢c2617392148”.

YA AR E BRI G I RIS SR [RIA8 By AH G TT 4. 8 1 v, “Execution cost” & A7 fifs 4% Ja 42 12 F1 5 15 1
IZAT IS IA] (%) I 4 JT48, “Transaction cost” /2 Hi 4 i A £ 1) T A5 00 [ “Execution cost™ (1) JT 85153 21 ). 41 R & 29508
PN CE Y I INAEE R

2. Commits BRAECFIANBEE NBRASRIE G . 3G FHk 55 R0 NG A5 (1. 10 728 ), 08 57 2 10 0k 52 20 iy BL A5 21 1, 5%
FH 20 A5 BR B BESE N voter ] HIE 52 2

e  “0x8d17b2536d3905e4b709f53152aaa15327030c1cc96e6828c41c63f558abad05”;

o “Oxb7eecb2394b8fd348adecb8bffd0f75e45e¢5054a3386f36b2dallca733bfe517”.

FIEN voter A AR 25 AR B B3R 15 voter2 3 22, VISR AL G Xy 3k 5 1Y) W A 1
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“0x5976d7670c2bc6cdabaa’57021cce5758d85b5¢6036206500e27ab65c4a6¢d708”.
2 JGivoterl 7E browser-solidity JT & ¥4 m fili ) Commits B %, B N\ b3k % 2RI WA 75 (8, W B Is /TR . Tk
F1y o &R BAR G PAT R R AL 8] 2 45 T R BT S B0 45 545 B, P “Environment”$§ WiZ 4T
A% 2 JavaScript VM, A A< 3 i UL R4 28 Account” Bl voter Y IK 7 b k{5 B ;“Gas limit”$5 B A2 5 3% i PR ;
“Value™ BIAZ 5y A0, B 45 DR UIE <8 A1 38 <6 1% R BUR DD AT Je , 2 3 [HTER A 45 R “0Xs [R] IR, T 5 P 58 85t 7 0 K b 40
PAT AR TT Y.

Envirenment JavaScript VM v
Account 0x583..40225 (890185077 1803170616147942 424458808 v
Gas limit 3000000
Value 1

Commits "0x8d17b2536d3905e4b709f53152aaa15327030c 1cc96e68:
Result: "0x”

Transaction cost: 161984 gas.
Execution cost: 134248 gas.
Fig.2 Parameters and results of the Commits function executed by the voterl

K 2 voterl $4T Commits B8 %1 250 K 45 3t
2N voter2 SBR[ ORIIEEE . A RIFS . el AL B kA6 I LUK Y7, Hodh voter2 3%

L

o  “0x0c7c173185d95a8187b90977b78f7dd9724c64d64dad4fe82f8f479b65a613767;

o “0x6e0b3b51af1129b42809b2¢993c6d3d6a8a38da95e5et95¢24ea3654662d2dcl™.

SETH SR 7 L 45 128 S AR B B3R AT voter] [RIE A

“0x5976d7670c2bc6ecdabaa’57021cce5758d85b5¢6036206500e27ab65c4a6cd708”.

TRATT I S AR, 9 A 38 SR N TR e A A 2 B

3. stopVoting & #5525 A T LB IR firh 52 1% e 250 AH & AR A1 12 B0 5010 S I 4, AT SR B0 5 58 NARTE 30 MK
SRS ) A 42 A8 08 S I, 4 A0 T 0 2 1) 5 S N i R 1% R O R A R ST O SR A i B SR I N RT DL i
BRBCE R 1 LR PR R B FH 25 BN e B SR DA R, R S A B Tl & Ballot R A RE AR — #8397
SR B 3 2 7E voter]l 58, voter2 AT HEERIN, HY voter] il A 1) R CEAT 2l SR BAT B iR (8] 1) 5 BRAOA
40X,

S

stopVoting

Result: "0x”
Transaction cost: 34325 gas.
Execution cost: 13053 gas.

Fig.3 A voter gets back their deposits and rewards, and stops the voting

Bl 3 B NI CRAIE G R 22 5 F 2 R 5

4. Claims pf 080 55 N FEAZ 3 S0 W P 7 o L, T R RAIE 4 78 AR IR 481 3k 552 A BB B voter 1 () FL s 45 52
S (17,17, RS P AN e N\ 508 T B8 e 55 8 52 2E J B B voter 1 TR R E S H SR M BE ML A2 (437,<77), i LA
voter] 3% 22 X B ) A 5 18 J2 (“47,8”).

1E browser-solidity JT & R 1 voter] $225(“4”,<8”), B b {RIE 4, 4 1€l 4 JiT 7.
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Claims "4n g |
Result: "0x" «
Transaction cost: 117539 gas.

Execution cost: 95883 gas.

Fig.4 voterl submits the commitment value of their ballot and gets back their deposit

K 4 voterl $&ACIE 5% 1 A (BRI FRAIE 42

bl i voter2 fit) B SEREEE L (40, “17), %k B [ BEATLE R (<=37,~77), K i 2 (“—37,“~67).1F browser-solidity
TP R M58 71 voter2 $48 (“=37,~67), L [AI AR IE 4.
5. winningProposal b5 £ A1 Prize b 3071 T A B 57 AR AR W 2 J A AT 5 AR #E 7T LU ] winningProposal

PR B A A IR I 5 e T ik winningProposal J 5 21 (1 3& [ 45 5 w] LU 21,3 1] R 45 R 2, R WISk 2
proposalB.

winningProposal

Result: "0x0000000000000000000000000000000000000000000000000000000C
Transaction cost: 54819 gas.

Execution cost: 33547 gas.
Decoded:
1. uint256: 2
Fig.5 Trigger the winningProposal function and get the returned value

5 fu%% winningProposal & #3153k [Fl{H
I, 3RE S proposalB AT LAfili & Prize #R 438152240 16 6 J@oR T 1% BRI B PAT 45 5.
Prize

Result: "0x" -
Transaction cost: 28738 gas.
Execution cost: 7466 gas.

Fig.6 Execution status after a winner triggers the Prize function

K6 3k MK Prize ik HUG AT B

6. proposalClaim & 0 W A BEE AT 1 AN N AT A 5 1 20 AU ) A A A0 5 D&
VE AL, JLARAIE G4 O 7 4 4 % A2 R IR 81 P voter 1§88 T 7K Vi /1, voter2 578 47 A /& Vi 1, b INF AT 7 1k 1k
BT LA % B 0, A% IE P 2 PRAIE 42 0% bR 305 IR 9] “Vote Fail Fine #é 7w, 411l 7 .

proposalClaim

Result: "0x00000000000000000000000000000000000000000000000000000Q0000
Transaction cost: 70796 gas.

Execution cost: 49524 gas.
Decoded:
1. string: Vote Fail Fine

Fig.7 Execution status of sharing deposits after a candidate triggers the proposalClaim function
7 ik A fik % proposalClaim g £~ {41k 4 i AT 15

IR REA AR NRR W A ABEEN L BAMEIEN . AN SRS R, B BUE R R A 458
JFE B I S P T R I N [ B I0 R ) DA I I M 118 B R, 58 R T A AR5 R proposal B
ﬁéIJTz R A PR BEEE N AT BUTE S 30 4 7t A3 /S $5e S AT proposal B ) L SE 52, i Fi 5 Bt e B

ST SCVFIAT proposal A i A5 AT DLAE LSRG AR SR 1 BB A a4 Fl<=3 T iAW X — S 3
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JEAE YR 0, B R A B AL
4 BREMEREESHNBIENIE

41 HEMETESYER

AR THRAG R T BRI UE S A B BE S A I N AR, TR T AP R 2~ 08 6 LUK Ml
A= RORH

(1) FEENRFEDER 2 (0520 N AR AR UE A0 58 B, SEAE R 5 I [0) P9 A (0 43 28 N SR A AR UE 45

g Bh 4 P BR 3 105 20 N 2 BRI ITUR AT, BT E 2 3848 LUK T I B 22N RE 5% BRI HL B[R] B 2 ) £
UE 4 A% B 4.

(2) BEANRIELE 4 1064 N BFIRASLE S5, v] LUBR) B =R E 4.

(3) MBI NI ER 5 105 20N A 3R T DUITR) 45 31 245

(4) RN IR 6 14 20 0 25, W AT RN IS 1) A A 1R 45 5 A B BT ORAIE <8, DU R A ~F- 43 38 7 L[]

DRI 4.

T B IR BRAIE 1R 48 G 20 K e LUK M IR 8 55 00, FRATT U J 2 e 2 v A0 R 2 $R AT B ZE AN AP R 4 S AT ik
SRR ERS RN TP IR 4 HEARAC LS 50X AR B AT AT B0 IF R A0 T B FAME I B0 AIE H 2
TXRE A i, e K T3 PR 90 T8 155 400 9 A AR AT AR 488 80, I AR i 1) 45 R0 T T 48 5 24 1) A K 1T 0l 17 700
AR S R R IR, BTN T Zhao S A LS B U IR BeA o8 4% b RS LU 1T A 08 451
i, 20 B SEN 2 T 7 VR AL TR ORAIE <52 2 S 0 AT AN S AR 80 58 A 2 I 7 U L, DU O A 480 50 N
Bl 4 A RE A A5 126 N ARUHR, 0 A BB AR IE 52 55 N GXTE il T 5 S B 1K) B8 Bl B PR bR T m BAAUAT B 1) N i L
ZERUE B RO IR TR 52 BEJRD T 0™ LA S R R AT W30, BATE Jle e By 46 R 3R A3 LU ARe AR SCATH T
Spin AL 45 H 1 AN RIHEFE . 5 A BEEEAHEREAN 2 AN N BEFE R 56 ik LK i ) ¥ 8 475 100

1. W [A)gE R

I [R) 5 AR FH AL i G 24 v 55 RV B N T8 AS 8] 1D B T B P AT A R B A 1R AT O R AT TAR 438 1E AR 1)
PAT I TE], DR AT U B T 28 AR — AN IR IA) B LR U, $ 53 N il AR RE P T 4R AT 5 25 LAPY 50 BUPR UE G FH 32
SRS 2s~4s W EIE SRR A, B 4s {51k ER L EF RS L 15 I, Commits. Claims.
proposalClaim %5 i £ A v I 2% 1) T i, 55 1% 6 (R 3EF2 % . 4T Promela i3, I [R]3E F2 A% O AAS 40 R

do

time<=4->
time=time+1;
:else->break;

od

2. BEEANIERE

PN R PSR SRV (A 48 AR 3 I TR 2R R 1R AN ), 8 SR NTE 0~25 2s~4s TXFE A IR 8] B AT BAR
1T 3 AR KR T A8 R T BB AE Spin Hh H 98 7 atomic Fr iR, 4r IHVE FE A AACHE $0AT I AS 0] 43 a1 Fe A 1158
T 5 AHEZE AR BEZE A HBEFE S8 1 I (pid— D) FR R, 7T AEAVEAS 22 A 40 5 0 — AN
BATEE T usrmoney KK R IZBEEN MK - RALYIHE AR5 11, E T Contractmoney fRER fE 5L
R AR A AP BENRN TR RSN 5EREDUHC AR E rights. voted
votersNum, L, rights 7R il P A — IR IS4 voted TR IE38 2 4238 T ORAIF & F 8 B 4 3 R4 240, 1M
votersNum W ZE v T & A8 FRUIE 4 A 8 B 45 3048 e 5 400 N 50 ) 5 8 Re 6 LIRS AR B — — X .

15 0~28, BE5E N T AE QT Jrom 6 R SEBL T8 Be 5 400 98 2 10 B8 il 1) R SRS 1) i e

(timer<=2 && rights[_pid—1]==1 && userMoney[ pid—1]>=11)->atomic{

contractmoney=contractmoney+11;
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userMoney[_pid—1]=userMoney[_pid—1]-11;
rights[_pid—1]=0;
voted[ pid-1]=1;
votersNum=votersNum-+1;
}
16 28 o BEZE N I3 8 20 P T 15— b 2 Commits IR B AT R 175 40, %5 B Claims & %5;— i Commits
i BEA RN B 2 5 I GL, 6 Y. stopVoting BRI P A% DU a6 TR e S 29 A0 3R 3 ML IR 4 11 BB i Im) A
PRSI .
EAEHENEHE S Commits B £ HT ,votersNum /T #5251 2040, $04T T TR #4528 T stopVoting A
Al DI fE.
(timer>2 && votersNum<5 && voted[ pid—1]==1)->atomic{
contractmoney=contractmoney—11;
userMoney[_pid—1]=userMoney[ pid—1]+11;
voted[ pid-1]==0;
¥
FIFELE 2s~4s, YT HREANIMS L T Commits MR, BN T LAFAT Claims #R 5. 2% 08 H06 B (1 # 1F
.
s(timer>2 && timer<=4 && votersNum==>5 && claimed[ pid—1]==0)->atomic{
if
::voteld=0;
:voteld=1;
fi
count[voteld]=count[voteld]+1;
contractmoney=contractmoney—10;
userMoney[ pid—1]=userMoney[_pid—1]+10;
claimed[ pid-1]=1;
backNum=backNum-+1;
break;

}

b voteld A3 BEALLL B K53 A count[voteld]FH 2 25 T 15 2 A B2 BB IX AR B R oR T ik v
P2t 4 claimed #7102 15 0% 5 Commits B8 %1, H backNum 8 11 B [FEIFIE 42 9\ %k, 5 Claims % 21 backNum
PAgA

3. ik N

i 178 N TR 68 B A i N W] BUIZ AT I BT AT B4 AN TR) R L M N () 458 A I [R] A7 P AN i — A 25~
4s PVBEEEN S8 A B A 03 N nT LT AR i U R 3 FBR 1G4 4, — A2 4s R MK THAT B8 AN 30 B8 i A
4s FJFUETT L B2 A IARIE 455 1 RS ol backNum 3% A2 5% 3R B IE 42 IR S B bR L 22 A
2s~4s N 58 BE IR ORE 42, 8 A XA RS 22 5550 2 s OLE A T B A F1 backNum SRS & L A votersNum
RSB bR R, I ,votersNum £ 7< Commits B B AT T, A2 15 3 NP 73 ORATE 4 RT3 4511

2N 58 IR ZE I 53k N B BRI R B2, %) B winningProposal 26501 Prize B4
::backNum==5->atomic{

contractmoney=contractmoney—5;

if
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::(count[0]>count[1])->
moneyA=moneyA+5;
else->
moneyB=moneyB+5;
fi
break;
¥
b count 2 7R R R AEIN L S R AR MR P A BUE N AL 0 Ak LA PR O %
S RIS B A G EE A A K S moneyA, ZEA 4 & A B HIK S moneyB.
MR BTN T8 T A AV BCA S8 BRI KT 4s 1Ak 38 AR T BAF- 20 822N IR DR AIE < X Y
proposalClaim %k, 1 47, getDepositA F1 getDepositB 7 B {1k A\ A5S T {5-31F 4.
:(votersNum==5 && timer>4)->atomic{
if
::backNum<35
for (i:0,...,4){
contractmoney=contractmoney—1;
userMoney[i]=userMoney[i]+1;
if
::claimed[i]==
contractmoney=contractmoney—10;
moneyA=moneyA+5;
moneyB=moneyB+5;
::else->skip;
fi
}
getDepositA=true;
getDepositB=true;

break;
::else->break;
fi
¥
4. YL
TrEERATE LT HEEN RGN I ) E R, X Sk B AT 2 S5 B fie & 14 SR I BB AT 38 AT IR 4
SRR A S I B8 <5 1) AT B 3t ) FRAT IS ] LTL itk W1 SR (38 AT 85 2R, 0 R SE B (38 47 45 A 5 9188 (038 4T 45 R AH I,

as
DU 2 W % < 180 10 il A FRATY 1100 S0 5 3 ) 6 W) 0 < A 1) A A ) A 8 T 4 SR N B R A AT I AR 2 58 42— B0,
FATAEIAE BE G ) I BRI T — AR AR 0 BIPBERAGENES 1A PR AR RERE.

AV ICAE 1) 4 AN T4 m 2 fA w .

e |tl backMoney {[-]((votersNum<5 && voted[ J==1)-><>(userMoney[0]==11))}

1% 85 XA backMoney. B85 M A0 55 2 1) 15 24 A A SR A8 D UE <R R 0 18 <. S0 SR A 5 N 1) P A PR 50 52
NBA AT ARAE 4 At Bh 4, *EH‘F%EWJ\B’J&X R votersNum<5. It I, 2 28 ¢ A8 ORAIE 42 FH 58 By 4 1A 450 55 A4
P2 X, voted[0] 4 1.8 43X A% A4 55 NN 1% AT DA B[R] £441F 45 R0 % Bl 4, B AT DLIYIEE userMoney[0] 11.

e ltl IfrightsThenbackDeposit{[-](claimed[0]==1-><>(userMoney[0]==10))}
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ZE R oA 1fvotedThenbackDeposit. R 4 43 55 (192 S, W SR SN 58 i T #52,984 claimed[0]1V 1% 4
1UC 5 25 A8 % (R I IR] T B AE 4, T ARAEE IK 7 42401 userMoney W iZ J& 10,54 W 2 fig 5 291 Claims #8411
AR

e |tl IfSuccessThenOneGetPrize {[-](backNum==5-><>(moneyA==5 && moneyB==5))}

%32 45 52 SN 1fSuccessThenOneGetPrize AR $ig i 3 A 1 5 X, 41 2 backNum==>5 R ¢ 5 i) T . sb i, T LAY
SR N SRTG T 24, I IR S0 3 e P RN 120K 5.

e |tl IfFaildThenGetDeposit{[-]((votersNum==5 && backNum<5)-><>(getDepositA==1 && getDepositB==

1)}

%@ E XN IfFaildThenGetDeposit. M 15 3% A 4 58 S35 T P 5 ANAE T 4RIE 4 A1 %% Bl 4 (votersNum==
5), (2 B B BRI LRAIE 4 (backNum<S), I8 4 v LU EE M IE N A R B P43 B 53 A0 B 1) PRGiF 4, B
getDepositA #iI getDepositB #f /& 1.

5. WHRIGIF 4R

PATHES 3 W SR HERR ) B RIS 4 TN R IGTETE AL T 4 A ballotContract.pml SCA%:, AN SO AL
SEAE P RERE T SCRT 1 /S S0 1) B U0 AIE 4% A 6 TR — AN R0 UE 4, 7E Windows “F & [ 24T i T g7
6.4.3 RASHI Spin F2 7,347 spin -a ballotContract.pml,2E % ¢ & & AL ELR I FE 7 pan.c, - E@r 24T 1 B or %
AR AR I £ 32 B 36 I 25 . 4R J5 AT gee -0 pan pan.c iy 44 35,2 T AT AR )Y pan.iZ pan B2 /7 1T R) 0k
L BRENERR . Bk AR, 30T A AT RE RS, LA 7 43 55 N 100 0 i N 0 R i 15 v A L 38 00 F
ZAF.

Wil 8 FiR,4 AT B AT 45 B R, G A SRS FIZBAT 35 71 I A [m) T i 77 (R IR 785 5 4
JE i A 14D, 85 10 A 2 A TR1 1, Bl A2 3 B 50 AIF 4% 17 (errors=0).

oA

S o S cwine

(a) backMoney & #5611 45 3 (b) IfrightsThenbackDeposit 12 45 K 1iF 45 S

Fig.8 Logic verification result of the smart contracts
8 HREHAEMIEIUELR
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(c) IfSuccessThenOneGetPrize 12 48 i il 45 4

Fig.8 Logic verification result of the smart contracts (Continued)
K8 BRES BRI RS R (4E)

5 & i

ALY T S OR KR RERA 0 DUOK T 85 22 W 33 ol 2 I8 2R B B A e 5 240 AT 4 17 A LUK By v 4 i
AR B RE, R4 T MK S5 A HE 2D AT R e A 20 SEBL I AU R AT T IE SR IG R, B DR e
E AT R R R AT A TUY L FRAT IR I Fi T Zhao 55 45 Y (10 LUy 43252 B SCERL A 5k =2 38 AR 06 IE F) S 7 77
E B <AL I6) S R ] AL
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