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Privacy Preserving Cluster Mining Method Based on Lattice
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Abstract: Due to the various advantages of cloud computing, users tend to outsource data mining task to professional cloud service
providers. However, user’s privacy cannot be guaranteed. Currently, while many scholars are concerned about how to protect sensitive
data from unauthorized access, few scholars engage research on data analysis. But if potential knowledge cannot be mined, the value of
big data may not be fully utilized. This paper proposes a privacy preserving data mining (PPDM) method based on lattice, which support
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ciphertext intermediate point and distance homomorphic computing. Meanwhile, it builds a privacy preserving cloud ciphertext data
clustering data mining Method. Users encrypt privacy data before outsource the data to cloud service providers, cloud service providers
use homomorphic encryption to achieve privacy protection mining algorithms including k-means, hierarchical clustering and DBSCAN.
Compared with the existing PPDM method, the presented method with high security is based on shortest vector difficulties (SVP) and the
closest vector problem (CVP). Meanwhile, it maintains the accuracy of distance between two data, providing mining results with high
accuracy and availability. Experiments are designed for the privacy preserving cluster mining (PPCM) with cardiac arrhythmia datasets of
machine learning, and the experimental results show that the method based on lattice ensure not only security but also accuracy and
performance.

Key words: data mining; privacy preserving; privacy preserving data mining (PPDM); lattice-based cryptography
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Table 2 The raw data
2
Id Age Weight Heart_rate  Disease
1237 78 80 76
3420 79 78 79
2543 69 66 67
4461 68 67 66
2543 61 64 64
4461 62 63 63
Table 3 The release data
3
Id Age Weight  Heart_rate  Disease
1237 71~80 71~80 71~80
3420 71~80 71~80 71~80
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4461 61~70 61~70 61~70
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1. keyGenerate(y,n).
Y N ;
:Kpuanpri-
While (true) {

V1,V2,.3Vn;

if (Hadamard(vy,v,,v3)> v {
Ki=V1,V2, ..., Vno1,Vi;
break;
}
U=AAB /I
Kpub:UKpri
sreturnKpq Koy

© o N O kw0 R

3 :(rl_rz)(lll|21|3):{01010}1 ’
0. ,
T SR
I - )
054 e _r______,-
o4 r2 REELAL2 :
o5l rl s _J'__,-—- —
:..|.—--"" '_J-';‘_’-v--' “ e
' --.-"".-\ : e 1
0F T ek _..--r-"' 1
Py =Ty
: 0
Fig.3 Three dimensional vector space
3
( p={lly by 1} )
' ).
n=r+lt
r,=r+t
(R, ) =1... ,
Moy =ha+ ot

’
r=r+lt

’

J e, £ 0,



2300

3.2

3.3

Si

Journal of Software Vol.28, No.9, September 2017
k-d tree
) ( ):

Tpq p q ) Ti(k), i

ki.
code=key;m+key,,  key, = ]_[qu]_[i":lTi (K]]G, j.0) key=[ki ks, ... Kn-1,kn]".

k-d tree,

X=X X0 X0 ), ¥V = (Y1 Y20 Vi) X,y , Xy,

X
X' =G(i, j,0) - X =(X,.... X, €S0 — X; sing,...,x;sin@ + X; €0s6,...,X,)
¥'=G(i,j,0)- Y= (Y., Y COSO—y;SinG,...,y;sin0 + y, c0sH,..., y,)’

3 (% — V)P + (% = Y2+ (%, — ¥))?

k=i, j

=\/Zn: (4 = ¥i)* +1(x = y;)cos @ — (x; = y;)sin ) +[(x - y;)sin@ + (x; = y;) cos]*

(% — % )? = 4y (%, ).

k=1
k-d tree, . |
(Enc)
) m, rr
Koub m, (sit) (1
2 1:i Kpubm ’ ):
&i=(Si,t))=(Kpuo'mi*ri,hashy(Kpuo-m;)) (1

’ 11 (2)'Mhash(Kpub'm) ' ’
:Mhash (3): :



2301

.. 0 0
Mhash = (h| < Z) (2)

0 00 0 O

nxn

rank([Mpasn;Me])==n (3
3.4 (Dec)
v=round(SK;)- Ky,
code=v-K_j,.
Babai v Si, VKo code.
m = key, (code — key,).
35
) . (sut) (s2.t2),
SlzKpub«m1+rl,t1=haShM(Kpub«m1) (4)
$2=Kpup Mo+, t,=hashy(Kpu,-my) (5)
4 (),
$1-85=Kpyp-(M1—My)+r,—r, (6)
t1~t2=Mpash- (KpubM1)~Mhash: (Kpub M2) =Mpash- (Kpup (M1—M5)) (7
(6) P={l.l by} 4 (8):
P-(5,-5,)=p® (Kpub (M —m,)) =M, '(Kpub -(m, —m,)) (8)
p Kpub ' (8) Q) Kpub (M1—M2), Kpup '
(my—my), my  m; .
P x(51-S2) ; p. 8 . p 0,
1 Kpub'(ml_mZ)- (3) ’ (7) (8)
Kpub‘(ml_mz): (ml_mZ)l
2. computeDistance.
Input: €1,6y;
Output: dis, .,
1:(51-Sy)
2: P x(S51-Sy)
3 (7) (8) Kpub'(ml_mZ)
4: K i m;—m,
5: dis, ,, =computeEuclidean(m;—m,)
6:return dis, ,, ;

3.6

My,My,...,My,



2302

Journal of Software

\Vol.28, No.9, September 2017

€= (Kpub m+n lhaShM (Kpub ' ml))

(0 rrmn) =1

€, = (Kpub -m, + rZ’ha‘ShM (Kpub : mz))

e, = (Kpub -m, +r.,hash,, (Kpub -m,))

Myg =, m)/n, Gl 6)in

Spig = (8, +8, +..+8,)/n= Kpub[Zmi/n]+Zri n=
i=1 TS,

n
Kpub( mi/nj+ r= Kpub~mmid +r,
i=1

n
tg =t +t, +...+t,)/n=hash, [Kpuh( mi/an:hashM(Kpub-mmid). [
i=1
3.7
k-mean O(nlog(n)),
o(n?), DBSCAN o(n). kd-tree,
(the shortest vector problem, SVP) L ., vel
[[v]| (the closest vector problem, CVP) L
W, v, [[w—v|| .CVP SVP NP , ’ ,
m, Si=Kpup'mi+r;, ) Kpub )
S Koup m; KoubM;. KpupM; 4 CvP ,
NP
) fi ) ) ) )
r , )
) : ] (chosen-
plaintext attack). RBT! PBT 6,
) ,0 , PBT
A h A
Kpubv Kpri ) NP ’ )
, 1024 21024 ,
4 k-d tree (PPCM)
4.1 k-d tree
, 4 k-mean , 5 dbscan
. KNN BN '¢ )
) KNN , KNN ,
k-d tree,

, k-d tree( 7 ).



4.2

Fig.4 Range query problem of k-means

4  k-means

HT

11 13 3 5 6

100

2303

Fig.5 KNN problem of Dbscan
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