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Multi-User Binary Tree Based ORAM Scheme

SUN Xiao-Ni, JIANG Han, XU Qiu-Liang
(School of Computer Science and Technology, Shandong University, Ji’nan 250101, China)

Abstract:  With the development of big data and data mining technology, the access pattern becomes a risk of leaking user’s privacy in
the cloud computing environment. Oblivious random access memory (ORAM) is an effective way to protect the user’s access pattern. The
existing ORAMs mostly support a single user. The only ORAM supporting multi-user is based on the hierarchical ORAM including a
reshuffling phase that may cause high computational complexity. In order to avoid reshuffling, this paper designs a new multi-user ORAM
based on binary tree. First, a proxy encryption scheme is improved. Second, a proxy between users and the cloud server is introduced. The
data encrypted by different users is encrypted again by the proxy to obtain the final ciphertext encrypted by the same key, and the final
ciphertext is stored on the server. The security of the scheme is based on the indistinguishability of the pseudorandom function, and the
worst computational complexity and the amortized computational complexity are all O(log?z), achieving higher efficiency than the
existing multi-user ORAM schemes.
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) ORAM, ki1 Goldreich 1 Ostrovsky[™ 42 /137 /74 ORAM. 4}z ORAM, 5% # Damgard®42 i) 1t T
COXAE A ORAM, H LA PALALE — A F LI ORAM. % HE BB 5275 5t LA K A SC 7 R I 35« 375 W4,
AITVEM AT 54 F FL ORAM K BT-M-ORAM 75 %.
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AR T AE AR B AL R, TIN5, M T 356 ) 058 24 1) 85 S0 W5 B 60 R 55 B8 A
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Fig.1 System model
1 RGHA
3.1 FENET RORAM

AL BT-M-ORAM 75 ZE 1, - XRS5 mUR P LI ORAM J5 % A7 it 81 4 O(logn). i T-76 F 1 15 IR 55 4%
Ui M) I — AN AR AR 58 2.1 715 v a0 A I % g 5 58 UBOHE I A7 4, i LAY 2R ORAM IR0 2 3]
F P AR 77 (0 0 % 1 B2 7 L ORAM 2 1P il ORAM 8 4%:

o bucket.ReadAndRemove(s): ' E A% T s0 38 2R s B0 00, M0 1352 1 AR 55 8 i 3 AN 1 et 99 4 — AN B0 I, e i
g RO AR 5 ik 25 P P P IR AR 2 845 B S0 i3 31 id O s s s, F - e B 3 AN Bodi 7, 9
LA s Bt S 30 P B IUAS A s, DU O B D R T P T A e 1Ak 4 AR AR TR O S
B aliZ Y 2 AR AR WA L

o bucket.Add(s,d):3ZE A1 UK 55 2% 3 12 15 se 1) 25040 0, 3k & A HR AQ BRI 85/ 3k & FH P P PR A 5
AT SC 25 1 LB LIS (B id 2 0), K 4 N 1R 500 T 8 5 R 16 45 AR B AR B T & 5 BN iz, R
TR0, R P R R [R] o Do o 7 5 (B b B R AR A LR 2.

B% 1. bucket.ReadAndRemove(s).

i N A R R T B id R s;

A s B 0O BY: 1) P A

01: data<L
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02: for (every block of this node)

03:  proxy<«(g",g"s',g"d")

04:  cl(s")«(g",g™s") <« PE.PDec(i,t,h(-),(g",g"s"))  I&KIE u R
05:  ci(d")« (g".g"™ d") <« PE.PDec(i,t,h(-)),(g",g"d"))

06: u; (gr’grx:'s!,grx,“dr)

07:  (s",d") « (PEUDec(x",(g", g™ 5")), PEUDec(x",(g", g™ d")))

08: if (s'=s)

09: data < (s',d")

10: (s,.d,) <L

11:  else

12: (s,.d,) < (s".d")

13: endif

14: ¢ (s,) « (g’,g'"”'“s,) < PEUEnc(x},s,)

15:  ¢(d,)« (g', g™ d) « PEUEnc(x",d,)  HWUIMBZEILF—A r
16: proxy(—(g',g”"us,,g”‘ydt)

17:  (g",g"s,) < PE.PEnc(i,t,h(-),(g" ,g"x‘“s,))

18:  (g'.g™d,) < PE.PEnc(i,t,h(-),(g", g™ d,))

19:  write (g',g""s,,.g""d,) back to this block

20: end for

21: return data

B3% 2. bucket.Add(s,d).

i N A AN DB B0 s, d);

i b T S N RS AR R R .
01: for (every block)

02:
03:
04:
05:

06:

07:
08:

09:
10:

11:
12:
13:
14:
15:

proxy < (g",g"s',g"d)
ci(s") « (gr,g"x:'s') <« PE.PDec(i,t,h(-/),(g",g™s") IR u; KK
c/(d") « (g".g""d") « PE.PDec(i,t,h(-/),(g",g"d")
U; < (grrgrx'us’:gmud’)
(s',d") < (PEUDec(x;,(g", g"'““s')),PE.UDec(x}' (g5 g™ d"))
if (the first time s'=0) //EP 25 1 WKL 3 LB
(s,,d,) « (s,d)
else
(s,,d,)« (s',d")
end if
c (s,) < (g',g”’yst) « PEUEnc(x!,s,)
e (d)«(g",g™d) < PEUEnc(x",d,) IIPUINEIE—A r
proxy «(g",g™'s,,g™d,)
(g".g"s,) < PE.PEnc(i,t,h(-),(g",g"™s,))
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16:  (g",g"™d,) < PE.PEnc(i,t,h(-?),(g", g™ d,))
17:  write (¢',g"'s,.g""d;) back to this block

18: end for

19: return d
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o WWET A W LALE u, RAT R A AV R O), EHURT T AT R L

o VA B b N b= A 175 0,4 % 0.

PLR 23 PR A 0 R4 T 1

WAROC) I NBEHLR KL F A 1EN A FRFISITROMEN S S, 5250 b 4 LB & —FE, BT LA,

PriA'(F)=1=S,, 4
W O() A EFENLREL 4 14 AT RIFIZATIN WK S, 286 A ALK — R T L,
PILA'(f) =1]= 5, =1/2 ®)
T IEEX 0 DaBENL ek $ F 5 B B £ BT LA,
Pr[A'(F) =1]— Pr{A'(f) =1] < negl )

H13R(4)~3(6) T LAHE i S, < negl +1/2. JIT LL,BT-M-ORAM 2 % 4x ), 1 2 A Pk 2 3L T Oy B L o6 K ) AS ]
X 431k
42 SZMSH

B 45 % vty A ORI 0 A7 il 3000, — SO R A A0 0 S0 — M RAZ ) ORAM, 5 28 90 74 45K T LI
ORAM.FEAT T 543 -7 )L ORAM (¥ TS A L AR ¥ — A1 )L ORAM I RE I LR 45 4 it 1) 2% 1) B2 2% 2 4
O(L),H P23 [ B2 2% 5 249 O(L), FH -7 FL ORAM (138 115 2 441 A — A Hlcdhe 10031015 3 5 90 n 24 5 [, iy LA P 24
WETHRE IR ERE OL).

TR R G AL A, T A7 AE AR P, T P B SR B2 O(L). I 55 s B IRAF B0 10 — SO 38 O(n)
AT AL AR HP LI ORAM, fiE 14 O(logn), JIT LA IR 45 7% 5 119 2% [ 52 24 k- O(nlogn). > I 1 R e — AN 2R
RN 5 2% 2R A B A7 P(T) AR — AN U 5008, 5 ORAM 5 D =[logn | 15 5 ORAM [ 11 %
O(logn), %3 7 75 B FE (A K 5 % H A O(log?n). g T 47 3 B3 1E 38 S5 AT — AN P RS HRA4E, AT wD(w 8 %K)
NS5 B AR O(logn), JIT LA, BB B 41 5 B AL BRI K4 AL H A O(log?n). i L il i, A R AR
BRI N O(log?n)——T- ¥ Rildg 245 L N L 24 40 5 O(log?n).

Zhang % NPSHE H K12 F* ORAM J7 5 Hh IR W B 44 2% 00 F 57 52 2 JEE 5 2 5 1 24 «(m), P33 4 52
Z%JE %y O(log®nloglogn), il BT-M-ORAM J5 5 v, Fil ' AR B AL 5 22 S P3R5 00 B B TH 3 S 2R e 3 0
O(log’n), bt Zhang %5 NP7 SIS 2R B /NS 22 5 2R FE LU L3 1, e G m) DL, 27 2R 1A 488 Hh A AR T 211

Table 1  Complexity comparison

x1 BREHEK

Zhang % N0y %= BT-M-ORAM 75 %&
PR IR R O(log*nloglogn) O(log’n)
I FET S AR 2An) O(log?n)
JH P i 4% ) A2 A BE 0(1) o(1)
I 55 2 i 2% 1F) 52 % P O(nloglogn) O(nlogn)

5 BHESRE

I XM ORAM J5 RAHLLAL ) 2 ORAM Uy SR U o 1RV I A, MO Bl 1 S 00 B2 i
P BAR, Bk Zhang 25 AUV 7 % $2 1 BT-M-ORAM J7 %, IR 55 3 3 5K 17— OB (10 77 7 <X, R AT et Ao
BOMEHLRISEEL T 2 P SRR S 5 R . R Hd, I3 2007 1107 B ) A B CAT I 2 HT P ORAM,
THE R RO A

TIN5 Ho s 7 ) 2 ORAM R — ML 1N I 3 55, H T 2 B ORAM iy >k ) s S LK, n 85 o dls A i A A
B Uy i) b2 22240 (H LB ORAM ()% J 15T 52 2% P8 30 9 AR A, 6 9 1 A8E 2K 1y o s 80008 25 0 T A7 P A8 K
W FF BT-M-ORAM (- 53l 45 Ky filt— 52 FIAE 5, mT LS I K i Uy 1) 458 X 0 2 #2341, ORAM 3 v LAz



I R TF S A6 % B P ORAM £ 1485

B2z A vk LU 7 1B A A7 SO AR S ) N TR e 2 T ORAM HURIEST 5 A .

References:

[1] Chen K, Zheng WM. Cloud computing: System instances and current research. Ruan Jian Xue Bao/Journal of Software, 2009,20(5):
1337-1348 (in Chinese with English abstract). [doi: 10.3724/SP.J.1001.2009.03493]

[2] Armbrust M, Fox A, Griffith R, Joseph AD, Katz R, Konwinski A, Lee G, Patterson D, Rabkin A, Stoica I, Zaharia M. A view of
cloud computing. Communications of the ACM, 2010,53(4):50-58. [doi: 10.1145/1721654.1721672]

[3] LouJZ, Jin JH, Song AB, Dong F. Cloud computing: Architecture and key technologies. Journal on Communications, 2011,32(7):
3-21 (in Chinese with English abstract).

[4] Feng DG, Zhang M, Zhang Y, Xu Z. Study on cloud computing security. Ruan Jian Xue Bao/Journal of Software, 2011,22(1):
71-83 (in Chinese with English abstract). [doi: 10.3724/SP.J.1001.2011.03958]

[5] Kaufman LM. Data security in the world of cloud computing. Security & Privacy, 2009,7(4):61-64. [doi: 10.1109/MSP.2009.87]

[6] Su L. Research and implementation of data integrity verification method for cloud computing [MS. Thesis]. Chengdu: University of
Electronic Science and Technology of China, 2013 (in Chinese with English abstract).

[71 Goldreich O, Ostrovsky R. Software protection and simulation on oblivious RAMs. Journal of the ACM, 1996,43(3): 431-473. [doi:
10.1145/233551.233553]

[8] Pinkas B, Reinman T. Oblivious RAM revisited. In: Rabin T, ed. Advances in Cryptology-CRYPTO 2010. Berlin, Heidelberg:
Springer-Verlag, 2010. 502-519. [doi: 10.1007/978-3-642-14623-7_27]

[9] Goodrich MT, Mitzenmacher M. Privacy-Preserving access of outsourced data via oblivious RAM simulation. In: Aceto L,
Henzinger M, Sgall J, eds. Automata, Languages and Programming. Berlin, Heidelberg: Springer-Verlag, 2011. 576-587. [doi: 10.
1007/978-3-642-22012-8_46]

[10] Damgérd I, Meldgaard S, Nielsen JB. Perfectly secure oblivious RAM without random oracles. In: Ishai Y, ed. Theory of
Cryptography. Berlin, Heidelberg: Springer-Verlag, 2011. 144-163. [doi: 10.1007/978-3-642-19571-6_10]

[11] Boneh D, Mazieres D, Popa RA. Remote oblivious storage: Making oblivious RAM practical. Technical Report, 018, 2011.

[12] Goodrich MT, Mitzenmacher M, Ohrimenko O, Tamassia R. Privacy-Preserving group data access via stateless oblivious RAM
simulation. In: Rabani Y, ed. Proc. of the 23rd Annual ACM-SIAM Symp. on Discrete Algorithms. Philadelphia: SIAM, 2012.
157-167.

[13] Kaushilevitz E, Lu S, Ostrovsky R. On the (in) security of hash-based oblivious RAM and a new balancing scheme. In: Rabani Y, ed.
Proc. of the 23rd Annual ACM-SIAM Symp. on Discrete Algorithms. Philadelphia: SIAM, 2012. 143-156.

[14] Shi E, Chan THH, Stefanov E, Li M. Oblivious RAM with O ((logN)*) worst-case cost. In: Lee DH, Wang XY, eds. Advances in
Cryptology—-ASIACRYPT 2011. Berlin, Heidelberg: Springer-Verlag, 2011. 197-214. [doi: 10.1007/978-3-642-25385-0_11]

[15] Stefanov E, Van Dijk M, Shi E, Fletcher C, Ren L, Yu XY, Devadas S. Path ORAM: An extremely simple oblivious ram protocol.
In: Sadeghi A, ed. Proc. of the 2013 ACM SIGSAC Conf. on Computer & Communications Security. New York: ACM, 2013.
299-310. [doi: 10.1145/2508859.2516660]

[16] Ren L, Fletcher CW, Yu X, van Dijk M, Devadas S. Integrity verification for path Oblivious-RAM. In: Leeser M, ed. Proc. of the
2013 IEEE High Performance Extreme Computing Conf. Piscataway: IEEE, 2013. 1-6. [doi: 10.1109/HPEC.2013.6670339]

[17] Chung KM, Liu Z, Pass R. Statistically-Secure ORAM with O(log®z) overhead. In: Sarkar P, Iwata T, eds. Advances in
Cryptology—ASIACRYPT 2014. Berlin, Heidelberg: Springer-Verlag, 2014. 62—-81.

[18] Williams P, Sion R, Tomescu A. Privatefs: A parallel oblivious file system. In: Yu T, ed. Proc. of the 2012 ACM Conf. on
Computer and Communications Security. New York: ACM, 2012. 977-988. [doi: 10.1145/2382196.2382299]

[19] Zhang JS, Zhang WS, Qiao DJ. A multi-user oblivious RAM for outsourced data. Computer Science Technical Report, 2014, 262.

[20] Dong C, Russello G, Dulay N. Shared and searchable encrypted data for untrusted servers. Journal of Computer Security, 2011,
19(3):367-397.

[21] Damgard I, Meldgaard S, Nielsen JB. Perfectly secure oblivious RAM without random oracles. In: Ishai Y, ed. Theory of

Cryptography. Berlin, Heidelberg: Springer-Verlag, 2011. 144-163. [doi: 10.1007/978-3-642-19571-6_10]



1486 Journal of Software #4F%3k Vol.27, No.6, June 2016

[22] Cheng FQ, Peng ZY, Song W, Wang SL, Cui YH. An efficient privacy-preserving rank query over encrypted data in cloud
computing. Chinese Journal of Computers, 2012,35(11):2215-2227 (in Chinese with English abstract). [doi: 10.3724/SP.J.1016.
2012.02215]

[23] Feng GL, Tan L. Multi-Attribute ranked keyword search over encrypted cloud data. Computer Science, 2013,40(11):131-136,157
(in Chinese with English abstract). [doi: 10.1109/INFOCOM.2014.6848153]

[24] Wang B, Yu S, Lou W, Hou YT. Privacy-Preserving multi-keyword fuzzy search over encrypted data in the cloud. In: Leon-Garcia
A, ed. Proc. of the 2014 IEEE on INFOCOM. Piscataway: IEEE, 2014. 2112-2120.

B o 32 5 2% Sk

[1]  BRAE B R =i 5 R G s B S5 IR 4K A 2% 4R, 2009,20(5):1337-1348. http://www.jos.org.cn/1000-9825/3493.htm [doi: 10.
3724/SP.J.1001.2009.03493]
[8] 27N, &5, R T W ARTT . o v S AR AR A 5 B HOR T 45 49K, 2011,32(7):3-21.
[4] 758 [H 3K 6K BF 4 5 vk 5 2 A BP9 01 2% 91, 2011,22(1):71-83. http://www.jos.org.cn/1000-9825/3958.htm [doi: 10.3724/
SP.J.1001.2001.03958]
[6] 7% ==. M ) = V550 AR 803 o B PR 36 7 VAR 9 5 S B [@L%&i@i].ﬁi%ﬁ:LH?H&)\‘T‘?,ZOB.
[22] FEISALE R B R, E AR — R IR R T A DR 1 e 2808 SO P A 0 5 vk T SRR, 2012,35(11):2215-2227.
[23] Wurt HR. AW EF 2 E'ﬁﬁrﬁ%‘ﬂ@'uz;ju%j%zﬁm.w[ﬁmﬂ%,2013,40(11):131—136,157.

HNBEAR (1990 —), 4, I A M0 & A M- 2k, B (1960 —), 9 1 1, 0 12
B S E Rl LR - ey e il 2 SR 5 ATy A ) B I B B
wiy SYNT, B S BT 5 4 T, % iy e A o
= P, I 4 15 2 A OB R BT

: IR

(974 —), 9 1 L PRI, 32 BEHF A
WA B 2 AT R A N A e A
EFiRS



