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Cloud Storage Integrity Checking Scheme with Private Key Recovery Capability
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Abstract: Verifying the integrity of cloud data shared by a group is one of the most common usage of cloud storage integrity checking.
In cloud storage integrity checking, the private key which is used to generate data signatures by user may be unavailable because of the
damage or the fault of storage medium. However, currently existing cloud storage integrity checking schemes for shared data do not
consider this realistic problem. This paper first explores how to deal with the problem of the private key unavailability in cloud storage
integrity checking for shared data. A new scheme that enables cloud storage integrity checking for shared data with private key-recovery
ability is proposed. In this scheme, when a group user’s private key is unavailable, this user’s private key can be recovered with the help

« FEETH: E K H SRR 4 (61572267, 61272425, 60703089, 61402245); 1l 444 B R Bl 2 K 4 (ZR2014FQ010, ZR2010

FQO19); 1 A 2 A4 ¥ 5 H f S 0 = PRI 45 4 BHE JE 4 (YB2013120027); 75 & 117 4t B il b4 2 Jit 3 H (JK2015-26)

Foundation item: National Natural Science Foundation of China (61572267, 61272425, 60703089, 61402245); Shandong Provincial
Natural Science Foundation of China (ZR2014FQ010, ZR2010FQO019); Open Research Fund from the State Key Laboratory of
Information Security; Huawei Technique Fund (YB2013120027); Qingdao Construction Project of Science and Technology Development
(JK2015-26)

WA I () 2015-08-14; & U [H): 2015-10-09; K H MY []: 2015-12-05; jos 7££k i Wz i i): 2016-01-21

CNKI P £ 4 5% Hi i 2016-01-22 10:14:50, http://www.cnki.net/kecms/detail/11.2560.TP.20160122.1014.006.html



1452 Journal of Software #fF34% Vol.27, No.6, June 2016

of t or more users in the group. At the same time, a random masking technology is designed to guarantee the security of participating
members’ private keys. The user can also verify the correctness of the recovered private key. Finally, the analysis of security and
experimental results are provided to show that the proposed scheme is secure and efficient.

Key words: cloud storage; data integrity checking; private key recovery; secret sharing; security
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