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Lightweight Domain Name Detection Algorithm Based on Morpheme Features
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'(School of Computer Science and Engineering, Southeast University, Nanjing 210096, China)
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Abstract: Detecting malicious services via inspecting the content of DNS packets is a common way to network security monitoring.
Such a work often requires quasi real time ability to find suspects among the huge collected domain names, which is costly in processing
resources. This work proposes a lightweight algorithm based on the morpheme features (root, affix, Chinese spelling and special noun
abbreviation) of domain names to quickly identify the suspects for targeted DPI detection. Compared with algorithms based on n-tuple
frequency distribution measurement, the proposed one is proved to have stronger anti-interference ability and better detection accuracy by
35.2% higher while only 58.3% memory overhead increasing. While compared with the methods based on word features, this lightweight
algorithm can cut 64.8% of computation complexity and 2.6% memory overhead down with only 2.5% accuracy reduction.

Key words: network security monitoring; domain name detection; morphemes; string segmentation; C4.5 classifier
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Fig.1 Cumulative distribution of the second-level domain labels according to the average morpheme proportion
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Fig.2 System architecture of a lightweight domain name detection algorithm based on morpheme features
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Fig.11 Anti-interference ability assessment of the three algorithms
P11 3 il A s ke 0 S0k 1) Pk e g g PP A
2.4 REFH
A by Jt i A4 A DN S35, ¥ e 5 S ORAIE L R AT BRI N AE DT RS AN o 5352 2% 182, LU e /6 A B A 2R 48 W U
VTSI 8] RS AT i 22 A Ut vy BE B 4 R T IR B S VE S B FEAR SR Good_Domain_Set FV i i 4 FE A SR
Malicious_Domain_Set 1 3 I x4, 4E ¥l PC Hl_L (Intel(R) Xeon(R) 4% cpu, Hi% 2.00GHz, N 17 2G,Linux &4t
FRA 2.6.15-23-386), 73 il I E3d 3 Fofrdgli A 5 I RS 0 53000 S 44 4 IS Domain_Ser HEAT LI, JF AESL 1L 2
o NBR VR RIS s P AN £ 2 23 At FLA 47 i 5 B0 A A7 RIS T 4.
® I,
o BT TIndNE AT M1 HE R BARK WA TR RIS B R
o 5 M1 SIEMILE TR SR M2 SN 2 AT R R EOK 18 A A7 DT A5 Ol B P9 A7 22 T) 6 0 27.82MB,
FERT I 53.2%, 5 5 A AF 2 T ARG B0 2.69MB) Rl T 550 52 2% P (BRAR TF SR AR B I 66.5 %, 5B
SEATI K 21.5 f);
o AL T HRRFAE ) M3 S0, HEE M2 SRR B H AT R [R] PRI N A A7 JF A, 5 5 A A7 190 2.25 MBS
HEK 83.0%, BLIR THL R 2% B RN 1.8 4%, Sk briz AT I (8] 39 1K 33.0%.
Table 3 Space/Time complexity comparison between the three algorithms

R3 3 MEIRAAITIA S R LA

ik A7 TF A VY

Ml Iim; 52.32MB, % 4 0.02MB BLIE 111.3M K3AE,SEFr 8.7
M2 Il 80.14MB, % 4% 2.71MB  Hig 7 508.6M YK E:AE, 5B 196.1s
M3 I I 80.14MB, % 3 4.96MB  Hig 21 333M 4R 1, L 260.8s

2.5 KA

I8 AR SR H 1 2T 3 25 AR A R 38048 - TR DU 4092 M2, T8 5 VA3 4R Good_Domain_Set FE i 38 4 4
Malicious_Domain_Set W Z5F >3 5 b 2808 BHIF RV 7548 P i 5t SEBr R AR 344 48 JS_Domain_Set AT
R, AR B 745 AT EE R BRI T A B AR I 199 AN TR PR T A T B A
HERP I SRR A3 AN R A REEM, 118 N B A A A W BREA CEEEESEN
5,65 A A iR MG oAk I IEE 58 A TR AL S A I BUR . AR R Rk, 3 A 292 A
RS TR W VT e 5 b IR R 2 0 IA 1 292 AN R A IR 453 A RN PR A
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395 NIRRT R A 58 AN AvE TR A B R TR ZRRR AL A S AL S TR I AR R S o R 0 M TR R
87.2%. M FH 4 12.8%.

3 8 %

P 6% £ 4 M ) 75 S 4 g )R ) P RS T i 22 A 00 T S R 4 T 6 1 % S o R T 199 DB K 3 R %
S 5L T DNS A8 HLARSCIY DPT A BE A i1 T 98 U5 8 3k K, o LA 96 2 30 SIS (1 2 e 7 5K

ARICFETIRA B TR AE, B H — i 2t 20 (0 RS0 450725, R 0 e o TR R b T 8 T 4548 P 1 v R 4k 44,
A 4t %o P b 45 FH B A 1 B8 g 52 % R0 S A M M 1) 5096 % 4 B 3 42 A W RV B B 1 AR 5 B/ IR
BTG 22, W T A R AT R D) SR PR S S 48k 44 TP 2 B T AL, IR R A AR A R IR I A |
P HE 2 TR SR AL AR T I T C4.5 SR DA S B A A4 A B e 44 1 ) 2

S 45 IR W AR SO IR AR FRRRAE LG e TG 2H A 40 AT R A R A T (1 A I A i R (HE R R R
35.2%, B BH P AE X FEAE 62.0%), HL A5G 5 A2 Bk 18 By < iy A0 AR E 28 U1 1) R S s LT R 8 58 4 i
WFF & Bk 4 — T AR A AR AE I 3804 DL A B 7 sl Kwyjibo TB F 3= BB AL 4% ). AH & 5 TH
o 01 46 45k 48 = T2 R 25 ) T e SR I, 2 B R AR ARG PR AT W /8 0 YA 6 AT 32.8%. 8 — 2D N A i v [
FE R R I 48 3 S B SR A 3 (1 34 AR 0 AT R W, S 0 4 SR SRR 1 B v B A I v (R A T ML A R
(87.2%) BRI N AZTT44(80.14MB I I N 4,2, 71IMB I 3F P A2 TF 85 A1 55 58 2 BE (GB AT INHA] 196.158). 11
A0S SO AT ] 28 R R SR ] P PO ol 1 RS DU 7 Yk R T R A B AR LA 1 (R 0 M A R (AR
ARt 2.7 %15 BA PR A i 0 13.8% 1B BA 12k S AR GT D v 2.7 %), (FL 2 2o 35 N A2 TR RS RIS 2 FE 3 W (2 vy
TR AL R 5 Y A7 25 TA) A X 38 0 83.0%, B8 T8 8 FEAH S 14 1.8 £%).

] 1, AN SC R HH 1 26 1) 3 RF AT 1) 38 4 2 TR I SRV RE B AR AT 26 T e JC 4L 23 A1 i 1IE RN 3 T B )
HREAE AR AR, ) R 2 A e R VR T R R RS W M A 2 1 T SR
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