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Abstract: Three-party password authenticated key exchange (3PAKE) protocols allow two clients to establish a common session key via
the help of an authentication server. Each client only needs to share a password with the server. The derived session key can be later used

to achieve end-to-end secure communications. Most of the existing 3PAKE protocols are proven secure in the random oracle model.
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However, these protocols may turn out to be insecure in real applications when the random oracle function is instantiated with a concrete
hash function. In this paper, an efficient 3PAKE protocol is proposed using smooth projective hash function based on ElGamal public key
encryption. The security of the proposed protocol is conducted in the standard model under the DDH assumption. Compared with other
related protocols, this protocol is quite efficient in terms of computation and communication costs under the same security assumption,
and as a result, it is more suitable for large-scale end-to-end communication environments.
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|Adv(A,Py)—Adv(A,Pg)| < neg(n).
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Table 1 Cost comparison with existing protocols for 3PAKE in the standard model
F 1 PRAEBIAY R =05 1A T M g EL R

| vy At \“ N /ﬁ‘ AN

LEBDR npses e MABAGHE AR
KJL By 2% 2 de 2e 10e 7 DDH, ODH
YC P21 3 5e 8¢ 18¢ 7 DDH
NRK #pig 22 6 9e 12¢ 30e 75 DDH
BATIHI P 3 6e 9e 2le 7w DDH,0DH

4 HERIE

ASLVAKE T ElGamal I8 (111 BUR WA A BRBCA TR B0 T — P22 4/ A =75 PAKE P, HLAE b E
B JE T DDH RUCIE Y 1 2 At JATT M S0 7 AR 55 6 <2 1] R0 1) AR LR AT BT A %2 4
P55 IR A B BORT L, T B 058 A 25 10 SEBLAT ™ AR, I HL R A 0 0 A5 RN o B3 R0 IR e, AT TR vt
S P KA S 21 i A0 155 (1 2 A 5

References:

[11 Bellovin SM, Merritt M. Encrypted key exchange: Password-Based protocols secure against dictionary attacks. In: Proc. of the
IEEE Symp. on Research in Security and Privacy. Los Alamitos: IEEE Computer Society, 1992. 72—84. [doi: 10.1109/RISP.1992.
213269]

[2] Bellare M, Pointcheval D, Rogaway P. Authenticated key exchange secure against dictionary attack. In: Preneel B, ed. Proc. of the
EUROCRYPT 2000. LNCS 1807, Berlin: Springer-Verlag, 2000. 140—-156. [doi: 10.1007/3-540-45539-6 11]

[3] Boyko V, MacKenzie P, Patel S. Provably secure password-authenticated key exchange using Diffie-Hellman. In: Preneel B, ed.
Proc. of the EUROCRYPT 2000. LNCS 1807, Berlin: Springer-Verlag, 2000. 156—171. [doi: 10.1007/3-540-45539-6_12]

[4] KatzJ, Ostrovsky R, Yung M. Efficient password-authenticated key exchange using human-memorable passwords. In: Pfitzmann B,
ed. Proc. of the EUROCRYPT 2001. LNCS 2045, Berlin: Springer-Verlag, 2001. 475-494. [doi: 10.1007/3-540-44987-6_29]

[5] Jiang SQ, Gong G. Password based key exchange with mutual authentication. In: Handschuh H, Hasan A, eds. Proc. of the SAC
2004. LNCS 3357, Berlin: Springer-Verlag, 2004. 267-279. [doi: 10.1007/978-3-540-30564-4 19]

[6] Canetti R, Halevi S, Katz J, Lindell Y, MacKenzie P. Universally composable password-based key exchange. In: Cramer R, ed.
Proc. of the EUROCRYPT 2005. LNCS 3494, Berlin: Springer-Verlag, 2005. 404—-421. [doi: 10.1007/11426639_24]

[71 Lin CL, Sun HM, Hwang T. Three-Party encrypted key exchange: Attacks and a solution. ACM SIGOPS Operation System Review,
2000,34(4):12-20. [doi: 10.1145/506106.506108]

[8] Lin CL, Sun HM, Steiner M, Hwang T. Three-Party encrypted key exchange without server public-keys. IEEE Communications
Letters, 2000,5(12):497-499. [doi: 10.1109/4234.974498]

[91 Abdalla M, Fouque PA, Pointcheval D. Password-Based authenticated key exchange in the three-party setting. In: Vaudenay S, ed.
Proc. of the PKC 2005. LNCS 3386, Berlin: Springer-Verlag, 2005. 65-84. [doi: 10.1007/978-3-540-30580-4_6]

[10] Abdalla M, Pointcheval D. Interactive Diffie-Hellman assumptions with applications to password-based authentication. In: Patrick
AS, ed. Proc. of the FC 2005. LNCS 3570, Berlin: Springer-Verlag, 2005. 341-356. [doi: 10.1007/11507840_31]

[11] Wang WIJ, Hu L. Efficient and provably secure generic construction of three-party password-based authenticated key exchange
protocols. In: Barua R, ed. Proc. of the INDOCRYPT 2006. LNCS 4329, Berlin: Springer-Verlag, 2006. 118—132. [doi: 10.1007/
11941378 _10]

[12] Yoneyama K. Efficient and strongly secure password-based server aided key exchange. In: Chowdhury DR, ed. Proc. of the
INDOCRYPT 2008. LNCS 5365, Berlin: Springer-Verlag, 2008. 172—184. [doi: 10.1007/978-3-540-89754-5_14]



AR FARERR T FH0) = 9 AR E 4 AR ML 2399

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Zhao JJ, Gu DW. Provably secure three-party password-based authenticated key exchange protocol. Information Sciences, 2012,
184(1):310-323. [doi: 10.1016/j.ins.2011.07.015]

Huang HF. A simple three-party password-based key exchange protocol. Int’l Journal of Communication Systems, 2009, 22(7):
857-862. [doi: 10.1002/dac.1002]

Yoon EJ, Yoo KY. Cryptanalysis of a simple three-party password-based key exchange protocol. Int’l Journal of Communication
Systems, 2011,24(4):532—542. [doi: 10.1002/dac.1168]

Wu SH, Chen KF, Zhu YF. Enhancements of a three-party password-based authenticated key exchange protocol. Int’l Arab Journal
of Information Technology, 2013,10(3):215-221.

Lee TF, Hwang T. Simple password-based three party authenticated key exchange without server public keys. Information Sciences,
2010,180(9):1702—1714. [doi: 10.1016/j.ins.2010.01.005]

Chang TY, Hwang MS, Yang WP. A communication-efficient three party password authenticated key exchange protocol.
Information Sciences, 2011,181(1):217-226. [doi: 10.1016/j.ins.2010.08.032]

Canetti R, Goldreich O, Halevi S. The random oracle methodology, revisited. Journal of the ACM, 2004,51(4):557-594. [doi: 10.
1145/1008731.1008734]

Kwon JO, Jeong IR, Lee DH. Light-Weight key exchange with different passwords in the standard model. Journal of Universal
Computer Science, 2009,15(5):1042—1064. [doi: 10.3217/jucs-015-05-1042]

Yang JH, Cao TJ. Provably secure three-party password authenticated key exchange protocol in the standard model. The Journal of
Systems and Software, 2012,85:340-350. [doi: 10.1016/j.js5.2011.08.024]

Nam JH, Raymond Choo KK, Kim J, Paik J, Won D. Password-Only authenticated three-party key exchange with provable security
in the standard model. The Scientific World Journal, 2014, Article ID 825072. [doi: 10.1155/2014/825072]

Cramer R, Shoup V. Universal hash proofs and a paradigm for adaptive chosen ciphertext secure public key encryption. In:
Kundsen LR, ed. Proc. of the EUROCEYPT 2002. LNCS 2332, Berlin: Springer-Verlag, 2002. 45-64. [doi: 10.1007/3-540-46035-
7_4]

Abdalla M, Bellare M, Rogaway P. The oracle Diffie-Hellman assumptions and an analysis of DHIES. In: David N, ed. Proc. of the
CT-RSA 2001. LNCS 2020, Berlin: Springer-Verlag, 2001. 143—158. [doi: 10.1007/3-540-45353-9_12]

Benhamouda F, Blazy O, Chevalier C, Pointcheval D, Vergnaud D. New techniques for SPHFs and efficient one-round PAKE
protocols. In: Canetti R, ed. Proc. of the CRYPTO 2013. LNCS 8042, Berlin: Springer-Verlag, 2013. 449—475. [doi: 10.1007/978-
3-642-40041-4_25]

BABW983—), 5 H s 1 A, UF
i, 32 BERT 5 AN 22 4 B, TE 2k W 2% 22
Ecy/NTIS

FEHAN(1977 —), 55 W Iz,
GURIR Ay TC £k I 45 2 4.

SREIE(1963—), 5, ML B2 L AES
Ui, A AR T EN R R R
B/H LR 2 A RG] A A AT AL

O 8(1962—), 5, 1+, %, 1+ §
i, BRI ST A 1 2 A





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


