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New Upper Bound on the Maximum Differential Probability for SPS Structure with P-Box
Using n-MDS

LIU Guo-Qiang, JIN Chen-Hui

(PLA Information Engineering University, Zhengzhou 450002, China)

Abstract:  This paper investigates the upper bound on the maximum differential probability for SPS structure with P-box using n-MDS
(maximum distance separable) matrix over the finite field GF(2). First, an estimation formula of differential probability for every fixed
differential pair is presented. Then, a new upper bound on the maximum differential probability for SPS structure is described. The
experimental analysis shows that the resulting upper bound is tighter than the best known upper bound.

Key words: block cipher; differential cryptanalysis; SPS structure; differential probability; upper bound
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