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Abstract: Long running multi-user server system may encounter frequent errors resulting in running disruptions due to its complexity of
program, operating environments and user operations. This poses the need of self-recovery of system. Rollback and checkpoint scheme is
a popular self-recovery strategy in current research and application, but has no obvious effects in multi-user system. In this paper, a
VMM-based self-recovery system named VMSRS (virtual machine monitor-self recovery of service program) is designed according to the
characteristics of multi-user server programs. The main idea of VMSRS is regarding VMM as major component of recovery, taking

advantage of VM as independent underlying system and hardware resource monitor, and strictly maintaining the consistency and security
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of user data and atomicity of data operation. As an improved SRS (self recovery of service program), VMSRS controls errors to avert
affecting normal users in case of system crash instead of committing rollback, allowing users and servers to proceed as if no crash
happens. Rollback is avoided by taking advantage of self-cleansing mechanism of system and VMSRS. The issues addressed by VMSRS
design include crash suppression module, demand driven restoration module, monitor module, and storage management module. The
experiment results from analyzing basic function, basic performance and integral function validate that VMSRS can provide favorable
security and consistency of user data while guaranteeing performance and committing no rollback. It recovers multi-thread programs
excellently with no limit to threads. Meanwhile, this exploratory study also takes part in current research of self-recovery system utilizing
virtualization technology.

Key words: virtualization; self-recovery; multi-thread; consistency
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Fig.3 VMSRS recover related data storage and operation and memory-distributed map

K3 VMSRS P AR SCH A A7 fife 55 #AF Je A7 3 A1 1]

© PERREERSMROT  httpy/ www. jos. org. cn



L F:5RAPMEBRFORELE% 1913

Bl 3 38 2R T K S SOGB4 A 10 S5, AN B e R BUE B, IR 45 38 AR R T 45 R G R AR OGS
PE AT 1 M — IR AR BN B UL, 2R 5 i VMSRS R Gt A7 AH S 1B, 1T RE 0L — FL3R A3 CPU 4 IR %
PRI RGAN T CPU SRULHEAN Y T7H 2% T, 1XFE BR AR BRI T P AR 2R )5 1R 12 1 3 E R R,
T2 2R 1) 3R S8 0L IEAT AT AT 50 AR XA S ORAIE 17 5 I B N R SELBTL PR 450 41 0 2 i 900 T D UE T P 52 5 A
AH G TCE s 1) — Bk

VMSRS 52 H i
R RGAH LA R
T TR BN 2 AR

[
|
|
> A |—@iﬁ
|
[
|
|
[

8

| | I I | I

I I I I I I

I I I I | I

I I I I I I

I I I | I I

: 9: I I I |

Pl i
HE DS 6 5T LR HEER N
RN — S0 4 4 L ey HE
A VMSRS fRiEZ P2 AN R i T R I T
LIS I U N
BRI 3 AL 5 —O e e e e e e
VTS T L R I O A
PR G R A e B s SC AN ! I I B N L
g CEES hbhtzly tste 111 t9 tio ti tin tiz tia his te 7 Lig "
b (aulted). NS @) Protected load @ Protected store <> Monitored store Faulted
% A7 8] T 43 A ¢ 32 .
H}T;;E‘;L]{/}E AR —= Normalrunning ~ cceeemaae-- = Suppressed running
3 PhAE A HAE.
& 5 % 4 iR — Fig.4 Sequence diagrams of VMSRS multithread execution

T g Kl 4 VMSRS £ &7 N PR K
B PRSEHHAT T

BN H S AT DU A G B AR A T AR i 41y (5 B 2 P O store B BRRES, 7 SARER A S s
load 45 1 HRAS V& 20 2030 43 A2 6 T ) 9 000 530 el AR 1 P B0 IR AS B A B — UK store TR0, 1T T U7 HI K
SHR )RS BEE BF IR monitor store TARAEHT — X IHAEL X LY PO AREAEIX 3 AR WriE 4T i A, o
PS5 £ A R 2 P3 % A monitor B RISk MUHE AE S PO IS IREL AT A7 130 20 A 4 2 2B G 1E N4k 85
ZJE HIEIRAS, 1 6,2 P1 R AR load I R I I (B2 H AR HERR P3 BT 5 W, 0 LA IEAT T 0 2,4 T 55 45080 oh i
FRMES N A P2 AT T store, X B A6 FH - B #4717 2 sh, i B 52 s AT 7 208l 2 5 PR
load JJT 159 3L # & P2 JIT store B T .

P3 AT P3 s

P3 | |
‘ | |
R
b oo
R C R INS FHF store HUARARAS T load B IR
(3R HRR R (P3) (P3 AR T HCH A (P1ARE ST HCH
AR ) A R 9 ) A R )

A PRI A

WREIRERE) — = i

Fig.5 Data state transition diagrams of VMSRS multithread
K5 VMSRS 2 2k Hdli R e e 1

© PERREERSMROT  httpy/ www. jos. org. cn



1914 Journal of Sofiware ¥ At %3k Vol.26, No.8, August 2015

3.3 VMSRSk S B} [ #E AR

6 JIT7n A FR ST R GOR AT i [ A5 28Y [€],S0,SP,SF, SR 43 MIARER IEH 4T IRA . WA ERA . HATR
A ULBMDIRES ey AR XCIRZSFN Y AR T LTI 1], 2y s XORAS 10T AT I 1),

Fig.6 Model diagram of the restore system state transform time

Ko HIKERGUIREFE I [ FE1 f

M5 6,70 BT IR AR 2 sl R R ST M VMSRS 1R AR S8 (12 AT I 8]l 45 1,24 NV IE B — € {H 5, VMSRS &
GERYIBATIN 8] LU P13 R 28 a5 2R 8 OB AT I () S/ i HLBESE VR 08 n, A4 2 B OROBOR Tt B 18 1 13 W]
TAERF AP RETT 1, VMSRS Pk SR A 22 b [P A i e SRS BT B 5 T 22 I (K R 55 2 R .

4 VMSRS &8 ZFE &It

ET XA 2 8 R G O 5, 78 o A I A 4 R 48 O 4 R T BRI B B R 48 A SO R s B T — A
I FH A A Rl LA B A 18 4 21 ki LA AR 2 4% R 40 1 B SN LR 40 3 A B0 v 0 2 g e JOU LA s B8 1 ol 45
R 8 S5 A 2 A (R W A B A R G0 2 5 A A T 0 2 L, T TR A4, 1T DAV M 2 28 4 o — AN I A s o1
BTG, B DT AR RE A O R BRI B A R G AR AT O AT I s A I LR R R LA R R LA 45 A
PR K UL M 42 25 75 22 22 SRR B B[R] T A A BE S I R 1 D e
4.1 VMSRSEKIT

VMSRS W& R G545 T REFUNL IS, CRAIE wT LUBUM) | IE e 1T 2 e R e Fe. [RI I X SRS 1= Sk it AT
R 2 B, IF HoION o 50 (0 07 SOREAT P 20 10 i o B2 R AT M3, B v VK R P A 11, 3 e 48 T80 A A AR
iy, T Bt N £ B PR 5 5 3% [ e B e 0 (AR SE R B8 1 B 3 B 2 5 SRS A — MR b 78 6 T LA
BT B AR SCB T I AR T B R BT R KR R G A R SR A B 7 s AL R G A R FUHL A BT S,
AR AL BR B A H 1, R g VMSRS BEAT i 2 3 .

VMSRS Pk & 5 48 12 2y fEFUHL A SEBLK A A7 BRI R E . SVM PRl L S e HT P B bl 1
P SRR SR | 4l B T REASE B 4 1, il LAE guest 2 S B0 THT 1) 5 e P A8 T W 42 R B8P S B, 25 AN ASE B
T OME, S T — B LI R R 4L
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omear || omewr || oweam | et Lfmagi'ﬁ> I
T g iy i
| L R ﬁ§ 8
<L B

B RS
| Al | o
| SVM i P41 |

| R B U IR |

kBT | R RS D] R T] BREAT | it [t
N N N N N |
kb S0 WRMCE || B | | EAshae

Fig.7 VMSRS system structure
Bl 7 VMSRS 1k &R 45

4.2 SVMIkIZRHR

HEA TEAHLA B B SVM I PSR AR T2 I A7 5 150 M 42 010 200 P 30 1 1 42 DA A W Ak 388 48 AR AT IR BN
MESUDL I B AE R 2 0 SVM IR I HEAT (K. A ST SVML 45 8 73 ) by 0 R 9 2 45440, 53 ) 4 e L1
B ERAE RGURU P IS5 R R LLSC FER 1 B R R G Ak BRI E 1 E R, SVML i 43 Bk 47 1
PEPLAR AR B AR SR A R G B0, A e A2 L M 47 R B e RO ) I g5 4 R e, 0 P BE R AN
JUIRSS SRR 1 P AR IR AR B SVM IR BT ME AN ). — Bl g 42 RAL ST AR VMM R S 4% %
BAE R GURSEIL T I R A AR DR e A S MAE B R 48 VMM M2 T8 B8 7 0, 08 P T 55 4
T A R A B 7 A P G e M2 A B R A AR e SRR 5 — Tl A A e 2R 0 O D A0 L M 4 o 40
e LR HEAT 55 TP MR 55 43 R P 1R LA L, IX g AR A4 VMM il LU S P B V2 AR AR AR A 0] £
& TR 5 on vt 1 L T DAAE T sk A B 4 AR 0 15 2 A L B N R A R G X A A DI AR ), AN ELAE
VMM #7228 ER A R R I A O ER A (5 AF, I L% T VM AR BB AT R SE A iR K R 2 PR A A
B PR R U, SVM. A R T A T A R AR B R AN AR REAT YU 2020 IR AR A B U o A S
M SE T A BRI A R R LR R A A BRI AT AL P IX B SVM. IR BEBRAN 24 TR 2
PR R SR AR AT 35 SVML R AR KD TR ) A BE 10 5 458 A R 0% 30U WA A8 1, 7 12 20 MR A A e 25 4k 2
N

BRI SEPLE ST UL SVM BEB K, BT LL FR S AR S8 SVM 2 BB (1 32 44 3 20 #R 42 B SU AL SVM
B 3= ZE AR PE e 0 svm_exit_handler() T SEHLPTAT % )7 AT R UL AU T ER AR #EE N A AR E R BN
1R SVME A i 4004 AR B2 (15 [ 7 Bk v 7 VMIMIC ALL K 52 BRI 5 P A 2R 4 LA S P IR 45 2 Rt 1y R
PRI H. o — Bs 45 K% vm_frame, i &5 FIAE AR D — A HERR 2 1] GR 7300 N RESOUHLAN 55t R SULHLINS %5
JURAE R G AR OR A (KB FE L, S5 K gener]_regs TRAF 7 47 4 AL
4.3 [ERNAFERMFERR

W A7 BB AR R ST N A 5 B AR 00,3 L ) A A B B 2 S e v T W S s A A7 X IR A7
fitt, AR VRSO TT O S5 (A A R B, C0 45— AR A Ll oy BT L Al Bl 45 4. A SCBETH ) VMSRS 25
X e 55 s AT 2R G T B A AR 8 LB N A7 VR ity R IO B AN e 4y AN — B05E ) AR AT R

PR ARG N A7 BB RO BE T VMM IR A A7 BEREHUR BT SEIL I, 1 SR P A7 DSAT il B 2 Rk
A S BRI G55, T SRR L BRI AR AR DM 3J% 355 BEAS H 5i8 (R A 1) 50 41 M K dfs A ity XA
P LA E P S Ll R B0, 9 A7 4 BB 58 B T 5 FUAt BB (0 A8 44 AR A W R G R e B T — 2 W
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FIT VRS A G KR IR 1K) A A7 S Atk 501, L G oA 77 DR PRy SR A% 336 e Ml 000 () S 52 1 50 7 45 R A B g 2
Lt o8 2, A A7 BB S i T AR K A2 T 4R

4.4 HNHIRIR A P ARIR

U2 0 04 7 7 A, (A G0 7 2 0 06 347 S 2 W WA R 5 3 R el I 3 P £
SE AT A ST HEAOL L 1 1 28 0 T S0 2 A A 7 AL L s 3 1 Bl 1 P SV Wl 2 e s
2 S . AT TP 0T R 5 2 5 B b A S B 5 B2 0L 8 A L B 7 5 400
AT TAR SRR 1% P 1 R4

VIMISRS {3 A B A 1 S P S G X 201 P 30 S0 AT 40040, T 09 0 400 2 A et
B 7 R AT AT W, — LR B V2 1 A 22 A0 30, 0 2 0 3 P R 00 1 2 1
BB B R T S B 5 0 M i 3, 5 T Bt AR (R 1T 0 T RS R S, T DA
JEAT F 22 VMSRS FRGEr HE A o MR 5 5 2 5 AT IR 8 T 24 T 2 R B P B ) FJE AT,
LA T 06 B 45 R K — VI 5 B B T BB AT R £
45 E#FPERREER

SR DAL 1 A S, LA 4 TR PP S B 65 O A A MEAT MR ST A S BT VMSRS JEACTE SR f2

P A DX i LB ORAUE L 5 T B8 U7 A7 SR A 17 SR R 19 21 LE A I 250, A9t A 2B DR AL 1E 5 1 P 7 1) 459 e K N A7 X
B2 i, 1 DX A A PR R, X S T RE AT b U SRR SRR B R S B . TR] I 3 SR SRR A A BB R SR
P 1) T g, 1% DD e A2 4, 2 i B K BB E R T B A XA R B AT T I I SR PR R 24T
AL A7 it 1) 500 BRIV AH 5 0 B8l #0814 T 58T

B T ) B CRAIE TF A 17 652 A A7 00 AN 4 R 78 75 VMISRS e AN B SR ORAIE 1 5 I AN 52 B 2 16 T, 76
AT R (1 7 A7 B A IR TP ok B Tl B P BE R et (% Ko A P A7 DX BT DA DR UE S

523X SE T e A0 R 10 3R SR R SR BRoke STHIL . ) I 37 SRV 2 AR LR A ST PR S B ) D REL XA DU RE A AR, 2
ANWTE G k4 R I A KA Mk (B T TSI T SR M SRR B e AT RO A £ £ H s B A
R TCH I AR REAT ST, L, — AN TR A0 P BERE S R G iy A A7 Bk REAT T S A TR A OGS A A DX I
A At ) R A2 B0 R T R e AT K I BT, 3 BT — S I P S A DX, ¢ LA 38 95 4 1), ) TR B AT K
5, A7 HE AN B DI REE AR5 K 10 B A 52 R AL/
4.6 FHENTHRERRIR

A B A e A 3 [ SOR BRI AR 1 A Ty AR DR 5 I O 60 R R R A AT — IR K
STAL B IXREAR L R A B S P RE SEINAERG . R, A H ROPE. BRI Dh REAE BT T BERE TR AT s AT, &2
T2 I 2 O T B s R L S N A7 AR DK TR I i B AR R T A R AL IR LA S — A SRR A
AL FRRE RATAE (K0, 1207 S P R A A T I LA A H R D P SR A SR T L 0 3 8, 2 g E R 45 R
2 BN — OB L.

VMSRS [ 5 )l A Lk B VR e 4k S AT B R 1) 15 45 0, 8 R B A R G R 55 s R ) 1 5 1 s
S BRAL A SR 30 AT B0 P03 B A0 20 ST B B 0, IR — S (K L D O R R P A B O AN S R
AN HERE AT R RS, 00 B2 355 BE AN JEAE SE AR e — 5 2 e S RVEAT BT DL BEACR JE i RIE.VMSRS
Vb7 AT AR B R BT, A TR S0 15 SO0 8, £ A % o 8 TR AT I 30 B A A
M ORAIE I A A DX 38 % I e P 2 AN S35 iy At 1 P P A .

FEPTAT IO P E RIS AT 2 1, VMSRS ZAPT 5, — 2 RETI A AR I, L A7 4 DX A7 IR 70 I 25 TR 22
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B i 5 TAE, 2 G 7 BN IR 25 28 R 5 AT A0 46 U RICSE A, B R WBUR RN — B A DR S 3R
RGP E RN A B R RGO T LA D86 AT B W 4% ek 200 B SR (EP A8e CVAIE T A A, B k)
W B2 A H R EE 4 H T A ) PN A T R DLk B RT A 7 AR R G Y . R G ) dR Ak AR
Init_profile B&$L5E &, 1% B AU A1 T30 T A I RGO L Rk S8 1, DU K 5 8 P 4 R Go3db AT 28 . 1A 508 Tk AT
TH BRFNHIAE AL A, IE 070 2 [ AT W 2. BERHCER TAE B profile BRI HCHEAT 12 bR ZCHCHT 7 A8 R 1) R 00 b ik
S PN R AT L N A DX A i RN by A R G G B0 1R A7 it WU A 55 TAE.
4.7 X EHEEHE E MR HE

& P 9 (guest-level) [fif [a] % G 211 o6 B0, T i 45 28 R R H P A8 4L 58 LI ¥ 98 28 B, DL R T
VMM B3 8 P P2 A0 7 G0 B e R AR T AN 0 308 3 45 1 R 40 AR 38 0 06 5 R B30 4 TV IR 7 oRagEAT JE LML
55 R4 38 F G0 00 LA T IK R, A E B 8 A R, 1T EL ke S T AR 22 08 SN B 0 R % 1) R [ I P G R
D7 A8, R B AR B B 2 2 0, 7 SR B T Gk 55 3R 4 A W) R e B O o 502 P T A S T 1R o
PEHEAA DL 2R3

81 SR EEARYTAEERAE 1) 3, L T A R R E S B8 2 RN B AR I A7 ek B = 2 L
printf &5 PR ELF 38 58 3 202 X HE AN Y A BRAE BRI 350 262, L A malloc,memset 55 R 453 26, ORI H B AR AT AR 1k
HRGN M N HEAT S 4 28080 B P A7 AH OCERAE I A 28, L n i B 3G ool 5 1 25 R A g T B VR R R ARk A0
5 R BT L X 2 bR R At AR 25 140 R 4 LA R R UM LOE 15 (1) AH G BR 4, 40 crash._suppression_os 25,

A F G B B R D L 45 IR 45 2% R Bouh 3 B AT R B AS A 3R G 4 1L 1Y) R 002 AN (X
AT DL S I I R 4 A R R R R R UL B A A, O AT DA R LML ) M s AR N T A
3 JE FUATLONT T 5% AR %9 M AR 5 7 L v 0, 2 B A 06 EE T P A AL RE RN 25 R P % )

5 MXELRSH

ASCFT TSI E) VMSRS Pk 5 2 48 AT LIS AT 7E SLSE 1) 2 4% X86 ZL M IR 4528 L 7 LU IR 2548 kAT
W
Table 1 Test environment

#1 MAE

DELL T680 SUN X3800-m2
CPU AMD Opteron(tm) Processor 2350 AMD Opteron EE  Processor 2377
AR ccNUMA ccNUMA
¥t 3 8 32
N AT 16G 256G
WA A Linux 2.6.24 Yl k- Linux 2.6.24 YA
ARG R A Ubuntu,debian Ubuntu,debian

5.1 VMSRSEARIHEENMIR 51 F M

FEFEA Ty e DR v 20 A 3 22 e it R 55 2 R P 4 by i iln) 5 SR AR IR S5 4

DK £ 2w WA B3 R4 47 0 2 T AT OGS G e (1 — S g A Bl R sl

DR DR AR BV ), 2 SR R B, B DX mmap 51 IR A A7 25 2%

FEA DIy 5572 A P GBI o) Bl £ 1EAT S e IS4 3L T P R LU IR AN AR T el
DAL e 37 557 B R AL i N — SR Ah 0 DR 3%, LU 6 P b B XA T E B 17 L.
511 WA RIS VY

AKMANKZ ARG — BN I RE P is AT Wl 8 B, 458 P B AN BRI T B S R 2B R BB T A R, 1K
N R 55 2% R 1 ool 2 R 26 BEAE A5 1 FH P R Al 2 28k B R AR R RN AR i R B 2k B T T S
AR S Al L5 S A RS OX SRR I8 2152 1 A B2 B R 2.
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Hain Options ¥T Options ¥T Fonts

new user 0 start,,,
= & = |pleaze input the new values
Hain Options ¥T Options Y¥T Fonts ITin Green's salarys12000
steven jackson's length of service:2
name age length of service MO, of ap zalary [ghang F's salary:40000
[Dim White's MO, of apartment:Z
Tim Green 24 2 2 7500 [Houard's agei32
Steven Jackson 26 3 3 9000 name age length of zervice MO, of ap zalary
zhang FY 1 7 2 12500 |Jim Green 24 2 2 12000
Dim White 27 g 1: 11700 Steven Jackson 26 2 3 000
Howard 30 4 4 10800 [zhang FY Ei 7 2 40000
Dim White 27 5 2 11700
uzer 0d iz starting,.. [Hovard 32 4 4 10800
Segmentation fault
fengysEtE08: " threadd
Seqmentation fault

Fig.8 General server program after the user error

8 BRSSP LT A L

17 VMSRS (¥R GE IR S5 RAE 9 B Ak A Ja I 55 4% R e 4k B3 AT, 163 7 IR B 1E W I8 4T T
HERE AR HYVES R AN 35t FUR 2 B IZ AT IR ) 45 3R 05, AR I 45 A0 IR 95 i T P M IE o D AN 23 IRt 3147
BRI R R T P 22 403 A SR PUT S

Hain Options ¥T Options ¥T Fonts

Hain Dptions ¥T Options VT Fonts [rew user 0 start.,.

Iplease input the new walue:

Jim Green's salary:12000

Nams age length of service MO, of ap salary stewven jackson's length of serwice:d

|zhang FY's salary:20000
Jim Green 24 2 2 7500 Din White's NO. of apartment:d

Howard's age;2l
Stewen Jackson 26 3 3 3000

name age length of zervice MO, of ap zalary

zhang FY 3 7 2 12600 |

Jim Green 24 2 2 12000
Tim White 2 5 1 11700

Steven Jackson 26 1 3 F000
Howard 30 4 4 10800

zhang FY 3l 7 2 20000

|Dim White 2 5 4 11700
waiting,..
user 1 iz starting... Houard 21 4 4 10800
uzer 2 is starting...
user 1 end |
user 2 end i am in crash

uzer O iz end

real end userd

(a) Meds & B (b) HiEEH

new user 3 start,..

hame age length of service MO, of ap zalary

lrew user 1 start... Jim Green 24 2 2 TRO0

IJim Green's =alary:7o00
l[steven jackson's length of service:3 Steverilackson <5 & & 3000

lzhang FY's salary:l12500

|Dim White's MO, of apartment:l zhang FY 31 7 2 12500
o Din Uhits 27 5 1 11700
Howard 30 4 4 10800

user 3 iz end

(C) JJZIIJ}:H}_‘1

Fig.9 VMSRS recovery after the system error
9 RGN VMSRS &1
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5.1.2  ZAEEENR S AN

AR 505 7 A, OE B E B RR T T AT A R O WL R P R BUG Bk
I 3R).

AR H WP 10(2) B %, 3 38 1Pk 52 R G e S P WA 5 08 Bl WS S 45 A7 ik 1R D A2 i i 42 ke mr
P AT IR B B IR 1. e 10(b) /2 VMSRS 1 &2 K230 3., T LA T fff b ks i 206 1 B 0 4 i 0 &2 ok

new user O is starting,... user 0d is starting...
ﬁgzeugzwi start, .. ;e:muigrc;azc‘art”‘

name age length of service NO, of ap salary hame age length of service MO, of ap zalary
B Tttt J1Gresh 2 - 2 e
s o e S RUDOERE0IR steven Jackson = 3 3 Sl
Z'_qang I?31031525318?250;%gsi9938502M{)E;g83282193?5444(23339443420892328?04 Angr o & . 150
. - I Dim thite z : ! i
Houard plSTEBcERRe 1739461746684 1916 |youard 0 4 4 10800
uzer 1 is end user 1 is end

(a) V58PS (b) VMSRS k&

Fig.10 Contrast figure about whether recovery area is changed

B10 A DX A5 e S 5onT Ll

IR B JE T UL SE I R R GEARN T oAb 52 R A — MR FE 21 D03 BV R 14T R 29 12, v BA AR
TIE VA 52 B0 F0AH G TC B0 A 1) 2 A P 1X — s R LA AR SE TR RIONL K 2 R SR ML B BT B 10(a) A
10(b) 1) LAYE 28 A 21, VMSRS 78 SR IE K S B0 22 45 U7 T B A 58 R 3 3 i A 345 1) ORI 2 38 3 e 901 114 49 34 4
S ) Ll S FUUATL IS P A7 X 32 P RN A R 0 T 7 i S B 10, T DAGRAIE I 52 B3 X 1) 2 4 Sl ik 2 R
A H P A R AT RE 100%3H (R AUE Yk 5 500 22 45 10 R 2 /e P B B B I s 0 1
5.1.3 —BENSFI PN

— S5 A MR I A, VMISRS & PRIE 22 2R R I 45 3 R 3 1 DAL 5 38 4710 A 7 B2 HEAT 2 R > 45 1 B
9T LU P 50 1) — B0 2 e A I Bk — BUE W B LA R 2 Fh X BT 3 AN RN =

MR TR A 5158 B IR 45 3 B0 (0 {1 LA 1 P 0 SE S 1ME

(1) MWkt AT 0 S )G, 75 27 )3 sl 20, 04T — & BRI 4a b TAE X I 55— AN 5 T CPULK
EPER P B30t R AT 1 TR R, I R A A S e 58 4 TS, TG VR AR R A ) A O

AR H IR A G AL R R IR CPU I sl s A5 I J R 58 42 B s K ) — B0 1) R

MRRACR a1 FizR. B 11(a)3 78 VMSRS 5 AR B 11 ()10 45 R 5 85 P 0 58 5o i) 45 1 B sk
T2 35 ) IR 5% B A (1 (A [, 26 W AR S 3 T 9k 52 1R 11(b) = AT RE LAY SRS k4277 20, I8 11(b) IR B 75 20

—HB AR IE RSO, T SUE A SLA.
AR 73 B BEA LA REAUML SRS WA 5 3, 2 2Rt B I, 7 S AT 400 A 2K 10 O 400 s A 35 A ELAGE

KO (W1 A BE5E FSCAT Y I 273~ B 0o AE M 0 (R Ak PR 5E F0R ). T A VMSRS TR, AR 22 A il P s AT X I,
I 0 AR R, BN RE SN L, BEAT B A, JEAR T P JC i3 AT A f 45, DB SU LR [P, A FHT )™ 4 T 4R 8245 4,
DR RSB 35 45 R GEANAE — AN 2 9 b, T LA N R AL AR 25 T 3R A AR 40 B b 1R I 55 s e J I A AN A7 A
(I AEAR A L PRAIE T PR AR ST LA % 4 78 3 BEAT I AR ST IR TAE.
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new user 1 start,,, new user 1 start,.,
Jim Green'sz zalary: 7500 Tim Green's salary:20000
steven jackson's length of zervice:d zteven jackson's length of serviceiB
zhang FY¥'s salary:12500 zhang FY's salary:12500
Dim White's O, of apartmentil Dim White's NO, of apartment:l
Howard's age:30 Howard's age:3d
user 1 is end user 1 iz end
(a) VMSRS (b) AL NI K 52

Fig.11 Based on the virtual machine recovery way’s consistency compared with

other error recovery mode’s consistency

B ST LR 77 S HAb R &2 75 B 5 — Bk x b

(2) MRS 5E 20 7 R A AR PR 78 R VR A2 [0 5 B RAT 2 T R 484 (5L iy T 2% e R e AT I TR -
A8 5 58 4 B RCERTIE AT LA ZRR K 6 J5 U A A= A2 .

IR 03 e T PR S R A A P 38 AR DU AN T SRR A5 0 1 BT SR 8 — 20 i) 2t

DBBCR R AR R M 3 U 4 B2 R A AR ), o DAL 3 Bl 2 2 A2 4 5[
B . VMSRS TR AR 12 Pros, T 4 M1 R OT I8 5 A AT i — S8 8l 3t 4T 7 3L 2 )a
BEHUZ L Hedim 1 A 3 AT A T 4 BN K B

new user 3 start,,.
name age length of zervice N0, of ap zalary
Hain Options YT Options ¥T Fonts Tim Creen o4 o o 50000
Steven Jackson 26 9 H FELAel]
;Tgagze:n;uztigg‘ﬁéw values zhang FY 31 7 2 60000
iézugzejgcisiz}:r?;EgsgooF service:d Din bhite 27 & 1 11700
ma h! 2 aalansl Haward 30 4 4 10800
uzer 3 is end

Fig.12 VMSRS recovery to ensure data’s consistency

K 12 VMSRS k& 7 sARE Bl — 2otk

DR 73 B 3 RSP 7 AN — SO LR P P BRAT 25 20 W PR 0 £330 [ 9 v AR DAL, BT DA S i35 5 8, the L g
2 1) PR X BEAS B Hls 1) 52 55, 0 AN BE DR UE 9 A PP BRIy 4 5 i, 3% 0 A A8 AT 8 5 [RTVR I, el T %l i
DR AR AT AT RS BOAOR S 5 5 1 s S B0 5 K LA P MR i A2 A5 3K S o B IG5 Ak e P [ VAR 1A% e SR A
RGO AR OR UE RS — Pk i VMSRS PR R 3, i FANEAT IR 3 P LULRAIE 7 AN 43 A A 15 5 45 A
80 25 [ AT R R 1) B )

(3) MkI7 5t 30— BB BEAT 1B g A, X it 22 AT M DG ou Bt ks 55— P 3l CPU 3l
LI HRIZA WM S e 1047 5 1)

DU H R DK e T e o0 i I Dty S T i SR ) — S )

AR AEZ 3L SRS FLAEH T 4 BARG N TR 8, (B 3 BRI 2 2 Kl VMSRS 112 5%
RIFEFEIE 13 Fros, 0 3 S e 4 SR, 258 K.
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new user 3 start,,.
name age length of =ervice MO, of ap zalary

Hain Options YT Dptions Y¥T Fonts 7

Jim Green 24 2 2 50000

Steven Jackson 26 9 3 3000
new user 4 start,,,
pleass input the new valus:
(im G s salaf‘\fzﬁ w0 . zhang FY 21 7 2 E0000
steven jackson's length of service: 4 .
zhang FY's salary:60000 Din White 27 5 1 11700
pardsle e Houard 2 4 4 10800

uzer 3 iz end

Fig.13 VMSRS recovery to ensure consistent data metadata

Kl 13 VMSRS k5 7 S ARUEZO T 208 — 2L

PR3 #7222 30 SRS TC AR L b i e A4 70 B0 — Bk il 80 7 4 5 NEE I P 3 R T R A X
KIGFas ple T F 3 S BIA Hol B AR 2 IE A A, ATt T R GE IR RS S S I 4 5 N0 i e i, Jir LA it
BT R RGN W 3 1 30 A R 0T AR i LA AR S B T S 0 X R 1 g R AR - 3 B T
Hdha, 1m0 EL P B DX A B0 A Al 0 2 BT K AL T 4 5N PR B s B T o X R S LR A S K
A AE S AR I TR T 26 55 e B e Sk A5 B S T e B I R AR A T VMISRS SR, FLE 5 A G
(10 B 1 408 2 BFa N R FBLAL v et 25030 R 7 2500 110 S 5 1t AN 081 K R, 24 R RUAL 1A 38 5 Ak 52 50006 A G 0 B
HEAT 587 o, LA P 2 A 5 RS 0, AT D 3 11 2 P B R G, A 2 Ak 3 22 2R R U 48 47, X g AN
HRAR FARAIE T 58 8 4 1 7k

KT — BRI AR A M AT AR VMSRS YK 5 R ZUAR R T 2 05 0K 2R 45 1) 32 B Skt A2 AR AE 7 AN S a
RS 1 — SO A G0 10 R 7 s WS R G A FH P — 50 1o 0 1 s 22l /o 7 A ST o, 17 5807 20 ) R 45 S P e 2
773 SRS MIAE £ 2 B4 70 B0 (AN — S0 1, DA K A R A I A B 1) 1100 D P 0 AN — 850 ) i, 3 48 ) 508 ]
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Table 2 Recovery system overall comparative evaluation
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