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Abstract: This paper proposes a secure and energy-efficient spatial data aggregation algorithm for sensor networks (SESDA for short).
SESDA is an itinerary-based algorithm to achieve data aggregation. Owing to the well-designed itinerary for aggregate request
propagation and data aggregation, SESDA is not susceptible to network topology and thus suitable for sensor networks with transient
network topology, hence improves energy efficiency. In addition, to counter dramatic energy consumption caused by heavy encryption/
decryption operations, SESDA uses secure channel to obtain data privacy. SESDA needs no encryption/decryption operations during data
aggregation, which significantly reduces the energy consumption, prolongs the lifetime of sensor networks, and achieves high accuracy of
aggregation results due to small delivery delay. Theoretical analysis and experimental results show that SESDA has low traffic and energy
consumption, high safety and accuracy.
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7, a, RN T SR AR X I, R AL DX I P () B N AR E SR AR (1) R BB FEC E e EctE A Ep, SL L E ROR
IR B R IR BB A DI N AN RURE AR E, RN TR BRI N KL A R Y AR A R Edi e
FEE, R I 2 1 R A2 25 FLIR 145 Sink (1 BEFE. T 20 Sy Sy Z I BE 254 £1i6(S1,S0) 18 S0 £ 4 3 [ R [0,...., R ).
KSR AE RN T 24T D SR A, TR] A 18 Y 4% 2 3 45 1), B o] BEAZ VS DB 19 1 AU R BB
By AN A I RS A Bk 4E Y SLN B3R
32 HiERE

9 T 3 G AT S T AT AE 1 [ A SO — 5 X 48 b 5 R T8 G 1 22 4 s A B s R AE 57 SESDA.
SESDA 4324 5 MU BUBE R TF I B WIURALBY B . SRARIE SR B 2dn SR AL p BER SR AR 45 R M1 Bt

o LRI BY BUARHE FRAE R IO/ AL AN U AR A e A 2R

o WIUHALBY Bt AEXT TR 2 B A0 Jm 5 o R g vy 2 Al I

o RALTH KM B A B i P SORe SR AT SRR 0% 3 JRAR XA N I AN Y AT AR R AR Y ), W 1

79 Ay
o A TR AN B B T K RN B A 45 SR AR T e SR A B (R B AT T A Tk SR A 4 A%
S5 AN AT AL, L7 I A SR AR X k.
o IRARLL GLRAIMY B X8 N B JE — AN SR AR s R A I e LK e ¢ ) 2R A 4 Rl o o 8 A% R

()]

© PERREERSMROT  httpy/ www. jos. org. cn



EAE FALERERNE T 2GRN E N HIBERE L, 1675

[F] % Sink.

321 BE&wIHBE

HR 5 TR A X IR RN O 2 — ek, X 8k 9 4 ), 19 AT 42 R B IE R TE . W, 8 T R IERE S AL X S Y
JFF A1 R S 0 B 2 5 B S 7, << NBR/2. AE ME R R % AR M £ A G R Y IR, Y A AR
LRTf N — AT S 4k 82, B B 5 — NIRRT SR b, T B AT U A, BV S B 5 2% (real itinerary).
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ANERE, A TR B M A 4 5T ST BERE, AT RS (M 2 5 2 A B R BEAL S AR 1K T A Re o AT T 3R
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S AN D-T5 SAL KIS A timer Mix=max_delayx((6+2m)/4n), Bl timer Mix J3 58 2 % D-7 s % B 40 45 B AL 4
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Fig.5 Illustration of the three steps of A-nodes
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I3 8T D715 RURT AT SRRSO R B RA PE e

1) Ze4xiliE
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