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Abstract: Development of mobile communication and sensing technologies forms location based big data, bringing revolution to
human’s living, business pattern and scientific research. Diversity of usage patterns and redundancy among various sources of location
based big data make it impossible for classical location preservation methods to protect privacy systemically. Privacy preservation for
location based big data measures user’s location privacy in all possible aspects and therefore protects user’s privacy in information theory
semantic. Starting with an introduction to the concept of location based big data, its associated privacy threats and a universal
measurement-based attack model, this paper surveys the state of the art of privacy preservation techniques for location based big data.
Based on different privacy protecting strength, various big privacy preservation techniques can be categorized into heuristic privacy
measurement, probability deduction and private information retrieval based technologies. The principles, mechanisms and characteristics
of various techniques are described in detail, with special emphasis on a proceeding research topic: Private information retrieval based

technology. Following a comprehensive analysis and comparison of existing techniques, privacy protecting for location based big data
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under situations like combination of location information and non location information and attacker’s arbitrary background knowledge is
highlighted as future research directions.

Key words: big data; location based big data; location privacy-preserving
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Fig.1 Illustration for space vagueness
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Fig.2 Illustration for time vagueness
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Fig.3 Illustration for hidden Markov model of user’s moving pattern
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Fig.4 Illustration for quadratic residue based PIR method
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Fig.5 Illustration for workflow of PIR based privacy preservation of location based big data
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Fig.6 Illustration for PIR based shortest path calculation
6 I PIR V55 fe ki i A2 s 5 K

5.4 E4BEBRETPIRMGZE

MR T Al H O H R T 0 B A0 LA IE 2 B if) B R B WL 4 3 40 1 o (R R R A
S AR S (I R T A0 SO ¥ AR R AR e TR IE 56 % B R 1 e 30 40 A A ) R SSVR e ST A0 7 v S50,

82 S I Y11 B TN P /S B |76 i 1 R e SR R 1B 3 1 1 B i o V6 i | D5 R A e S Mty e T S
Ji] T WO 5 % 1) P B G AN DRAIE DRI A 38— 5 i P 07 SR A B R e 48 B 7 () e A B B AR A 1 1 —
AN R IR 55 2 2 A B s A 2R AP R i R BEAT B A, LG 1, A (B, O I A RAARHE 23 50 R 3(2,0), 76 & i) A
A A AL 3 RIS I, L 5 S 1 I 55 4 7 1 g S ) A Z AR R A B 3 30 1 A5 2K AR e B0 N F 2 TR o L L A,
A FHEEGIE AL 2 B 5L, B A RAARHE R 2,5 A WA ZRAARHE 3 Bl IR 55 4k & 2% i) s i 45 2R 41
FRE DR B B, 1T B - 1K), 7 0 45 A T e A PR A 7R AP R (L ef vl DA el AH [ RS0 PIR 5 1)
oK 58 1 R 0, Bt 2 X 20 D B AN () 28 ) 308 1 ST VA I P P A B R

R TS 2 5 A 25 R ) R 55 45 2 1) 4 0 s 1) 77 XK 2 Rl 1 DI P AR A 3 Rl 03 5 2R 0
T A Sk AR SEAE RS P A2 ) ARG SR T AR 40, AR P A (8] TR BRSOl
A LU A T 00 2 T 5 (o [0, [0 15 0 A T MO 7 R — s L S s AR e Al T 2B R PIR
(3 ) YRI5 25 4 Ay 2 ) o £ 5 A 4 0 T AN B IR AN 2 I X b A M X S AT

LA WL AR AL B AR S TR 2308 DR, XA i K Rl 48 52 21X 2 30 T DX IOk 1 (R 8 A7 2 e 5
AN Gy e R DR L S A R ) 2 TR IS P A R X 2 Pray D2 B X
AT P AETRVT S RE R R A2 LLUIAE ] 7(b) A4 T 5 1R 0 A9 DI R A 35— AN DX, i ] 7(b) 28 4 47
55 3 B AR DI G0 5 3 AUl X TR Py =3 I P, 2 B T 4 £ )1 SR BRI, 1 2 il i — 7k PIR y ) 3K
P AW R AE I XK G AL T Py X PIR V7 18] FRA BT AT R BE (1) B0 30 40 I, A ] s ffy o 30 408 5 140 #4841
Praxt1 X PIR V5 ) 3145 210 45 R, B A M 2 A AR AT BE FA.

B ke AT A AR A 2 I 55 R, L B AR A 6 AT I T KPR AR SCRR (81,861 73 il At ok T R RS

I, 154 Pl 5 P9 s DX ST A PR 20— e % T M R 1 & A 4R,

© HEBEERAET hipd/ www, jos. org. cn



I F 45 B RKBBBRARIP AR GEE 705

o
3 ) 4
Ae /< Ce .U .D

C.

Be

() (®)
Fig.7 Illustration for PIR based & nearest neighbor calculation
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