23 ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2014,25(10):2385-2396 [doi: 10.13328/j.cnki.jos.004495] http://www.jos.org.cn
O [ b I8 ARAF T ST RRUBSUT A Tel/Fax: +86-10-62562563

e —FhE T B AR TS
AE# TIE' THETL AbE! IEH %R

(KB PR SEARR M K 410022)
(PR R FEEREE TGN K 410083)
WWAE#: FIL7%, E-mail: wit77@163.com

OB CAHAMERABERNET DRG] R AR L AR bR R ARSI o ik iR A HUE, ﬂii&'l‘f?ﬁiﬂg] t>g
HRET ﬁ%%i’-$h"/-\?&‘?%§éﬁkﬁ7f HFS.£ HES ¥, 9 & 230 & 5 ¥ B4 Fadn b oo A (o & 45 \UP lET] i)
S FA AR LM £ A MAC Fodf S04 5,5 4 T 5B B3 2035 P A S M At s B X & 498

MAC FavbAi A8 4 SE A P VA B AT (B 49 37 8P BEAT IR E 3296 AT Bty A 52 3o 45 R & 9 HFS <7 [ B it ﬁ%fi%ﬂ
P 0 R AR AE Fe B A ST AR SO LR 2.

KEIF: AL RBNE RBHIE,E EHIE L qb bt R K&

PEESES: TP393

LTI IR I XGRS HME, EVLI6E, F AR 05, @, 5K PR A% s 9 20t mh ol e T L 1 A R £ 8 T R A AR A
2014,25(10):2385-2396. http://www.jos.org.cn/l000 -9825/4495.htm

5| #%30: Liu ZX, Wang JT, Wang WP, Liu HF, Wang JX, Zhang SG. One-Way hash chain based filtering scheme in
wireless sensor networks. Ruan Jian Xue Bao/Journal of Software, 2014,25(10):2385-2396 (in Chinese). http://www.jos.org.cn/
1000-9825/4495. htm

One-Way Hash Chain Based Filtering Scheme in Wireless Sensor Networks
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Corresponding author: WANG Jiang-Tao, E-mail: wjt77y@163.com

Abstract: Existing filtering schemes in wireless sensor networks can only filter out false reports but not the replayed reports during
forwarding. Furthermore, they can not resist cooperative attacks. In this article, a one-way hash chain based filtering scheme (HFS) is
presented. In HFS, each node distributes its key and initial hash value to some other nodes after deployment. When a report is generated
for an observed event, it carries the MACs and fresh hash values from ¢ detecting nodes. Each forwarding node validates the legitimacy of
the relative position of the detecting nodes carried in the report, the correctness of the MACs and hash values, and the freshness of these
hash values. Analysis and simulation results show that HFS can not only filter out false reports and replayed reports simultaneously, but
also resist collaborative attacks efficiently.

Key words: wireless sensor networks; false reports; replayed reports; one-way hash chain; collaborative attacks
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TN B0 B o 4 2 A7 10 A A T A N 3 R 4% P S RV B 2 5 R A R IR . T S g S I
B 5 10 I 2% e ).

T R BB N T A B 1) S AN D S B B T AR v B T I [ R A B L B
AN S I8 TF A (message authentication code, {7 R MAC) Bl I [A]#k S5 4 AMe B, 3578 B0 5 R 1 72 Hh 6 MAC 32t
NUE,IX B & RS AKX T7 5 0] DAAT 280 8 R B i (9 4 B0t 5 R 2 0709 R A SR R R
T B I % D e ) K TR AT I R, 5 B T A L B A AR B B sink, 38 BRI 4% e R VR B AN, B AT TGV
G W R0 T 30 i A [t R X3P 22 W e W D B 3 ) R B a0 V8 1 T o AR £=5, R A TS SR i e T A
B GBS LS, S5 A ZE W A5 Bk A R Z 4 A Ss BB ATE B L Ry ﬁﬁﬁlﬁﬁﬂ%*,i%ﬂ
FHASR) b BE DR 35 (1 Z W45 55 S, Ss Wb Rl Db I A6 Ry I ik B ) 4% o D) 49 s sink #8647 1ok .

@Compromised node
@%
.%
Fig.1 Replayed and false reports injection attack in WSN
L1 Bt AR 2 i1 s N T 5 i R e A s

ARTCAR Pl T 0 ) e A BE A LU TT 28 HFS K5 kAR S5 R (AR AR S5 A DL B B S IR e A ()
RG34 53 o )4 U, 5 O A5 o [] I Bty ¢ ARSI P ID S J 7= 2E 1K MAC AR 6 (1) e 65 41
R ER A 18] A A A A R RO B A T L AR I S TR AL B OR R . MAC B A (B 1EA T R AE, AN
[ GILNEEY A% €1yl e =5 €/Ep VR S iIP I R VE IS /N7 RE G o

1 MAXIE

Ye 5 N 3650 065 12 I i ) 4% v jf AR50 3o 98 1 il RELREAT 119018 42 H T SEF MLiIPLSEF % — /\é)%ﬁzﬁ@i/ﬂz
I B n(n>O B0 DA 4 LS m AN B AR SR A B AL A A R it I — AN A X
FEHERE & A B EREAT A0 A B 5 R F AR 5, 2 AR sk & 7 A — ANy t/l\ET*H]_JE’J MAC 1%k
Pt 4 ot AE B 0 e R R, S R Y A A A A (R A 4 X R )Y SRR AR Km0 R I —
MAC #E4T IAE A I o 2 e o ik BB A0 B e & il sink HE4T 38 36 . SEF 776 401 7F P 1) S8 14 6, 45 Mok )
TN OB R AN S VAN A R I 3 I 29 v ) 08 Je N s ST AT A WU, AN T SRR A BRI R
R A 2 ATV mUR R BT R IR 8 0 W [ £ 3 R I s 37 R st TE vt HL kA7 1 ik

Zhu 2 NFEH T AR I EAT AT XL 385 AR HLE] THAMLTHA H5 797 5 4 208 5%, 814N 7% 3k (cluster head,
fRIFR CH)RE L — 453 sink BB A% 38R 06, B A2 v A BE w41 Bk (0071 h0 3 st gt o7 b4 53 41 10 0 28k D1 i A
W R EFMG AR SRS sink FLZEFAH BLRS R EEST 55 L Z 105 B 251 7= LA MAC.
RS IWCER e+ 1 AMELINY 21 MAC 15 B AR BB R 5 77 5 Al F2 v A A1 s ol 0 b )by 35 B B PE 1 R
FEAE MAC JEAT 500, — ELIGUF B Zh, 15 R 5 R0 4 5 s S R B S v S — A MAC, 38 4 i
PMET ST AR MAC. A ae X 5 ik, DLk S A 5 THA SR FH — Pl e 1 1) g 2R AT 85 53 o3 i Fo i
0 UE, BR 1T 0 2% v AN [ DX 45l 11 2 B0 5 0 I e O B BOHR AR T, — LI p R AR A A, IR A S 1 ) B
UE 5 3R B 2 2R 0, T BT S B R R R B TR R R I 44 4.

Yu 2 NIRRT — R T R AL 3 kT % GRSEFP! . GRSEF #7443 B ¢ 20, 840 i A 2 A A BUEK
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228 () W) J6 R 1) 52 T 3 1 SRR 22 A b R 0] T 488 DX 3k 14T K1 435 88 i L 2 T DX 3k AT DAAIE %5 81 4 ASr
B R FAF G K BA R AR RS 7= A — A BdE i & .5 SEF,IHA #H Lt ,GRSEF B8 1% 18 i 5/ B4t b U
17 JET A7 20 v o A 0 RN 2 L 22 Bl Rl o0 R 51 2 RO RE T R 20 [ T 4 R e, AN R T 15 48 A B ) 4% J s Y
25 BEUA.

Yang %5 N A NG RRESHE R G 2 MR 3 1 T — Pt 1 5505 28 #t (commutative  cipher) 1 HH 3L #EHL
i CCEFLiZ% 7 S % 4571 i 30 L — A SR 3 4] (session key), 4%t 0, 30 S04 T A AN 008 4 ST A5
1) 25 T 25 BH A R DB e AT 0 5 RO 0 SR 60 AT UE, NI 32 5 T %2 42 Pk Wang %5 A\ F A [ il 28 % £R Rk
HE—U 42 CCEF 44tk 321 T PDF HLHIT . Ren 2 N K5 45 %1150l 24 cells, L ] PRALZEH AR A HHL
ke (I A 1) & Atk $2 T LEDS MLk

Perrig % N42 H 7RI 5 & 5504 1) SPINS ALY I REAR VAR A6 R 3% R H by 45 e b — AN Hss, B
T HORS G UK T, 232 7 ) R 8 755 R ST O s o B S b RS R % E b R R T R O S A
il Zigbee PHX (B TEEE 802.15.4) 5 5% A T 5 1 Jh 128 23 koA il 7 42 $it . Yu 25 A2t 35 1 B ML AR
FAHAR I 7 % SRARM: R 1% 75 1) i W 55 B 50ut Bl LSS 5 I B 7 S5 a6 % 2%, H b J A H B AL 52 it
PUIE.Chen 25 A4 H 25 I ) AR I 5 58 TSPCUS) 32 5 SR SR T AT 1T AR ik i) /) 25, 2 326 7 A B0 4w ik
NI TR, B FR 1 R ] Hef ) 38 S it A IE.

SEF,JHA,GRSEF 4575 %< J i i ke (B 5040 1M TG vk ok i 7 52 Hidfs, HLJG i)y 6 B[] ik, CCEF A1 LEDS 45
T3 FE R A2 AR BT K 0 A T 85 AR BR, o ik IR I FH 78 8 e A R (1 4% 1 85 M 2% 11, SPINS il Zigbee 55 7 %
SUBE 1 sink Ry ) 75 A2 B9 110 T30 AE 4 i R AP 1 U TSPC Uy 52 SR AT AT 35 s AR R IR 1) [R] 25, S 0 WU 1 1 £
AE 12k 7 S 11 A S0 19X 8% v A SCIF S S e 7 2 R e R vl T e A A i o 29 v 3% S A 000 R 2 A A, O 3
T4 IR B

2 ETEREEEFHERTIET R HFS

2.1 RSEHEEEERRE

B sink 7 R AR S BI04 S BR T BRSO AN U SR 7 A R e A R T B AL, FLAE R AL,
AR KMV ARG R AR 58 D), VL2 U, JF B0 L IR 9T o 2% 2138 1) 3 A2 B9 R B

R VA SRR T A 8 B P SR M8 KA SR A e BT 22 1 ¢ AN Rt ] Ik AS 0 38 AN A T 5 T e 2%
AN S I SRV R S e de ) 1974 254 2 A0 Y s (central of stimulas, i #% CoS). 5 SEFRPI—#E A SO ¥ & #a:
WEN TR FAF e 7T AR RE FLH 5 CoS AR .CoS WA AT MY mi ™ £ ) MAC, I INHAEE £ AN LAA: s
s

A V5 D) 8% 1 08 88 i —— BRI R A BT ) P it 2 4 TR VA 1T S A SR T RURS HeA S A5 B 2 R AR S A T
3K — IS} i) B 5 . D 8 350 2 5, BB o T A 3R I % o 1) 22 AN R R A i A S e R A 2 1 R DR I 1
B, I R 3% B 9 4% P Bl TR N AR B A e A B 0 T BB ¥ e S VR A A ) AR AR S
o Bk 33 N R AR B R A AR I A T B — P R T R
22 TIEEHESWEK

B AL RN S ECME— 1 ID BRI AFE AR EHI G={K:0<i<w-1} 80 &S, W B HLIE
PE— A FLAKH R 1) 25 S AT A2 SO B G B 1Y A0S, TR — A BEBLEL x, F1ER ) iR FL %R B R A< F ] L A
AR B 25 S NS o, (RS F(a)=b; 1B Rk, ik th b HfEH ol

B TR, RS W D IR A A KA w [ ) I A

o SEUH Fe)=1. P ()=F(31)=y 2. .. F () =F ()=

o BWTFRAN =y i =y, b =y, MG RS H,o= b0 R S R (1< q;<u) RN R

v; B 75 B A g, A A M.
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R A F WS AT AT AR RGHEAD T ¢ WEHE AN A XA ELTETERIMERT ¢

(e A .
B = F% (b)Y, j=1,2,...q, -1 )

G, RS AR BT AU ID B K DA A R P 2R S M N A A (E A TR B (SLKG, B ) I

T AR Z S BB A0 TR T SR R R R, T RS AR hello 3
081380 sees S 3K K e Ky 3y By ey

s, 9 S, IARSE kU0 ID, K, N LS, BTAFRR I, by HA5 RS, IR SR FE 75 (1.4 F RS,
AT — 43 sink A2 Path(S;)={S;,S1,...,Ss.sink}, 34 hello WA UT Path(S)HEAT 4E 5. BhAh,S; H7 A8 F ik s 45
{EL b} VG 75 % v N B

FWCE] hello A5, H T AL S(ISAS AR 0 S, AR a5 B N(S) = S, .08, I EAMEE /e BN S,
BRI TIE Y A, e B o 23 R 7R S, S, BRES sink (B8 8 B 24 3% S; B9 IE Y A8, M hello £ 4E
W ATRLS, (1<x<))JFLIAAS, K, by } 1766 S, MfEBLAEH S, B PIRIS A A hello £ ER
(REATT RS S, ), 85T R EE K hello ;e 2 45 BEA 2418 S IOBE T 15,8, HL4% H4 K hello . hello 4% fi 2 sink
FEANTRE R B 2 45 T BRI A E A R I R

Fig.2 Keys and hash value pre-distribution
K2 mPIAm T K

23 HURHREE

SRR A BT AL BN 15 5 R0 15 0 1520, 1 £ A B (L5
PP SR DA BRI ) R4 # K S KT S, WCBIHOR o R 5 AT 5 ¢ MEFT L
e 4 R DAL L9 B A UL 8699 KT 0 AT 6 A A RS MAC:M =K (). B TR, 5 Rl 1
RORIS 5 TDL MAC, W75 B 11 ELRR N0 7 B J0R 75 (1151 K% CoS. 4 A 7 B o1 IR W £
RERUE 75 1.CoS WS LA 11 AKX 05 KL JF45 CoS LR ILAR 11 15 A ID. MAC. WA i1 %3]
O A R S JF T2 A 5 LA 045 CoS 11 8 T SRR KI5 500 13 2 . B0, (B 8,555
SERRBB TR T e 0.5, g CoS WA RIVEIIR A RS1 . Sq1..s oo b M1, M} TS,
(<05 B R A5 R %5 B ok CoS A6 SR i R %44 F—Bk.'5 SEF — b HES R
5L 8 28 (Bloom filters) 45 b €51 B4 0 MAC WA 75 4140 B BRSHE WCKJE Sy L, P45 o DLW bl
LKL BB A 47 B T4,
24 HETE

T 5 €7 TS0 0040 55 5 B B 4 L3 15 2006 DA T 00 8, 0 A L i o
REHCHR L 2R 1A 2 RIS B B MAC BLIOA A5 (AT .

S B A B RN L 5, SE RBP4 T 05 M 31 MAC SRt 17
RS AR 47 8 0 405 5 AR5 26 /RO 1540 2 PRI 5856 R0 2 B FRIRAE MAC 0 IE R,
B U O 0 (RO PO E P 0 X €2 R 0 P25 B
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() RAEHHRE R PEERI A ID. IBAE. BAERTIUL MAC RE &R ¢ DA — I R
ATF G BRI E ST R;

(2) K RAFE AR A5 AR A B A DY Sy AR S A5 B0 2 5% R;

(3) K& R AN RSy, LSRR Sy AR JE TR A DR R A RN A R E R,

4 FAHET R PRI AL S,(I<v<n)f% ] K, WHH K3 E FHAHE—AD MIFE R
M, PR AR AR W E T M, TE R 15 0, 25 57 R;

(5) AAFERET R PIRAKNAT AL SAsvs) IR A A8 Al WK g0 55 R HINATET S, IS ARG g,
HEAT A
o A g =<quWUW] R TR AL A ASFEE BT I R;
o 2SRRIV hfe = Fot (R S 15 LA T W W A il TR TR T A A S A

i S b A5, 5 R,
(6)  F7 VA LB UEACHE R, WK R B R0 Bk AL
3 NH R DRSO AN,
/*on receiving report R*/
. Check that ¢ {S,,M,, h? } tuples exist in R; drop R otherwise.

—_

2. Check from the pre-stored neighbor information table, if it has not stored the neighbor information for S,
drop R otherwise.
. Check the #—1 node IDs {S,,2<<v<-t} all belong to the neighbor set of S;: N(S)); drop R otherwise.
4. If it has one key Ke {K,,] <v<:t}, it computes M=K(e) and see if the corresponding M, is the same as M;
drop R otherwise.

. If it has stored one hash value %, drop R if ¢,<<qq is true. Otherwise it then checks if A% = F®9% (p?) is true,

w

W

if true, then it updates the stored hash value to /% , drop R otherwise.
. Send R to the next hop.

(=)

Fig.3 Psuedo-Code in en-route filtering
B3 el IS D AN
3 MESHSHEER
T B TAERIET SEF HEZE, HASTCIEAE e o R mhon) 2 53 504l EAT 1o 8 LU 9 v bl ) i AR S0 AN
L J (¥ SEF J5 % 5 HFS SEAT PEAE LLE 7 #T.
3.1 Bt RIS R RE

FECAT J7 G, 10201 SEF, HP 18] 5 s A6 0 20 £ mP B (K0 MAC PR TE AL, 5, AN () 3 9 D 38R 1y 22 b1 (451
Wik 4 Bros sl Sy, Ss 55 Al B R Bk 7] £ 3 R (R Ko

Q Compromised node

Fig.4 Collaborative attacks in SEF and HFS
4 SEF F HFS " fplr] Mty Lo 42
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1M HFS KI5 mUA0 Ja A BT R 4h U s ARG, 9 o 2 00 s et A v 5 R 0 55 w5 2[RI AR o7 3 0
AR A2 AT 56 UE (R, 0 B 5 A 00 % s 5 A0S R Y A CoS K148 ), AT T LA 285 s ok 5 W ] e ks g
B F AR T 2040 T A R R R TS, .85, 385 BL S 2 CoS P& MRE RH{E;SLS,,....S::M M.,
M} IR I 4% b R R G EAFE T Sy BIA0JEAR 2, UG A1 fUmT DLW S, A2 Sy AR S TG R
FF R ATEAAEE S, AR AT S BT R AN IE A IR T a5 AT P 2R AL, Bt R 57
32 EhBEREN

FR 4 Tk D8 R, Bk 5 FEAR IR 2R D ¢ AR 28 5 X 2 J5 A TR SO SEF 2 A HL. 81,2 =5 i,
Yl B EFHETE 4 A ARRSEH XIS S,,...,S8s 25, el Ohi t SEF o ikad g . i T Bk
HFS, Bty # W AUF 3R 2 b ¢ A5 5, B PR 0 S HARZ 015 fUHR A2 S BIR0 w4l i, Y =5 i) Bt %
TEATIRT & 4 Th5 5 Sg KILAR SR S5,...,810 )G fE AT P& LA Ss o CoS MEAL, A Ss,....S1o #3E 5 AN IERA
MAC LA S B30 749 5 1D, A A5 4 1 RUR sink A J0 VA RHR (0 2E47 1 K.

EIE 1. 7% SEF R B AETE n A8 23 X, B0 28 i A A5 m B ATLAE 46— AN 35 4 40 K JEAT A2 Aifs AR I 0 5 A
R 25 R BEATLAT IR T N AN B (N =), WL b /D AFTE ¢ /N5 i 1026 50 3 DX AN ) R A 2 A

Z{C(n, D2 (=1 -Cli=j)- (=)
Pogr =— S ©)

RO S TSR IR N AN FUS (N2 0), Bk ARG NI ¢ A% 58 23 X % A2 N A S W19 5 ) i
BEAN O\ n DNEH R AR ¢ ANRITEEGE N Cln,n), JEC LN ¢ AN RTINS R 0,0
O IR TTHRE I O PAEE A TCRBEAT BRI AE 1S O, TEAN JC R ER A DML — RN B S = b

p=Ct,0)- 1" =Ct,t=1)-(t=D)" +C(t,t =2)-(t =2)" — .4+ (=1)2-C(t,2) - 2" + (=)' -C(t, 1) - 1"

ST =)= ")

3)
=S Clt— )= %)
=0

L, M 26 TP B LIZ 3 N, A5 20 et MU 3R A £ AR B4 0T BB COmtyx . ) BERT o6
Tt G RUFARAE £ A 042 A o 0 BB BT B T Bk IR ¢ MBI 7
Bl

i{cm, DY (1) - Clivi— ) -Gi— ) @)
i=t Jj=0

JRU5 0 PR T 25 8 M\ O TP AEHR— 7 22 10T SR 77 V50 e ALt 4 T 5 WA 26 o B L
T N A b 2 b A1 ¢ A 0B 5 R A ME . pge A O

ST 2. 7 HES 1P BB 5 B K T IO04 0 0 NV, 0 AT A U o 46 b 770 B 1) ¢/ o
AR SR ILA —1 AN AR S (AN 55 S FEE B R T OIS 0 ) M

p[%j < s < P(r.) ®)

i{C(NC,i){”;ZjI .[1_%2j Ll (6)

IEBA A0 48 (X AR T B A Z, 245 0 ) DXk MOUVAEAS 1 5 AR R a7 53 A e MR S M R RV ¢ A%
P I ZE R p=C(N X Z)'x (1 —mp? / 2N Rl FEAT SR Y M PRI 1 A 02 A, oo NoADNZHY
FLE R TR e, Bl 3 IR AR F A ¢ AN )R T AN 24245 DAy ) B3 10 22 B0 s IR p(o).

e p(h
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TAb I F A<y <SN)ANT SR FEAET 8 SAEA D y—1 AT A S S MFE B AR KT S IE R
N ayit Ty AN R FEAL T AR 2 IR ao it SEpFy A ST REA AN K
N a) BRH ag—a,a—a F M p(r/2)<purs<p(r.) FHIE. O

B 545 T 24 =5,r=2.5m,n=15, 25 45 25m I ,pser M pyps I BRIE 0T HZ0R 07 FL 9256 25 8 pups
R T p(r/2)H p(re) 2 101,407 BL45 JE & AEAH [ 2 504 A T BEBLIR 10 000 WRIFSF384E. W B 5 s, Bt
B AEAT R 51 i (5 R LA i W28 MU SEFH T AF AR 22 49 sl A e Ui HFS. 1 G, > N,=20 I Bk 5 Boi
SEF Fl HFS (W= 4351 20 99%,0.01%. BRI 1, B 218 43 A1 1S 56 25 S 43 8 v] 0, HF'S 1¥) % $) 75 2L 8 Jj 6 7% T~ SEF.

1.0 : . . —
——— PSEF ﬁi@'ﬂﬁ ]
—— pser I g

0.8} — perJERM S 7
— pro® gl //
—— purs Vi2t{l /7

0.65 /

R

0.4+

0.2

0.0 —1 L I I I I

20 60 100 140 180
Ne

Fig.5 Theoretical and simulation results of psgr, purs, p(7/2)<purs (theoretical value)<p(r.)
K5 pser.purs R BRE 5 07 BEE R p(r/2)<purs(BE 1B H)<p(r)

3.3 HEHEER

T 560 T HFS ik i 3 55 4500 1) 8 00 B TR AN % T s DL — 8 MRS A B0 15 £ B0 300 TE WG o5 (L, e, T LA
o B A v I (PRI 4 T T A I e o % v A A ) Ik J0RR R A o ) AR R A RK
R B & I F Z 07 05 S B AF I AR B0 B R, B H RO B 45 h. 4 S 3 sink 156 K42 Path(S)=
{S,S,...,Sssink},S FIAR J& 11 AUECE A num(S),S 3| sink IIBRECH co,S; B sink BRELR c;(1<i<d), BRE c=co—i.
T H R S, DARERE cofco A RBUE S 10— AN 200 & 15 s IR B8 U I A {8, WG RE S R, AL &« AN i i —
ARG A IR 2R N
t c,—1
PUZW' OCO @)
K2R R, AL BT B ¢ AP A5 (B HB A AN BT 1), B B AN R 0 S, RELAIEE p, 8 R, AT I 96 Mk, R
R, TE H kP B 38 M2

p Uf)zl—fﬁ(P—p )=1—fﬁ —_t  &=J ®
’ j=1 - Gl num(S)+1 ¢,
BT RO HFS S0 A SR 1 R 7. b T A R 40 A T T A s s A0 3 8, 9 B

A e AR I AT AR TP KR AT i, Bt BRI A N S S AR R R P (B B
FARIR TR S AL S I N~1 AR .2 Ny= e I8, Beets 2l APkt t o ()95 s TGk v A 2 N<e I, 3
di N TR L S 4 CoS H“F LR AVE IR AL Ry, M AHLIE S 1K) (=N, /4855 11 MAC FIIG 7548, T
ALY RS DAEES ¢ifco AEAHUE S H— AN 48 5 15 A )88 PRI 75 (F, O RE DA X =N, SO 3 179 s g — A
(1 5 PRI A5 (EL A BER b
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I-N;, ¢~

prA:num(S)-t-l [ ©)
Rt Bt Ry 76 H Bk 9 35 3 D8 R 2
Tt =N e
p(H)=1 g(l num(S)+1 ¢, ] (19)

Kl 6 ft 7 Sy 55 A0 R F0, T Dt 26 B AR Bk B H ARk 1 it £, o N =3,00=20,num(S)=8,:=5. A 18] 6 7T LA

F L HFS it DU w2 (] 1 ot B A2 A0 R B A kA7 3ok i A9 2 B 5 kol o o A A0 R A A B A5 43 S0IE B1) 96.4%

1 65%; it A5 A4 i B AR 1 38 o 3 98 LU A8 bR, JE b S AT L AR A0 AT 8 kAR I BB R, 2 95% MR LR | 20
Bk B 4

1.0 ————

0.7t/ —y
0.6f | g

0.5 [
0.4 |
03
02}/
0.1l

R P

o 4 s 12 15 20
el H
Fig.6 Filtering probability of replayed and false reports
K6 MEHEAMBRALELE

FrEH
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Table 1 Simulation parameters
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Parameters Value
Network area 50x50m’
Number of nodes 400
Interval of generating a report 2s
Transmission radius of sensor nodes 2.5m
Sensing radius of sensor nodes Sm
Number of MACs each report carries (¢) 5
Size of global key pool in SEF (N) 150
Number of keys partition in SEF (n) 15
Number of keys each node stores (k) 5
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Fig.7 Filtering probability changes according to Fig.8 Filtering probability P changes according to
the number of compromised nodes N, the transmitted hops H
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Fig.9 Energy consumption E changes according to Fig.10 Energy consumption E changes according to
the number of compromised nodes N, the transmitted hops H
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