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i OE: d A LA Internet 3K 19 3 2 4 (BGP) AT @ Ik 69 57T F 49 A B — A2 B BT AR 2 A 2 B i
F ¥ 895 % % (autonomous system, T8 A& AS) A T BGP 3% w112 & B XA IL34 b $) e L5 2 U A 38k o ) Heh %
BN STIZ B R A BATT AL ET AS A RALBG AN EHFLELENIUBRIZ LB R LR FRER
£ FL, 80%vA L8 AS st 34 i AR S E bk AL ABIL 0.26%49 AS LA KT 85%%49 %75 48 /) .5F AS % & id
ROt —FT oM BT T ER AS LEAENMEKTORBEFMEZINL ——REFRARFE P K d AMIILET H3H
Bw AR GRS T LRI A 423 AS 890 B ) 3T T R AR SR T — A A R
B B Z R B AR B R IR R 5 AZAUH) T E 1520 BGP WX, 7T 38 £ 3 F . K i 4E RAEA A AN 25 A A 76 A %ot AT
Bl 0T vA M2t 54 o 24509 SR BE V4R 28] & T 95%49 K-F.
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Securing Prefixes Against BGP Hijacking in a Cooperative Way
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Abstract: BGP hijacking is one of the most severe threats facing current inter-domain routing system, but yet there still lack effective
countermeasures. This paper models AS (autonomous system) level immunity to BGP hijacking as the possibility of the victim AS
learning bogus routes via local BGP routing information, and presents the sufficient condition and necessary condition for an AS to be
immune in the presence of BGP hijacking, as well as the upper bound of such immunity. Evaluation results show that more than 80% of
ASes have no immunity to BGP hijacking at all and only less than 0.26% of ASes have immunity higher than 85%. Further analysis
pinpoints the root cause of such low immunity—provider barrier that victim AS’ providers prefer customer routes and prevent the
propagation of bogus route to the victim. To tackle this barrier and improve AS level immunity against BGP hijacking, this study designs a
cooperation based monitoring mechanism, and proposes a lightweight heuristic approach for each participant to select AS cooperators.
This proposed mechanism is completely compatible to BGP, and is incrementally deployable. Experimental results show that by peering
with only 25 cautiously selected ASes, one AS can significantly improve its immunity to 95%.
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BET- 32 5 9 % il (border gateway protocol, A Bk BGP)M 135 i) 14 B 28 45 2% B 1D 90 1R A% O L Rl 5006, 146 FH )
Fr it BGP 5 1 28 40 24 1 B 11 11 P 350 7™ B 19 ¢ = W 22— 24 th B RE R ZE I, DAl B RE R4 S B 1 b f I 4% 35
AT AT 2 4 E B R B pR B ) B o, DRI, B vR B R T B A ok T B I Bl 00 40 G 3 TR
B 11 ) 4% 30 S, ) et 5 e T BEL DR A 50 e X 4 B B 110 R 55 46 P U T B B e I 45 110 1P ik D 36 7 0 S A2, iR
7 352 S A 6y B SR 2T A 0 e 1 4 408 6 R 45, S L o0 0% 440 00 W D9 2 1) 380 e 504 Do %, S B0 B i
fi <o i) N ok B30 e OB A PR R v 6 o B R R I A 8 A T T T LB A IE R B AT, B sk
(f147 1997 4E[¥) AS7007 FE¢EI, 2008 45 FLIE M7 3 o f A5 R B4 YouTubel® 4% 1 S o 1 v gl By 5 I 4% 42
e A el TN R A N D Ol S . A = SN s = A TR S EZEE N

My SR8 B B BT TR T O EESS D) ARE AT AR B 2 A AL B 5 T B i s FiebR o i J DR 4

(1) BGP ¢4 R A (¥ i 55 14 . BGP 1R e 821 21 1 % £h 5 B2 45 A m] S 1) A BGP S T4 % th 14 25 (1) 35

AT E I NE S G IRAEALE

(2) ISP(Internet service provider, M 23z & 75 ) < [A] 6 Z 4 %0 A5 S LRI R AEAS ISP 7 #3247 B 21
P2, 2 P A5 L 6 E SR 350 4 R0 kg ) bR 5 T 6T B R SRR B YO TR ISP 2 [V REAT A R P ). DA B E D EE
PR PRI AT 28 Bh R 4, EL R A T RN B A 25 1 A AR 48 (autonomous system, fRIFR AS)R R Sk &R AR ALt T 24 R I
ANFAE— AU AL sl B Y050 B 0 M 0 b R L B2 (3P s 7 06 R AN AT R I A 5 R 5 (32 3 AS) e 1% )
X M AR AN 2 75 G BB AR SO 2 19 P IX P AR A AL FE 31 2 % AS A IRAIK.

E ik i

(1) XF AS KT BGP B H AR S 1H TR I B B4 IR 2 (e 152 B D) B-AT B 45 1 T AS Bk AE I 784>
FAF DELAEANZ RGBS 45 R WIS 800%LL 1Y) AS Xt Bl RE e A BT e g ) AN
AL 0.26%I[F1 AS )5 1w T 85%;

(2) ¥ T FBAS W B E R S e IR IR A R A I R —— R LRI IE AR P AS 2B I,
TE B DR R AL BELAS T B4 Bl W 32 3 AS AL HE;

(3) 4 T se AR AL R MR B2 AS X % rh B R R Sz A 0, B vk T B R AL =5 B W B RS AS )
[ 4R J 24 S ARG A AS JT & 0 45 (¥ 2% 1h FH - J5 00, STt % £h 28 55 100 165 D e 1) 454 T A1 408 S L 4 HR A G
TR (B b BT R R DB A DA AT AEA AR 2 LR T 2 53 AS IR = 52 AS KLl EE ) Tt

(4) $RH T —FhE AW 400 i B SR I, LUASEARG I 590 2 2% 5 S T 8 v 1) 22 A e ) SRR 4 IR SR WA
55 25 A~ BB RGERAT U [R), 9 vl K et 8 E B R 1) S0 0% B8 0 B 5 Bl R T 95% 1K /KT

AT 1A 24 BGP FIS B E R0 AH DG TS 5050 2 17 %F AS 36T BGP i |15 BB a0 % e B RF 10 R 1 b 4T
LA AS 1 BTN T8 00 45 AF R0 2 B A 0 S 0% BB D) I TR HEAT VP AL, R R s B0 AS T B B B R
FHE PR HE M B 28 3 15 A 41 B Y 145 £R 5 (0 T 170 WS 00 5 v R i [0 408 o A BR SRS 28 4 45 5 I )
D7V B R R AT VA 55, 55 5 1T A A O A I B S R SR (A 90y 1.
1 BGP fEmihE

9T SR T R TSR TR RS B R R S5 0, LE F YR B 4 (autonomous system, ETRR AS) R
O3 BN R R AN 2R B R G LURIBATAES — KNG 2 N, 10 A st — B0 B B SRS 16— 4 i i 1%
2DV AS Py E A FH 43R A B 1 0, 20 OSPFIS-IS 1 RIP;AS 22 [1) 4 FH 458 1) 1% 1 i3 . BGP S 24 i3k 1] % iy Hp i3
Sz b bR v, AR P 2 75 AS 2 [A] AT 4 0 28 W] ik A L.
1.1 EBEMASHEH

T SZEAE P P R A AS BRI B AR AS R L AT R A AR SR AS B E.AS 2
I AEAE 4 FhRILC R AR AL R -2 7 % & (provider-customer, fii#7 p2c), %5 /-1 AL 7 55 & (customer-provider, {7 #k
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c2p), ¥ 544 5 £ (peer-peer, A Bk p2p)Fl [F it % 2 (sibling-sibling, f#i & s2s).75 p2c H1 c2p &, %+ AS [ # 4t
T AS ] 20 B e R R 55 435 p2p GRS AS T8 H ELAT AR 24 I HUAE 42 b G 98 D 0 5 e R A
AT 525 DR FR BIRUT — A8 T — AU, N0 B ol 4 580, 380 TR U 1) A0 38 P99 24 [ £ A T 423X 4 Fp oG &R,
p2c(c2p) % & dw K Wik, p2p IR 2,525 8 2 WL BL CAIDAIHERT (19 AS 1) 7V 26 2 508 A 49 (56 T 2010 4 1 1
20 [ 1t 5t ), 8-l b ¢ 2R (805 22 B T 23 69191(92.3%),5591(7.4%) Al 219(0.3%). % T 525 5% Z (1 LU 1R
/N, LA p2p e ML, 7E AR 20 0F 5 Hh B 1 A p2p 32 43 b B I8 A SCOR K T A [R] A Ak BT 307 Internet (1] AS 2
b c2p BT LUV — 5 N SR HE R I 34, 12 8 — 28, Fl «Rom — 4% p2c 4 Ho R R
p2p EH AR EEEH B S R E LR 1.
Table 1 Symbol definition
1 F5EX

(i i ik
p2c, c2p, p2p AS A1 3 PN IE R, 3 R AR AL -2 7 B 7 -G T o AR - A AR
r=(d,Vi_1...V1Vo) BGP # th r [ fAifb 2 s, Hohd 2 45 BT 2% Vicr... vavo J2 1 If] AS_PATH(AS #:42) & 1
r.origin, r.nexthop 6 HT T BOUE AS(vo) BN — Bk AS(r 1 AS_PATH JE M MNAT B LN T v I AS)
G=(V,E,R) HIEFY AS B MR8V & AS S5 E 2 AS ZIHA AR & R 2 E 2I4E -5 {p2c,c2p,p2p} i ik 5
Viiy AS i [N B XA VO IERE T i O B 4 R et i R AS B
Prov(u), Cust(u), Peer(u) AS u LR % R SR AR S
Vo AS u 3L AL, 8 S AS u (Gl E 3R AR (A 1 o)t RE BIIA Y AS AR S
I AS u %5 AL, X AS u AT I T Bk AR (B L TOR) SRR BRI AS AR
S ASu Xj‘fﬂ%[hib?*E’J%E
Ny 5 AS v @A T P E ISR n AN IAT S Ny={M,M,,..., n}
sv AS Vv 5 AS u 7 PRI & i u SR kLS v E/J;z/i\?liﬁl Vae s! i ueV, v AEM u 2 BB
Sy ASVW?%{BEI,SVE Sv ﬂ’]ﬁ%(UGNv)
. AP Ax AT AT
Provider route - AN L e “
o s o d o1 o
| 1 11 v

Peer route - 0 C :K.
\% VI o N(N= 1)

f—/%
Customer route ™~ LSEEE O-—»0 =O0>oRQ - HO
v © R34 1% O€--—0 = O€0O<O: - - <O

Fig.1 \Valley-Free paths learned via neighbors
Bl1 “Toa i BN AN RIS B R &0 i mT LA B i b 2

E X 1(ZF P ¥ (customer route). XFZ K& H (peer route) 7142 4t 7 B& B (provider route)). —4~ AS %
JUL R SEAR IS i 2 B (0 B b A0 Sl PR 5 7 B R AR AR BB RS 1
Internet ¥ AS 24 b I B 19 J2 UCRE 1 AR 4

Ca = ymien Pecr-Pecr TEJZ UG K T AL B AS 4> 02 AS(Tierl 5L

/ \ / —> Cust-Prov Tierl AS) &%= AS(transit)FlilZx = AS(stub).Tierl AS

§>/JD > (ED Transit pd NBIBUNE R A PO S }%(pr)égﬁj{,%E Internet ¥ th

& (G) é Stub 2 H T B TR, 2 M/ Internet [0 4%.0 Tierl AS %45

: AR AL E AS BEA SR BE R A %) L% )2 AS

Fig.2 Internet AS level hierarchy structure B P NE2 R Q6 2% ABET#%0ZECDERT
B2 HIEW AS HIEREHRE e F G B i A,
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1.2 ASBESHI RS

AS oFH P I b A BT S A R DA I BEAS AS T LML ST b i B S LS BRI 28 RSk RV
IXLE K S MBS AS IR A SR B R IE I, (H 2 A AS 2 18] [ % S 21 0] B A 2k ph o8 BE T 7 B th R 4
i RS 1 52 % . Griffin 25 AWEST T AS % i S50 6T BGP FaE ML S R, 5 Y AS (8] Ff) % H SR I AN A7 AE 35 43
(dispute wheel)J: BGP Z 28 Fe i K1 — > 76 2 (A 6 ) 4 140 4E %) 5% 4+ FRAEAT K I /& NP-Complete (1519, Gao il
Rexford L T Ak 2245 i ] AS Rk ¢ B Internet B HH 45 040 (1 J2 VR TG Z05R AS RIS BN . k%
F SR 25 T AR R T R R 7R 43 4 B Gao-Rexford £ 21 3% 2 S S B T ISP & R 1)
PEAEZ) i BGP ¥ tiAT A 7 AT 2 T 488 72 BN, an SCRR[13] 46 % A R BAR AL & LR 3 N2

o GRLZHZ R 1H.AS 3 $M AAEATE c2p(p2c) (31 i, B AFATT AS HAS B i) ekt il b 1B IR ER A v (%

J);

o GR2:J fIERESRIE.AS (EIEAT H th BB BT, 20 7 B b D0 5% T 0 5544 6 el 307 00 5 T 3R A 1 % e 3L IR
RITE T % 7 AS 12 N — Bl USR] B 3% 56 78 AS W] DUSE IR A 9l i O T B FRAR AL AS TR
BB

o GR3:iH i N /4 H S ms . B AL B R 25 0k AS £ BB B R AV & 7 AS 55, MK/ AS 2231
¥ by L AT 48 AS B

W —4% AS BRI H AS #EIE GR3, 8 4 1% B 42 i i “TE 73 i (valley-free) 4 1E ML I AS 45 %%
it —%% p2c o p2p FEHE G AREF T RE c2p Bk p2p E A WL E 2 T E) AS B4R CoAD«G A LA R,
M C>A«D—-B A&, B Z B AL 28 1T A-D(p2c HE#) 2 J5 X7 it T D—>B(c2p E+%). th T-7& Internet % th
R G5 R AR BT AR B2 Ok — M v TR P FRAT T — A AS &I I LR 11 c2plp2e R (L 4l & 4) Bk 5 — A
AS (¥t BEAR A B NI A N 0 B AR PR IRR ¢ R AR T B AR AR IR X P B L O SRR
RV (b 75 % b R A7 7 T AR T PR, G ] 1 .

1.3 BGPHHFNERHIRE

—% BGP % & w4l s vh: H i stbs SR (4 125, prefix) 125 45 1% H 193 (¥ 4% ) 1k (path - attribute)™.
4% J@ P AL 4% ORIGIN,MULTI_EXIT_DISC,LOCAL_PREF 1 AS_PATH £ BGP | /] AS_PATH J& I 5l B 41 AS
RIP B R B BEAS AS KBS AL FR SR AR S AS T, R B AR H O/ AS SN EX B B AS_PATH 136 1) 72
s IO AS IIEIY A EH T AS 5T L BLTE B B AS_PATH 518 i sl FIBA A AS 275 L Ab Bt 1% % .

TE X 2(8 AS.T—Bk AS). 5 R 5I 5 2 S 28 AR G 1, BGP B i r Bl T4k 28 — 041 r=(d,vi_1...vavo), HiH:d
MBS HTGE, R R — HUELE N 1P 3tadik ;v vave 7 1 [F AS_PATH JE TR AS F1l2 . 547 1K) v 5 IS RTER d (1
TG & BN AS(r.origin); it r 23 AR ETIR AS BIE8 1 A ASFR N R —Bk AS(r.nexthop). 40,35 vi#vg,
M vy A2 r (B —Bk AS.

BGP &AW 4 TATE AS, 23— H W& 1 e S A7 4E 2 4 6 th (H 2 AT SR i b A w1 -1 4
P 5% AN ) BGP 4l f& 18 75 . BGP (1 L 1 Bk £5 (LA B AR I B ik ) & — AN 28 1R i 12, B0 22 4005 m) 2 DL Sk
[L]. A5 B 3B oy FRATN 2 P8 L

(1) EA &K LOCAL_PREF {H ff1# H1(GR2);

(2) HEA7fdE AS_PATH K.

RouteViews™ #1 RIPE-RIS! & 43 %] 1 3 [k 8 X M 37 K 2% R 9 199 2% i 3 L (RIPE Network
Coordination Centre)i¢ar ) BGP % A E R AR S BN 55E A AS @52 T BGP 231, I J A 1t & A X
G AS FRAF I H H PR R B R AR AR R X S, T AT T LASR AN B A AS IR e S 4 L R X 2 AS 26
B H B AS H kAR AR L.

1.4 BREHENTF
H T HIRERINTSE d BB, BGE E R RS X R D IE T AR AS B — AR AT d K EE A K I
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AS B2 00 p A K — T, A p=Vics.. Vo o T BEGR BT AT N B AR B AS 00, v R BT X ARG R R,
2 k>1 W), A B AS(X) FEANSE T 2% i YR AS(vo). B — FeH, e SR b (1 R B n
ENX 3(FEH r BA##E AS(initiator AS)). TEESH r LB AL 10 AS 1,375 AS [ 48 JF A% 178 11 1t IR 3E
21 T HABSE R FRiZ AS Ry r R,
FHE dF d 2 1) B DG 5 DA R KPR B 6 B b B4 (0 43 R mT DA NP AN 4 B EgE AT
o A ANERE E MR d'2 d INARETZR(d'od). T RTZR(d'cd)if 2 d A5 (d'=d), % B R ] 2 AR 4%
BT, AT ER MR AT Sh R T BGP w s A R AR BT SORLE B T HEAT A AT 4 B
FEra PRI EEI R P I SR S AR B2 HE AS T8 AN, B RICR ) T P, PR b, AR S 32
TR B DI AT SR E R B AR QDA SCER 3 0 BT A MR I 7 v Al L & XSS RT G A " R T AT 48 &)
KB e )y,
o FES AR b k=1 X TIETE IR AST BT, A R T U T 2R B EE k=2 X TR — kD
R 48 B FE 4 BGP sh 3 UL “ % Y AS(multiple origin ASes, i #k MOAS)” #5118 5 -k %s 5] 4 L 1
TS IE KB RT 1 AS B AR AT 6 ph B R A 5 a8 1 B, DR A AN A Oy it () A 4 8 R T i
K AS A BB ANZ B e L B 3 AT L Oh I K BT R K AS B AR AT % B 3 AH B0 2R (i
B R 98 ) 2 W KPR T R ik AR S R B R k=1, 2 B % B R, X ERGE 1 %t Bh RE A

2 ASEHGERENEE

H Internet 7£ AS 1 4 F7m o 1m) I G=(V,E,R), bV /& AS 44 E o AS 7 i Z ML i R a2
E F4 5 {p2c,c2p,p2p} Wit (i T AS 2% Internet 3 b (s (b ARG 8 1T A S & 76— E I N G ARG A
A5G T AS u B T AN T4 dASC A Neigh(u) 5 u 78 G T ITH 46 AS 1944 Neigh(u)={v|
vveVa(u,v)eE}, I Prov(u),Cust(u)fl Peer(u)7r 7~ u AREER . 2 )7 FIXT A PR 48 AS HI4E & LI 1 4
151],Neigh(C)={A,D,F},Prov(C)={A},Cust(C)={F},Peer(C)={D}.

ARSCAEST AS IR e i S ALK R BR T 51N Gao-Rexford £ 35 an M AB %

Ri% 1(ME—TERRIZ). A AS B — DTS BEE P — S i B, — X5 AS Z [0 RAFAE —Fh i Ik 6 &,

BRi% 2 EREERIR). N T BRI RO, AS KO E tr B eI, ] 5 O A AR Ja & 55 O i (1 3% .

RI% 3GEBMERIE). A R AEZ LV RIEEH A ARG WA H 0.

EX A(EMTEE V). AS i T4 d 1— N K& FF BGP ISE,AS i FIEMYEHE & U V ks T i
KA AR A BAL R th i AS 254108 Vi AT 4t d A4 K th 2GR UG — AN RS | i 5T m R
W 3), V=V L& MEE 2 T — AN R FH I Vo Ik TIX 2 A R R I A RS i 12 3%
FAH AR AR RS0 i AS xeV H xeVy(a HILi# AS), UFK x 45 4.

% BN RR A I B BRI AR IR RN T 2 AS R H A AS XTI B B RF e (AR O B R S g). e
SEE T AR

(1) 4aRKZH AS HAEWEE THTWEEE., WEMEEREN G, R EHFg b5 T 2589

B AS [P A, 0V 1% H) R S 1 I A ULt BRI R B2 AS BN A th B R

(2) ZJa,ZFEF AS 0 LIRS I i L R 6 i S 4RE (0 52 00, 0 5 5 )35 09 4% 1 AT 444

e VWLudh B BEAS AS S u ke 4 R B R IR RE SR AR [R], 8 S u o6F % FR B RE 1) S 8 B8 7 3 W

ENX S5(IEREN ). AS u It H IR BIERE S T=ICu/(VI-1), 2o, Cy & — A AS 224, u 4 NZSE A I 4 A
AS R 1 Bt B R S

FR A5 BGP % 1 e s B8, — AN AS J& T 75 4 AU T e e B I B # a AOES R B R I e i B v
TEBNZHH AS u B H T I E G B B RE AR AT Vo AS AT AT 24 u B BEAT R

© PERREERSMROT  httpy/ www. jos. org. cn



IR F ik GRSk 647

2.1 TEHHMFHBGPREL

TEX 6. AL Ay, 2 u AU BB R RIA I AR R R ES BT 2, v T AS T LUET R
BALFL u.LLE 1 44, ye={C,D,A,B}, ye={B}.

EX T FFWAG Z u LR NS ARAEREIAR AR REMES T E 2.4 T AS A LUR T 3%
ENE u.LLE 1 R, Ce={F}, &=2.

MG Lk s SO 24F u BB i a8, wy P AS SRR — 8 S 5 B M R, & R I AS BRI —
SEANIE 2% K B L AE B I AR LHE TS 1 AHELS 2.

HIL L ANy T AS HEE u MR B, H oy P AS R R4 u Mk — 2 2% I H.

G AE I 78 Ak AR E X, VXe w [FFEM u B x — 4 LIER us...oyox(y 2T x BT &)E—
Bh); AR R b, A7 AE — 45 M x B u [0 N IR AR )y U R X IR Sy B4E u 1% I H AR 5 IR B E—
PEAREIxe o, x WLy 28— 431 u [0 th ARYE B 2 2102500 7 Rty B2 40 x 10234 u I03% th HBeJE
TR VIR 4 FYEAE, TR ye. . U B Xy U 12— 45 FIER AR, W xe w, 5 % P . O

HRF 78 73 P UE B, wy I AS — AT 1 u 1955 7 16 AR YE GR2, &ML 218 u B i — s 2 P B .

IR 2. wun =D, H0 u BER AL R P AL RN P PILEL 2 R ANAEAE AT 4. A5 G iR Lu 1% AL (9 AS #A
A u MR P B AZHEIR 50 EJE GRL M AR E.

WA AR B Axe wy H xe G R SRR A (10 52 S, u B x FEAE— 4 LR AR us . xR IR & T LI
SO U B x FEE— 4 PR U X I IR 5 4 B u R x AMATEAEAS 55, B ATTZE u A x Z A R — A
MEHE, 5 GRL & i AFAEAE s AR — etk il Hoh —ANZE sy, W ZE D TE R 4 [RL i u—...>y—u Al
X—>..y—X, 5 GR1 F & [ B AFIE. O

BRI 4. vun Creerny=D, T, Cpeer(ny B U IS AR IK 2 2 AL AR 4 45 u (BB L7 P BN u (19 X S8 44 1) 2%
F A AAEAEASEE, JET u X SRR & P AL IR AS WA 3 u 1% .

B AR Gao-Rexford £ 1 5 7 AN VT p2e(c2p)id: # ) SO i (R0 p2p & F AR 2 #Ri8 L p2c & &
PIPAAS AS IR S5 1 1 ) 48 AR K 12 7 T p2p 1% 4 RUAEAE T AN 48 BUBEAH 4 1) AS 2 [R], [RIE, yy, 1 AS
[0 D09 28 AR KT 1 AR S5 TR RIS DL A u BRS04 9 2 7 )RS 0 bt FRAT TR 15 e 4R AR T PR 1 g%
SERI % P AL BN AEE AT AR S A HER 1 RV BT S, Cpeery T 1 AS 3&H £4T u & B B (R TE S0 5
PEAG T AR =B, 2R T 2 [ KRG AR
22 BHRBRIEN

BT BGP th4E4~ AS u H BB AL AS 2% 2] b, DU B AS u Xt AS a i 1M B B B o e 24 HAX 24:3xe
Neigh(u)NV X 1 u % T BIR04% d (3% B B2 D AR — 4R JE AS AR B T Mok 3 kIS 1 B RF % rh 1
e AR B, FLZ A0 1 5 B SR AN SRR e 1R AS TEAE PR B R R TR,

T A u BRI A (0 Bt B e SR B A s, RATTEL u AR A SN G A T E AT T
Yok %ty 4o (CL), AR FE A BT 3 2 v 4 TR A 4 1) u S B0 % PR (C2) AR r A ik B L 36 2:9 4 Jl it 5
LA 1948 u 1 (existing route to victim)BEAT LU 4G 4K 4 BGP 2% 1 vk SR T 51 %% T 4 u 1948 = 5 42 C1 I

A u B RS I B B R 1 BB RS

2 WS u BTG R FRATEE u AR oy M ERAE R . NSRRI 2 4 3 38 ARG iR iX 3 AL

el CL fl C2 Jor:

(1)  VxeProv(u),x M u 2ZEIKJE N 1% I i AR BGP 1% i w SRR, AT B RF % bt 2 25 7 % il B
KRR LI x A v RERE S G, b x BT R4E u 1 a 16 B BT RIS e L S x 2 nl g 3E—
EMETT I IR L, 2R 2 A (BI) H 2 u A IR 1 R e S

(2) VxePeer(u)x M u BN 1 BN EE AR B A SR B AR 1 IR0 S5 A4 B R B
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MR35 7 i BN X A B v e i ARl x eys eI T B Ak A S B R AR 4 R T GR3 A ARV X &
AR ER ) 5y A AR AR g R I, RUAT 5 38 TR INHE CL R C2 36 2 45 B 78 4 4% 14 (B);
(3) xeCust(u)x M u ZERCEEN 1 (WEHE R M B 2 B35l B R K 1 4R 1 B8 B I x 77 W] B4
V5 S ) FR s R0 AR B T B I x — TE RS B R GR3, AR AS FUBE ) R4 1 i 114 %5 %
1, R AN 22 Bl R B A 25 e R C2 A il 2 25 3 78 43 4% 2 (B,
Table 2 Conditions for AS to be immune to BGP hijacking
Fz 2  AS SIS AT

Existing route to victim C1 (route to attacker) Cc2 Index Attacker location
Peer group Route type Length Route type Length | (export to u) (AS a)
Prov(u) Customer route 1 Customer route 1 V (Bi) | aeCust(Prov(u))\{u}
Peer(u) Peer route 1 Peer route % y .
Customer route Any v (Bii) aE Cpeer(u)
Provider route 1 X
Cust(u) Provider route 1 Peer route Any X
Customer route Any v (Biii) acd,

2t AS KRR N — Bk R (B 5 KN 2 10 AS #842), 36 2 HH 4 4E (Bi) R BE Al CL 79 2035 2, IR I, (Bi)
ANIE T — Bk E R 44 (Bii) R (Bii) 285 B 7 6 th 1 AS B/ A2 B2 G (any), BB 1 F — Bk B et pl o
A (Bi/BIi/Bii) A (F b 1 AT 85441 7 ) 1) u i HE 250t 8% o I 0t i e (R TE S AR (B u AR LR E B T
F4F a WK AN 1 1% B, aeCust(Prov(u)\{u}, BN u IR BE IR u 2 4N BLEE % P 48 (BT U (RIX)
SERE BT 24 a 5 B A GR3 TRV 7 AR 2, 2 7 B e AR T AN B S VI DR AR S5 F a
W TEAFAE 4% N R ERAT, I @ € Cpeer(yy, BRI U FRIRFEF AR 1) 225 1 A6, 0 (BT P u (R 25 1 22 3 T 64T a 2 7 B,
[/ (Bii), M) aed,.
2 3,a€ Cpeerquyrs (Bil) L K DA ZM AR T 40 45 AF B S5 AR 1 4, WAL 49 78 3 0 BE 4 A8 0 AN 25 R A1 2
4, B U 1 — NP (R E o ) B a Z AR — 4% NS (% N3 B 1 AS R u ik a &
T8 A4 x AT BEANHE a KA 1 Bty g TR 23 1) u i a RGE I B R AR 4 T peery T I AS
HRBEAT A u B % L R RE TR IE N x Bl a 1) IR AR 0B AS #RIE 234 a 1% 7 I B, u BB x
B a KRR B A ae ¢t H R (B L R 6 FETT A 78 4 S5 A A5 A AR 2 JE I R A B
221 XAV BIRE R ATE I T SRR 5 T A A
EE L AWHARL u X IR B R AR B i AS aeNeigh(u) Ulpeeruyuguy- B 4 a /& u I H
AR TR B u AT u X SRAAR IR & P AL ) AS B u b a R I RTE BD RE .
i A :
(1) % aeNeigh(u)if ARHE B 15 2,45 AN T0ti 2 46 ) FL T 7 10 1 48 40 & 4 B 3 1) B 16 e, BRI u ] UK
E a K 0T R
(2) 4 aelpeerquyquy\Neigh(u) i
o F A€ Lpeery)\Neigh(u) FR4E % F ALV & S ,a Al u 1—NX 45 xePeer(u) 2 M7 7E— 4% Lg%
7 p WA p T AS #IE T SARIRR & 4,4 T AS B 2248 u 57 B BRI W p 10
P AS B2k £ a R IR 7 6 80 x T LAY p X4 AR 2 B LA RIS d(hie o a) % )
B, I uex X4 p2p iEEE S S u;
e i aed\Neigh(u),a fl u Z MAr4E— 4 LW ERAR pWE p T AS #RE T & BT & I AS 46
B LA u R B (HER 2), B p T AS #0240 u (MR i b, A8 T Lk 4
A p F RN Bt LA a Rl GR2,EIERE LA AT 4 d 1B B, ST 3 a AL 19 B 1,
& U U p B a KRB . O
EIE 2. HIGRS u WHTE S A RSN DL R BT H AS aeNeigh(u)UpeeruyuquywCust(Prov(u))).

© PERREERSMROT  httpy/ www. jos. org. cn



IR F ik GRSk 649

B u X a KGR MATE SRR e b, B 3 a B 2 u B EEAR)E B 2 u B0 u XSS & 7 AL ) AS,
HE T u AR LR M H R
WA R B Bt ag {Neigh(u) U dpeeropyCust(Prov(u)), H. u 23] T a K1 E 5% . T aeNeigh(u),
W a AN u IR AR Ja ) % A7 AE AR Ja xeNeigh(u)fT xeVay, H. x #5 a(x=a) & I Bedi i &5 45 1 u. R DG
x 5 u MR B IR
(1) #7 xeCust(u), H T IR A vF 7t AS x it TEN a—s...—>x B AR B4R UL u(BEX Vin), M 4
BN E X aed, 5T E;
(2) # xePeer(u), R (1), T LA H Y x Fl BN a—s...ox(BE0 VI %2 2] u R %5
ML I 5E X ae G HE B (e Gpeer(uy, A B @€ Cpeerqu), 5 LB A ;
(3)  # xeProv(u),x M u ZEBIMHACEE R 1% 25 AL BGP (M i w38 I B x b s 1 2541 a I 1
BRI 7 i A5 0 x AN e B RE B 5 4 b a 26 x (9% 5, Bl ae Cust(Prov(u)), 5 88 7 )5 .
25 b BEARIE, 0
222 XN Bk B RN R BB
LT X AT S A AL 70 . D BELAARHES T LUR BT 458
EE 3. ARRY u X T Bk A AL 785 DA R BT E AS aeNeigh(U)Udpeerwyoquy-
WA 4 A9 A8 43 I W R B IE B e a3 PR W S e R 1 58 A A (R e 2t
DABEE W 5 e # 2 SEARZRAL 8 1 ag {Neigh(U)U peerwyquy b I AE TS T (3) 13 BT X 53 : 35 xeProv(u),x M u %
FIMKIERN LR B R a2 x ME S T aE 5102 AS KIEN 2 B REE b, Bk x U588 13k u ke
1) IE B 8% E AR X FPE T T u g A x 2= BB RF % i, 5 8 or A
g5 LR, 8 AR IE. O
23 BRRKENLERRITH
HHEEFR 1. M 2, W88 5 Er NI AS 20 A I i e S i LR AR
5 = | Neigh(u) U;Peer(u)u{u}'

3= (1)
IV |-1
T < | Nelgh(u) o :Peer(u)u{u} Y CUSt(PrOV(U)) | (2)
Y [V |-1
WA e B 3, AR 0 AS % A B A B RE T AL LU AR A
5 = | Nelgh(u) o é'Peer(u)u{u} | (3)

! [V[-1

it N A1) ~A @), LI E 0 AT B R i N —BkEhHE, A Q)& 3, 1 B FE 50 40 S 2 Fifiik 4 F
A G T HTAH 1 ASHE— DA% T AS F % th B REIR G B8 7760 W1, 27y Cpeeryz @ (B 1 4 ASEAL), B
Briki # AS ae fpeer(n),AS U A —3E REM LI R ATE AT AS Y € punGpeeruy, a1 3xePeer(u) i Bt # ae &
Y WA IFAE N a B x L3 aE L T Y A 245 u M Bl e IR — B IE a KRR BRI x AN
— JE Re 2 B E) R B, 0T u ¥ B RS R A, SE B R B b B AS IR B RRARSE AS (1 4 TS I,
MIAS K TT RER O3 (1« FH St B0 10 65 P v 25 40 40 ASL DRI 28 SR (2) 18 b 3y 1H 1 A2 & BN 2 1ok, 3R
fII3EF 250 (2) %) 2487 Internet H1 (1) AS 27 5% fig J) (1) b S EAT VF AN,
231 HimdE

Y F S BR R AR Internet #4010 AR 5 8 BT e 7 M 56 22 948 e S50 0 AN 1 L0 200 D b oRT T AN AR
[E 14 40 B4 4h 1 3R 5 CAIDAJET CAIDA KA 2010 4= 1 A 20 H W E LN AS G Fixt AS 11k
K AW A0 b 2 IR h Gao kT [l — A A RouteViews A% RIPE-RIS I H 54 51 ) % rhi 3 (2 %2 % th
ff) AS_PATH J& TE), 28 J5 K JT] Gao S5 ikMHEWT AS I 9 7 b ¢ 28 AN 40 IR AS 2 50 L 26 3, W0 15 p2c,p2p 3%
FERT & LG AT I B AR T e R I B 2 R
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Table 3 Data set of Gao and CAIDA topologies
% 3 Gao fl CAIDA # M ¥

# of ASes  # of AS links # of p2c # of p2p # of s2s
Gao 34182 97 485 77172,79.2% 17 935,18.4% 2378,2.4%
CAIDA 33508 75 001 69 191, 92.3% 5591, 7.4% 219, 0.3%

o FHES 2,CAIDA F 4 127 4~(0.38%),Gao H 45 199(0.58%) > AS 42t 7 P4 A1 % /2 M=k 7 &,
RIAE L 99% M) B ¥ R G0 L HE1R 25 T % 4,CAIDA 175 1 333 4~(3.98%),Gao H'f5 1 533 4~(4.48%)™ AS
(RIHR AL 7 AR AT 2R 1R 25 7 L A T R BT 959% 11 E 98 R G0 R BB 4 8 080 5 RIS 2 AR
W4 [ EIE RGPS LR N, A RQ)TER S, 19 F A Re s 2 K 22 30 AS 3% R 345 1 G % fig

PEAL F] IR 2% 58 T Internet $h b 1) J2 U R =5 VAR 23 O Re P 5 T, FRAT T AS 432 Tierd, Transit AT Stub
X3 2 B iR

(1) MN—ATEIEER . AN ADNB Tierl 224 R (8 4Y), 8K WTierl /15 2457 Tierl F T f

AS YATIER: . FEEURCK I AS INNE Tierl 4246, H B B A FX AR AS 1l Sk b, —
HAF3 T 18 /™ Tierl;

(2) H4HE M RouteViews Fll RIPE-RIS L 1) AS B 1%, HH ILTE B A2 d A 10 ) AS € Sk & Stub(28 691

™)

(3) FIT I AS #ikil4rA4 Transit(s 486 4).

[N, A T S HE A 3 %0 1) Internet R B VE—— /D3B8 0 BB I AT 287K 2% T Internet Hh & K 34 vt 1 21,

56, N Alexal?2 gk 5 HE 44 bk BV ) 370 B HE 44 BT 300 £ 0 32t 6 90 ik 8% I 3 3o A< i F) DNIS 45 2% BL %
GoogleDNSP?I I OpenDNSPE4s i s (o 41k 47 1, 1P Hudik; 2 J= 8 11 RouteViews f) BGP 4 H1 43X 46 1P Ml
IR BT S AT AS; B, £ ) T Whois 4 22 VRIS % 5| 2 AT 13X 44 AS 5 TJ& ISP 104 7, RAT &% 7 5 M
HEAFAE— € REEI AS A #IA A)E T ICP.

A HIX A7 2,300 A Pk AT 283 AN R HE AR BT 45 21K 1P Mtk D 5 AS 5 LT OCIK, B 449 3 T 182
AN E R ICP 1) ASFR 4 Traffic-Set AT 73 2 AS 51 /b T 9 ik HIOR: B O — 2685 [ Ak A3 448 — A AS
5 R M4 2 AN s, Google T AS 5 15169 &AL AR S5 S5 google.com,google.com.hk,google.de,
google.co.uk %%,

232 PHEE R

K 3 JB7R T CAIDA Fl Gao #i#h T AS X 5t #4F (1) S & BE 1 10 #b 78 B A2 41 (complementary cumulative
distribution function, ¥k Ccdf). )L % 3 W x 7 CAIDA 1 Gao ¥+ 2 [ AEAE % WM 2 7 A K 3 Fiox, M
Bl v AS S % B BN RF (0 S 07 ) o0 A BN AR G A 5T 2 I AL, TE Y p2p IR LU, Gao b
AS %% J)ug T CAIDA 14 i I T AR SEBAR T 5, AN $0 40t AS 0] i bt 50 4 11 5 928 BB ) B ARAIE.
CAIDA T {1 16.8%1] H A R LM %5 ) KT 0, XA LL#ITE Gao HJE 17%. 3 5 2 it 80%LL L1 BiE R4t
ot 6 H Bl e A AT S 0 g JrikE it 85%0) AS fI LI 4E CAIDA Hi /& 0.23%,7E Gao H J 0.26%.

Kl 4 &R T Gao #i4h P AN R 2R ALK AS S % FH BN RF (0 S e e g, AT LAAR B LU 4618

(1) Tierl RILH T Heom i s J1, AT Tierl AS 1 %ufs J1#miT 95%, L5 K 7E T Tierl AS B Hoxn <544
AS(h & Tierl AS)f JE K 1% ) M4,

(2) Transit,Stub I Traffic-Set H1 1] AS ¥RILH T IRAK B S e fie Jy, H. Stub 1 G g d5e 2 H H1,43.4%(1
Traffic-Set LA K JL-F- A= Stub X i fr B 45 8 i g 7. % J1 i 85%1) B ¥ R4 Transit Al
Traffic-Set 7 7 ¥ EL 43 51 1.28%71 6.59%;

(3) A Traffic-Set H1[¥] AS TRk -SRI T #& 58 T Transit H AS 11 528 B8 71, (B AT R 1A A B AR 1IE H 7k
) Internet P 2R 55 ) 22 42 PE IR 25K
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Lx
g 10 g I~ t l
o Q 1 a
o ) o 10 L g
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3 10 ’ S ‘\‘—l
fay ' 2 02
5] s 107°+®
% 1072 % .
g Yo CAIDA N £ —S—Tierl
=3 Gao 2 _3 —E—Transit
g 10*4 g 10 —Q—Stub
o o —A— Traffic-Set L|_l
T T T
107 10 | | i
0 20 40 60 80 100 0 20 40 60 80 100
AS level self-immunity against route hijacking (%) AS level self-immunity against route hijacking (%)

Fig.3 Ccdf of AS-level immunity under two topologies Fig.4 Ccdf of AS-level immunity of tiered ASes
3 PIRPHAN T AS X%t B 0 E 3RS e ) 4 AR AS X th B R B 3R S e )
2.4 ASEH RE NIRTHIRIE—R S

T EWHLE R AS X B B R S R R B JE AL B 5 BRI T AS O [ S e Yu R K b A v R L R
AS 0 I E 34T AS 5,AS 8,AS 13;AS 0 I3 LTI (AS 5,AS 8)IH %% /" AS 6,AS 7,AS 9;AS 0 K x4k
AS 13 I A ) AS. AL B 5 IR T AS 14 Hi$F AS 0 M4 T4 PI 25 AS FRIRE.

1

—_ Peer-Peer
— Cust-Prov

) watas
S EHHAS
.

PaElito)
_— (@) BT JAS
C D RBIsRAS
CH  Asomsusim

Fig.5 An AS’s immunity against route hijacking
K5 AS 4 i 7 il

BT AS 0 R 55 $2 AL 75, BGP™ F AL F U0 1% 7 Fl GR2 2 15 i ASO 3 T A B AT 27 ) Bh #5132 I A,
PLAS O [ 18] i 25 34 7 AS 1 4 6,AS 1 PSS Tierl S 254K (AS 2 Al AS 3)BEU 2] T AS 14 K #2115
B HEHT AS 0 &R % B i B & 1AL 5 20 (GR2) I BGP RAL IR AL 4 1 (K5 1k, & I AN ik B s
P, AR R T AS 4 1 AS 8 & I B Fr % el 55 T RIRE (0 JRU R AN M Mot 28 AS 52 AS 5 8k AS 8 1)
BHERFELAS 5 80 AS 8 A ] BEALE B F8# th 1 AS 0 18 &5 B #¢ % .

B T iR BGP* AL 3R A i it GR2,GR3 JZEFH 11 AS 0 WX Es AR A g /1) Feddr i B RE g th iy 3 — 1
TR RLARYE GR3, W 544/ L RE 1) %o 45 A 148 AL 7 P I E X AR AR Y B AS SR AT AS 0 KB
2 R ECE AS O BN SE R I % 7 LI AS 0 A 1T Rl I W S5 AR - 2= BB RF % . L AS 0 B — A%t
Lk AS 13 A5 BT AS 13 Uik N AS 12 24 I 5 RE e h, 52 BR 8% b i SR s, e A 2 1) AS 0 4 i b 3+
% .
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—AN I ASCE Tierl HYA R ) MBI AL AS SRS IR W 45 th HoAh B VA RGT ATk vk L g0 T
(¥ by B 2 I BRI T B B R BRI 7 i e, T B AN REAR R B2 R AS KRR B A R
15 7 F i RS0 A BRI b SR 0 DLG AR O 3241 55 Mk (provider barrier) L.
FEOERT M7 A6, A A VA RS OCRE AN B 5 1% 7 LA 0 SRR 250 A R I B R G ARSI K T )
5, DL DA — 5 MR RN 7 1K) L S (1 i et B (G B 1~5 B 3) 06 BT BL B3 #r, O T 3 iR AS X %
I B RFIR B 3R G B RE ), T DICRHRBLT 7
5 1 RO BGP R Ak i L 94T 0 K BGP S0 18 2R OSPF 1) iy Dp il (AIXFEIE T T
BGP fJBLTF 414, 2% 1B 5 IR BGP (A4 & 1k,
55 2 BT A AS K I RERI Y H SR (HIX 5 AS R RE VRSRAR 7 JE AN 219 23278 78 1 SCFF
5 3 MhUPE R R T A CAE Internet i ph 45 K 12 ORI 5 A A (A 1K) 25 7 P L R L (ELe
R v & AE SR AN TAT
55 4 Ty a0 SR W I S B ed 4 S R A, SR BE R 2 AR AS 2 20 B et T o0 i e 045 A S 56
PEAL S, Internet 48K 2 K AS O6F i R B RR IR G 5 0 ARG, L 4% 172 (R B[R] S A, (H 122 5 925 RE 77 R B i HX
TR LATR JLA [ 3 () 7 2
(1) HANEBGP 2 Internet A% 0ok At 15 i, U o] -k by ) 15 90 A2 #5014 i ey AN LB AT 1) % £ 2D e
(2)  BARLLRY ISP WL rh S A 7 M AR b 7] T ISP i B [ PR32 s — 8 0 i e A EL A0 4T £RAIE ISP
R AT IR 1) I A2 AN 2 A e D (KD T3 1 AT 2D Mtk s 1SP AR KR

(3) A RNEANAERAVE. 1 T B Z AER AT -0 AS X R AT AS AR R AL NI B 45 AR — Bk B R
L O AR MR, ] A AU B B0 R ARG D o R R IR AR, R BR AR AR 2 AR, T v TR A P A
S B TBE G 51N 1 B KU

3 BESEERER AN FEFRY B R B 75 0E

h T SRR BE R A AS AR ST BRI SR RE ) FRATTAR T Y6 K R )RR B IR I v =
SRR AS 5ERITFRARIE AS 2S5 IR GHR IR % 0 588, 55 T8 58 1 Bl 58015 SR I % E 50
FFAZTTVE I B AL

© BA G AS LEIR AN B — A WS UM C T A% AS I RTGHAE (— R T A AS 111 M 4%);

@ WEIZSAE AS PYEBAL T KA &7 ) BGP 23k 2 21 i th FH - F iy [/ 4 J8 A2 4t

@ A5 D2 2 1) BEAS M I 2 AT TR 48 5 R 2% X BIAH DG T A AS I 4% (14 8% 1, 1) 53 A 1 ) 468 J 2L o A

T AR 1 B

@ BEIARHET AL B I . AHOCT A AS JITJE I 285 110 % b 5B A 0 % el B s

T RAS 53 AS W FRIZETE AS 52 10 b H A Re T T 208 56 J2 B AR D7 AR S5 = AR e 7 ik 1) L 2L
A, 0 9% 5 3N 1 AR TR BGP 230 B A RSO A R 1, A M 0020 it 2 21 1 B P AN S 713804 4% 75 1A
25 I 5] 408 Jo 2 2 (¥ % B AE G T A% AS BT 8 W 4% AN A7 AN 0 T R s 1 sh L.tk 6 AR 48 BGP #ilie, — 4
IP ik ] F A 3 R B0 1) R —BRAX M1 IP £ 1GP ol 3, DA b 4 3 i 5 00 408 J 1) 1P bl 162k 5 R B di (1)
— BRI A TTAT.

K IT VBN I I M R 4 2 5 3% I B A AE RouteViews F RIPE-RIS 3l H /1, B4 2 5 3 ol gt 30U HH AN 2%
RGN 2538 B b SRS O S 25 2 AEAR Tk, — 7S 5 3% B AT AH 20 RIS v, vl LA A R e m)
T3 TR0 i 2 55 A G T WIR AL ) 24 26 10 8% 15 ks o — U T, 2 68 1) 8 el 5 5L DA 2 I B T X0 A1 HE S ) 1) M
DAL FE 22 0] A 45 410 FE T HE 7 2 15 25 (10 8% o SR s

A T7 VAR URAE P SEVAEL ph 190 465 (R0 30T 3 A B 6 b B AT R I, CR IR T AR £ A A A v 1, 6 T
T =07 A DA DX 23 15 55 4% 111 28 Ak 0 % 11 B0 35 1 i . ) I R AT 1IN A 3R ) U K A Bl T A T Bk e R
FH A0 A T 38R T st B 1R 7 3K, B A 5 5 8 3R A5 6 2 4 8 0 S AN I e 1 AR D7 v I 3 28 9 [ T 2 i vk T 5
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Z W E Y AS ECE R4
T, FRATT N ) A A 2R 5 R St R T R A RN s ] AT 2 B IX 3 AN U T A A A D iR IR B AN S
3.1 MEEMNKRLE N

KITETEA R TE ELLAS Ky He AR 57 RS i 3 AS TR P B2 37— AN 7] Bl 25 (cooperative monitor, | 3¢
e TP ) N, MBS ER A S T e R A R 2 A RS U B B R ) | R A A R B e
PEIZAT BGP Bihis L5 FoAth il 53 28 46 i b 784 R0 5 | 45 56 T it el 21 A 2 B 1) BGP % £h 52 3 A 00 % e B .
311 MBS I P s I
W2 AR AS 2 ) S ) e A0 B, DU R A% 1) L5 2 [0 198 JEG At M 00 25 H2 43 886 et B3 AHL AR M
Al W 2% 2 ke 1 s e e BT ASHT I M AR S AS N I A (A B4R ) L iIBGP 4% SR,
S T 3 T 0 S O B A SR S X R RO R K BGP 230 R DAL TIE I 28 4 N 1K) 18 B AN 23 A6 4% 31
25 T A 1V BRGNS, AN SR L (R i R R BOHE A R T RELSE B b IR B 7 AR A 0 SR AR T H
41 RouteViews I RIPE-RIS &3 T/ Z M H Bt & 1,2 5 T RouteViews Fl RIPE-RIS Il H ] AS o
ol 358 PAY 114 B AR A e 3, 35 T P T B D M v R
H T2 0 1 IR, BT USCREA I 0 25 -5 5 A s AN BL b (9 4 348 B B AS 1Y IBGP #4418V R
A T, 00 25 T 42 ) PN 08 408 o A s A AN )
(1) M FRAAEEBEIIE AS KIS T2 5 TR A B LA LB B 387 iBGP &3 i,
6 11 AS v ] 4 MK #% R1,R2,R3 il R4 i iBGP Szl 7 & T AS v # I #% 5 R1 Fl R4 27
T iBGP £1if;
(2) T RHB MR RAL iBGP i AS, Wil #7525 5 H A EE R AL BB = 5 4%
(RouteReflector, i Fx RR)H . iIBGP 4 i, 7K Wi I 28 iC # o B i & 5 2% 119 %% 7' (RouteClient, fi Fx
RC). %141, /& 6 F AS u f5 ¥4~ RR(RR1 F1 RR2)F1 3 > RC(R1,R2,R3),AS u 1 () Wi il 2% 5 Py Atk i )
SF8E RR1 FI RR2 457 iBGP 451
(3) X T RH BGP W E /7 N AS M I 2% R I AN AR & — AN, I 5 D AT =P & B
s A T iIBGP 23 I% DA,

Detecting Routing
engine <:| software

Cooperative monitor

6@

Router

BGP updates

LT -
L T . -—)

Internet

Fig.6 Cooperative monitoring architecture

6 IR I A R i

3.1.2 N &% 3 ) S

BT AN AS (10 0000 5% 2 11, 308 2o ) S 00 3 DB e i S0 2 4 A 5B A 2 Bk U () eBGP 41 il 5 BGP
S, U [ M0 2 1 A TCP LA S B W 4 (R, 23 15 XU 595K MDB S350 13 SR e B i

ot U 45 2 1) G PR M EE S T JEOR L ELAT A A Hb SRS R % B R AR AEAN TR AR R G B P S u
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T v A 38 B T B SUAH O T AR AS I RTZRAE ek 1, A0 L, — R =, P AT R E AR T u, B4 E T u il
B O FURS I 25 1 (u, V) BE 8 3 37 22 AN 005 49 [R) e ) et 7 R 306 6t 75 TR B 1 8% v 5, B u [RD 38 1 v 365G
T AT B ST B v R u RE DG T 1 AT I SR 2 — J (u)$ A S P I 2 A SR B, 5
—J7 (V)T EIE u A A VEH A 1, P R 2 Er R 50 an 8 B RouteViews FI RIPE-RIS 35 H & A 1) s 52
P R A A 1, PTG TR R T us e I 7 b u At RE N 1 AR EAE IR B

WS IUZE u A ) v B G T 1 R TSR (R ST SR RN T T 4 ) 1Y 8 E 1 R W] LA I prefix-list S5 0. 441
1, “ip prefix-list name permit A.B.C.D le 8 ge 32”% 7= A.B.C.D/8~A.B.C.D/32 & [ P I T A3 Hi 4.
3.2 BREAEHFFIRN

T AS u (B G TIE SCIR SENE Py, or I 5 1 S A M 0040 T2 2% 2] 04 8 by 28 A0 HE AT R I LA R L el B KRRy,
FE SR — A Z 6 Pi=(1,00, L)y 4 AR R ATS del,Ougfe U IV ERRE SIS d MEBRSKES L2 u
A B 7 M B4 d 1 BT — Bk AS AR & 45 AT AT S x, 75 Py BT SR oA 00 T x I AT 440 g il
1 Lookupy(x), 1% FE AL T B K Ay SR DU L 25 R 1

(1) FAdel, A x=d £7 75K i UL AT, 22 [B] d;

(2) #F3dely, H xcd, B 1, PAELE x (52 HT S, R [B] B A K AT g8 K FE I x IR A AT 4%

(3) #3dely H dox, B I, HAELE x [T 1T 4, 3 [B] B AT fe /TS FE IR x 1R T T 4%

(4) RIFD. 2 Lookup,(X)iR [HIGI, B x 5 AS u ANHHSE,

WE W28 u A WE D040 R M 2080 1 (1 B E BT S W T M AT u T IR TN 4% ) 8 B SRR T B YA 4 R B A
BATEFIE R AL

(1) J5 AS 125 bR 15 A B

(2 F—BkAS ARb 2 A

PRS2 B AH OC TS x PR e ST v I, U YR AS RN — Bk AS 55 Oy AT Lyg AT LE
B ] (H: A d=Lookupy(x)).
3.3 thREI4FEBIEEREE

ZRRT I H B MW ESEAWR, 255 AS HAEEECE FRAUE B R1A0E (B i 2 H a6 K AN4EE).
R, AN S 53 AS W2 R — 2 10 408 5 1 B3 g% SRk B [ 408 J LA RAS B K i . B AT = 225l LA
P a2 A e I N7t g ).
331 wAfE

e MEIES v DRSS T E RS AR 19 n AN BEIARJE N={M1,My,... M J(n<K) 1 T IR —4 AS
2 550 [F) W0 T SR AS K 2 A BE e X% AS I ATEH S,.S, 2 — N HE RAEMES N S, F I HIE RZE KL
BIET ST v R e Bh e Bl 2 il v Rl bl [ 0 0 28 BT B . 2% 58 SCRALF 2 BT FL VA R s Re T E X,
AN S AE T v B R AR s 4 e v RGNV L R T 20 52 A AS(v) . Beii s AS(a) A IR 48 i AS(u) =
NI OG22 8 SLARHE oA EL Oy o0 BHEE T MEAR Y (R B2 3) T %0, 70 B B SR R AT ue V). 24 26 HH B #F
KA A u ik T BGE# a RIS B, B ueV ), B FEbs s U 125 u PR3 AT (K B v %) B e, D
fa s R EUE N 0.

P :{1, u eV(a) @
et 10, u €Vy,
ARG X u RS BVR RS v N2 s,
s, ={alf,,,=LaeV\{uv}} (5)
B g v s e [R] M DU BRAT (1 22 42 e 0, B 22 i S,
S, = L%{sv”} (6)
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3.3.2 74

DA ) 0 4 4 A B 1) 7 E 0 TRE S Bk P AR LB B R i, — A AR RS A B HFEA BIG RS
9 H B F S 2 D B ker L A [ 408 Ja W8 81, A AR A A M0 08 ) I 2 20 PO M i 7 2, A E R 2y
S I % b B R AR K B N T RN S 5 M LU B A v R I S e 2% (1 AR RE
TG U R, Vie S, WA (T)FTR,S, TR E A ARG T B £ A M AT B sk ) 2 4 B

M liesfla<i=n (7)

AR5 5E SCAS v T (1 I [] I 1A 45 1 K AR R by R v R 2 A B R B R T K AS BT B
il f, > kieS}|

b = i v 8

SN ©

3.3.3 WfmikeE
ANFT ARG P2P W& 48 fm i 8 % th Bk 8 AR 7 15 N 2 5 38 ] DL B 32 Mk $ 0 [R) 40 )= e n 58 78 43 1)
MG ), Ik TS BE G ASL ARRIME SR 4t T AS SR IRATE e EE LT 3 b S (1) 48 JE 3 ISR g -
FB% 1(BEH 1% ¥ 5K B (random selection policy, B #7 RSP)). 4/~ AS Bfi L ith 12 2 55 W [R1 (1) 41 i, B 3138 ¢
T K AR 20k,
KRB 2(fLikEE K BE (preferential attachment policy, & #R PAP)). &4~ AS IR p(p=0.7)i% ¥ 2 Hi JE 4L
W, AL A QB RSERN ASERE R F AR EH AR K B &L,
(R TFREBEB R L ERS(secure scope based greedy policy,f&i#R SGP)). &4 AS & 26 15 Atk
AS FEX T B B 122 4 L AR S AR IR i BUIR L BEXT 8 5 22 4 e B BTk dne K K /N9 R ISR G R 2 VueV
VB ILAERE T v 122 A VE T sy f VAP s AR I 22 AV I K N EAT HE T 8 S A TP KN AL
BRI b HET 2 TR AS B A0 55 B8 ) 1 23 A, Bl 192 AR S e e g
G 4(/8 &3\ 5K B& (heuristic selection policy, & #& HSP)).
(1) ARFEIRAL R AL L G HSP DLk AN TE A SR AL R AL (1 AS;
(2)  AS XTI EENRF AR AR T IR WL T AS Bl B Bt i B (90T B8 1t HSP ARS8 B % i B b b T
B B AS, W Tierd;
(3) ARHwsEHE 1,AS REME T A G M AL . XA R 7 AL ) AS S IR % R B KR ok, DRtk HSP
AIEPEIX 2 AS 1E N B R4
(4)  AS BRI E R LRI — N E AR AR, HSP AR SE e B IE 8 1 U0 11 AS 1B 2 i 1R 40 . 24 i H 350
FER A, EATILE A AS 2 11 b (¥ ] e 04 B8 /N, e 0 % Fh v e R R K
4 REYRITMH
AT LATIT R B R A 40, 5 2 S ) () Mt A ) 22 4 8 7, 6 AN () 408 Je 3B HRC SR Mgt T ) 22 A R AR AT A ) LR
41 FEFH*E
BEAS AS Z 51 [F] W T 3R A5 1) 22 4 R 07 B e L 1] 2 000 408 S 1 2 DR 00 22 A L AR A A 5K (4) . AKX
(5), V5 2 AU B (K AL TV S AR AR R B G, o LA, 25 2 22 5535 AS v, BUiEi ¥ AS a FTERRIARE u,iH 8% TR
b bR H 75 B U LR PRAS I
(1)  AS BRI, T v S AT d N IZ AT v Bl u AR IR IR AR (2 A AR, UL R a B A A
2 d I ZAT N a B u AL I AR (B R 1R,
(2) B e PRI, 5 BTN u E 5% E 3 M 1 RN B0 i A5 TR AR 1 i PR R
il L) T AT AL A K IR IE 2 % el . SRR el . R AL G (GR2)FM A R AS B K 1% i,
HA) (1) H AS ] R 6 A5 FROI 40 2 — AN Al Mao 558 NTEZG 2 AS B4 50 1 BRIAS OL N NSRS T 70%~88%IH)
AL 20 Qiu A5 A 25 H T T A 2R ) _E S 909610,
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T G AR T 5N 10 22 AN VP A T i A T DL AP AE (0 AS B AR RS2 T A B & AR AR
by R B SRR ISR 4 TR 455 AS v,aeV F1—> RouteViews 2§ RIPE-RIS Tl H (¥4 K4 £l u, 38 4 158 2
Ar~%55 547 M u (1 F 2 Riby, 3R v A a 54 [ AT ZE4R 15 Dy, Da, BAJ% Dy, Do FIKTHTER 21 u (14% 4k #4248 P(v—u)
A P(a—u). B+ AS — BT 2 MR TR, 4 a AR v IATSEEDFE I, BeA B e a A v J1IH B T & Bl
PLBRIE —ASGE A d)IF SRR IZATER, PR, 32 75 3 B0 AR 0 peP(v—u) IO (W) I LE T v B 1L BL p A A&k kA2
A SRR (5 6 47). R, Mt & B A2 0 qeP(a—u) IIMER (W) IEEL T+ a BB LA g b A 37 i 42 1 i 4 5L
O 7A7).L5 1 a BOREIR T v IATSUA RN, 3 AR RS AR 2 G2 p A g BORER T LR
WoW, UL 8 1755 8 177, Selection(p,q) /£ # 1% p A1 q 2 1]tk b e £, M LB B A q(uii & i A2 iR [m] 1, 75 i
R[E] 0.4, 45 9 AT REIRINAZ B var 55 Ui i AR BI{E Th JE4T B, 00 var & T B BE N, 4Dk i b o 4L
B0 =1 AEAS T AR L B A 82 5E N 95%.

Table 4 Calculate indicator function &, ,, based on RouteViews and RIPE-RIS data
% 4 LT RouteViews Al RIPE-RIS # 1 ¥4 v 5 465 b5 b6 516, a0

v, a, Wi # A AS. Bili& AS. RouteViews ok RIPE-RIS I H [ id R A4E ni AS
D./Da:AS Via & &5 TS 4R &
P(v—u)/P(a—>u):AS via & 15 I ET 4 via 2| u 15 i AR 55
Wolwq: 24 via B —ANPTOHT S u e 5 A R AR plg Z4E TSR I %
var, Theilf iy A8 & i B 15 1
1. Scan Rib, to calculate Dy, Da, P(u—V) and P(u—a) as follows:#47 4 u #i# i & v 5 LU R $8 4%
. Dy={r.prefix[reRibyar.origin=v}
D.={r.prefix|reRibyar.origin=a}
P(v—u)={r.as-path|reRibyr.origin=v}
P(a—u)={r.as-path|reRibyar.origin=a}
. VpeP(vou), wy=|{r|[reRibyar.as-path=p}|/|D,|
. VgeP(a—u), we=|{r|reRibyar.as-path=q}|/|Da|
var= > w,w,Selection(p,q)
peP(u—v)geP(u—a)

ONO U A WN

9. if (var>=Th) & ..,=1, else 8, .,=0

X FAERE AS veV, il il fRE NeM(N, 2 v EFERIP 28 E AS 524, M J& RouteViews Al RIPE-RIS Tl H 1)
B RAE S AS 8, 3T LR VER AT LU A AS ueN, ) v STIR AT 2 4T s JERIE A (6) i E v
TE 3 B ) W SR A 1) 22 A BE ) Sy RIS AR 35 24 3 (7) A28 20(8) b ] LA v 8 N FrA) 1 I U 00 D 4% 1) K 74 FR 4L
4.2 FiEE IR K E SRR

PEAYL SEI6{H A 2010 4E 1 H 20 H RouteViews F1 RIPE-RIS 15 H % 77 () 1 122 15 g BR824 i X AN 151
LA 717 ANERE R AR 2L T SR A TF T AN B b R R AR S B i, AT S Lk h R AL A 300 000 A
AT, FAT A N R R VA TE T 34 1 38, A3 31 224 AN IXFE 19 RAE mLAE LR BUE R4 i 2 ML
A B E A AS 1] B8 2x [N i) RouteViews Al RIPE-RIS T H 42 44048, o/ 18 5 — L4533 T 113 AN H k%
PSR4 AAS 415 14 4 Tier1,90 4> Transit £ 9 4 Stub.
43 NWHER

TE ST 560 FRATT 1 S0 B UE B ) M I AL B A5 1 2 A A R AR I P S S R AR A R R I &2 5 AS
PAFM 2 AVa . L-7R40 T80, TR AR T 1 AU S FRATTXT 4 Fh &1 J b B SR s kAT T LA
431 wAEBAR

i L RIS NEER S 5 # AS X AT SR R Re ) O T WRAF B RO, AT 113 AR AE
AUAS FRENLE I TS AS /A —4LCRH RSP ), 28 5 T X B8 AS B PR 2 (A1 37 W 7] ¢ 2 5 X AT 48 50
FF 0 S e 00 0 T REANRE 8 I O Bl AR X AN I TR E A 1000 i, AR & 7 IR TIX 2 AS 2 5 ) R i
W2 F A2 5 B B ) P bR e 22 B 7 B R, S 5 R 2 Wi, AS KRR SRR 1 S R ) il T 0.
AHLEZ R, B [ S 2 B AL 5 AN AS R BEAE S B ik ) 1 9k 51 60% LA btk Ab, B ) e 00 A3 11 22 4> 6y 1)
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VSR A 2 A P ) D00 2 ko (08 R TR e 9/ A R e /N AL P R R B 40 DUJA
ARAGAN B IXFHEL R R W], 8 AS R 25— /MR 2> AS SN B[R] R 3R it T LU B A 1) e e R

100
B S S TN R
g ®0
=5
C ~
z2 60
S¥
E‘_ﬁ. 40 —— Without cooperation
SE T | e W soopert
Q=
(<5
s 2
(%]
<
0 + 4
| |
5 15 25 25 -

Size of cooperation group

Fig.7 Size of secure scope per member

7 O BRI SRR A 1Y 2 4

432 &V

PR 0 7 o 2 5 2 BRI 22 A Y TR 1) R /D e T 11 22 A e b B 8 TS 1 408 S U D (KA AREN)
BTG OL T, SGP Fl HSP HLAT W25 AR #. B K AE 8,4 b S (1) 22 BE B W 46 /. 25 K G5 %) 25 I, RSP,PAP,
SGP,HSP 77t ) & 4= Bl 11~V 2 K /N 43 31 /& 29 037(85.4%),31 018(91.2%),32 715(96.2%)F1 32 792(96.4%).3X
WK, — NI R AAE B 25 A AS I 55 2 JEAr P R 06 &R 3t vl LA B B % 4 e 0 35 19 S 9 )73k 51 95% LA
KT 40 22 05,4 T S JIT R AR £ 222 A TR ) 22 S LR AR 0N, U U I 9 5% ) A A A AT R AU 2 O L
FERCR I AT 715 A 06 R SRS, 70 300 5 512 Bk P AT BRI R A

x10*
3.4 }
e e i + pali g

g’. 32 i"'"i_ | B ===
o P - D
3 30 . J
e i /
3 28 s
3 .
» o
5 26 y /
,0\‘) 'l,/
B 24— ——RSP [
2 ! --&---PAP
g 22 b -
5 l/ --—4---SGP
z 20 ? b HSP |

18 1 ‘

0 10 20 30 40 50 60

K (# of cooperative neighbors)

Fig.8 Average size of secure scope as K increases
K8 AR KBRS0 224230 B P 20l

433 1-FEFEH

X4 Pl E N L-2AS TR ST AS P 9 B 1 8 — 4%, SGP FI HSP 55 s 2 Il gt 4 B 5 & PAP S5,
RSP S 2 L f5: 7= . AR HSP 35 WS 7E 22 45 3t [ T K R DU 1 T+ SGP SR (H 5 35 7E 1- 204545 507 T 1) 26 L
AHMFE AL K=25 IF,4 Fh g (1 1-72845 8 5000 ) 2 82.1%,89.4%,96.2%F1 96.2%. 24 K i1l 25 2 J5&, 1- 784 FR 4k
1R 14K 46 i g2 an R K H SGP B HSP SR, 76 K=25 I BTy 54 3] B0 =L K A4 7K
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Fig.9 Average b, level as K increases

9 AN KELATSREMS |3 1- 734k 4R AL

4.3.4  ABJEAT R REEL

T b 7] 2 AR R AR AT 038 75 T 2 ) S5 A A S P 2% ol S o A1 408 J 0 e 1891 289 52 ok Al
5 AS [F)HEAT W [R] 10 M 2 Rt P, U P 10 s PAP SIS i T J52 K5 R TR 1Y e, DR IR BE BB AR 408 J 4 it AT B K
(K~ 35 FE 50, B H A6 1 SGH R HSP S RSP SRS 7™ L PR 41 1 H 41 i 1 e 1)1~ 249 JS 50 e 1. e I v 7 3, B
F KRR, B RSP 2 AN AL 3 b SIS BT L 8 (1 408 J 15 s K~ 35 5 B g /b X2 DA DA Bk RSP 22 A1 (1) 3 il
SR B AR AR AN TR] AL 77 30 5 32 M B R A 08 i J2k 81 e R R, IS8T ) 32 9 T G A A ) VR R A
N S B4R S 7 2R T RABL T PAP SRS PR R,
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Fig.10 Average degree of partners as K increases
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> M A R R BT e SRR 0 B A 1 B PSR TR Y B L BR AL (5 18 R A
AS JER A A TF A O BGP Hdls. A SCSE R 43 vh 4K % £ RouteViews Fil RIPE- RIS
[ R AE SR A TF T 38 4 6 v BHi
> O T A ) 22 SR P A rh T T T A Bl 0 I 4 TSR -UE AS (150 R % 2R 281
45 EH S50 el A 00 200 R T e 4 U S D B A R A
> TURAERE R E R AR, T2 S N 4 CUAN AT, 1% 2 1 T A e 3 A2 S R R
A SCTTVEAR R T 0118 LR, 2 5 R A AS T S I A SR, O B2 3 T ORI AT N,
i g T i A P S T AR ) R AN B 50 AS BT R T o T I X 45 11D 5 F B e
TS =07 M LUK 43 1E b 7 A R i BB ) 4R 1 ) S T ELGT S R B R P ARG U E A R AT A 8 G T
6 B BRI B8 A5 A
o N HAHEF I I I 2 WIS T A B 00 1 8 R T iSPY PR AR TSI (¥ BGP $di, B T AH T
A% Ping, Traceroute, TCP Ping 45 T Bt th & W0 48 T o (1) FE A T BE, T 938 725 1 A0 Ay Jal i 17 oz P 2 G
IR IZ LN 5 22 P o KRS MR Internet, 23 115 FE 4 22 (¥ I 44 417 0 05 i, i AL L A 468 o 11 122
o 2R R A 6, AT FH AT A B
o UFHHE T TR I A I 1 T L A O SRR R A TR A RO, LS S T D B A S AT
W
Z 5P A MEIE) AS 75 B R BB AR L5 BGP Bl B AT 45 MEHEAT /04T, e 1% w0 ik BGP % th P A~ AS
(130 o 0 e ) ) 45 38 5 T A B iy T A0 B (0 TR, 0 40 FF R I R A A8 v 222 4 BB T 1 [ N R8T
(1T B RA, A2 T 173 S 00 3 ) 7 S 88 e 1) ) 8, s b ) M 3000 48 5 A o I FH 09 DG B 63X A Uy ThT, Harlan 26 A\ #¢it 7—
FiHRAR FoAt AS (R4 524 AT B ehi 5 8 AT P PO LA B2 WL L B R 2 55 2 AS (A1 ol 157, ik g 0% 45
LF AR 2 5 4 B FA ABZ 7 VE L RE % B0 3 S0 1 I 45 0 M SR (15 7 M L& YR AN B T4 A6 D i
HY B4, T 5 LN 5 A BRI L . Goodell 45 A 322 i IRV J7 3 HAT FIUA ST w28 B S5 00, A 2 5% AS 77
ARk N L IRV IR 45 2%, A1 oAt AS R 3% R (¥ % p 5000 375 3R, JE AR 31 A b 26 Fhy SRS, 10 285 4 $D S ) 45 58 % T
(1 B Sk AT R [ 2 B3 e X R [ 2N, B 5 AS T [ A Tk 0 £ (KSR A L DL B R k0
A S 3 SR 10 R AT BR o, DRI AR 25 5 e P ok S — SR R 1 0 A9 R K R RO I i, HE B E B
AS [ E B4R JE A ST VR A AS B B A1 A0 S i R AE 5G9 48 1 % R AR A R AR ZER L2 5 % AS
BEERR A CHS HRENS ., W SRAEE, & — M &30 R SR kN A2 5 #5025 % RS
B CAZA B BE I 3000 A A6 AN R 00 b 1R) 408 J 22 160, 40 5t e AHE T 25 15 3 1A 86 b S s T P 24 R Al o Tl 4 AS
2Z T8 5] N R AL B 90 8 S e 3T 7 — S5, 0 ik A N BETE T B RS W 4% B R 0 B 1 R DAL
1B (H% 7 vk T AR S 5 % 2 1AL T 0 B UL, ELAS REAS IR — Bk B Re 9 7 2% A B0 T B R IR A
SIS AH T RIS KO B e S 1 Wi g 90,
AT AFAE — 5 (1) 5 BR P ol ) S 000 ) 4% 02 S N7/ Internet 2 L ZE & W LBk A TIX—RES W
JoF T K ) R 2 ) Y a2 2 X A ) 2 Ak il A, 7 LA S A A b R b e A e 3

BOAH AR TRAT 0k AR SCHR S B SO L TR U S AN ) AT R e [ S
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