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Abstract: An approach to detecting integer-based vulnerabilities is proposed based on information-flow analysis in order to improve the
run-time performance. In this approach, only the unsafe integer operations on tainted information flow paths, which can be controlled by
users and involved in sensitive operations, need to be instrumented with run-time check code, so that both the density of static
instrumentation and performance overhead are reduced. Based on this approach, a prototype system called DRIVER (detect and run-time
check integer-based vulnerabilities with information flow) is implemented as an extension to the GCC compiler and tested on a number of
real-world applications. The experimental results show that this approach is effective, scalable, light-weight and capable of locating the
root cause.

Key words: integer-based vulnerability; information flow; taint analysis; instrumentation

BN AR B S GOE T T BRSO S AR T B T R R e . ek, B AR TR
W bEMRE S 5EREHE. TR R G R R IR C 8 5 R AR 2 A R o B Aus B 45 R 1L
B R T 0 A B S — BUR R NG 3 B F 2R BB S 3K R I G A A O TR SRR R IR A S H
V\Jﬁﬁltﬁﬂkﬂﬂz AR B 2 mT I 2 b ) A B A A0 VI Sf SE B S 0. H U, R R R R S B e

9vE AT T N AZACHS . Sz TR AN 4% RS2 D bl Apache. OpenSSH. Sendmail. Snort. BSD W#%. Linux

« JEAIH: B H R R 54 (61170070, 90818022, 61021062); [ 5 BHY S 4% 1 %1 (2012BAK26B01); K mi i AWE 5t K& @ it
%1(863)(2011AA1A202)
W RaF Al 2012-08-31; & ki al: 2012-12-03; & F i 7): 2013-02-04

© PERREERSMROT  httpy/ www. jos. org. cn



2768 Journal of Software #4234 Vol.24, No.12, December 2013

WK% GNU lib JE b8 30 M 48 CVE et 850 — Bt C 35 5 PP 10 5 2k 2L 1 1 ik (1 1999 4F LA
oK CVE if #8501 14 B8 45 5, 30 4F R B B0 T 2RI, 2006 4E~2011 461 35 % i ik 150 4. 4% 1 RICHE!
()93 207 335, B B0k 1 1T 43k _E3kS (overflow). R & (underflow). 77 54 i% (signedness error) 1% i (truncation).
2 fiiik CVE KA 1) 2008 4F:~2011 4 4 8B HO ] 1) Hcint o3 A, He b, B AR5 85 1 a3 W, 20 0l 77.4%
FH13.8%, I~ v FH A W 5 1 AR R 4 2, 3 3y 8.8%. R b, 24 v A% O A R A 0 R Ak X 4 SIS A HSOU I RN
I HIAIE R AL

2004 184 160 [~ lOoverflow
1754 159 154 161 140] : 77 lUnderflow
150 139 =« " 1201 128 - Signedness error
iégl 9 90 100 L__ITruncation
751 67 80 | &
50 45 60 4
25 21 401 3
b1 2 7 20| |, 2 IR 105 ¢
FEFEELTEEEEEE b L, L 2.,
9IRS 8 S 2008 2009 2010 2011

Fig.1 Number of integer-based vulnerabilities
reported by CVE from 1999 to 2011 categories from 2008 to 2011
K1 CVE X80k g it 2 2008 4~2011 £E B H I 7 R EE T

TE G 1R 2 (1) L it b i 25 R0 W00 1 5 7 T 2 500 VIR, 47 2 B0 U A R S I BN 25 LR 7, s AT X 28 50 s V] 1) 8 ) —
Tl 2 vk 7 22V R A D7 2 R A 2R (. RICHEY) DL K SR HEBE (401 IntPatchl®™), H A7 46 % 18 47
FEABOR . R MRS BEAN S 5 SRR A SN 2 AR SCEE Y T — P 5 B Ui R i 2 A I 0 29 26 6 A s )
(R 53 B 54, AR i AT IUDRG B32  BRARIZ AT TF 4.

ARIHE L PAHFRTAES 2 WAFEARRH ., 22 R R 2 42 SRS &5 7 T A 2138 05 8 U s U 7.
3 WS R T A SIU AN YA 4 5 S I o6k T L (A R R BE S T THANMCPE AL B 5 AR R4

1 HBXIIESH

I, o B B0 A (R T 9 80T 4 4 2K

(1) TRy b 2800 2 A v 35 Sk A R BB At CCured ™, 1l 5 4 ] 22 4 1 2 R B0 A% B S St 4, T
Safelnt!? AIR model®, IntegerLib™4%;

() BhAHI I ¥ TR I J7 32, Ve v 938 47 R 9, o 2 R o 0 R A8, 4 SmartFuzz ™ Kleet™,
Exel*d cutel*®! partlt414t:;

(3) A8 H R A B BORE 3 o 3 B AR 1 24 R DG R SR A T T B AN R 4 BRI B S AR,
Sarkar’07 °1 IntScopel*¢12%:;

(4)  FRAIERRE, BT o gl (0 i AR o AT 45 5 UK L (05 40, 76 1T il R A B RORS 8 10 5 A o A I8 A7 1
I AR A 280 1% 4], a1 RICHE, IntPatcht™, 10CH4%:,

JUE TR 5 1% A 27 1k 2 HORG I ¢ 4 1) o BOAS 5 ol AT A7 A0 B R Mt SafeintM e e 43 A
KOS T B AR Ty V7 A B R 5 R T A5 AS o0 S R i R A AR 5% 1 A 80 49 5 AE B i B el
HME LA SR ECRE i 14 28 U052, SRR I I 17 36 5 b 23 T mT 558 i 2 B2 oK BRAR A TFAY, 20T 45 AR 58 4 i S A W vk
FREAG B A RS 1 1 2 A IS AE F T 3 RO 0 1) Ml R B 0 B AR T FH P B IR 2 7 A A 2 e R R R B
i 3 BT 25 A

T A 370 2 7 Y T A O R 5 2 0 0 00 3 e e T il e A AR P A B A 40 A 2 5 A A e S B B
AR, — 5 A 508> AR, 53— 7 TS AT T RS 13 2GR, o B Wi 38 K00k Y A B 10 5 90 7 1% 0 o] A o 42
V7 A AT R 1D SRR T s VA UK 5 R R TR 2 T AT 5 R 1) T IR 56 A7 A0 2 B 4 ORI 2 A

Fig.2 Statistics of integer-based vulnerability

© PERREERSMROT  httpy/ www. jos. org. cn



FNE ST SR ESOR TR EARE 2769

HB P = B A fh 2 TV

T LR 5 0 5 T AR C T8 5 P B R 3 SO Y g 2K 7 e 4ni 5 v K 125 R PG (sub-type
theory) M Fl T C 5 35, 06 50 1) R G2 S5 R 28 PR s i b A T 48 RS TR () 0 SR, T A C 3 35 (0 48 M 1 AT 2K
T 22 4 RVRE S TR 2 40 B v T 5800 T A B B A 3R AT SIS TR &4 TSR A, 0T T S R 24 1 A B AR e B
BEARRS. 451t RICHEYAT 1OC43 5145 4 GCC A LLVM (147 121 75 LA S IR, 1T 4 of ks b B0 S 001 A ) 4 28 35 850U
T, 5 R I 2 A AR E0 T % 07 10 B 5 SE IR, HAT AR R U % (L 9 25 5% 88 A v, 3 BUBIA NS AT T B K (JE
H, RICH F-4524 5%,10C F 458 30%). 3= 25t A S8 T 24 7 vE e Fe e A 3 1) S M o T S A, — 308 4 4 4l aie
1 HAS S 1l Bk 3 R B B A R AR B R B AN 2 S A e 1 22 A X 38 0 4 BB AR A & W O B0 T 1%
VEYT KT H2E 0 R 38 0 T A0 B R A A A

I (type inference) JyVEUT IR T B) 5 M WIGA A0« A ot R A 480 B TR A o (1) 4 A S5 2 o v e A SR AR
AR R T 2 AR AR T I AE T BOME 59 M 10 R A BT AT I B 43 A e PR R B A b TR R R 4 L S ST
207 1M b 372 07 PR A 5 ST g 7 T A0 97 3 4 R MAB AT I A K K R AI 481 a1, IntPatch B4z Ji L 757 7 435 A1
S AT B O AR R 4 Phe 2RI BRI Bl AR AT e R R AR IS RN, Y Ty KRB H
] fig e HH 2T [ AR B N AE 40 TC AR OC BR B0 | I AR S T 2 — A 102BO iG99 £ b S5 &1 X B4~ 102BO
Jia 55 AR F UG 71 U1 1 (backward  slicing) B A 196 i) 508 047 3 46 20 B A A8 Tog 288040 i () S 50 A o0 3
52 R VA ) A R U T B AR I UE AR D SE A A TR IntPatch /£ LLVM B4 {445 LASEEE, 5 RICH
AH EE A A B A 25 25 B2 BN S AT TR AN 1%.4H IntPatch FH I A] A 3 1% 102BO i 59 Pk B3 550k 1 I i, AN
SRS K (I aE: £ S @) = B INTITIN SN = = B2 AR (= B L B i L O B4 @) B I IR R e s I 4 M B
FA) S AT Tl B2 AN FE P 2 A A s AT I D) RS A AT TR R

FETF LA b3 b AR SR — A 3 A SRR R S SR 23 W 42k D7 v AR R AL 1 BB R R 4 L, B R
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B, 2 DL A7 Y T DR A i e et 6 DRSS 4 4 U TR SIS 20 TG V0 1R AT A ) P R A A U R A B TR b, AR SCHE SC
R [23] 45 S UL 43 A HE B I RS ilh b, At ) 48 000RS ) (9 e 1k AT JRe R A0, D J 0 48 4008 ) 10 Az 00 8, B Ak
U5 AIE AR 1) 4 25 45 B RIS AT TS A B A5 S e (I 3 HOR UG B B2 )P BT B B AR 205 B AR SO 2
FILY T R0 2 B 37 vk Rl A B R 2 2 b, — D T O 3 I A A AR S B R R AR R A
AT IR A E PR AR AT S T 24 SR AR, T 0 AN 53 W ST UK 82 TR R 42 I B8R 047 2 85 B RN A as AT FF 4 o5 — T i,
RN AL AR ST R4 1 23 B FASE 445 9k A 508 22 4 21 200 ) S8 4 4 8 T B A IS A B AR 1 42 ol
TLAE B K e A S T AR s 4 i 0 4 i o b, LIRS WU pR AN W A5 5040 00 o 4 ot ik 8 1 2 00U W i L, ] 0 ik
Pife B Bt 10 B AR5 I8 5 (50 5 o7 Js ) ik i pid, JE G 288 R0 HE 0 o 5 1) ) T 5 0 TR L AN AR ST R AT
T7 VT KRN SR TR fol e 3 VS A B RS 2 VU IE, bR U FH P BB 1 5 TN A FR)P 22 A A A
K GERERR P PAT B8 A2, A R TR 7 IF RN SO IR TR AT A 40 A5 B It B IO 5 B 2 35 I RN 2 4 vk 4
AU TTF JRSE B T e il =R 1 A, ARSI T e % e 2R 2R N 5 2 P A R, R R A R T R

2 ETIERRMARENNEIE

21 BEKR[FE

34k T CUPS FRAEALE i34k B3R IR CVE-2008-1722 [ RE R A B.5 e ¥E ek % png_get_IHDR 5|
AN, &1 width/height,img—xsize/img—ysize Fl bufsize 1% 3% i A P A7 23 L #R 20 malloc H. 4 width 5% height 2
% I bufsize b fr) 4 Hi e 2z 5 mT A AR b i, 08 17 3 A8 A A7 2 (] in o8 /N T, 70 B S 7R N A7 5 s s o
A8 R AR % 1k DX A 5 bR B png_get IHDR M AN ik X AR SO K v G B 51 N B0 R e 4 o ml i ik
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TEHRAS 5] R/ 1R 5 SC AR A i N ke 2 1l wildith 28 height (19804 width 1 height 2853 B8 i 2 AR Jlevkis 52
25 N AE S L B B malloc 517, 31 5200 FE 3 1) 22 4 X 8L bufsize (1) 38 5 e ia S WE AE T 7 2 41 X 5 2
F 22 A PEA S, I R R AR B0 5 T 0l B 3 R s g o IX i Y S 5

png_get_IHDR(pp,Info,&width,&height,&bit_depth,&color_type,
&interlace_type,&compression_type, &filter_type); /luntrusted source read from file

img—xsize=width; /Ipropagate
img—ysize=height;

bufsize=img—xsize*img—ysize*3; /loverflow occurs
in=malloc(bufsize); /lused in sensitive operation

Fig.3 Areal-world integer overflow vulnerability (CVE-2008-1722)* in CUPS
K3 CUPS 174 {145 %k L3I 1 CVE-2008-1722 (1 L )5 ) B

PR LR EEURIE). MR 38w X518 5 22 4 M AR O R B BORAE A6 7T R R 3 B0 T X Lo 4%
FARAE SRR N G R SR A

B TR P o A e A % 3l A, A 0T I A ) 4 A v ) S AT 4 o SR A R 47 22, £ 7 L R A I 2 OB 3 et
CVERA i [ 2008 4:~2011 4F 5 #r (K] 93 AN KOs I 1O W50 & DL, J LT AT (10 3 550 s T 25 AT PR 1 10 IR
15 2 700 R 24 532 BV B, A S PR 43 W R T 445 0k Ay B 0 A T 2 1 S5 P ¢ A WA G 1 8 M R B T A
1)t 6 A B4 A

{5 BT BN SR ] 53 — AN SEAR IR AT A80@ 42, 10 28 FR o045 IR, 5 & FRoO8 5 i B b A5 B
AT DL I B AR AR B AR A A AR AR TR SR R AR SO AR R S AR 1 B S 2 A UK
RZS B SRR 22 4 G, 4500 P 3 B V8 D A 875 e B 55 785 22 A PR AR OGR4 AUE A5 5L B A, I8
2 AT L T 3258 80 B A0 R P o (004 T B A 22 A A £ LU I A I 10 A 336 VA i 422 IR 05 20 2225280 o
SCARSC IR FE 0 S nl JR24 by CAFH 42 5 800 S e A R e A MR B R o & S Iy A5 BRI 2 BT 1
o R

A 905 L £ 3 4 A7 27 28V m] A 5 25 40 W I BEAS 38 0 3 6 25 A 16 T 0 AR 90 L 00 10 580 8 e 4 v e 2
(1 0] RE U V8 AT S 2 A5 R, W] DAE — 25 £ o 249 WROSIOAAR T K 52, DT B8R AT A 2B 25 . DR b, A S B (i 3 [l 4%
T3 T (0 5 SRt 15 e 15 LIRS TR A% 1 0 1 600 3 0 1, o S 20 0 %) Vo 0 30350 40 110 3 40 4240 S0 3 A7 SR At £
B AN T R AR A 1R (0 90 00 6 I A B0 A 0 i X A9 A 24 SR DG R ) I A 5 B A i B B BR A L 2 T B S5 o
NFEA G IAE GRS LUK B Zh AR5 1 H ).

25 bR AR SCIE S P 7 10 AR A 2 e T AR A S AT I

(1) AEEE BATS R BT SEEUH T A B S B SR A 20 SR AR B

(2) i B AE e A% 6 2 7, 43 280 1660 B 0 5 B b B AR A 6 1 ] R AL Y FRLR R BB A B I I AT B S AT R

SRARE 4 AN AL 2 TR 0GR )0 00 6 B AR AR AR A W S A B R 0T 42

22 ERRREER

AT BALE SR IR 245 B U %48 OB K& i — i Kk F -

EX 1(IEERR). IF=(0BJ,—),H #1,—~={(source,dest,PATHs)|source,deste OBJ}.

o 5 BN G4 OB 22— SUHIMES, LG RE 7 T (W3 24 CST. Rl #4E LOC, &R
£ GLB. JEZ:4: PARM. B&ACIH ] FUN FLR M35 ) RET 2545 A (RS AT 8 SEAR SR & OPS. 6 R =7 U {5 B
HLIER % source F1H XS dest £, BT AR5 4 SC 45 M AH R 52478 2 [ — B4 10 S TR] 45 A B sl ek ) A
7] 555 2 55 5 ) R A H B 2 TR AT BEAFETE 2 4% B 1 B 460 B 415 LR )45 LR 10/ PATHS BB &, 2 45 B
WA T 5 B RS IFs.
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Dening 762 /7 1 SCI LA b 2 37 361 1% (lattice) A7 SRR 22 A 18 290 AC SO b 3™ i 1) 46 5000 TR 14 600 451
3, AT B 2 A% (L, 0, YR IR 2 BT 6 1) % A S5 2 BB AE AR B AL s I B P R ILh untainted (G5 ¥%) -
tainted(¥5 %¢). sensitive(BU#) F vulnerable(ffi 55)1X 4 P42 4= 4%, /£ L <untainted <tainted <sensitive<vulnerable
R F &R B 4@) T, Horp  LRIR B AGCR A, N B R VIR R AR .L e X T R)7 2 & 5 2 A gt
5 level:VARS— L HUEHS 7 24 i PP A58 11 22 42 4, Horp 8+ 4R VARS 45 R A8 #4E LOC . 42 R X # 4R GLB
K24 PRM.

TR,TC,TS

Vulnerable

Sensitive

Tainted

Untainted

(@)
Fig.4 Lattice model and security state transitions in information flow analysis

B4 5 ARG D A 80s ] PO A A Y I 2 AR A e 4

RSO R T S AU ) R B R 1 22 A R SO DY B 4L M=(IF, L, T6), 2L, IR DR e o A5 B R &L
DR B 2 KT 2 B R BT VARSXOPS L J& — AW i, 58 ST FEFPAS b KA T L LA AT o 52
PR B AR i e A K B 45 K 2.0BJ 145 VARSCOBJ . OPSCOBJ, % A 4 A A SR Uik ol ik i . 857 . ek $0i A
FAEHN 5y SCR) G PEAF B AT A6 2 S 2 BORES T, 7632 Bt ) BEAT A% 4, 46 2 BIRE P AT A AR T I R 2L %2 .OPS
F7AE 6 FUREFFPAT A AR, 23 0 B2 B 2E L Vo Qeiii By Vo Gedtenss . Vg G ) T BURERAT . BUBL S AN U R
FRLAL [ 55 153K 6 B, B £ rp e ol ) WLk 11 6 B sk

EX 2ARERBEBRRN). Z2YLEERR if PR, 24 HAY 2 3vl, v2eobj(if),vl->v2, 7 vieOBJ H
v2eOBJ ffifF:

level(v2) = level (v1), level (v2) < tainted A level (v1) < tainted

level (v2) =tainted, level(v2) < tainted A level (v1) = sensitive or vulnerable

level (v1) = sensitive, level(v2) = sensitive A level (v1) = tainted

do nothing, level (v2) = sensitive A level(v1) = tainted

do nothing, level(v2) = vulnerable
senstive LN fR1V5 JlR A& 22 4 WA RO IE [ 4% 3% sensitive ki YR B5UBCIR A5 %2 4 20 W1 SR 306 1) 4% 346, 3
"1,0bj (i) cOBJ, A KLU if A A9 TRUI0S 52 o0 T T A UL, AR [T 1 AR O0T 5 T2 A5 L 3L D 4 e e AU A T I
A5 S B IUR, AU  H KRS 5 0 AR R AR a8 i A% i P A S A

EX J(EBIREMBTREAR). X T HHERAE n, #8455 m,neOPS,meOBJ filter(m,n)=True =4 HAL %]
THRAEH m BB A n W R AS L LR
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filter bR 5] T 28 4 W7 HE S HEBCHR AR 2 77 2 22 A 0 0] 5 25 TG ¥ U T ) 47 200, U < 4 5 2k Fralse.
Table 1 Rules for security state transitions and classification of operation entities

R1 REYHAINN JAT NSk 52K

Rule Role of entity State transition Comments
Taint source ™ f(m,n)=tainted, Functions or operations that import
rule (R1) (taint-maker) meVARSANeTM Tainted data are the sources of taint
Taint clean TC f(m,n)=untainted, Operations that reset the data field
rule (R2) (taint-cleaner) meVARSANeTC make tainted data de-taint
Taint propagate TR f(m,n)=level(m), meVARSA Taint irrelevant operations pass on the
rule (R3) (taint-relay) level(m)<sensitiveanne TR security states, instead of changing them
Taint sink TS f(m,n)=sensitive, me VARSA Sensibilities occur when security
rule (R4) (taint2sensitive) level(m)=taintedAneTS operations refer to the tainted data
Sensitive propagate SR f(m,n)=level(m), meVARSA Sensitive irrelevant operations pass on the
rule (R5) (sensitive-relay) level(m)=sensitiveAneSR security states, instead of changing them
Sensitive sink SV f(m,n)=vulnerable, me VARSA Vulnerabilities occur when operations with
rule (R6) (sensitive2vulnerable) | level(m)=sensitiveaneSVlfilter(m,n) | senstive data violate security constraints

6 TR AT Ay S A4 AR B IR R A AA) o T % 22 A 0 R) PR P 46, 45 80 it 6 4(b) BT 7 1) e P81 AT R IR ZS LT 2,
T R 200 TM 28 4 75 34 (19, TS A F T 5 B $000s 7 AR OB U I BE 78 SV IE T N i B 5 2 44
s (filter oA %R 7] False), K5 SUME 59 VE (172 4 15 5 5 A% A B AU 3R L 4 i 2e A 0 40 Ak T 550808 1035 YR 25 0
BUBCIRAS I ALK B2 BT 3G 1) sensitive 22 4 i A SV I 1) 4% 1 LAAR TR HE BT 10 fs I B 0 A B iR R 55
WA Ariz A BT Y tainted B sensitive 122 IR AR Hie K I 59 M R 40 5 X 5 b v e A S U 10 I 7 e 5 44
BT B B M A5 b (R0 23 9244 3B 18 1 sensitive B vulnerable [ 2 AR A F e B0 I sensitive 22 4s 2 #E RUAR
(10 B A AN T A 2 A 2 IR DAy G 9 P ) P 3 (5 e R 59 1 1 s e SCRR [23] 1 AR 2 4
B AESI T tainted A EEHEIR F sensitive %40 L UK A 2 5, 58 0 745 6 BEB50MGE 55 1k 7 AR 10 SE s 15 D0
Bk T R R F I 503 5 19 vulnerable 2244 ilE— D BRAIK TRk, A SR B EURER T L 224
W (filter AT IR) MBS UL N A5 1T B 2K 59 Pk D e AE BT 00 2 A 2 vy s 59 M G 2 (Bh A& S IE AR Y
(74 2% A0) A2 T ¥ 2 vulnerable %2 4 2 3 AR B () B A B 4 M1 L3R SV ST I R PP AT A S 44k

P - 2 ORI R s, B A5 R R ARSI J v T B T DG v R R R 1 B A N S Y 1R DAL B AR R
IR I BB R ) S o R L S 4 AR A R iF B e R b SR I e e IR A o L AR AL SRR T R
W U0 A TM S 3075 Y3 BeA 1l TC 3Bk L4 TR MUALB G I In T TS, 58 M 2172 1 19 ¢ 4 M = AL U
o, I FLASURE I 2 SR A% 3% S5 4% SV 51T, 5t AT 340 58 e O v o F) 48 0 s T

EX AETEERNBEREAE). {80 if 4. A5 T Vs J R BUREE, 5 8084 330w, 24 1
AL 43P,y PiseeeoPiy e sPrs e Phs e+ 1P €00 (i), D1, s Pis e Py Prmsee PP £ i HHZAL R HL B, 3m,n, XS Wi j K,
Horri<m j<m,m<k<n /545 f(p1,p2) SRIAT(Pi,Pir1) ZR2AT(D;,Pj1) SRIAT(Pm, Prme1) SRAAT (P, Pis 1) SREAF(Pn-1,Pn) <R6.

R RA P 3 B TR A Ay 8], A A B A UL 2 A AR R A e e U A S TR .

Yol e X1 R AR AE png_get_IHDR() ] malloc() 115 B 8, S5 40 55 P 45 5 e 4%, 20 ) A B

e if;: png_get_IHDR()—>width—img—xsize—bufsize—malloc();

o ify: png_get_IHDR()—height—img—ysize—bufsize—malloc().

WIHRIRAS N A (45 B SR 1 22 42 45 1) 2 L ;png_get IHDRQ)fif & V5 4= A #00) R1,48 width F1 height
122 A FH gk tainted; BE S, ¥ LR A AS BB LE ) B, 1% 05 R AL RE N R3 ARG 2 X 2 (12 A g AL FR A
=X, width F1 height f tainted Z24>2% 4y MG 345 img—oxsize F1 img—ysize, Ji i 244825 bufsize, Fl [V Hb i
img—xsize,img—ysize 1 bufsize )% 42 T+ 2%y tainted; 4 tainted %2 4> 24 ) bufsize 4 Y 174> it & %1 malloc 5|
FHIRF fish % 75 S B N BRI R4, bufsize ()24 TH4% 0 sensitive; B i, SUBCIR A W5 SR I 7] 97 3, 12 IR BURAL 3%
U R5, M4 E X 2 f %2 4 AL R 28 img—xsize,img—ysize,width I height #2242 [AIFE 1 tainted T+4% 4
sensitive; LI, 3L img—xsize AL . img—ysize (IR AT bufsize 1) 31518 51X 3 A3 HEAEW K T sensitive
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TGNV EIA & TR EATATE S 2 A AR AR 2 8 X 3R 2 h filter() I 40 B2, 5 3 /> 4
HOERAE T AL 22 A 2 R, AN S A0 0 T, T bufsize 1) 3fed2is SR FAS TOVE M8 12 10 W A2 2 Y I IR 1 1) 5E h
TETE HAE ORI, 75 T4 2 00 UE AR DA 58 Sl B & IR 3.

23 REKE

231 VGLFIRTT

58 5 G B 1 5 1N 22 2 A0 SRl 2 o XORE P 1) AT A 30 5t (trusted-boundary), il 5 10 & RAEAZ
A0 S5 W0 1 HCHE A B 5 30 5 ) i B A AN RIS TR, 5 o B X R S A A A ) G SR T R A
ST RS I B0 T 1) 22 AR AR v v LB () 7 AR R e A A, BDRE 3R 6 AR P AT N SEAR T I TM A TS
HEAT AL Forb T R 7 S V5 e i 5 I\ B0 5 b 3k e 5 g FH - 5 0, 2 v e 50 iR Sk TS 2 544
LAYS G B VA i N e L 0 A 5 0 B R 1 2 A P e ¥ G B 1A R B A s AR S A S B S $R B
BT 1R 15 G5 BV YL U R AR S R A

A SR 38 75 (descriptor) M KM & 475 YL (10 51N FIAE ] S ol — A i SEAR SR role 15 G it 1)
FA BB R AE 2R Y type FRJFHRAE op LA ERAESUAL B loc 41 Rk PH e Al

(role,type,op,loc)|rolecROLES,typee TAINT_TYPESUVULN_TYPES,opeACTS,loceN,

P ROLES J& % A Hp R PP AT N SEAR I R AR 45 48 TM R TS 1 TM SIZ4A1 5, TAINT_TYPES & X T
SN G B W28 AT 4y g SCPEBUE FILE_DATA. JH 7 & N30 USER_DATA. 48 $#ii NET_DATA
M RGBT HH ENV_DATA iX 4 2535 T TS SEART H,VULN_TYPES & X T 5 e BUs s /F (1 2 ), 3= B 45 4%
X Y BUFFER_OVERFLOW. {7 ! MEMORY_OVERFLOW. #434L 4% FORMAT _STRING. 4
i 4 PATH_TRAVERSAL. ¥ #I% 345 1% CONTROL_FLOW_HIJACK F1:3% 5 32 £F 44T MALICIOUS
EXECUTE iX 6 Z5.ACTS 2R PAT M 4E O B FE R B0 o B2 U7 1) RN 4 1 03 S P I S5 4 RE PR AT b SE AR T 3R
B[ bR B VR BT I BR AR T R ORI A 2 B DA BB AR AR 2 B8 2 5 Nk BARBER & A R ST
BERIN A

L char*fgets(char*restrict buf,int n,FILE*restrict fp)F1 char*strncpy(char*destin,char*source,int maxlen)y
#5544 TM FI TS 175 G hiA 75 T8 X fgets (14l iR £ 4 (TM, FILE_DATA fgets,0), 471 & foets iR £ i id 2
0 NS 3 buf H435 YL 19 ST B s 51N SR 4K N ;strnepy (K35 3& %5 4 (TS,BUFFER_OVERFLOW,strncpy, 1) FI(TS,
BUFFER_OVERFLOW,strncpy,2), 3 /x5 Je i dli ot 1k 28 1 AN 2 NSS40k strnepy 4 FH RIAG 7T G il 2 o
DX it T
232 HUREIRMEHS AR

Bl A(b)Hh 2 A LA N R6 AE B (53 B A% 46 43 A7 % (6 (1 2 0 AR 8 1) m] e BBV [T SR 2N JRRIORS B2 A
B K sensitive 424 40748 fi ) AE SR AR HEAT W AS 20 42 20 AR SRR Ko AN Tl A2 240 O 1) 0 Ik A B A i ) 22 A O
4 vulnerable %242 AF J H B 0 I (1) 5 4.

AICHJE RICHE 128 5 ML (sub-typing rules), AN LR T A e R S AGE B3 4F B R EH RS HL
REEVE . AT HAE AT I . 3R 2 BUZSEL 01U K sensitive 2 A IR AT R 1Y) SV RLPAT N SR PRl % 44
IRAT S ALY A 45 23 B v] DR (LA A AR e R v R SRR AR R 3L

o type FoRMAT BRI A1 4F int8_t,intl6_t,int32_t Al int64_t LIS AH N (1K) JE 455 2 0

o prec bR iR R I (KR S (precision);

o sign FRiRFEREAY A (4554 ;

o val it R R AR G (1 (RS

o max()FN min ) B0 5 T 2T 1) d5 K AN iRz /)N 1] e EUAA.

i Bl S B A SO filter BB 22 R AT SV REFRAT A SeAAHEAT I g, X AT A 240 oK 6 R (1 e K i
VEREAT LN R6 1Y 2 4= 2 4% e, b range-check (A, B) #1 W B 28 & ¥ {H AE &5 FH A ZB B [ 2R A FROR.
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Table 2 Safety rules for SV entity
F 2 SV RN 2 LR
STMT (SV) filter() Comments
ASSIGN_EXPR: if (A.prec<B.prec) range-check(); . -
A=B; else if (A.prec=A.prec) A.sign==B.sign? True: range-check(); Acc;)r:g|Inhgst?;:eepéﬁgl:sllgr;éngetyl%e :(fj rhs
A=(cast)B; else A.sign<0 && B.sign>07? range-check(): True; »rang ploy
ADD_EXPR: positive, B.val+C.val<max(A.type)? True: False Result of addition must fall into the range
A=B+C; negative, B.val+C.val =min(A.type)? True: False of its type
MULT_EXPR: same sign, B.val*C.val<<max(A.type)? True: False Result of multiplication must fall into
A=B*C; diff sign, B.val*C.val=min(A.type)? True: False the range of its type
SUB_EXPR: unsigned, B.val=C.val? True: False For both unsigned, B must be bigger than A;
A=B-C; diff sign, min(A.type) <B.val-C.val<<max(A.type)? True: False | For different sign, check like ADD-EXPR
SHIFT_EXPR: . B must be positive and less than
- < < .
A>>B or A<<B 0<<B.val<A.type.size? True: False the length of A
NEG_EXPR: A=-B; V=i 5 4 B cannot be the minimum of
ABS_EXPR: A=[B]; B.val'=min(A.type)? True: False its type
PTR_PLUS_EXPR offset.val =0? True: False Offset cannot be negative

233 MaF5 R KB E
ST AR, 20t 2 AL FR MR 2 J, KR K vulnerable 22 4 2 3 10 B (1) 3 408 A 25
ST DAy 9 R VR X A — 9 A U IR A R 59 e, D SRR G IR N I S IR e 1 VR A
SR A S BB B AE VR A QR Hh 4 %2 (instrumentation) 21 25 46 1iF AR, S BIUME 59 7 1) SE I £ 4.
i 2 1) 56 UIF R 5 LA 4 £ T 3O ST, S0V TR PR 0 A A A SR, LA A AN IR R BE A M i R AR SO AR
1OCH v ot AR ] 4 26 7 92 1) HE e T RICHEY e oAb B 135 1) 448 47 5 D ) g
o Al ATBE Ml A HY A B4 (ADD_EXPR,MULT_EXPR 1 SUB_EXPR), i35 %= T CPU bR AL i J5 %
MR AR5 OF,SF A1 UF 25k i £ 4 W73 72 15 34 141,
o EEON T BERE AR AT S R 5 M B 5% (1 B B 5V (ASSIGN_EXPR), i %5 56 3 46 1 K T4
o BFNF RS A AER A A TR R A 2 S 06 4 R I 3L P SR 6 6 AR I B E I R S filter ERBUEASHH
), AN I 2 R T g 4 4 SE IR
b Ah AR5 A2 6 IE 45 F A BERE e g 4 A 5 A R

3 X M

3.1 [FE! T ADRIVER(detect and run-time check integer-based vulnerabilities with information flow)

KZ B VERRAENE . WVE S T 5 HA R T LA I 2, A SR B 5 B AR B, V9 s, fa i a4
EEVE L HOR R A B2 38 A 3N GCC 4 i 38 AR AL AESE.GCC 2t GNU JFE K. i i Ab ¥ C 2 MG 5 I
B TS ATE 2 Rl A7 & B R g RS 5 9 PR 28 1 58, A RIE 5 90 5 IOUR SO 220 i 1) 98 2 20 A 1, BA
HE 278 GIMPLE T A% 3 45 v s B e 4 vhoiim — B A AR AL 8 (pass), v AST BEAT AN /] J2 IR Ak AL 2,
Bl g = HRFE B CFG. G i B0 A I call-graph. %4t SSA B, FEANIE Y BREE. [ I, GCC m itk
SR EE DV R T D7 A0 e SE 4% B A A s, 225 K B4 5 GIMPLE 4 4 s 5 B A1 A 5 1) o 1) 3
7 RTL, 1285 AH 5C A0 Ak B 5 i AR L AR PR B B 35 742 Jle A I 1) AT 0T S A

ACAE GCC W& PR F B 24 T 2 DRIVER, SEHUAESE 40 18] 5 o A5 B SR BB . £ sk iR B b
56 A AT 47 B AL A S A Ak 5 N P ) 7R GIMPLE Wkl 5 2 b 3% 8. GCC HIPL 4k 4% BE ML (pass
manager) g IR, X GIMPLE REAT 3 [y 2087 15 2l A8 9 TiC B SO S B Vv et 4 A7 LU 4R OB el R 2L
A 1 LA s Bt A RR P 2 A PR A A 8 TS 5 R AE A taint-IFs; #8  5 B) GCC P & HIME
0 BBl 23 B 45 SR 0T A 6 28 50 A R AT 22 A 29 SRR B I A 4 T 8 S AP 2 148 PR 36 G AR 4 e S TR soof v 7 A
I HEAT 452 I A5 5 5, 20 GCC 1) 5 i AL JE 45 21 DRIVER i 1) nl AT SCAF
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Configuration file:
ASM-code
Information Analysis Module: /

Constraints Resolve Module: ,"
Tainted Sub-type Analysis | | g Instrumentation| | Ri Object
path st Voaule e

Inter-procedure Analysis

»  Middle-end «
Fig.5 Architecture of DRIVER
5 T S VA A 0 5 ) ) S5 B A 28

onfiguration file:
aint descripto

Source | Parse
g
code >

Back-end
>

32 ERIMRBIVER

R R AT R A BURE P TP A SRR A A SC AR A e A 3k B 36 1 B A B — Ul SSA(static single assignment)
i) 2R, SR b SO R AR L RO 1 A U BRI 1k PP AR T e A I SO e R R
)G G 4%

50 A0 G i e LAY SSA R AR AR A I R K] CFG &Lt b iU kAl . —Jsis s, —tigf. i
B RBURM SIS A R BB B TR B R M, 2 4 E T A R B
T L) 10 A O A 3288 08 20 R A ) A S 0 TR 1 L 08 LA I8 A0 (D i M 4% s A R 5T ) I 52, 3 P 383 3% 1)
12 s N R DR A s B 28 3o ) S AR, LA 5 A S AT 1 B 43 B T I B R SR R AR SR R AR S 3
B B B BT EAT R P AME BN % T8 H BT A W] fe ik A7, 1% B #2245 B B g X DFGIN,E), B T
SSA [ 5 — g 51, DFEG A7 ] JC R P, W5 A5 J2 0 TR 300 o 552 [0 194 e A 1) 24 5L L ol @ 31 5% — 44 #F DFG
SXt 7 T A5 160 F4) T A T 3k 4 4% 045 31

EX S(EEERIE). DFG(N,E),H15 B R TR AR G AE K T0 5, 5 G [0 ¥ BLHEAS BN 1E R — 4547 1) 3, 44
R ) AR O B A B L N A5 B IR U S 45 OB TG 3N E D HLER(E BRI 4 5.

Bt S A5 4 PR AR A 0 o B0 P R R 1) 0 A AL ) £ et A Sk e o 0 AR [ 8 P SR AT I R TR F 15
SR, LR FE P P ITE 11 taint-sre—taint-sink {5 &3
3.3 LIRS kL E
3.3.1 i HRITHIN

Shy R 1 RN S TR TR A S B RS 2 22 U SO R 43 B [R] 1) 4 1 PR 7T (compilation-unit), 45 2 2 2
B AL — 9 T 57T, de 80 I G o TR P TT B4 D H AR SC#F.GCC ¥ unit-at-a-time £ B gl 2 X Fioiie =, B4R
ML FEAR R ok 42 G 126 0o R P S R A BRI 75 3Kk (H 25 DRIVER (¥ 3 R2 [ 47 B A% 68 40 BT 32 H Bk k.

TR — 2% R TR S AL PR Y5 s R 95 R 0 A TR A [ ) 40 198 B 76 N, 3 Tk ek 00 FH 58 1 IR AL BN,
A4 A unit-at-a-time ga PR RN, t1 T JGVE 1T 3 FoAh 4 17 50 T0 105 VAW, DRIVER e LUK — # E ok, 1 i 2>
Tl — BRI TS P 12

Shy gt e A i O, AR SR o 3 A R

o WG, AT SEBE A 4 R B T Y R R IR 43 A7, 15 2 taint-sre—taint-sink {175 440 B EE A taint-1Fs, KX

ey JuA% B AE A Bl G 2SR AR R AR 3 N B taint by

o JAb VS G EE VT REIE I R BT S B A g 3 L UG, 1K L8 LR TE U taint-src—prm, 14 B AT e S

5 BIREES src-Ifs; AN, B EUE 2t n B8 o HoAth 4w 23 5 70 51NV G 25080 38 1 e I 38 A X 28 05 5
JEUN prm—staint-sink, ) 1 7T BET5 Jef B EE & prm-1fs B X S8 7] figd5 e i H L 4E & src-IFs Al prm-IFs
TR IA A RS IR 75 G B AR AR B AF Ry B i 2 SRRt RN 206 (R0 3 N BRI 3 BB JBE Sk prm ez 2
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3.3.2 V5 gLtk n) B

WISCHR[25] 7 5 1 D b R, v Jedth ik (taint address) ) 82 {7 B V5 A 40 Fr — BLAEAE IR A, vl 30 hy
Q1 SR P A B T v Y, L L T AT AR TE Y

LU R TH RR 7 i BEOR ), 25 F #k Person 5 W5 /N 381 5 age A1 weight, CLANAE FOS 6 17, 354148 = P 35 17 (1)
age ¥k FRic 4 tainted, 77 K 75 G b AU 3 FREF P hrid b tainted, 34 G() 4% )5, 5 8 171 Q—age 1
& tainted, 3 H b A HEAT SO B AR BE 1T 7 AR — 4 1 G I 17(6,7,8). 45 K VT g

In function F():

1 str-uct Person { iﬁiﬁxﬁﬁﬁzﬂ/‘ﬁﬁﬁ,m”izyﬁﬁj%%ﬁéﬁ%ﬁﬁfﬁ%m,%;@ 8 ’?T?’UXTJ‘ Q Hg We|ght lﬁ
2 intage: A1, 95 e M B GO 0 BER T 4% 2 — 2% LB 4 VP £8775 S M 1 U
4% AT A8 A5 TS D00 A5 25 3 BT PRS2 MR AR ST AN 7 BTk IEE, 2359 A basic

5 struct Person*P=malloc...;

6 P_)age:taint_source_data; fiﬁp%” expand *EFX‘;E %E%Hﬂﬁ?ﬁfg,ﬁ\f)ﬁ‘zm,ﬂﬁy}& V‘Jﬁl&lﬂ:%lm E‘]{%‘z@\?}ﬁ
7G(); | T K alil/a—>bl*a—sdest § S ADHTIK) a—>dest (115 B A 4.1 TG
In function G(struct Person*Q): ) il } N X
8 sensitive-op on Q—>age: 4.3 75 ) 5 56 1T 01 ,expand 43 J3E TR 0 R € A7 B 1 B v, (L4 49
TR HTI B
5 1 i, F T2 HE 4 P TGV 4 M B 6 ) R 0RS P 080, SC 9B 5 T DRIVER 643
H3 4 DS HTRLEE, 23 51k basic-taint ki . basic-prm ki . expand-taint B AT expand-prm ki .

4 TEEEIEM

ARSCEFE— R VNP AEXT DRIVER IR IFRAS I GE 7« F%E % 5 . V5 Jetth I QUm0 . B4 e 48 -
B & DL IR X 5 A 5 T BEATAE A . 1T IntPatchl® RS AT 583 B 10280 Jie 55 7 ) 6 Kk I T, 76 40 5 3
ANETAN T4 45 05 T ASEO6H B DR e 4% RICHETEAT 2 £ B2 10 %) L S2 56 SR 37455 )5 :CPU Intel Core i5, 32 40
2.67GHz, N 1F 2GB, N #% linux-kernel-3.3.7, 4% ¥ ¥/ &% GCC-4.3.3.
4.1 JRiRE N a8 5

9144 DRIVER R 6 3, 1 568 CVE 45311 2008~2011 45 55357 19 93 A %0 48 B0 o e 3E 47 3k
W TR A ELFG Linux Kernel, Apache,PHP,Python,GLIBC,GIMP,Jasper 25 .75 % 45 B (1K) 52, 1 AN 4o fh
T %) G T A AR FE AR SC IR S B RS TR M LA S I X A 43 U T, A EPR AR B R SR AR AN i R i AR A LR
J (V1 BT A7 45 AL R A

OYMTEE RILER 3,58 1 A RN T A 4 2RI TE R R Rk R 45 156 2 SRR IR0 5 93 A E
T AR ol P LS 65 NI B, 11 NEEECNE . 16 NMFSEHRA 1 MR8 3 4143 4
DRIVER [ 4 Fft 43§05 B2 (1 I IR A 90 Bt 58 4 410 49 50 A 28 e T A0 R DR J32 A5 T LA taiint WL JEE P G 0
e SIARAR, 21 0 2%, 1t W R v 4 K 22 $iis YL 4 4% 1) taint-source ASUAN taint-sink AL T AN [A] f) 4 13 806 93X
T U4 TR P R A G P R 1) &5 . prmn Wz 55 (RS U B8 0 A w1, B expand-prm (AR U BE D) i IE 92%, 1% & T
basic-prm [ AGMRE FE . bt w] DLt B R 1 o A5 1R 25 I T (0 A5 38 23 00 S BB 2 ml 3 5 ) A i

B 7 AR B AT A expand-prm LRI H

o CVE-2011-2511 fy5 JL 5045 ) A& 38 FR vh 8 e T s Bt da 51 DRIVER TGk Ak 21

o T expand JRAAH HUbEC)Z YR N 2 RG] A>B—-C A AL, M TR R S CVE-2010-1411

H1 CVE-2008-1721;
o T REHLAL R FL K B, 75 A B AR 1Y source AER sink 2 4 da 3 o AR AN [ 1) G 13 2R L IR e G
iR 5 CVE-2010-4529,CVE-2009-3296,CVE-2011-0408 i1 CVE-2009-2688.
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Table 3 Results of testing DRIVER with real-world vulnerabilities
# 3 DRIVER il fig 71 73 #fr 45 R

No. of detected Ratio of detection
No. Basic Expand Basic Expand
Taint Prm | Taint Prm | Taint (%) Prm (%) | Taint (%) Prm (%)
Overflow 65 1 31 1 61 1.54 47.69 1.54 93.85
Underflow | 11 1 3 1 9 9.09 27.27 9.09 81.82
Sign err 16 0 9 0 15 0.00 56.25 0.00 93.75
Truncate 1 0 1 0 1 0.00 100.00 0.00 100.00
Total 93 2 44 2 86 2.15 47.31 2.15 92.47

WK DRIVER 5 RICH TEALINGE I 75 TREAT XS b, 3% RICH 1B B A% G b A7 43 B AGn il 45 S L3R
4.DRIVER FERIN 9 N HEHUIR I A (1) 8 AN Rl #8115 RICH FEASH] 24,3 v samba 2.2.7a [ reply_nttrans() i i
oA W (1 i DR V5 G B A2 (1) taint-source B 3 7 5) A1 1) g B TG P T A1 2R b 1 RS AN e TR RICH TEvE
For i f J R RICH AN SRR B30 44 20 A1, JEvE SR A HI S 507 ) A2 B I RO 2R ALE Bl T DRIVER AN 2141
eSS WESHIIANEVE ol Fagr 2/ M

Table 4 Comparison of detection ability between DRIVER and RICH
% 4 DRIVER 5 RICH Rkl #E 77 %t E

Program Vulnerability Kind (s) Caught (DRIVER)  Caught (RICH)
samba 2.2.7a statcache.c:206 Sign err Yes Yes
samba 2.2.7a reply_nttrans() bug OF No Yes
samba 2.2.7a Directory ACL bug OF Yes Yes

ProFTPD 1.2.10 mod_auth_unix.c:434 OF Yes Yes
Pine 4.55 Header parsing bug OF Yes Yes
Mailutil-0.6 Imap4d fet_io() bug OF Yes Yes
PuTTY 0.53b SFTP client bug Sign err Yes Yes
mod_auth_radius 1.5.7 RADIUS reply bug UF, sign err Yes, Yes Yes, Yes
GNU Radius 1.2 SNMP DoS Sign err Yes No

42 WEREE

t 3 3 Al 41,expand-prm 247 KL~ DRVIER BAZIN g 7 Bt i, i Bl 1 % 5 #5810 Aok R 50 TE AR D
)47 2B 85 B D7 AT L 23X B B RICH i) Apache 2.2.0,Samba 2.2.7a,ProFTPD 1.2.10,gzip 1.2.4 #1 IntPatch
K] libtiff 3.8.2,ming 0.4.2,faad2 2.7,dill0 2.0,gstreamer 0.8.5 1E 23 H1 % % A5 H1 T ProFTPD 1.2.10 [ 4w 1% 75 32
2.4 W% AEAR SO S8 T 6 P G I8 % 4 i3, DR B FH = RS 1Y) ProFTPD 1.3.3d X745

Table 5 Results of instrumentations by expand-prm DRIVER
F 5 expand-prm i N DRIVER ¥4 %E 155 il

IFs Resolve information
Program Version SIZE taint- | src- prm- int- .
(K) OF UF | Sign | Trunc | Others | Total
path | path path ops

Apache httpd 2.2.0 101 416 52 124658 | 4192 | 488 | 264 | 470 68 46 1336
Samba 2.2.7a 189 6 140 127 196598 | 4743 | 1271 | 250 618 56 2 2197
ProFTPD 1.3.3d 112 419 53 35313 | 1027 128 74 153 8 5 368

gzip 1.2.4 7 74 4 305 161 28 14 | 36 0 3 81
libtiff 3.8.2 45 339 7 66 732 | 3059 610 284 | 525 48 38 1505
faad2 2.7 29 0 0 63605 | 5428 852 125 | 248 185 6 1416

ming 0.4.2 78 4 0 31282 | 2314 | 573 71 219 51 14 928
dillo 2.0 13 391 0 14 220 508 87 79 85 1 4 256
gstreamer 0.8.5 50 256 2 50116 | 1398 205 108 | 142 68 12 535

2R 5 1T 3 553 A TR AR RS S AT AR AT B, 2 4 B B AR 1 B, B a
—HITEA A A T A D B 0GBk A AR AR IR B e A8 A S0 4 M IR 4 $ R A BRI R B
KL HT int-ops F1 )16 56 5 K48 A AN BBk LURE e 0 BT AT 1R 4 B0 4 A B0, 45 B G B 3R A o T AT B B A 1 EL 1l 24
N 32%, BJVHH PSR T 24 7 3k, AR ST 70 W D5 A 9 20 ROR AT 52 ¥ 280K H total B4k A £k LL int-ops 41 f4
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£ B R VR AN B, 19 30 0] RE 5 R TR TR () S B0 1R | FE I BB VR I LB 20 2 409, BT, i 70 [ % 3 43 #7 ]
DAIRE G 6006 1) fis 16 HE 5B 4 10 4 265 b1 SIZE 1) 1 U3 P 8 4 R0 ARG AT 2% LA total #1 (¥4 %% 4~ 4,453 21 DRIVER
(AR A R KA B 92 1T46%E 1 XK T RICH 1% 23 1746%% 1 K.
4.3 S EURAE N

WIS 3.3.2 ¥ FTId, % RE 5 Y bk sk () 51 L BE 3R 5 DRIVER ORI BE 7, 1E th £ B I 2% 20 #r i 7 4. 1) 6
1R T expand-prm LB AH L basic-prm KB E A BIRANEL . WG BWAER. SRR, ORI
BRRAE N HONIERE SN HOX 5 ANYERE EARREOC R Ik U expand-prm K BETE Bk 5 ANERE B4
basic-prm H7 (1) 1.05 £+ 2.04 fi5. 2.68 fi5. 2.12 5401 2.03 £i5. g1 b ] UL, 5 % Hhy bk S50/ i 50 %o 750 2% 20 7 1) S i
HA 4.

5 7! Direct flow
| Undirect flow
4. | | Taint paths
o | int ops
‘@ { | Checks {
@ 347 i
B |
< {
S 24 |
>
8 |
J |
! |
{
04

Apache httpd
Samba
ProFTPD
gzip

libtiff

faad2

ming

dillo
gstreamer

Fig.6 Influences on static analysis by taint-address sensitive analysis
[l 6 b Ik BURR J3 A X # S 40 BT 1 T
4.4 TMEBEFFEH

H A1~ A3WAEENA T DRIVER TEFHA > HT B B SEI0 45 B0, AT MBI AS 1847 1 £ 2 PE 4 DRIVER
AN AT TFAS, IR R A 4G RICH A3 (i fs e A bR i SPEC2000 MIAaAER . oA A £ 2 6 E5 0 1) RS At 1, 8
AN BEEAT PR 20 S5 55 1 40 ) R 22 DRIVER i (1 T AT SCAF, 28 2 41 4 23 expand-prm Fi B2 () DRIVER
%S 5 AT PAT SCAE; TR] B, A 2 A I8 AT 5 IR BT MEAE R IS AT I I de i, P TS HH 28 expand-prm 8
) DRIVER #fi% J5 i) ] $hAT SCHF A S I2 47 T4,

TR AR ST & 1) 22 e T RICH A A1) 5 AR AR 7, DRIVER X BT H 1) Apache Httpd 2.2.0
gzip 1.2.4 MEAT 15 (8. 3o % Apache Httpd 3247 Ui 1461 ab, DRIVER [WAISMEAT TTA4 T35 2.49%, 1K
T RICH I FF44 8.18%:; 8 FH gzip ## )& linux-2.6.15.tar.gz, DRIVER (KNS AT FFRY 3k 2.69%, 5T RICH [
TS 1.77%, 32 K0 RICH A A i i B %o 38 7 i ik (0 3600, 6 v b e SR S0 B3 1 B A 005t R 1 B B4
RICH Ay HE B 4 1% B8 15 119 563 T1F 48 T4 £l 30096 B 1K 2] 1.77%, 28T DRIVER H- ¥ A ¥ & Ak Ak 3.

AR B A FE A LLVEAS DRIVER FOEIANE AT T4, D8 A S 4% 8256 B vfE SPEC 2000 A 13 4~ C F2 %
(T vortex 75 24 1 £ G0 BB AFER 5% T 6F Ik A5 A B0 N H FRAR 358 3% B HERR 5 vortex B 43 A ) AT IR, B AR 3B AT T
U 7 s, Hod B T A S mesa AN 2 7%, 3 AR 1 gap Xk 0.64%. T3 & ,DRIVER TS 414 3%,
T RICH Y 5%,1X 1E /2 K 24 DRIVER A3 % 5 56 %6 $5 188 A i 25 2h A 40 UE AU,
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Fig.7 Performance overhead of SPEC 2000
7 SPEC 2000 #i7MaqT T4
45 HFEDHRR
DRIVER 7 WL R84 R I T — S8 70 10 AR S i, 220 N DR A, ml DA e R 381 11 S 2R s
T, ILER 6. AT O LRI I PR A5 B4R AT 45 CVE A Secunia, 1E E 25 A5 A I AN 32 (33 S I 0 1 5 2 45 5.
Table 6 Zero-Day bugs detected by DRIVER
< 6 DRIVER 3§ A B ) H 4  1

Program _ libtiff xemacs ImageMagick cups gnutls  rdesktop  samba
Version 401 21422 6.7.8-1 16 3.0.21 171 3.6.6
Bugs# 1 1 2 1 2 3 1

46 N £

23 b ik , DRIVER 45 5 543 IR 48 550 I VR AS 3 6% ), 76 expand-prm 23 H 6L T K0S 18 vl 929%. th 3 4 AT
41, DRIVER I GE 15 RICH #824. (155 4.2 5 F15E 4.4 5 S2 3 7T 400, B T DRIVER SR ER A 2 ) %
B (1 7 R B AT A, 15 B 15 B TR B AR A AN X 6 6 2 00488 A1 A 24 SR SR it AR 4 2, L 3 2 3 B AN L AM IS AT IF
BB/ RICH, D I0E 1 A5 T3 5 000 RS I K00 T 7 V4 i AR 38t B8 4.1 19 R 2R 4.3 715 (1 S50 v 41, 2% 18
5 Y b 1k U ) 00 e U TR F R RS AN, 47.31% 452 18 B 92.47% 5L 35— 5 [HI 5 B A 43 BT 1RO B0
£ 380t AR DRIVER KL T 11 AN A %0148 %5 s .

5 B %

b X s A 2 A N0 A8 A ) P 01 470 2 R AN A e AT T K ) e, A SO e R N PR ST O T R R AL, 32
EH T e 0 S ARG 00 A s ) e A A R R 0 U T vk e AR R T LB B ) A R AR AL
JHI, DAL B A5 AL, AR SOH i 4 5 P R R 2 4 R A DG PR DR K7 5 2 20 o0 B A 75 B R U
AR 0 A S SR AT AT I8 1) AR AU A 3 TR M E T 1 H ) 0T i 28 2R G ) S 6 2 WD, B A U
Fe B0 UIE 7 2 R AT 280K I A s T 1 E I A AN (90 3%), HAT K L o AIRTF8 RS i 7 A5 . — S8 ) i,
A5 e B AR ) B 15 G SO A R AR ) A AT X 0y R AR A L A 3 T B R ORI AR —

B

© PERREERSMROT  httpy/ www. jos. org. cn



2780 Journal of Software #4234 Vol.24, No.12, December 2013

References:

[1] Ahmad D. The rising threat of vulnerabilities due to integer errors. IEEE Security & Privacy, 2003,1(4):77-82. [doi: 10.1109/
MSECP.2003.1219077]

[2] CVE statistics for integer vulnerabilities. http://www.cve.mitre.org/cgi-bin/cvekey.cgi?keyword=integer

[3] Brumley D, Chiueh T, Johnson R, Lin H, Song D. RICH: Automatically protecting against integer-based vulnerabilities. In: Proc.
of the 14th Annual Network and Distributed System Security Symp (NDSS). San Diego: Internet Society, 2007.

[4] Dietz W, Li P, Regehr J, Adve V. Understanding integer overflow in C/C++. In: Proc. of the 34th Int’l Conf. on Software
Engineering (ICSE). New Jersey: |IEEE Press Piscataway, 2012. 760-770.

[5] Zhang C, Wang T, Wei TL, Chen Y, Zou W. IntPatch: Automatically fix integer-overflow-to-buffer-overflow vulnerability at
compile-time. In: Proc. of the 15th European Conf. on Research in Computer Security. Berlin, Heidelberg: Springer-Verlag, 2010.
71-86. [doi: 10.1007/978-3-642-15497-3_5]

[6] Necula GC, McPeak S, Weimer W. CCured: Type safe retrofitting of legacy code. In: Proc. of the 29th ACM SIGPLAN-SIGACT
Symp. on Principles of Programming Languages (POPL). New York: ACM Press, 2002. 128-139. [doi: 10.1145/503272.503286]

[7] Safelnt class. http://safeint.codeplex.com/

[8] Keaton D, Plum T, Seacord RC, Svoboda D, Volkovitsky A, Wilson T. As-if infinitely ranged integer mode. Technical Report,
CMU/SEI-2009-TN-023, 2009.

[91 CERT. IntegerLib, a secure integer library. 2006. http://www.cert.org/secure-coding/IntegerLib.zip

[10] Molnar D, Li XC, Wagner DA. Dynamic test generation to find integer bugs in x86 binary linux programs. In: Proc. of the 18th
USENIX Security Symp. San Diego: USENIX Association, 2009. 67-82.

[11] Cadar C, Dunbar D, Engler D. Klee: Unassisted and automatic generation of high-coverage tests for complex systems programs. In:
Proc. of the 8th USENIX Conf. on Operating Systems Design and Implementation (OSDI). Berkeley: USENIX Association, 2008.
209-224.

[12] Cadar C, Ganesh V, Pawlowski PM, Dill DL, Engler DR. Exe: Automatically generating inputs of death. In: Proc. of the 13th ACM
Conf. on Computer and Communications Security (CCS). New York: ACM Press, 2006. 322—335. [doi: 10.1145/1180405.1180445]

[13] Sen K, Marinov D, Agha G. CUTE: A concolic unit testing engine for C. In: Proc. of the 13th ACM SIGSOFT Int’l Symp. on
Foundations of Software Engineering (FSE). New York: ACM Press, 2005. 263-272. [doi: 10.1145/1081706.1081750]

[14] Godefroid P, Klarlund N, Sen K. DART: Directed automated random testing. In: Proc. of the 2005 ACM SIGPLAN Conf. on
Programming Language Design and Implementation (PLDI). New York: ACM Press, 2005. 213-223. [doi: 10.1145/1065010.
1065036]

[15] Sarkar D, Jagannathan M, Thiagarajan J, Venkatapathy R. Flow-Insensitive static analysis for detecting integer anomalies in
programs. In: Proc. of the 25th Conf. on IASTED Int’l Multi-Conf.: Software Engineering. Anaheim: ACTA Press, 2007. 334-340.

[16] Wang TL, Wei T, Lin ZQ, Zou W. IntScope: Automatically detecting integer overflow vulnerability in x86 binary using symbolic
execution. In: Proc. of the 16th Annual Network and Distributed System Security Symp. (NDSS). San Diego: Internet Society,
2009. 1-14.

[17] Pierce BC. Types and Programming Languages. Boston: The MIT Press, 2002.

[18] Jovanovic N, Kruegel C, Kirda E. Static analysis for detecting taint-style vulnerabilities in Web applications. Journal of Computer
Security, 2010,18(5):861-907. [doi: 10.3233%2fJCS-2009-0385]

[19] Livshits VB, Lam MS. Finding security vulnerabilities in Java applications with static analysis. In: Proc. of the 14th Conf. on
USENIX Security Symp. Berkeley: USENIX Association, 2005. 18—33.

[20] Chang R, Jiang G, lvancic F, Sankaranarayanan S, Shmatikov V. Inputs of coma static detection of denial-of-service vulnerabilities.
In: Proc. of the 2009 22nd IEEE Computer Security Foundations Symp. Washington: IEEE Computer Society, 2009. 186-199. [doi:
10.1109/CSF.2009.13]

[21] Liu Y, Milanova A. Static analysis for inference of explicit information flow. In: Proc. of the 8th ACM SIGPLAN-SIGSOFT
Workshop on Program Analysis for Software Tools and Engineering (PASTE). New York: ACM Press, 2009. 50-56. [doi: 10.1145/
1512475.1512486]

© PERREERSMROT  httpy/ www. jos. org. cn



FNE ST SR ESOR TR EARE 2781

[22] Newsome J, Song D. Dynamic taint analysis for automatic detection, analysis and signature generation of exploits on commodity
software. In: Proc. of the 12th Annual Network and Distributed System Security Symp. (NDSS). San Diego: Internet Society, 2005.

[23] Huang Q, Zeng QK. Taint propagation analysis and dynamic verification with information flow policy. Ruan Jian Xue Bao/Journal
of Software, 2011,22(9): 2036—-2048 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/3874.htm [doi: 10.3724/
SP.J.1001.2011.03874]

[24] CUPS integer overflow vulnerability. http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-1722

[25] Schwartz EJ, Avgerinos T, Brumley D. All you ever wanted to know about dynamic taint analysis and forward symbolic execution.
In: Proc. of the 2010 IEEE Symp. on Security and Privacy. 2010. 317-331. [doi: 10.1109/SP.2010.26]

[26] Xu W, Bhatkar S, Sekar R. Taint-Enhanced policy enforcement: A practical approach to defeat a wide range of attacks. In: Proc. of
the 15th USENIX Security Symp. Berkeley: USENIX Association, 2006. 121-136.

[27] Simon A. Value-Range analysis of ¢ programs: Towards proving the absence of buffer overflow vulnerabilities. Springer-Verlag,
2008.

[28] Zitser M. Securing software an evaluation of static source code analyzers [MS. Thesis]. Boston: Massachusetts Institute of
Technology, 2003.

[29] Dening DE. A lattice model of secure information flow. Communications of the ACM, 1976,19(5):236—-243. [doi: 10.1145/360051.
360056]

[30] Reps T. Porgram analysis via graph reachability. In: Proc. of the 1997 Int’l Symp. on Logic Programming. Cambridge: MIT Press,
1997. 5-19.

B F 325 25 SRk
[23] &4, 8PS BIL. Ak 05 B 0L SR W (X0 V5 a5 A% 6 0 BT A B 25 B AE K 1 2% 41, 2011,22(9):2036-2048.  http://www.jos.org.cn/1000-
9825/3874.htm [doi: 10.3724/ SP.J.1001.2011.03874]

i (1987 =), 05 (L R A FE N 1 2,
SR ST R B 2 A B
E-mail: shgking@gmail.com

SR (1963 —), 9 WL A LS
Uilh, 5 BRI A 0 17 B 2 4 A A
E-mail: zgk@nju.edu.cn

Z2RA(1988—), 53 At A4, 32 B ST AR
s B4 RT3 #T.
E-mail: lipe0530@126.com

© PERREERSMROT  httpy/ www. jos. org. cn



