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Abstract: The I-cache timing attack which exploits the instruction path of a cipher is one type of side channel attack. First, by analyzing
the complications in the previous I-cache timing attacks on RSA algorithm because of how hard it has been to put them into practice, and
how the number of the inferred bits is insufficient, this paper builds a new trace driven I-cache timing attack model via spying on the
whole I-cache, instead targeting the instruction cache to which the special function mapped. Next, an improved analysis algorithm of the
exponent based on the characteristic of the side of window in sliding window exponentiation (SWE) algorithm is proposed. Finally, an
I-cache timing attack is implemented on RSA of OpenSSL v.0.9.8f in a practical environment, using a simultaneous multithreading
processor to insure that the spy process and the cipher process can run in parallel. Experimental results show that the proposed attack
model has strong applicability in real environments; the improved analysis algorithm of the exponent can further reduce the search space
of the bits of the key, and improve the effectively of the trace driven I-cache timing attack. For a 512-bit exponent, it can recover about 50
bits of exponent more than the previous.
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Fig.1 The previous trace driven I-cache timing attack model on the RSA algorithm
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Fig.2 The trace driven timing attack model based on the whole I-cache
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§A4 AL movb F54, BT SEPAT IS (R]I 383d CPU cache BL%5 19) P A B/ T30 3 B 0 o ) 2 B 1) 7 5k £
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“movl %0, %ecx” “L128:” “1.384:”
“mov $6400,%edi” “jmp L256” “rdtsc”
“xor %edi, %edi” “.rept 59” “sub %esi, %eax”
“rdtsc” “nop” “movnti %al, (%ecx,%edi,1)”
“mov %eax, %esi” “.endr” “add %eax, Y%esi”
lo “jmp LO” . “inc %edi”
£ _“.align 4096” “L.256:" “jmp L1
7 If“LO:" I “jmp L384”
e | ﬁmmeEﬂ “.rept 59” “L511:”
N “rept59” “nop” “rdtsc”
| ‘nop” | “.endr” “sub %esi, %eax”
I «endr | “L257:” “movnti %al, (%ecx,%edi,1)”
“L1:” “jmp L385” “add %eax, %esi”
“jmp L129” “.rept 59” “inc %edi”
“.rept 59” “nop” “cmp $0x800, Y%edi”
“nop” “.endr” “jge END”
“.endr” .. “jmp LO”
. “END:”

Fig.3 Outline of a generic I-cache spy process which can spy on the whole I-cache accessing status
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ik LHF LG O B D 2 AT — AN e VR 1 Re 1, © & R 1 7 A T2 B 17 91 A SM—1,S—0 FRIX] B
KRS e 3R R4, S RIRF I 854 M R IR SRk B 48 510 30 i 0 8 S L) RSA T HAT Bt
AR T 2l B 1 0 R A B LS L 1 D TSk BB 1 45 R SR AR AN B AT B A RN A s AT —
A eyl AE. M T O/ win_size=5 I, UK 3 1 77 Rl 3R i 5 8 7 514 5 HH 38 00 TR HR BRI (i 0 SR & 2B afe ik
F AR, AT T I PR R R EOA A LA BIAT 1 7 e e 1 w] LU E, an L 2 B 5 I BL_E -7 J7 R4,
JURr DAHE 3 B FORON T AR T ST R R 2 O 0 I B AR R SR B L AR 1 4 R BUA
ZeBIAG R )l F R ) AR B 4 R 4 SR A T DAHE S Y 4 ANTEAREA O 1, ISR B 8 Py
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Fig.4 The relation between the the bits of the exponent and the sequence of multiplications and squarings
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Refg R T B & 5 ME 5 & DN BIAH O AN SRR 2 110 ANFREAL, R mT LAE— 2 4 /N e 20 48
FR2% (8]0 ST RE BRI T e A B AN A2 LA 2 AE 22 0N 0] P ik 52 5 B 2 1 10 4 2 D B R D

AR SRR By DR (R 0 B AR RS B B TR A 1 JT R B I8 BB H S R H N
FHEE DAL, FF A AT A AR EUAT A L (07 B A 24 i T O I 4 SRR B V5 24 00 % 1K/ now_size LA & & 11
5 wvalue FATHE T — i (956 T 1 K /NFEAE 1R 2 A7 S503  ANTE 300 0 000 o] 6, Bt SR AR A 3 271 R 04 i o 1)
KNNT win_size, B a] ) B 24 51 % 1 22 5 F7AE (win_size—now_size) Nl O (R IRELAT. 1N & 4 Ffos, WERAEE 41
3 AN ST 7 AR < S3TRT LA H B 1 Ko ()R /NEe K Dy 3, DR AT BAHE St B 11 Ko JE TIAEAE 2 AN HREALA
0.8 I 4r BT Syl DL 40 FUH E &4 S IR e 55 8., 00 6 T B oK/ 2 I T Ky, B0 R IR 84 ) 1)
TEAE 5 AT 5 # S5, Rk, i AR X — 37 (45 B R AN e I o oKk 2,1 Gy S i D R T
RTAFAE 3 MK 0 IFEHUAL A2 T LRI A T ZRE ) 2 ANTEAECY 0 145 5K & 1 ko K/ SR A 4/
3, AT AE I T I HE S BE T AN, B 1 kg JE THLAEAE 2 AR A 006 SRV A A S 2Rl B4 39 1 43 i 0%
fEsHE S o 2 1 P S0nr. LLIE 4 ), JRAT 1) o AT S e A 3R I 7 AN Fa i, B B i A VR R LB T 2 A
A HE S 5 HUA LASD B BE SR 2 MR B0, MITT7E Cache F IS R — EIIEOL T 428 T 55 8145 SR &,
i T EHER AN,

4 KBWERRKRSH

41 TEMESHHLE

OpenSSL % fith E v (#) RSA $L32: S B 7 38 W 3 7 10 S92 30 2 1 5 78 10 ARyl ot BB 36 1) 0 AR ST H 1 2t
A P BRI b BT B R OSSR RSA BVESAT Bk S50 i B 5 SR FIREIE TSR 1 5 e L s B
RSA 3k, N REAR B A B0 2 7 I 22 53, 52 0 W o B, 33 HEL DL Hh B 0 0 3 o 0 VR IR s B0 4 SR KR
OpenSSL SEHLY-J7 Flgfe i # AR I I I BIGNUM iR 352 v 1 B8 AN 7] 2 5 6 RSA B4 4 Cache Xt (1 1]
BT I RSA 282 B0E AT I 72 DRI AT I, 43 BT RSA 2844 B 445 Linux B4E RGP A AL 21 4%
12 2 gt e Jg LA 2 fork R sk B A gk 75 5 [l 1 0t A (R AP AT b ARAIE A — IR SR AT I B 0 i 4 248
AN#E Cache H 0] 15 HERE 75 LA RR IR B4 2 1038 25 Cache ¥4 44 18 (1945 2 S 78 #4N$8 4 Cache. [F] I, T 18+
MRS T LR IS AT, B A BB FERE IR0 Core i3 ARFEAS LA AT Il Se o, H AR S 36 IR BE e 2 WL
* 1

Table 1  Environment conguration of the I-cache timing attack on RSA
F 1 EXT RSA SLVLIHRE 4 Cache Bali sz io M5 L

iR ZH
BIERS Linux Fedora 8
AR T I A b
OpenSSL OpenSSL v.0.9.8f
CPU Intel Core i3 2.53 GHz
W A7 2GB
L1 Cache Cache_size:. 32KB Associative size: 4 way
Cache line size: 64B Number of cache sets: 128
L2 Cache Cache size: 256KB 1 Associative size: 8 way
Cache line size: 64B

7E Linux #24E R G0 b SO 2672 3 207 1] 15 32 72 SP, R, A1 F fork() B8 2000 gt — AN iy A b 37 i 400t il 2 i) 7 225
T HEFE CPAAAT 2 4 45 4E, 4 fork #£ CP "R [N, CP BLALE 1) 2 FUL 77 ik s W45 5 1 T fork I A7 1) 2 UL A7 s 4
AH A ff SP 5 CP L=z [ —7%84 Cache. iy TRl SP BEWS{E CP AT A B shfi4E CP AT 5E R/ 4811, AP i
JH fork(O &% a s CP HEFEI, 26 18 I & ks TS AR IR B 3 nanosleep, 45 AR HR I 18] 4 o 21 s S50R> 2, 92 96 b B8 1 1)
timespec (1724 4 {0,0x30000}. [&] i, fic 4fs CP I HAT I [A] AT LA S SP 8 YU AT 1403 P [ 13 A QTS i 75 B[], 1
SP B FAE I R EA 2 000 . SE5 I AR rp, T £ iy SR A v InE H0HE 10 RS 52, TR0 B 5 /A I A 3R el A2, ik 4 5 2
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Brhi i 2 (P07 A0 SR DA K 28 3.1 45 1454 Cache T I 54 SR A 5 vE AT BUh S 5
42 ZHRHEITLE

S SR B Ay — S A SRS Cache TIBHE BHE S HSF 5 FUIRVASTVL ARAE P B, — R A
SR A 7 51 Rk R HE T 48 B0 ) LR A5 R 5256 &1 6 OpenSSL H RSA Sk AL AE i i 1 024 4725 44 %41
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TF) 5 T P SR 1Y) 2 AN S A 3 R AT I R R (0 Cache IR 27 i) Bid B Wk 8 STV 4 e 4 i) L 7
Bl D ERAERY BUR R IK) Cache B B8, 5 1350 40 B3 s 8 A RCEOH R JL 42 oA G RCEH s RV TR g R AT 706 B
KA 2 000 WK (HIE K T ARE SP 7E CP AT A A 811,CP AT I AR IR IS 18] BT b 1 F) 30 g T8 28 850 . e o i 3
TV SR BAT T DRI R AR A« 552 F R A e b A 5 o I [ 504 A O DI B A 20 i i i SR K4 1 480 IR
B G % 128 A~ Cache 4154, 283 W ¢ Bk ik Hh L P 1) 64 A Cache 41 £ 4 HEAT 43 # A1 T Tp i g R4 1 9K
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Fig.5 The pseudo-color map result of partial I-cache timing traces in our experiment
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(2) “F 5 Fsfeidi i A )7 5 1k 52 4

WK 6 B, Tk A R8s 34T 20, R RS Cache 7 i IS iy mh R0 2k 255 (00 4 T DA 821 0 3 v
V5 B Hds A Wit i) Cache 4147 8. 18 6 T 3KECH) Cache TIN5 8 7T LAME Sty Lk A 7 WRIeVE1RA4% 34 WK
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S 45 SR AR WA T A U T 0 R DG HE 4 WG ¥ 3B AR b bl 475 4K 1 % R T ] 1 R SR IRV R A
AT, UE B T 38 1R B A 28 1 A 8k P BT I 1 11 5 3 48 R BB 8 TE M Wk SR IR 4 )7 S B o B R B AR 2 H
1 L e, R R et 7 28 55 I R RE A B K /N 5 W 5T 4 7 41 1) e B 3 00 R ] 7 .

SEBR B A2 4P R B IR RS SR A 1 VR RSA 28 44 I AT B8 308 i RE SR I 2 45 1 410 8 H ARG BR (0 0] LU
T 2 R I J5 % AR R AR 7 90 11 50 3 3 T IR Bk 7 ZE AR AT I R 2 AT A 23 K 3% 48 4 Cache

© PEBEBSAITT  hip:/ www. jos. org. cn



1692 Journal of Software %434k Vol.24, No.7, July 2013

i SP BEREFR A BT e AR R FE A & KNI A AR e B8 SR TR 22 (W45 VR 17 51 3R I IR B4 )7 2 e 48R L i
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Fig.6 The pseudo-color map result of partial effective I-cache timing traces
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Fig.7 The relationship between the sample size and the integrality of the sequence of operations
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