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Abstract: Distributed denial of service (DDoS) attacks have become more and more difficult to detect due to various hiding techniques
that have been adopted. Application-Layer the DDoS attack is becoming a major threat to the current network. This paper analyzes the
stability of out-linking behavior on the level of Web community and proposes an approach for detecting application-layer DDoS aimed at
Web server. CUSUM is used to detect the offset of out-linking parameters and determine the attack occurring. Rather than the individual
behavior, out-linking parameters are about the group behavior of Web community, so it is difficult to circumvent detecting by simulating
normal accesses. This approach can not only detect the anomaly of accessing behavior, but can also distinguish flash crowd and
application-layer DDoS. The results of simulated experiments show that this approach can detect various types of DDoS attacks aiming at
Web servers effectively.
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Fig.1 Link graph of Web community
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Fig.2 Stability of out-linking behavior
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Z,=max{0,Z,_1+x,— &, —d},n=1,2,3,... (20)
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9 T BEREIE N M 4 1 8h AL, XA S SRR I3 =L EWMA R oM EUER /N YEF 4 0.01~0.03.48
P W T B B s 1 B, T AR e
d=ud,h=45, (12)
A 195 H T L S BR 24 00 Z8vE 3R A 1T S 20 AME 19 e MRS 3 B 2% A TRl 1 e 2 5 BURRIE(E 19 A [R) 72
BT A%, AR (L HX B T FH P 0 i 36 (1) 25 L Fa L, LA S P F 8 (A 0 B 1) 4 SR 4 A=2, 0 o] DAAEAS 2 4 AN
Vi) 1) I PAY RS 00 281 O 5 R P58 I8 B3 B 1 50% L1 1 Bes M E A 22 T 20 A B[] B P AS Bl 21 4 A6 i 08 21 340 (E 1)
10% LA b ) Bt 81T Web b 252 Bifi 25 I [R] (0 A48 44T A2 44, B DA 22 3R 4 e 0 AR 41 2 40 uofl A 55 I HL 75 21 3E 524
HIL 45 &1 h F1 d.

4 T

oh T SR UE RS W B, BT Y P 4 B AR R AT T R S 6 S B R 1 RO A B B s 4 . A CAIDA-
OCA48M M Hfs 4 1 R X 2004 4F 4 J1 24 H 0 55 0 4023k 15 43 (8, IF b e 38 % 7 i B 4 22 1 Web i
45 45(20 PPN P s L 20)4E O o& F Mok B Ar R IR B 1R 0 1 SR, Bods Kol ) el O R AR AR L 14 FR
S8 TR Brak A AR o, IR 2 ) 75 s it b

FRAE SCHR[1415%) 13 JZ% DD0S Bk ¥ 43 R BRATT A I 5 v (s o, SE 0 bR 77 LR R P I e i 85 K
WL 2 B AR AR LR FH 9 b A 226 Tk 1R S PR 5, G oy RTS8 PR Ay 10pps, i T8 2 36 14 3 4 T 4 R S
PR R A I ) ) o A a8 A ASE XA 0 3k I 375 5K B BRI A A S AR i it b e — 5 BRI N T MRS Sk A
Fa3 C 1 D AR 10 B B I, A s 250 o 326 % — AN B Bty Wb il 55 4 100 20 7 s 4B — B SRR SR 41 (0
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Table 2 Attack mode
F2 WA

Bt 14 B BOK S PAN S
A 1 request Rapid No
B n requests Rapid linn
C 1 session (n requests) Normal Deleted
D 1 session (n requests) Normal Reserved
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Table 3 Detection performance and number of attack slaves

=3 (RHLECE SR RE

ek Rl = (%) e N0 AN ) () B k)
A B C D A B C D

100 80 100 80 100 | 8.7 1 8.7 1
200 100 100 100 100 | 5.6 1 5.6 1
400 100 100 100 100 | 3.5 1 35 1
800 100 100 100 100 | 2.2 1 2.2 1
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i HLH D A0 Web [k 45 253 3E47 BUh Al 45 58, Hoh {20312 P 41U {xa} i CUSUM AR FI. €] 3(b)J2& 200 &
TRARAL A BEEUHT HE Web IR 45 38 7047 BU BRI 25 3, b {Z, 12 7 51U {yn} 1 CUSUM B AR A [ v [ i 45 th
TRSTTR b ARk 2. FRE 1 B i A (IR AR AL B R) D B P BURRAE A 7 AR KR B I m A  E — S I
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T 2 A R) B A i 5.
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Fig.3 Sensitivity of attack detection
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Fig.4 Detection time vs. ratio of out-linking packet
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