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Abstract: Considering the fact that the determination of the executable file maliciousness is hard to achieve, an
approach based on the evidence theory is presented in this paper. First, a model for determining the maliciousness is
established. Then characters compromising security are extracted to construct the set of program behaviors through
decompiling the program. The model is trained using the BP neural network to gain the basic probability assignment
functions (BPAF) of each behavior, and the weighted sum method is applied to combine the program behaviors,
determining the executable file maliciousness. Experimental results demonstrate the validity of the approach which
uses the evidence theory to determine the maliciousness of program.
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Table 1 Summary of the program behaviors
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Fig.2 Similarity algorithm of function call sequence
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Fig.4 Rule-Based decision algorithm
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(1) SCHER[L10142 H 1 2k F Ab 28 DL 307 (48 30 77 45 (81 B native Bayes);

(2)  SCHR[BIHE H 12k -2 X 23 (R A Bl 7 v (T B neural network);

(3)  SCHR[LLIHR th 2T ST RF il S AL A I 77 25 (AR SVM).
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Table 2 Parameters of BP network
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Fig.5 ROC curves for detecting malicious executables
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o V6 AT STIRIE (8 ),

o V7 KR REAT(G ).

FTRATIAE FH 5 5 A JEUUR AR AS HEA T X BP e 22 0 28 BE AT U . oA 77 S8 4 b 0 B ) 5 R R AT S B T AR [l
1) [l P A0 01 4 27 B3 500 598 2 18 I AR B 78 T Il A g A7 ) it

o FHTE KAV2012 /A 5:12.0.0.374;

e BitDefender 2% # 2011, ik A< 5:14.0.28.44;

o ClamAV, R 4 *5:0.97.2;

e Rising2011,i 4 +5:23.00.45.97;

o KV-2011, A5 :SP7.2.061628.
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Fig.6 Detection rate of individual viruses
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Fig.7 Detection rate of individual confusing methods
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o SHEETRFH E N T I LB TP(true positive);
o IEWREIFHAE A IEH R I B PR TN(true negative);

o EHRRETHE I A G R RS I, BR O FP(false positive);
o CHTEFEFHAIE N IEE RTINS, FR S FN(false negative).
AR FEFR — BB FER I 2L PRI R DL R 55 A 0 I 3 AR 36 1) 4 ARG RS B, ek 5307 384 30 -
. TP
Y W ‘|_‘l = ’
LSS TP+ FN
=N 2= FP -
.1£W$:TN+FP'

- TP+TN
o FMIKEE= .
TP+TN + FP + FN

£ A1 Nombril R Gex MR AL G 1 4 000 ANFE 7 BEAT AL, 72 7 % 2 M B 45 SR g 3.
Table 3 Result of determine malicious program
R3 FEPERMEAE LR
AV B fF TP TN FP PN KiZ(%)  BRZE(%) KR (%)

Kaspersky 1925 1996 4 75 96.25 0.26 98.03

Rising. 1912 1992 18 88 95.60 0.90 97.60

ClamAV 1653 1955 45 347 82.65 2.25 90.20

Nombril 1977 1979 21 23 98.85 1.05 98.90
ZEA8 W 2 5 T Nombril HIPERE B4, EL HE4Z 55 — H Kaspersky &t 2.6 1 2 A, L HEL & 5 ) ClamAV &
H16.2 AN 43 0K — &5 LR B AR T B HY 1 ik TR HE A Rl s M e A R 9 BAE — e R R

T BV 2 R AN, Nombril AEBRR AR 5 T HE A JANBAR AUBOR AR T ClamAVIX — &5 1R
A3, Nombril #5167 #6914 K 0 23 15 R 40 A0 T5 TR A7 AE — % 1 R 3K 2 1T~ Nombril 35 A7 168 3R 4 3 10 i) 7 0k
AT R A B T 2 I AR RO B A D AR IR R AR BC A T T RO BE e A2 32 BRI 11 44 B 75 SRy A 3 4
DLRP A2 AR Nombril £E45 & 144 HL A5 7 2 i, B 4 e 1 ) 2 1 21 50

SRR HE 44 45 R T AR AR B2 1ok, Nombril 1 38 (K U E RE 240 T Hofth 3 2z 42 5 4 S -

5 #RiE

H U 4 A B A TR £ I AR e TR A P, O HLBE NS DX AN S AT RE AN SCHR T R TIE
B A1 B AR Y S R R AR SRR B IR SO T AT R R BT R S8 Nombril SE 45 R AR
B, 12 2R G ANELRE W8 AT 8] AT RAT R PP PR R PR AT 54 5 T LR 903 253 A Fob 1 5 R v A 3t A

H T UE 5 HE BE SRR 22 ) B AT AN A OGP, — 7 T UE A AR S 1L 52w ) 5 5 2R 55— T3 T, 6 A SGPE K Ak
BRAR BN PR, A ST R — 20 AR H b2 ek IF S B SR . A7 25000 BE 8 1 BRALE S5 A DS E ) R el
FEBESVE, 20 P v R GE I RE D AR,

References:

[1] Cohen F. Computer viruses: Theory and experiments. Computers & Security, 1987,6(1):22-35. [doi: 10.1016/0167-4048(87)90
122-2]

[2] Moskovitch R, Feher C, Elovici Y. A chronological evaluation of unknown malcode detection. In: Chen H, et al., eds. Proc. of the
Pacific Asia Workshop on Intelligence and Security Informatics (PAISI 2009). LNCS 5477, Heidelberg: Springer-Verlag, 2009.
112-117. [doi: 10.1007/978-3-642-01393-5_12]

[3] Abou-Assaleh T, Cercone N, Keselj V, Sweidan R. N-Gram-Based detection of new malicious code. In: Yau SS, et al., eds. Proc of
the 28th Annual Int’l Computer Software and Application Conf. New York: ACM Press, 2004. 41-42.

© PERREERSMROT  httpy/ www. jos. org. cn



3160 Journal of Software k%4 Vol.23, No.12, December 2012

[4] Tian XG, Gao LZ, Sun CL, Zhang EY. Anomaly detection of program behaviors based on system calls and homogeneous Markov
chain models. Journal of Computer Research and Development, 2007,44(9):1538-1544 (in Chinese with English abstract). [doi:
10.1360/crad20070912]

[5] Hazem M, El-Bakry. Fast virus detection by using high speed time delay neural networks. Journal of Comput Virology, 2009. [doi:
10.1007/s11416-009-0120-x]

[6] Golovko V, Bezobrazov S, Kachurka P, Vaitsekhovich L. Neural network and artificial immune systems for malware and network
intrusion detection. In: Advances in Machine Learning 1. SCI 263, 2010. 485-513. [doi: 10.1007/978-3-642-05179-1_23]

[7] Yang FB, Wang XX. Combination Method of Conflictive Evidences in D-S Evidence Theory. Beijing: National Defense Industry
Press, 2010. 15-28 (in Chinese).

[8] HayKin S. Neural Network and Learning Machines. 3rd ed., New Jersey: Pearson Education, 2009. 129-140.

[91 Sun Q, Ye XQ, Gu WK. A new combination rules of evidence theory. ACTA ELECTRONICA SINICA, 2008,28(8):117-119 (in
Chinese with English abstract).

[10] Wang C, Pang JM, Zhao RC, Liu XX. Using API sequence and Bayes algorithm to detect suspicious behavior. In: Chai S, et al.,
eds. Proc. of the Int’l Conf. on Communication Software and Networks. Washington: IEEE Computer Society, 2009. 544-548. [doi:
10.1109/ICCSN.2009.60]

[11] Zhang BY, Yin JP, Hao JB. Using RS and SVM to detect new malicious executable codes. In: Wang G, et al., eds. Proc. of the
RSKT. LNAI 4062, Heidelberg: Springer-Verlag, 2006. 574-579. [doi: 10.1007/11795131_83]

Mt o 325 % 3k
[41 HF), @ 0& IhvE K KR .38 T 2GS M55k Markov 4545 70 (R 47 0 S A i o S HLT 90 15 % i ,2007,44(9):
1538-1544.

[7] ¥ A2%, T 1 #5.D-S UE4E B (1 ph S8 E 3 2 )y i AL st [ By Tl H iR #E,2010.15-28.
[9]  FMBL,IH T3 A5 . — ol 37 1) 35 1 I 40 B8 14 45 il 28 2. B 1 274 41%,2008,28(8):117-119.

BARF (1957 —), 0 Wik i Lk
Jili,CCF 5 g 2x 53, 22 BRI 58 UM 17 6L %2

3k — 5t (1983 — ), Y, W1 Ak i A 1 L
( ! 42 CCF 244243 by, £ TEWF 9% A0k 36 ) T
y A BRI ) TR,

CER PSS

' rl;j

PeiZ R (1964—), 55 W+ #7 fi L kS
Jili,CCF w22 B, E 2 J U N 12 4 5
R 24

© PERREERSMROT  httpy/ www. jos. org. cn



