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Abstract: The dynamic fluctuation of workload influences system metrics, affects the precision of anomaly
detection. This paper proposes an online anomaly detection approach for Web applications, which handles workload
fluctuation in both request pattern and volume. The study proposes an incremental clustering algorithm to recognize
online workload patterns automatically. For a specific workload pattern, the study adopts local outlier factor to
detect anomaly and qualify the anomaly degree, and then locate the abnormal metrics with a student’s t-test method.
The experimental results show that the clustering algorithm can accurately capture workload fluctuations in a
typical Web application, and demonstrate that the approach is capable of not only detecting the typical faults in Web
applications, but also locating the abnormal metrics.
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Algorithm 1. Workload characterization.
Input: Request; monitoring period: mp;

Output: Load vector at time t: Iv;.
1. Getsession ID, sID from request;

2 Get request type, rType from request;

3 IF (sID==NULL)

4, Create new session sID;

5. Insert (sID,rType) in session set, ss;

6. ENDIF

7 ELSE

8. Find sID from session set ss;

9. IF(sID is not timeout)

10. Get last request type IrType from ss with sID;
11. Update matrix element RM[IrType,rTypel++;
124 ENDIF

13. Else

14. Clear session sID;

15. Update (sID,rType) in session set, ss;

16. ENDELSE

17. ENDELSE

18. Get last time It;
19. Get current time ct;
20. IF(ct-It>mp)

21. LVi={l, 1z, Lk, m=(i—1)xk+j in matrix RM[i,jl;
22. Reset matrix RM;
23. ENDIF

Fig.1 Algorithm for workload characterization
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Algorithm 2. Online workload pattern recognition with incremental clustering.
Input: Monitoring points: mps={mpo,mps,...,mpy,...}, where mp={lv;,mv:}, lv; is load vector and
mv; is metric vector slide window: sw; point distance: pdist; min cluster size: cz; anomaly score: as;
Output: Anomaly points: aps={ap;,ap;,...}, where ap;={lof;,{my,...,my,....my}}, my is the kth metric anomaly score.
1 Get runtime mp; from monitoring system at time t;
2 IF clusters==NULL
3 Initialize cluster with mpy;
4, Set clusterNum as 0, and Set createPointNum of cluster as 0;
5. ENDIF
6 Select the minimum distance d[j], and get the cluster ID, j;
7 IF d[j]>pdist
8 Initialize cluster with mpy;
9. Set clusterNum as clusterNum++, and Set createPointNum of cluster as currentPointNum;
10. ENDIF

11. ELSE

12. Compute lof of mv; with metric space of cluster j;

13. IF (lof >as)

14. Insert mpy in aps;

15. Compute api={lofi,{my,...,m,...,my}} and sort m; in sequence;
16. Break;

17. ENDIF

18. Insert mp; and update mean in Cluster j;

19. ENDELSE

20. FOR (i=0; i<clusters.size(-); i++) //traverse existing clusters

21. Compute distance between lv; and mean of cluster i;

22. IF (currentPointNum—createPointNum>sw) && (cluster[i].size(-)<cz)
23. Delete cluster i from clusters;

24, Alert visit anomaly;

25. ENDIF

26. ENDFOR

Fig.2 Algorithm for online workload pattern recognition with incremental clustering
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Algorithm 3. Threshold distance calculation between point and cluster.
Input: « confidence interval (0%<a<100%);

Output: Point distance: pdist.
1. LVS={lvy,Ivy,... Ivj,... . Iv };

/ISimulate a load pattern offline, and get the load vector set

L
2. LV, = EZ LV, ; /ICalculate the set mean vector
L k=1

3. FOR (i=1;i<=L; i++)

4, d; = i(mi =My k)z ; /ICalculate the distance between LV; and mean where mj is the kth dimension in LV;,
Vi " '

and n is the size of vector dimension;

5. ENDFOR

6. 5= iidf ; /ICalculate the standard deviation of distances
L-1 i=1

d
s/l

8. t(pdist)=ta,(L-1), and then pdist =

7. y(d)= ~t(L-12):

S xta,z(Lfl)
JL

/It-transform d, and it meets t distribution with L—1 degrees of freedom

/IGet the (1-«) confidence interval

Fig.3 Algorithm for threshold distance calculation between point and cluster

K 3

3 FEWNAGE

s 5 BRI R | T BRAE VT S

R ISAT ISR B, W0 A7 38 10 5 41045 3] 45 b 7 3R =, 3L rp B b S B8O O0) B T — AN R A ) 1] 4 )
IR B R RS ) R N 56 R th AR B AR R R, e X 4 45 .
EX AFEEESITIRE 0). SSi={LM;,A,MS}, L9 LM, S5 3R 28 0 B e s A SR T AR 470380 1) 45 4 B2 (1 1
J7 ZE 5B MS; S AR i R R R A A, bh B R ) R A {MV,MV,, ... MV,,... }F1 Euclidean F 2544 %

— T SN IR T EN A
] =) | oy || aw (LM
A
JE R[]
R S £ 7 [
FEE2 |:'|> (MS,)
JRE R ]
JEEn (MSy)
e esii]
(MSy)
Fig.4 Workload pattern and metric space
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Fig.5 Anomaly detection approach
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