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Abstract: On the basis of traditional FSA (finite state automaton), system objects can be resolved from the
parameters of system call, and a Software Behavior model based on system object (SBO) is presented. This model
defines the software state as all states of system objects, which are owned by the software, and then each state in the
model has been assigned semantic information. Therefore, SBO can solve a problem of irrelevant semantics
between different traces using the semantic information, and it can detect data semantic attacks, which directly or
indirectly modifies system call parameters. Finally, a software anomaly intrusion detection prototype system based
on SBO (SBOIDS) is implemented. The experimental and analysis results show that SBO can effectively detect data
semantic attack and control the flow-based and mimicry attacks.

Key words:  intrusion detection; software behavior; finite state automaton; system object; system call

# E OB A R FHA(finite state automata, A% FSA) A Al A SRR AP AT A Gt £ R E T —
A TF £ Gt 69 54T A A2A (model of software behavior based on system objects, # #k SBO). A& 4947 4 K &
o BT R BRGG PT A Bt 2R T AR TR 6995 X A5 & 8 T RRIAT 4+ PC(program counter)fs #93& X
TAE K F) R R B AR AL ST A St 4R & 0B R A4t B 38 e 18] A5 B AT VT ARSI A T 4505 e B R B R AL
T A F SBO #4475 #m) & B T £ (intrusion detection prototype system based on SBO, & #k SBOIDS), 2 52 3 Fa
T4 R AR IZARA T A BORAE MR T I A ag s E . AR B A BAT T BB R A Sk P TR T e
T4

KR AR AT A A R A BB A sext % A A

« JEGIUH: H K ARG (90718005); [ 5 i BRI & iE 141 (863)(2007AA01Z411)
W RIS E): 2010-02-03; & I [7): 2010-06-09; 5 K It i) : 2010-07-28
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REESES: TP311 XHEtFRIRAD: A

R (BUE 7 ) AT N A2 SR AR I AT R IE S AR ZS AR 1 I A2, 7T LR 2 1 Z 1 il 4 2l v 2 R P
WA R RGP A AN TR 2 D0 0 AT R A AT BB R FR AR R — B IR AT A5 RO A e AT
IR ZS B LA SR 25 A8 5T, T DARAE B2 10 1E 6 AT D R AE, 5 P T BT S 10 5 0 00 DL AT g A5 700 2 1 2
R TR 1) S 0 R ) 2R 9 11 % R 6 s 4 28 R SI IR ARG PR 1 7, — L SR AL N AR AL S Ak R B 5 B e [ B, ER]
RS R R 7 U7 inl R GBI 8 O AR AR AE R Gt B AR P R AR 0 U W B O, RGP HIAE — B AR S
- RE A SRRR Y AT A RRAE, R 0 AR 2 225 R G TR F 3K 2 RORATE SR A 14T R RRAE.

SEATIRAEAT g TR T V5 53 Jhy 0 A AR 2 25 AR 0 A A T Y 3 20 A R 0 A R 3 AR,
PEHCH AR P 1) R G008 SR AR SGAT AR B IR @ e AT BB i U7 vE TR B b n] DU HURR e (0 T A T e ) AT 2%
o ARSI _b B AT A SR AR 1 52 31— DR 25 A0 PR A, s (1) RRORCAR 18 5 KBRS F PO A R L A R
(2) PP WAT AR T A RERA . B WE . P MIAER Q) B B &S F 1 FE )y & i 1
%;(4) RZHAAE A T Bl m M BOR, AR IR « B AR T . 28 % SRR RS INEM 7 K,
3 X AT K B B BAT, M A SR A AR R B AT 1 S B 2R W P AT o R 2R AT R 1A
AR DUSRICRE 7 (10 52 bR AT 5 8, vT DL IR S @B P IR B 5 (1), F#(3). F#H@) R 21 T F %
(2), BT (ARG B8 PR ARORE T VI RIS (R A0 N« AT P95 DA S N ZR 500005 (¥ 7 o5 %, JEVE A 3R 2R A ml e 1)
PAT B AT NS BRI PSR, 30 A5 AR 7 5 B A A B L 5 P T DR b AR S A PR BF 5 80 2 e .

H AT, 30 7 S AT LU 3k R 20 1 (B0 S 300 A B FIR 35 152 B A7 A P AN BRI — N BR R AR T S 50 B
PR B TR 42216 SO, A8 o SO T S R ) A L (R O B 06 8, B O H 5 008 140), BSUAG L5 SO AR R R RO 1 1
SCPEGRR R ) 448 o AT BT M R AB B0 FE PP iz AT A A I IF B AT 7= A2 1R 36 4 454 (race condition) &%
() AR R T G AR AE 2 BRARRE AR RGN 5 5(b) AN RN G A AE S5 B EARER S 7] — R G0
B ARV FSA BRBLR ] PC A %1 IR A LR A PC A 7T A% i [7]— AN 28 G818 FH 1 2 Y H AT
ANF RGP ALERR 7 AL E A PC EAUR — AN BAT B B B 138 A5 &, 1 BLIE ik b AN [FAT Ky 725
ARZS 0 T X PIAS BRI I T 2 25 A5 1) A A

ARSCNFRGExT G i B S X AN BR . 1 2 AN AR G T S Hih g A H AR e e R G, AT e IR 2 B8
IR RBURR AR 5 SR AR e T SG TR 1) 2R 0 A Dl 8 B (RAR S AT TR~ IR 38 S s 1 18 S B 3R 48 U ) 1 4 i
JEPRH T — R T RGN RIAT AR A T AT DL A SRS R AT A B RPIR S A O IS G e A

ATCH 1 AT T R IR AT BRI 2 XA 2 54 2T SBO(model of software behavior based
on system objects) & R (1) 444 7 i ASr I 5 v2%, I 40 A JLAS U BE 7. 265 3 7 F IR S T SBO KR A (18 B A4 i Ay ) Ji AR
L H(intrusion detection prototype system based on SBO, ik SBOIDS). 2 4 5 & 525 45 B P58 5 2 E i
AN S5 6 1R A SN R4
1 SBO #HEEEIL

WA EAE RS (W Windows) 1R REH 0 A P S FUZ O — BN AL T & R EE Y R4
W U 1) R 48 B2 R0 Windows 454 28 G852 (1t 1Y) 28 40 B VR R840 #0 2 LIOW B 1) T8 AR AR IR, R g 0 G 2 ) R 458
P55 A TR R P R A 3 e O P R G IR 45 R R U i X S B, A RS R R A8 T S AL T g
I R A o 2R 8 BRI G 1A 7 Tl ) LA R 200 R A TR AT DR AR SC DR P ARG AT I 2 o v el 1 8 R 5 Ok
PIN S A A AT AR
11 BWEEX

705 X SBO B2 1, Jegh il F3EATTHE 1€ .

E X 1(ObjectType). F7x RN %KM 44 Windows #1E R HSckS M5 T 15 Far LAl Windows
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API 17 1] 0T G2 7545 5 432 (symbolic link) X 4t HEFE (process) X % . 2k F2(thread) X % 1E Nk (job) X % W
£ IX (section) b} % . SCPE(file) X %+ 17 i) 4 Jd (access token)Xf % . At (event) Xt % . 15 5 i (semaphore) X} 4
HFR(mutex)XF % . 5E N 2% (timen) X% . 110 58 /i (loCompletion) &t % . V1 248 (key) Wt % . % H 3 (windows
station)X§ % . 5 [ (desktop) X 4.

EX 2(Ostate). Fhf GRS N GARSAERR 747 I 52 bR AN W AR T 19, G G4t €0 3t sl 4T JF 31550 S b
IR P B Bk AS [) 28 28 %) o S L6 SR 7S % AN AH 7], 461 it Process % 4 B “running™ R 35,1 File X% A
“Read” IR 2455 SR A AR 1b 2 b %o G 45 4 5 R 1, DR R B 0 % B AR 45 BR H IR ST 2 RS (5 B RS S B
CIRFS A PR R IR R 7R Hoh ARZS 44 R0 T G5 B R AE 44 0 — — 6 B ) B ot T s SO PR B A 5
B SCAE S R AR FRIR A5 44 5 XA “Read”. IR AR RN % % 48 4 (0 H AR 3 A 8 — — 0 N i b B4R 5 B
“Read|ByteOffset_Length”# 75 M ByteOffset [¥Ifhi 57 7 35 Length 4>775.

E X 3(Object). Fix RGN %44 .objecte Object, i — It 41 (name,type,ostatelist), % 7~ % G2 248 11 (1) 51 48], i
Fe— A BRI R G B8, Ho o name R R 54 R E— AR TR — N X 4L type e ObjectType, % 7 X % 25 Y ostatelist=
(ostate;,ostate,,0states, ..., ostate,), % 7~ X G A L Fr B AT IR Hh RRIR AR T 2 41,

Windows #5128 48 H % G A0 S U il 3 52, 10 FLG S AR AN T 24 T a5 g 400 1k =43 ) v A 285 TR e, vy BLH
Xt G A4 TR ME — B 1AM 5 1 S5 (006 54 Bk g 24, T BRI 11 i 44 JL O 5 S i 4

E X 4(ObjectOperation). # 7~ % % 1 1k £ 4 .0opeObjectOperation, 2y — > VU Jt 4 (pid,opid,name,
objectlist). 3, pid by X G B Jm kR AR VAR, T DX 20 AN ) R E AR 45 A opid D X R ERAE R4 5 T ME—
FRAREEA N G454 opid th 16 {7 — 3k R HCR IR, b m P A7 9 BR G AL HOR 7R SRR I 28 841K 14 7 HI 2Rk
WHEAVE AT S0 5 I = Mo AR S AL change=1 R/ %8 /E BE B X SRS (B - CreateFile,WriteFile 55), 15 A fig
(1140, ReadFile,QueryInformationFile £8). V& i A7 br 5 A7 close=1 38 7% 1% 3 A1 2“5 PH 23 A1, B2 30 40 5 45 ok 6
G LB A 3K 6 B AR 1 24 5 X % 51 38 I Bk (191 Gl Close, DeleteFile,DeleteKey %5);name 5t %4 1)
% ¥, objectlist={object;,object,,0bjects,...,object } A VE M RGN Z 4.

E X 5(00p sequence(oops)). (00p;,00P,,00ps,...,00P,),00p;€ObjectOperation,1<<i<n, & /R FE - 7E AT 1L A5
N SRR A

E X 6(Edge). FonEAR 4 4E 4 edgeeEdge, 4 P G 41 (opid,name,objectlist,tostateno). 7 SBO %! 41 edge
TR — AR B W RS HBE oW G 34 ik & B Edge & 111 ObjectOperation W5 >k, 5 46 S A ——%F
M. H: 7, opid,name,objectlist 1 X 5 ObjectOperation H 524 — % toStateno My iZ i BT % ] FPIR 25 500K 25 4
5 stateno. 24 %} G VEAS SR FE IR A5 I (change=0), IR B 1) 4 46320 1 8 ) IR AS B A 4 iR & A 5

EX 7(Path). FREHERALIES FE k12 path=(edge,,edge;,edges,....edgen), ;& X N FEF I — R AT Bk
HREASIRES BT R e B )P AR A TR P I — IRRAT U2 N A IR ES I — 4o B 3 B8 A% i B A A0 SRS I
A (B IR FS 18 B (03 480 0 LR A 1) JEC A bR A8 P P 45 10 ), 1 A7 o A PR I 30 A AT 2 v ANl
B PAT MR A2 78 AN 1] IR AT S 328 vh AT WA W] RE T AN AR [A), AT S BOIR S B B B AR A A [R5 2.2 545 1
T VRN I S48 43 AT

E X 8(State). I~ AL IR A4 & state e State, y = JC 41 {stateno,objectlist,pathlist}, & 7~ 2 18 470 &
Hiistateno SHARAG T ME—FR I SBO RN F— ANl (AR 2 objectlist={object;, 0bject,, objects, ..., object, }.
Hn RN G ETRR T T B G AN B objecti(L<i<<n) K R HE | DX pathlist={pathy,path,,paths,...,pathp},
TR P 1A e i AR AR 4 I P pathy(1<Sj<sm)R7R 58 j AN Sk 12,

7R FEAl B SBO AR A () s SR

EX 9(SBO #E!). HMUILH (S,T,S,SF). LM,

x Section XF G F Thread X+ G I G A FRFEE N 25 0 T ME—FR R EAT G, 1E ir 44 B0 A 6 G BT & T 1 s R 44 7+ 3 28
T +450) % 4 57, 11 “Test.exe-Section-0001"% 71~ Test.exe HEFLI 4 1 4> Section X 4.
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o S={s|seState,s K FFIEATH FPRAET IR F BT REIES;

o SocS AWK IIES;

o SecSFRLEHREMES

o T={elecEdge AR&H ) XRELHIES.

1.2 MEHEZ

FRBANLN 7 s SBO LY. 1 46 Wi IR AR P fEPAT IEFE 1 R W R 5, 0 i R 2406
IR P 22 55 W R0 5 o 22 5 U P A0 T8 J A A b S B 1 000 DT g AN [ 1 25 55 8 YO Jod 88 42 ) — R ) B i oK
TGS SR 5 i AR G AR S g v A BROIR S B B LA 2R

o 53 3 AT gl 2 iR 3R HURE AN 2R 40 VR FH T B AR T LA R G000 5 LA SR R (R AR ZS Rk, A Jeont 7 1) 56 G 4 A
BERSTHRZHEMN AR i Windows XP () SSDT(ZR 4R &% ik %) 284 4> F Ge 45 i B B 85 40 Hr
ROLHRAT 219 AR il R 22 G0 W8 WU 106 T 25 9 A% B R DG 1 RGN 5 28 B DKM Y 1) R S0 1R e
BOAT T 8ol 0, R DR 5 3 e 3 1 6 5 2 T 4E Fh 7E Process, Thread,Section,Key, File %5 5 285§ %, K] oy 1X 4%
X G52 N PR 3 48 U 1) 1R, AR ORI T N A2 (9 AR T . TR IhG  AR SCAN i 3K 5 K R BEI R G0 4.

N G AR 0 I 6 B G AT R SR AT SRAT 0 A5 G 6k T R S8 H B £ NtWrriteFile(FileHandle,Event,
ApcRoutine, ApcContext,loStatusBlock,Buffer, Length,ByteOffset,Key), 1 4t il id % FileHandle 34T 4T 3K 15 3041 44
FR,88 J5 XF Buffer,Length,ByteOffset 45 4T 3k B 15 B 22 v X Hh ik . 5 N9 B DLK 5 NI A% ik 35 J5 2F ik
B % % 8 45 2 “pid,opid,WiteFile,{filename,File,Write|Buffer_Length_ByteOffset}”, H: ¥ filename A 3 4 &,
“File” R 7R3 G AT SO T8 10K 7 0 R0 DRl A AR 0 o S R 1 2 15 4 U o SR A 4 % S
VE 43 9 B0 0o GRS RIS AR S ZopR A& W 2.

TE X 10(CloseOp). “I¢ P2 # A, AT DL G ] sl o e — 0 G 034 A B4 1k S A A close=1 B, 3R
JRERVE R CloseOp 2SR 1E.

LEFT N G e 4 5 A CloseOp #:4E: TerminateProcess(4% ik HEREN % [ U4T) . TerminateThread(%&
IR FEXT B AT) DeleteFile( P9 A% 2 M B SCAR X e45:4%) . DeleteKey (MM FBrid: T R 8 % %) Close( R LA ¢
] Process, Thread,File,Key,Section 25 5 25%f %).Close 151 & 5 5 FH 10 5¢ 1 2K 4 1% 4 1 45 5 1 L S B h) i
FT 7R I 5 2 A S B ARt aT LU s 6k 52, Lhdn, 2 141 Process A1 Thread X% 375 %54 % M 24 TR IR 25 o
B, ifi File X5 %A1 Key X 000 7] LB #e MR 2 1 45 T Process X % ff1 % G4 A [ B8, 7T LAZE At 4 F 28R
I G AR,

R 0 G A AT SR T R 7 AT 2 o 0 G AR B02E 2 J5 14 i BSBO Bl 454k i SBO #5244 4
ENHWT:

BSBO &%. Algorithm of building SBO model (BSBO).  /**4t 37 SBO ii*/

Input: oop sequence: {00ps;,00pS,,00pS3,...,00pS.}.  *HEEAE)T HI4E 4 00ps; Kn 2 | ANERAETH1I*/

Output: SBO.  /*JEF X G [ R AT A AF >/

Procedure:

(1) Init(Se) /*Hi SBO MR KA UAIRAS So,So B3 24 Al HERE X G A 21 1 = LR RN 5/
(2) SBO—AddState(So); i=1; j=1; /*¥f So sk SBO 1 Wl 58 i 5 SBO AL AN AT S IR */
(3) While (i<n) /*ZKIZR,i T Yay S kISR I EAE T FU I 4R 5 0 8 R VISR B4 7 41 i e/

@ { PREREANRAE P VAT BRI i/
4.1) CurrentState=SBO—S;; /*¥ 4 IRA CurrentState #1444 K ERIZ A B SBO Bl S,
R

PRI AR R AL oops; H (KRS K S 3 VE*/
4.2) while(j<<oopsi—oopSum) /*j FIx#AE 7 FH [ HEAE SN 5 00psi—>o0pSum 7R oops; 1 oop
ANl
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4.3) {
43.1) theObjectOperation=00ps;—>00p;; /*1{ oops; (115 j AN Xt G4 AE*/
4.3.2) CreateNextState(CurrentState,theObjectOperation,NextState);  /*H3 i 24 Fii Ik A F1 1
PN ASIRES R B AR ERAE AL AT O K 2R/
4.33)  If (ISBO—FindState(NextState)) /* 2 $k 5 AR & 54775 T 2457 SBO 1/
4.3.4) SBO-—>AddState(NextState); /*1 FAE K 7= LEFRAS RN E SBO >/
4.35) theEdge=new Edge(theObjectOperation); /*H3§i 45 E A& ot N iy ids*/
4.3.6) theEdge—tostateno=NextState—Stateno; /*¥& 24T ILIE [ T — RS/
4.3.7)  if (ICurrentState—FindEdge(theEdge)) /*TE IR A pathlist F1 & & 74 %34 */
4.3.8) CurrentState—>AddEdge(theEdge); /> FALFAE 750 edge ZARZA 1 pathlist Hr*/
4.3.9)  CurrentState=NextState; /*¥ & CurrentState 24 theEdge & [ 1) F — RS>/
4.3.10) j++; ARG S EON 1%/
4.4) }
4.5) i++; j=1,
(5)
Table 1 Object operations of Process object
R 1 Process X% X S A
Object Objegt Operation type Ostate Description
type operation (change|close)
CreateProcess 1/0 Create Create Process
OpenProcess 10 Open Open Process
ResumeProcess 1]0 Resume Resume Process
SuspendProcess 1/0 Suspend Suspend Process
ReadVirtualMemory| BaseAddress—The base address of the virtual
ReadVirtualMemory 0|0 BaseAddress_ memory to read.
BufferLength BufferLength—The number of bytes to read.
WriteVirtualMemory| BaseAddress—The base address of the virtual
WriteVirtualMemory 10 BaseAddress_ memory to write.
BufferLength BufferLength—The number of bytes to write.
BaseAddress—The base address of the virtual
lockVirtualMemory| memory to be locked.
. BaseAddress_ LockLength—The number of bytes to be
LockVirtualMemory 1|0 LockLength locked.
LockType LockType—The type of locking to be
performed.
BaseAddress—The base address of the virtual
Process UnlockVirtualMemory| | memory to be unlocked.
UnlockVirtualMemory 10 BaseAddress_ LockLength—The number of bytes to be
LockLength_ unlocked.
LockType LockType—The type of unlocking to be
performed.
: BaseAddress—The base address of the
AIIOCS;ZZ%’;L?SWOW' allocated virtual memory.
AllocateVirtualMemory 110 AIIocationSize__ AllocationSize—The number of bytes to
Protect allocate.
Protect—Specifies the protection for the pages.
FreeVirtualMemory| BaseAddress—The base address of the virtual
FreeVirtualMemory 1|0 BaseAddress_ memory to be freed.
FreeSize FreeSize—The number of bytes to free.
ProtectVirtualMemory| | BaseAddress—The base address of the virtual
BaseAddres_ memory to be protected.
ProtectVirtualMemory 1|0 ProtectSize_ ProtectSize—The number of bytes to protected.
NewProtec_ NewProtect—The new access protection.
OldProtect OldProtect—The previous access protection.
TerminateProcess 1|1 Terminate Terminate Process
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BSBO Sy 3 A R B ¥ SE I 4R 1K SBO B Hyits SBO MY (M4 IR 2 So(So 1 75 4 AT HEFEXT A Y
B AR 5,751 So 2 SBO AR AL, WA 3R (1), WI4A 4L 5 () SBO BEIRUANAT 1 ANIRAS So; 885 A G AR 7 5
R P I AN GG R AU D 24T A U RN BRAE P 51 R AN R P A1 (R U R0 R 2 (R I ER): 8 e W0 4R
L HIIRZAS CurrentState (24 IR A 2 24 B 1E A5 A 21 AR A, FE BE I 2o R AR 4) A AT — R 2R 1) SBO #
RUIRIAAIRTS Sop 3R T M I 1T R AR 35 41 18— AN 0 BB A K 0 G4 A1 e 45 Jle x4 e 46320 edige, ML 244 7
REFLAERF —ARE NextState, 12 52 (4.6.2); 8 J5 FIlr NextState 275 L& AF7E T SBO A2 b WP IR
(4.6.3), W R ANAEAE PR IS I 2] SBO BB PR A A A vh A7 4745, WK NextState 5814 SBO 44 i L4 A7 1k
) NextState tRZ;4R 5,1 & edge F5 M NextState, 3+ I edge &5 A AE7ET CurrentState [ #ek 24 &
pathlist "', W25 8 (4.6.6), Wl A7 46, 44 edge #¥ 03 CurrentState (1) pathlist #;55J5, 5§ CurrentState 4
NextState. S8 J& T — A0 AR AE AR G FR, H 42 40 31 50 24 Wi 48 4E 17 91 I 0T A 0 SR 2 DO 2R i 1 7, B o
MU H S5 G B4 7 S 4 B vP B AR A B4R 0 91 42 B b3 S k) 0 P e A A B R P B0 100 AT 01 5, L 2 2 i
JE ) SBO HA,
AT H BSBO STkt i SBO M EL K — AN 5244 (11 1).
] 1:Test.c.
void main(int argc,char* argv[])
{
OFSTRUCT of; DWORD writesize, readsize;
char fnamel[]="c:\\1.txt”; char fname2[]="c:\\2.txt”;
char buf[100]={0}; BOOL rt; HANDLE pfilel, pfile2;
pfilel=(HANDLE)OpenFile(fnamel,& of OF_READWRITE);

if (pfilel)
{
rt=ReadFile(pfilel,buf,sizeof(buf ),& readsize,NULL);
if (rt)
{ pfile2=(HANDLE)OpenFile(fname2,& of, OF_READWRITE);
if (pfile2)
{
rt=WriteFile(pfile2,buf,strlen(buf ),& writesize, NULL);
CloseHandle(pfile2);
}
}

CloseHandle(pfilel);
3,
12X 1 G REPAAT 5 1 ] AT R R 570 BSBO #4 £ 1) SBO BEAL LA UAIRAS Ky So, 28 1DIRAS A Sk
2 T AL VR YW, 2R 3 4 Y TR T 4R U .

Fig.1 Example 1 of SBO
K1 SBO BARHI 1
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Table 2 Edges of Fig.1
Fz2 K1mi

Edge Description of edge
E1 1824,32884,0penFile,(C:\1.txt,File,Open)
E, 1824,183,ReadFile,(C:\1.txt,File,)
Es 1824,32884,0penFile,(C:\2.txt,File,Open)
E4 1824,33042,WriteFile,(C:\2.txt,File,WriteFile_end_100B)
Es 1824,49177,Close,1,(C:\2.txt,File,Close)
Es 1824,49177,Close,1,(C:\1.txt,File,Close)

E; 1824,33025, TerminateProcess, (C:\Test.exe,Process, Terminate)

Table 3  States of Fig.1
F3 B 1HRE

State

Description of state

So

objectlist: C:\Test.exe,Process,Running;
pathlist: (E;,E7), (E7)

S

objectlist: C:\Test.exe,Process,Running;
C:\l.txt,File,Open;
pathlist: <E2,E3,E6>, (Ez,Ee), <E6>

Sz

objectlist: C:\Test.exe,Process,Running;
C:\1.txt,File,Open;
C:\2.txt,File,Open;
pathlist:  (E,)

Ss

objectlist: C:\Test.exe,Process,Running;
C:\Ll.txt,File,Open;
C:\2.txt,File,Open|WriteFile_end_100B;
pathlist:  (Es)

Sk

objectlist: NULL
pathlist: NULL

2 ET SBO BYHEZE M

MR RAERAT 0 2 AT A B SBO REAL 2 =, sl il AR H A2 A5 AL A 0 1 S

AL AR GEAE R B

A DN e 1) ) I 0 232 A% 1 9 SBO KA K 24 HiDIR A 14 SBO *%irhH’J%ﬂﬁ‘*ﬁ(uﬁfv:”/‘?*@ TR A

TN G AR B AR PERIRE T — AR SR, vy
DASBO & £. Algorithm of Detection Abnormity based on SBO(DASBO)

Input: SBO; /*SBO fx#Y*/

oop sequence: {00p;,00p,,00P3,...,00P,}-
[*True RRFELE

Output: True/False.
Procedure:
(1) CurrentState=SBO—Sy; i=1;

[RERIEEAE 7 51 =1

St False /R IEH*/

P*¥ 4PN A AN ) SBO B R ) 4R IR &>/

(2)  While (i<n)  /*i Wi G 45 {4 5+

@ A

LU L SBO B RLAI T i 0] R 45 A
[*3£F SBO IfI’J# HRL N SE

S

3.1) theObjectOperation=o0op;; /*HUE i N4 G AE*/

3.2) theEdge=new Edge(theObjectOperation); /*H4 e E £F B0 W )31/

3.3) WU@WM%M&#m£®MMEwm PN FAZIAAAFE T L EOIRS R ek AR e e/

3.4) return True; /*3R R KAz 75

3.5) else /*ulilﬁﬁﬂ“#lHuﬁ(,u\ﬁﬁ%?ﬁﬂﬁﬁﬁéqﬂ/

36) {
3.6.1) ulStateno=(CurrentState—FindEdge(theEdge))—tostateno; /*+& %1% %% 1] (PR A 5 */
3.6.2) CurrentState=SBO—FindStatebyno(ulStateno); /*l il k&5 L EPIRAS, ¥ CurrentState

B 0] 5 (RPIRAS
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37) }
3.8) i+ PRIREARG TG 1%
“4) }

(5) return False; /[*3E /RN IEH™*/

CurrentState I ¥ 1% A SBO MIHIARIRAS, SR 5 BEE oop 11 fis & A Wir 5 3. L mp RS0 177 5% B ki #02 FindEdge
BR 0, 1% R EOREFI T A TN SR AVEXT R theEdge A&7 I8 T A RTIRZS I A VR il W A g T DA I 21 S o
ASCE X PR 3 Bl i AL

a)  ATREER AR R R AR R 2 B PR S HE N T R i 4 B A B A W4 A 5 A B Y opid

K.
b) RV G N B T BRSO 2 B, BT B 5 A LA opid AH IR, (LR A
flo 3t S A .

¢)  ERAEXS GORA R R BB AE R T A HIR A B Ak B AR, O HARAER 2 R — X B E X R PR
K ostatelist A A HL i, — AN RAE I SCPESE R AL N 500 755 WA, o5 — M ERAE 2 W2 S R IR T
B AL N 500 FT 2.

BEXT SCHR[A0] 0 A B O7 vk, A S8 — 43 A SBO A IX LB iR e )
21 REEAKE

AR N Tl T i 0 o A bl 0 82 1 3 P 2 DR N — B AT AT AR R A QR 4R s o e 2 B
AB U R T N 4 IR AR A N ARG SR AT S A A SR B O T S8 R Th e T R G0 H UG 1) B A R 4
TR IX 6 R 45 U R O A S E IR AR G 5, ISR AT SBO BRARY AT LIS Il 23X LEAR A (1 B 1B L R G R %
Yyl Hig AN/ shellcode AN [l I fid S 10 57 5 AN [ 4 SR N (0 B0l AR A0 35 A 0 BB A O LN B4 10
opid 55 M TR IR A I S BT e 1) opid AN CKs 23 il @) 28 S s W AR X S 454 1) opid 5 M TG a2 ) opid
AR AELER A R0 AN TR], U 2 figh 5 )RS 0 SRR B4 A 1) opid LA 38 A R0 G [ (N GOIR A AN [, )0
Sl C) ST AN AR N 1) B RS AN 15 A % A A, A 25 fl e S
2.2 FAIRERERE

ST (i g AR B i 58 70 o A o TR R PAAT v S AT HE B AR B 45 AR B2 1K) FSA BB T2 )% PC Rk %1
R Py DR A, AN T E B A2 T i B IR [0 BIAN ] ) o — AN ) 44 1 . BLAR SBO AU JEANIHS T~ PC {H -4, 1H
SBO 38R JE T4 BR B B WU AL, W7 SR 75 225 I8 AN 1 B B AR 0 0. AR B i 5 | AR 10 5 450 B A28 SR A A ]
B4R X REANIRAS T 5 JE AN BRI A7 e 4 A 37 Jl— AN B — PR T B 5, T A A () ) 2 45 s A A A7 e
[ — 4% B A2 B P iu g4 it B 1K) SBO AR SRS BAT 3 4% il B, Eq, e, 3X 3 455 #1144 21 1k
3 AN ) e 6 425, E 5, E) (B2, Eg) (Eg) . 1X 3 S B e AR L AE I, MR P AL T S RAS I, AT UBE N 3 4%tk
22 IR A AT — 5% AFL A 2% B A8 PR 1) 4 48 100 2 TR A1 P 1R, QI E , B IX 4% B AR 2 SRR 3 L Z5USE RAT  Ep(ReadFile
HBAR), R 5 A REIMAT Eo(Close #54F). T Ik £5 I 5 I K B AN IR A B I A7 5 VR J B A A A7 /1 12K 1 pathlist
R L AR AR AN AL AT AR SR e i e A, o 2 AR O S R AT AT BCHR AN W e g AR e 9 i A L
K] SBO MY i) LUK I Y — 2% 8 45(E, E 3,4, Es, B, E7). IZBR A2 TH I BE 25 T IS T SBO IUILER &5 (B 7E SR
NAAFAE(E ) IX —F 4 A%, WU SR AR A BRI Oy S G IR I g Ak @) 2R
2.3 HEiARE

A0 SOt P 6 0T 4 ) FH 5 VR 10 ZR 0 T P 90 AL T LA sk I 2 i A6 5 Y 2 850 A3k B0 B 1 H Y.
SCHR[AA1 P 45 T — AR Tk (S 41

fd=open(/tmp/file.tmp,...);...read(fd,...);...write(fd,...);...close(fd);
i vl Rz i open W I IS BOT HANSUR P 5155 3K 43 passwd SO A 245
fd=open(/etc/passwd,...);...read(fd,...);...write(1,...);...close(fd);
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XL FSA B UL T %A R G0 H S 800 A BRI 53X Lo B 20 7 1 2 4, DR A e A DU A
15 Briki . SBO A R FH AR it 4 M B AR, 1T LUK I 2 Bk A9 B, B3k S 490 e A7 41 o open $4E IR16 SN ],
SRR ) S
2.4 SHREIRIE BT

X A G I B S S RS T 5, DG v 1) B (A 38 D A A T AR R L

il 4 NtwriteFile (128 1 NZ%0Ch FileHandle 7E4% S804 i 20 A1 v, vl LL3RAG FileHandle 1) 32 A7 24 5
{E ] e A 3R %01% FileHandle FLARS [ i S0A4%F %

Xof GRSk R e A A5 AH ) 18 % G A9 S B AR SR 5 AN ] 1) 2R e ) 7 1A [R] F of G 1) 9 1 W] e 4
REEFH R — RGN R, — Wk 3X Bt R by B0k B 38 SO Beidi oib T3 28 Bk, DR 2 $iodis iR (8 8 e AR AT v
U AL G IR G I 43 BT ] TC VRS 2 Br et . SBO AT n LAFT ORI HE s S Bk K ik )

TR SR S 5 2.3 AR B S R R M R S R A

fhandle=OpenFile(“c:\1.txt”,...); ReadFile(fhandle,...); WriteFile(fhandle,...); CloseHandle(fhandle);
BF 1% 55 d S 1K) SBO Bt & 2 .

5 B AR R AR P 4 NtWriteFile B8 25018 FH, Bl 7 2 A 2030 1) NtWriteFile o Bt il 3 4524 B
P A NtwriteFile & B #1447 B 38 40 S BT NtWriteFile i B0h T LUK JRUAG NtWriteFile 3% %1
FileHandle i AX 4 (1 SCAF X G (“e\Lxt” SCER)AE SOk B SCA 0 % (“ei\ 2.axt” S0, AT FileHandle #5171
BB SCAE TN AR P 5 UE H AT T 5 SO AR, AR P AT TR A AR ) oA A 2 B 2 e ik
MR T S HUT R W %, T B T IR T o\ SO RS T 55— AN SO e\t Jk T il v 4k 45
HS VA PR AT WU 777 v B TG A W X A B T SBO AR B AT LA A8k A R B e B v S AR K s il b) 2K
FEE BRI 2 FE 3 PR,

Pid, opid, ReadFile, “c:\1.txt|File|Read] Péd\lo&lt(lj':ﬁsl?;l,;glePéd\zog('t‘lj':l\:\g\',tleri!r

Pid, opid, OpenFile id; opid, WriteFile,
“c:\Lixt|File[Open["\ 2L «c:\1. txt|File|Write|”

Pid, opid, OpenFin@ Pid, opid, WriteFiIeL
“c:\l.txtlFiIelOpenlw “c:\L.txt|File|Write|”

Pid, opid, Close, Pid, opid, Close,
“c:\L.txt|File|Close|” “c:\1.txt|File|Close|”
Fig.2 SBO of a mimicry attack example Fig.3 Detection of data semantic attack
K2 B S SBO KEZY K3 Hodl i SO e

3 EFSBOMRHREMNRETR

75 Windows V- & F Bt T 36T SBO A [y 4 5 o Ji AL R 4 () Fk SBOIDS). ] 4 /& SBOIDS & Ziffe
IR AL SR RS 4 A EE R PSR IR R AR e L T R e

A R A7 T R B A SR A IO PR A R T e R o 1 0 B 5 A A3, T KR I P (1 S B vk S 4k 8 R O
SR PAT AE NGB R, P A B 3 247 T PR S B 3 T e 1) 5 S 4V L DR e S A B 15 R
NG A HE SO, % H & SO IR g 47 VI 25 2E i SBO B AL ARSI AR 3 T IR F B AN FR A
PIAZ A BRI 3 (6 B4R U5 N R SO, T 2 LB S N 110 6F 5 45 AV i N A W0 A R kAT A0

F P A5 I P WG 45 7 B R A7 553 )3 31 PO AR SR B A e LA B AR FH P 328 R 00 AH IV f1) 42 1l iy 2 12 028 40 A A% R B
PREEL ., Py A B B 7 A B DA P A R 3 1) 5 OB AT, 7 57 R B A S R AR AT ok AR P e S R A S R % R SR
SSDT Hook 43 A S I A AZ 45 11 MR it

Y ZRAE HAR 4% % G5 1 H A SRR N G5 A i s B )7 IR AT 1 SBO A58 . Y1 s b A0 M 42 A e — e 5 Jlk
X FR P IE AT b AR A A 8 75 6 RSP MEAT 22 IRBAT 10 S P2 P R AT RO G R 08, T 42 5 SBO
IR () R
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SIS e 1A 2 Ror U (1 Ky B8, PTG I 405 SRA o 205 PV B i i ey OV B B iy M A o B

SBO model
i Training
o modul
decision o‘c:u ¢
4
Startup| Monitor module | Real-Time object
T:tsted > W operation Detection Result Alert
SoTware el module User mode
; ||  Object Object operation Kernel mode
Track kernel ject log fil
operation og ile
w

Fig.4 Framework of SBOIDS system
Kl 4 SBOIDS & ZutE4:

4 KWERGITM

ASCAE Windows XP -5 T SEIL T SBOIDS F 48,143 41 SBO AR B (4% I & 7 LA K 1 fie T4 . S 1) 4
IREE 4 CPU:Genuine Intel(R), A7 :1G i 4% :150G. 3k #F 34355 4 Microsoft Windows XP Professional, P9 % i A4S
5.1.2600.

4.1 HipgEH

T PEAL SBO AR I IS B8 ) e HX T B )2 A% H 1) AdobeReader 8.0 B A4 A A RN G X 1 4K A4 1R
dFEA, LA 45 L 4.

R4 PRSI 45 AR, SBO Y BRAE AT ACH A U JE T AR HH . HE G HH 0 ARRD R N S B Bk TR O PR B
FEAp B A T LR BUAM 1 R GE R H RS 3R 48 R REAT U7 i) X S ERA I R G By AN E T 24
JPAIRAS I G20 G U 1) B 43 ik a) 28 e SR FH SBIO 5L 28 W DAV A b 0 0bb 248 A o, L 2 R 2 Rl ik 26 4042 0.

T ASCER 2 5 SR B AN AT BRI AR Bes R0 M0y DA SRR B v SCH) B X 8 R Bt A F A L2 AT
TE W AR ARG A SR 173 B 4%, I HLF B HAT AH Rl ) F 31 R 3R] H RIS WA IR 3 Ui e A,

Table 4 Results of detection attacks using DASBO
R4 i DASBO Ky il 1 o 45 5

Vulnerability Type of attack Description Result
CVE-2008-2992 Stack-Based buffer overflow attack Javascript printf stack overflow J
CVE-2008-2549 Denial of service (application crash) Crash and possible code execution v
CVE-2009-0927 Stack-Based buffer overflow attack getlcon() stack overflow N
CVE-2009-0928 Heap-Based buffer overflow attack JBIG2 encoded stream heap overflow N
CVE-2009-0658 Heap-Based buffer overflow attack Crafted JBIG2 streams heap overflow J

42 MEREFFEH

S 7 IR S US4 A SO T Windows Y4 R 3 5 R SORY 1) 5 8 4F : AdobeReader(7.0),
FoxitReader(1.3),Microsoft Office Word(2003)1F 2 #ll 15 % G A 30 1B 4 A4 70 1E W s AT AITEA I R 4t a5
BATHIASIA] S WA T RS AT XS B o, VP AR % 2 45 i M g JT 4.

AR SC AT I 2R 45 2 IS AT BT IR) R R 20k 8 T IR RS R M AR Bk T A S VP A B ) B R SO A
MRS T TS 0 0 3 A0y S SRR TS RV PR . S A P I 3 3 s AT 4y
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FUVPAl LA B i S G B RN, T B T I 25 2 R B K 81 6 T AdobeReader, Uil 2k 100 AN 4K
TE L 40 43 B ). kg st A SCR I 2 42 VI 0, 26 A 00 SE2 U 2 ko ABE 70 0 5 T AN A 5 18 DR &5 S DL & 5.
Table 5 Performance overhead of SBOIDS
# 5 SBOIDS [ g 144

Target Space overhead Spgce overhead  Time overhead Time overhead Time overheaq Time overhead
program of normal with SBOIDS of normal with SBOIDS  of object operation of anomaly
(KB) (KB) (ms) (ms) interception (ms) detection (ms)
AdobeReader 15 836 35808 8000 14 250 5000 1250
WORD 11 236 79 288 2500 8600 2800 3300
FoxitReader 5808 24 500 4000 6 160 1500 660

R 5 0 T AN R IR F, b A 00 2R 8 P S 5000 2 T DA O AN A ] 3 32 2 DR by A4S 0 I 75 8 AN
RIREFA 1) SBO A2, T AN [ (¥ 1 F R 5 (K] SBO FREA (R AR 25 57ttt 1 SBO MBI 2o e J £E S AT 1L st o I A7 1)
X GRAE VAR L BEAT (A, S SO A A AR, T 5 50 ) T 1 50K Ay 2 S ERL 0] 7 I 18] T4, A3 5 o
A UL RS RS P R AN 2R 48D M2 I8 AT O I TR) 249 02 JSUR E AT I 1) ) 1.5 45 ~3 i Ze A I TR) R4 10 2
BV RITE TR G A (R AR, JL 2 oy AN 1 18] TR RS 1) 30%~40%. R OGS G 5 A 3 5 S 1) T8 B0 e 1A FH 110 A3k
ML 5 P 2 BER PR B, RS BER P 51 1R I 19 T 49 BE AR AR SR AT 1R 2 A A% A R0 B R AE LD,
FE—RE R B BRAR T A AN R T4,

5 tEEMRIE

PR BN ASRIAAT N-gram #8800 Vegram #R01, FSA #1081 vit-path #2400 Execution Graph(# 4T
) AR 128 N-gram AR TR V-gram A5 (0t 2 5 1 FH e 91 /A ABE, 5 A 98 K 2 880 FSA BRI — i LL PC
RS ARG AT K FSA AT MR i vl 5 51 58] *-gram (45 N-gram A1 V-gram) #5854 =5 ] &2 % 1
o A5 ) B AELAE AR AN TT BE K 42 A Bt Feng Bt J5 32 tH T Vit-Path K575 2K 84 ) Y 7 P AT I (43R [ s ik . PC
. RGWM S HIEA T RS PAT RIPVZ R RG0S Ba B kit DK 28 204 P A 3 [0 e i e 57
PAT BRI,

RO RIS E 4 T 8 AW A B &S Hr B AR T (47 A B, 401 Dyck 1 5400VR HRA 455 R 4% Dyck 45
T i 2 o M A AR 5 R 3 25 10 R ) H AR SR B 22 43 19 null callls 44 Giffin[S1¢E Dyck A7 3%
fitlh b 2% R A AR A B A 15 I 0 R B8 ) T S HFA B RLRE B AS 23 B b AN ] R 3R A5 [R) 22 B0 4000 FH A0 Bk 1) H 1)
b B IX — T AR A ) IR, A A8 AT T R v R 6 BR HUR S B S AL ) A B B AT A I AR X — )
AT R A2 1) B8 g {40 RG A B RN R

FISBAR BN D LR EN. — LT R M R A FG*-gram AR, FSA BLAL,
Vt-Path LRI Execution B4 HAT H{E BB S REWH Y. REWHBIR IS T RS0 H 1R
] 1, BEAT 5 FE R 28 YA FH 100 2 8503 5 00 R A A 00 1Y o5 3 R 42 o O B N A2 B8 AR e N 2 R g o 1,
Wanger %5 A48 T ) A AR R (RS 007 250 o, AT P2 B R 1 RIS IR I T R ST
(B AR AT 45 R AR AL S R G 2 BORR M, 20 5 A R S5z . 3505 BIME
2 1 (B Al 5 T % 2R Kruegel M35 B 2R 42 1 T 1 2 B 7455 B 10 K P38 R 24 4 A B Sufatrio 57 1 SE IR
35 FH P G 1020 28 U B AN 2R B0 P 16 25 08 AT 43 2 R i 48 2 S0 S AR N 16 B 0. Tandon ™ ®Y)F 5
A 3o 2 ST ML 2 ST 2 8 R T S 500 4 0 0] Bhatkart 1 Y T T B A A S R I 5 AE R G0 T S 8 L
IR [AME 2 (B 357 T — 0 Z T AT D R A A 20 e A R DA ALy Al S DRI G 2R W 314 ¢
LA b DT SE N R A 220 1 A AT R

SCHR[12] 1 S A L SR IR G 1 AR 2, 4R i AR s 0 ot 70 A Xy A X R 25408 2 e 1 2 800RH R B
FIRIAT g ST ). 3% 75 925 T DARE YR PC R AT Jhy 320 2 A0 14 ) FBLAS SO A WF 5 (K S ik b= D 2R e T 2 T R 4
Xt G AEAT b B AL (SBO). A AL (AT A R A i 4 AF BT X A T AT &R Goxd B 387 AT T AR S ML IR 1)
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VS LK T EU AT (R %R R 2 DL PC AR AR A T A L R B %A AT MR 4.
6 HERIE

ARSI ZR G 0 2 B A2 30 AR S A R IR A (AR QU . FT0T. Bk, MIBR. SRHISE),
1110 220 8 A Y- AT 4 PR v SC.SBO Y A AR 5 1 FH 25 550 b fdé A b 2R 8 BE 50N B, A e I 2 H0 1 5 ) AR IR
SBO R A AT LA U547 A et 1 LI AT DAL 0 58 T e 1 S0 St S 4 20 £ 0 et g B . 5 ik
BRI AR b, 2R DL AR 8 B U5 AR A DA v, T AN S AR PP AT K] PC (B A . IR iR o SR IBCE TR 4 1)
FERFIEAT INAE B, 3 BRI [8) 3 22 . oy wHty A ) 2 Ak A 58 20 R RS 418 i, vl AL 00 5080 7 0 2 ik

SBO AL — Flh gl A AR A, 58 6 MO T VI RN AR AR AN AT 1358 LA SN 5 5080 1) 78 A2 P, 3 A A
RUAEAE TC A AR 2 RE P B A ) BE AR PAAT B 4 R TR 32 A R R IR RIE T A 5 b, 3 4F 2R G0 S iR AT
AR SBO BER LR — L IR ST N 4.
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