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Abstract: This paper gives the models for cross-layer mapping from services at the application-layer to multiple
connections at the transport-layer then to multiple paths at the network-layer based on network utility maximization
(NUM). This paper also presents the objective of cross-layer mapping from services to paths via connections, which
is to allocate the path capacity of users, so that the aggregated utility of users can be globally maximized. For the
mapping model, in order to achieve the optimum, a distributed algorithm is proposed which is asymptotically stable,
and the equilibrium point is optimum. Simulation results verify the convergence of the proposed algorithm. Security
and reliability of the mapping are also analyzed theoretically. The probabilities with which a service can be
successfully completed are obtained when there are interceptions and distributed attacks in networks. Simulation
examples are finally given to show the high security and reliability of the multi-to-multi mapping.
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o F A2, T — IR 25 0T 3 B B 22 AT 1) R 25 B A i 2 T A — RO 45 3R 41 2 4 T 1 R 2 7 e ot
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IR0 T A 6% % i 81 oy 22 B AR BOR I DT, 32 A 2 T e AR 19 2 R 4K DL A8 N1 45 BRUAS (9 S W 1K b
5 P28 FH P IR AN W 8, 5 ol T 4 4 Ny ORI N BRSO B L fan %1 OB £k A P i LUl S GPRS,3G i#H4T
JUa RN T Ricochet AT IR M EE il T IEEE 802.11. HiperLAN. W4 . ZLAMEFAT R M BN A
2 AT LLE R ISDN #: . ADSL 4% A, CableMODEM A . J6&F45 N 264 Rkl R4 AN TLHEM . 5% — J7 1,
BE A & A NS B N B, — & 200 B 2 M 4 N & SR BCE L R, [ — EU R A 21
(multihoming) (147 557, 3 Ay 3 A7 9 it JTAT 22 B A8 (0 ST 3R AR T B N SR B, — AN 32 I 1R 4 A 2 ) i ity 1)
Ui AT 2 B AR B R N [ — A I A IR 45 ST, 3 v A% Hi 80 26 IR 45 56 B ] Sk

T 2 6B 2 M AR BOAR T DL B 5 M 5 1) A ek B 0 5 1 R 3R i L T DA S B A A 1 A e 1
A PR R FE A R A N — AR T 0 — AN N R RSO T T B 2 AR BOR A M 4k R
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5 42 1 43 e i A2 7 08, S B FH 2 (0 3R A s B A IR I R 0 i T R 22 0 B2 2 6 1 AT B3 A 1) ¢
AR R] SEPE 53 BB R T2 A RO P SE PR 45 H T R4S R0 R 58 R TRI HEE 2

ASCE L A HIA 2 E B 2 B 2R AR, I 18 B 41 X 48 30 B R AR IRTE Uik B 3 2 1945 H IR S5
B2 EB AN B3 2 B AR I EE GRS 3 1748 3% T I 4% R0 B3 R A I 0 4% 15 )2 e S AR 45
2T N A WA 280 5 4 AR oy A SR, R DL S B SR RS AR (1 S A, RO SRR 45 1 4% P 3R A3
BT 58S L. 58 5 T o AT IR 45 8 T B B R AR 1) 22 06 2 WS 1) e A e RO T S8 20 6 T 4 7 B0 &5 R B IE
VR PSR, 2 BT LR 1) 22 A M NPT SE I B 7 T S AL
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. DRT b, AN P 281 3 R DA S22 4 38 B AT 1) IS 2 22 % 22 1),

T JLAE SR R E 4T 2 38 4 oK A% i $dls 028t BLAE % B g 5 A0 N b - Netscapel™, Storage Resource
Broker(SRB)™, Internet-2 Distributed Storage Initiative(12-DSI)® 73X &1 v 3l i & 2% TCP, fe i 1 /7 AL H £
A TCP HE 45 A 4 e, AT BEAR 17 1 FHY 5 B 1 RS I B8 v 17 50008 A4 i 1 A e e D503 17 AR 0 1) P B e o Y
2 rh SCHR[ATBETE T — A S0 HE 22 3 2 (1) R 502 (psockets) K5 [l — R A B0 26T 40 80, 8% S5 BRI 24 TCP 3%
FeAb i AHXS T8 TCP 42, th e vh B AR &1 7 A ki, 39 5 T 9 28 1 1k . SRR [ F 2 AN IRAT 1) TCP £ 4211,
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3R AR R N S AN B A AT T 2 0% e A e ) M e AR AR R R 2 R R AT B A B
IPVER AR 20 4T 77 THT, SCHR 61118 T 2 3 Be Ak S £ v 19X 4% 1k B 1 R HE R S, 20 BT T S o] e AR 6 90T 2 1 B2 1 4
H AT 7 38 4 Y 45 1 JE R BT 42 R AE TCP 5 Ik s B K SCHR[ 7120 I PO RE 77 RN T HL i ek i, £ TCP 3%
B2 T DL RE S R v X 4% 1k BE 10 S IR SCHR[8] 73 M 17 %2 TCP 482 5% X 4% 45 A 1k R 1) 52 1 415 L1 R ) 22 3 B A A
AT AR K B 38 w7 e o L [ B ) 2 1 0 R g i Al 45 1 A

F T H 22 3% 2 A% A BN R % B 00 4 0 TR 48 1 4% i P e, DR G 7 R — A LB 0 B R B 8L IR v o b 4 2
JVE. SCHR[O17F — Ak 4 4 vp 1 F bR iR i B 5271 T 22 3 #2245 B (multiple  connection management protocol, f& A&
MCMP) IR 3 T IR 55 2 IR 25 56 IR R0 28 AR i b ST RF 77 387 3 IR 45 68 190 4 i i D¢ v B2 5K SC iR [10] LA $i it
W& MRS A B bR 2RI R RS Z . Z BRI R R RN SR BT B — AR 2 K
FEA 080 I BLAA 1T 2 T BB A5 4 1 BSR4 AT
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T 2R AR % 3 . DR L, LA 22 N3 A BE 4% 1O 7] — AN S ML T i sk 22 3 N 80 T IR Y — 1A 1 24 e g o 45
AN R T 2 AN BE & T SEBL T JFAT 2 B/ AR A5 S0 A0 % th . p TCPIMM S Bl 1 4 i J2 1A Bl 4 6 T) I 8 00
TP B A0 S L 190 2% 410 S 42 1 ) P 00 281 1) 28 4% B 2 A i Kt . mTCPIM it e 17 22 i A5 A i 1Y 5K 100 6L i) A
ST fEE A M RONW L1 9f:4T £ i 4444 SCTPIMIFT LUTE AT 2 K & Huhik 18 - WLIR) SE B0 4T 2 B A2 A% 4,
{RFRAER) SCTP Pp U 2 A FH 22 B A% vp 1R i — 4R R AL i 5 s, L AR B A2 SR 20 4% P30 18 e SCTP 1) 3% i AL
), SCHR[L5] 51N T — AN R LLES % 4500 S5 508 G000 (475 S5 B T FRAT 2 A Ak i mi il i 15 o SCTP #dis &
A% 3, SCHR[L6] 51N T — /N1 3 B A28 PR 08 A0 U 19 )35 K SCTP A ZE 45 11 AT [n] SR o 20T i B 428,
SEHL T AT 2 B A A . LS-SCTPI M 48U T LAAE S 45 W4 3 50 4 ML 75 0 — 4387 1) vl ) B8 4, W0 S 7 AT 2 iR A
%45 W-PR-SC TP SURI FH 22 4 4T #4445 g S92 I 25 S S50, A 10 650 B e il A 77 5 B L 45 % 485 5 £ 4% v
SR T 2 B AR o )P BE, SCRIR[L9]48 H 78 FOI6 5 [l P9 B ) 22 BR AR B e 0 48 m Bl AL i i e A vk . S
RN ST A7 A3
1.2 MEMARKL

LA 2R 1) FH 1P 2% 35 FH 3 KAk (network utility maximization, fij A NUM) ) B AEATF 58 R T 0 48 44 22 4844 55
PO T — A F B IR ST ). SCHR[20] 1 U3 T 9 4% Ak e A AR AR AR R B R ) N AR LR R
S 2 1R ) 2% B2 R 0 T PR SCAR BT RN BT rh SR [2L] B2 1) %5 48 1) 78 (dual problem) £ B2 3647 T 2% J&, F H
S A BRAR T R B SRR T T — A Y- I o RV AR e 0 WA I B AR () 4 R e D R, BT A 1 e
7 8 43 T SCHR [22006F SCHR [21] 4 L 1R 7 B o S50 0B AT 1 et vt Tl 44 10 18 BA A4S B (active queue
management, i /i AQM)%.7% REM(random exponential marking).%& T NUM A5 % 50k [23] M J -5 18 i) 58
(primal-dual problem)ft) fi £ 43 #7 T TCP/AQM Kt TCP J iy 5304 Ay Ji i L, iy K AQM 4 8 ity S0V 41 kg 484 )
EAF BT JUAE 44 80 2R B, D 25T NUM B T HE 4855 A 19 28 Bip s 5 4 A S it 7 T ) 93 U7 5. 48 NUM
TR REAL b, SCHR[24] 53 B T 224 U5 by 8 3 01 i2% R 02 B0 A AL 1) TCP/IP 25 )2 040 1) 3L, 48 Hh T BRSPS
P 2 (A 00 R R ATTT38 2 T NUM B8 SRS BAT 19 4% WS 16 SCHR 25145 T NUM BERL 1 23 g 7 3%,
i i NUM B 0] L3 i kg 22 A 7 RE e T A A T BEH 38 v DU AE % 2 10 BE U 73 TIC i) 2, Ok 6 T NUM HE 28 5t
I 28 ) TSRO R AL AR AL T B SHE. SCHR[26]0 NUM AEZE (W IFRHEAT T 25388, 42 W 45 73 2 FL Sl & NUM Ak
I S8 ) 3 AR, 3 i) AN T T 3 R AR 7 S 0 R 1 T TS 36 NUML HE 2189 D 288 Bl S0 R S8 40 0 BT R AT T R B2 110 1)
BT R NUM K73 87 FH B v W 28 B 10UFH 9 455 Z206) P 28 e B 00 6T 4 I ) 6% I 30T 99 488 BE ARG 1R 93 T+ T
TR AL B A R 38 T NUM sk JBAR, SCRR[27] % 06 T 2 BC 2P 48 b I ZE R ). e N5 36
FIRE P 6L F H NUM HESEEE T TG 2k 9 45 85 2 A0 A0 1] J, 25 th T T0 46 0 2% B s 5 J2 BT RESE IR R T —
s 2 0 A N EVE.
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G5 W8 SRAFAN [ (05 98 59045 70 AN IR 19056 T R, v e 1 o O S 5 T A7 ) 0 i 72 B8 2 s B B K P 1
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N BRI T P T B RS O R R 45 AE — e MRS T T B R RE AT e T BT SR B IR 45 A S D B
R 320 8 R BB X R RS P U SRR L AN IR SS SRR S s (U P ARG 5 s SRR BRI S s
PRI 48 FH P 2432 5 P SRAS IR 457 B8 0 s P, R R BR BN U(ys). 3 HEL IR BSOHT BR 0 Ug(ys)=wislogys, 3
g PR P S 4 TS B 0 1 7 o (willingness-to-pay). 1% 2 H R B I 2 17 FE -5 4 1 TG 4 ) 1
f10 I 2% 35 Y5 43 T AT K I (10 5 925 % o o (2020281 s i 7 5 e R 4% 95 5 1K) 45 FH 7 1D FR) B 491 2 SF % (proportional
fairness)2. 24 8% Oy 1 S HL 7 22 18] 1R HGAL 23 SF 4k 3 T LA g 436 H A 10 2 Y b 8, 97 B0 [ 0] BR B U(ys)=

—W/Ys.
3.2 MREHIRE!

4 S(p) &Ml FHH A BT p MM A RS ARG AT LUl A 2512 p TP ESEXEL HP S
HAE SR IR 55 2 AERE R [1). P (S) A A M 45 (B SR 1% IR 45 1 FH 7 )s A6 HT IR BT A1 e 42 (R B . TR i s e S(p) 24 HLAX
2 peP(s), Bk S (FH )s AT H T B8 42 p, B k42 p A RS (FH F)s R4 K Hh S04

THR 55 M ST A 3 B 8 B e B, 00T T IR 22 % 22 1A WA < R 45 )3 1 O S ARG ) A 1 W e A T R
Z-(FH)s TEEER p E3RAR 1T 58 00 e R Xep, T ARG (FH 7 )s SRAFI B )45 580 v, Uy, = Zp:pep(s)xspﬁlﬂi%
At p #H % B BRI C,Cp SRR RIRSURE I (075 %5 7 0%, AT LUA A 2 48 19T A R S % B 7
g5 AMEL BT BLAZ B/ AT p 85 R 55 20 T PR T i R AN i O 2 s A8 1 e KA e ) Cp, B ZS:SES(p)XSp <C,.m
S0 H BRI A PR E R AT L o0 E & AN B AR T B, AT AT T U R TR 45 R e P B RO 2 Rk
SR AR, B F A i AR Ze e AL ] R P
max > U (y,)

subjectto > Xy, =V,
p: p:peP(s) (1)
Z XSP < CP
s:seS(p)
over X, = 0

Xof - B SRFARE AR (1), ) LAFS 3 0 i

EE 1 MRS BIRAR WG AL P oo — AN Rl (] 8 0T A ik 45 (R P ) A A ME— 1R de DG 58 23 IiC
{y:.s € S} ARFA MRS (P ) R B At L R R B 8 23 L {XS, . S € S, p & P} R AN —.

1A 2 A 0 T 3 28Ty LA 3, 9 P P AR 280 o B U(ys) 280 2 14 6 i (concave function), il £ o 4 11 J2 4k
PR, B2 SRR ™ A AZ A A 10 AR R R 5 1 B 0TI 249 SR T B D2 O A ) R — A R R ) R A
TE e A% {y,, s € S}, JF F.oh T 201 R 8O T AR 5y & M0 19114, 00 0% J5e A0 A4 {y,, s € S} A& P — 1 AR & i
Yo = 2 peoepe Xep VR £ 2 A Bt B HOAN [R5 5 93 IC xq, < 0 i £ 79 BUAR ) 045 5 0 C y, T LABE A IR 55
()& Bk A L3RI A B Oty 58 40 IE R AN ME — T R AP AE 2 T B 5K
33 RENH

AR R 53 A ISR AR P A5 380 12 W SRS AR (1 S5 DG A, gt U P A R AL R B I A 5 43 .
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s p

s p:peP(s) siseS(p)
TUP Aty S K B 11 BRI 7, 6 2 FA B BRI 7 A0 T SCHR 20, 21,430 K 8 11 BRI 7 77 LA BT 2 g P o7 2 U <2 4+
A WK 4% (price), W As W] LB P s DA SRATHAE BLAE BE 5T ST A P LABEAR 42 p O SR A4 HR
7 T WA D A A% SR A A% B3 1 R 50 (2) 30 7T AAS 30 I S A 7R (1) Y e DL A
ks B H B 80(2) AT LS A
LOGY; 2 a) = 2 U(Y) =AY + 20 D X (A — ) + 2 44,(C, = 67) ©)
s p

p s:seS(p)
DAL, b 3z s B 11 o 5 AR 1R il m) LA i 2 1 g e ) 3 AN il
Table 1 Sub-Problems
z1 THE

USER RATE PATH
max U, (y,) - AY,, over y; =0 max Xy, (4 — 44,), Over X, =0 max u,(C, —53), over s, =0

AT LR 27 0 £ L B iR Bk 3 A ) R ) i

TR USER #, 11T 0o 4 v a6 ANt FEL 7 0 2 1 R B, A AELAE 1 0 2 i 90 0K, T 0P G T2 3
B 95 ANy, IR, P P 6 A ATT I FRO S 5 43 PN, 2 S oA P 220 9 1) 2 P oy 1 A L 0 s ST p 4 o fir
G IR, T Ay WA TP S AF 0 A 60 45 5 010 9 1 (ot T U(ys)—Aeys U0 JHT F 354 102 2
(profit), 52 i T F 7 3K A5 (KR RIS HH 10 BOAS 2Z TR i % &R

Tl RATE $ IR 45 s 7 B AR R L oK, v T F P FE B A L I AR S 2 5 A Xy B A% p A
F s SRAT B8 xop IO B FH xop A A2 P s h3RAF R A2 p BRAL RS 58 X TS A 10 8%, — 8 (R DR R L 9 2
B4R p AT s Z 1A — AN SR 45 1) H A S A 2 1 208 3114, RV Z5 8 Xspap—XspAs /1N (J 1T 23 B 7T RAAS 21,
Il S5 A5 20 5 21 B AL I 0 A 0= ).

F i) PATH o RS R 5 57 R LUBEAR O 4% p bR 42y 58, 00 C ) — 67 a2 0 IE 45 A P A8
BT 0 Th T R4S p SCHLII R I 41, (C, — 67) FLSalt SR Bk 7 p 3K AR 234

4 0L[5, ==2u4,6, =0, W 1;=0 % 6,=0.45 11,=0, W7 S B # p {1975 238 3 240 SR S A BB 24 R (inactive
constraint), A 1 7] LLAE B4 8,=0, UG X 8847 p (AN 45 X 20 Hgt 2 AR AR 2 2R (active constraint). WS #8580 v & A
FUAESRAT RS N s AR S 43 R P B A ) A e 0 A 18 R8O A B oK BRI 2 1 AN SR RS i
0P B A2, e 4 70 0 Ao PR A A 5, DO A7 DG 12 A 1 S 20 X 24 st 2 AR 1 TG ¥ 43 A o S 2 0 ¢
6,=0,VpeP.

e R AL Us(ys)=wslogys 7 AR 1 e %5 (2) h, o LU 31 6L Jay, = w, [y, — A, = 0,0 y=wy/ A, FE45 A2
K@) 1350

C(X, y; 4, p2) =Z(Ws Iog%—wS +A Y xsp]+2yp(cp - XspJ 4
5 s pipeP(s) b 5:5€5(p)
L obfor, =-w /A + Y L% =00
A :ws/z e Xep (5)
ARG HALAR@), 35
LOGu) = w, Iog[ > xsp}rz/zp(cp— > XSpJ (6)
s p:peP(s) p s:seS(p)

5 Xep#0, % OLJ Oy =W /37 Xy = 1, = 0, 1)

Hp = WS/Z p:peP(s) *sp Y
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DLk, B0 o 3 BT 25 2% B AR MDA A% 02558 P S PR s, T DA 38 S B

ST P SAT A AR BV R AZLE p,qeP(s),p=0, U 4= pg=4s.

oz b A (). A (7)nT LR 2, 7E WS B 1 s U 25 W R pLaeP(s) B pd, T Xep>0,Xsq>0, T 30
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EA R B R 7 poR, e B 7)) T L EEAR LRI AR 2 R A S8 A IE, B 7 (o) A P 2
TERAT L M2 3 B s iar v 0 e, Il 7(c) & F 7 3 TR 4% 2 Rk 42 3 sy 5 20 1, I8 7(d) A %A FH
AT AN A% T LU H 2 B0 R S, 3 L 22 W S R S A 2 g O Bt P P 1~ 3 3 AN 4 R AR 1) e
DA A AT AR AE 1, 3 55 TR AT 1 2% A2 B O B AR s 3 5 BRAG 20 T 25 R e 52 W) A 1.

207 6
1.5
» 10 — Xn
(7]
§ ‘ — X12 E
0.5 \ oy — Xa
0 — X23 ||
—Y2
-0.5 . . . .
0 20 40 60 0 20 40 60
Iterations Iterations
(a) Bandwidth allocation: user 1 (b) Bandwidth allocation: user 2
(a) AW 1 (b) i B P 2
4 A 2.0
JM‘\ - /11
V \\
3 T — N
o ;“/““‘x/'/iii » — A3 I
£ 2 — X3 é
&= — X33 ~
1 L —Y3
0 ; . .
0 20 40 60 40 60
Iterations Iterations
(c) Bandwidth allocation: user 3 (d) Prices paid by users
(c) w3 (d) H " AT

Fig.7 Simulation results of the algorithm
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Fig.9 Reliability analysis: distributed attack, centralized recovery
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Fig.10 Reliability analysis: distributed attack, distributed recovery
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