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Abstract: This paper creates a kind of linear independent character code, presents a new theory based on
Synergetic, which applies Synergetic to digital fingerprinting, and then proposes a scheme of collusion-resistant
digital fingerprinting based on residual characters tracking. The efficiency and the performance are proved and
analyzed by theories and examples. The experimental results indicate that the proposed method can greatly improve
the efficiencies of encoding and tracing in the digital fingerprinting. The performance in robustness and
collusion-resistant is able to meet the requirements of the applications of digital fingerprinting.
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Fig.6 Digital fingerprint binary images in Fingerprint Database
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Fig.7 Digital fingerprint and order parameter evolution curves in LSB domain
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Table 1 Robustness test in LSB domain
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Fig.8 Digital fingerprint and order parameter evolution curves in DCT domain
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Table 2 Robustness test in DCT domain
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Fig.9 Digital fingerprint and order parameter evolution curves in DWT domain
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Table 3 Robustness test in DWT domain
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Table 4 Collusion-Tampering attack tracking
F 4 HUSNIGE R ER

Embedding . . Lena after Fingerprint Order parameter
domain Fingerprint tampering extracted curves Results
R 1 C o1 '
LSB Ll 1 ,._-.,j u‘l 4! | | Succeed
o & : |
DCT ool | /| Succeed
Rl ". .
DWT Succeed
0 H——
-0.2
0 20 40 60 80 100

H TN AR L LA B4 T B, 5 WEBL e U AR AR AR I B il R IF AN th R 4 il UR 2 ik )
SEI IR LAY 28 500 AT BB 5 5k PRI 2 B 2 R0 55 BB R LSB 8. DCT 351 DWT I8 1 2
Mo T ERER.

() H¥rHES

S P A~E 43 30 1) BEAAAR R RSP 2 T Lena [R5 SP 43 S ZEAATI I 9% () 48 il ik A 4 2 IINRREEN,

0123480 8123450 012848 pa 072319 |

A,B,D,E ¥ I Mty M ATTHE S0 S0 S (0 A AT R AP 28 R B R L 8 R EL3R 5 id % T LSB,DCT Al

© PEESEBPSTIT hups/ www. jos. org. cn



1894 Journal of Software #+% 4% Vol.22, No.8, August 2011

DWT R AL T A7 S0 A BEEL e Gl (M B R 1 D0 AE 2R 6 28 4 B IR )y 2 & it 2 b LSB AT B 0558 2 Z% il
LA DCT A7 I L5 58 4 4 i e e on 8- 4n 2 N (RIVC Lt A5 LSB A7 H1 DCT AT Kb BJ7 8 1 4 i 4;
LK DWT 17 Bl EJ5 4 2 4 il o o v 9 o RMEERER ) VL 1 i 7 LSB 47 746 4 % i<k DCT 47
Bl 105 5 3 4 e B DWT AT R h B05 38 1 4 i 2 m e S 2 e

2345 [OIINeRTS

Table 5 Collusion-Average attack tracking
#5 ARCFHIGLERER

Embedding Lena after average Fingerprint Order parameter R
. esults
domain attack extracted curves
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