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Abstract: Based on the Chi-Square Statistics and Test, this paper proposes a method named ABSA (application
behavior significance assessment) t:f) analyze the traffic behavior characteristics of applications. The ABSA method
does not focus on any certain applications; in contrast, it aims at providing a quantitative standard for describing the
behavior distribution differences among applications, so that the traffic behavior characteristics and their
corresponding significances can be determined. The theoretical analysis and experiments results show that 1) ABSA
can present the information about characteristics more precisely and copiously to improve the accuracy of
application identification; 2) the significance of characteristic is independent of its proportion in sample totals; 3)
ABSA can keep the relative significance sequence of behavior characteristics unchanged in a packet sampling
environment, which is often used by NetFlow and many other flow information collecting systems tg simplify the
characteristic re-selecting process when sampling ratio is changed.
Key words:  network behavior; application-level protocol; traffic identification; behavior characteristic; chi-
square statistics; packet sampling \ \ -
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T35 AN 1) A N3 25 11 200 G v T 4 i PR 22— 3 I T A B A I 4% A 1R 20 2 500 T 0 o TR 1 U,
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JIT VR I FH W 8008 AT Ay R I 2 i 2 I FH W D80SI s A8 PR 8 SO0 1) A 300 Ak 1 P 50 P 900 2 3 A
F55 BF ) £ N PR (AT g W BE (K s R P IR SC A TR ) s el e N R ML AT b R (i R R
NAT U A L) LA B AL ) £ A 08 S IR SO 43 A 22 S B W IUAT Sk R AE 6 B BRSO R A (1)
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() WA 9 T S AR SR A7 4 5 0 R T £ SRR D 47 %18 % 5 ) 0 I
R A o AN B 75 ) I DR B 4 5(3) — 07 92 5 8 5, 1 25 R A (0 28 D) 5k L9 s 7 2 1 25 A5 7R
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of %A 1) S 5 TR TEAT RAN 1938 % ABSA(application behavier significance.assessment).i% /5 i A g 4
SE 1 FH B, 15 70 B 3k 45 I P B S0 TR AT Ay R 23 A1 S 100 11 28 — e AL b i, AT 210 B 5 B0 FRI AT O
G SR 5 T (1 K 5 5 R %7 Wl T R NetFlow 284 (5% 7 40 1 (0 4R SCHRE BRI F A 15 76N [l
U PR 355 AT 0 L 0T A 25 Tt ML D it 4 SR AN, T A 1 A SO B IR AT 1 TRk B AR %5V S
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BRI IANL .3 2 N5 HT 22 GE A0 DR UAT A REAE 53 W1 5 55 L I 1 ) 0 ff e J 0, Bty ABSA Ui 5B
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HE 4 75500 AT 2 T AR SO R D7 VR AT A o A 25 S X ABSA RIS FR H ABSA U LIS
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1 ZHitm g%

TP IUAT A Re A ) 5 R AR BT, 2 [ — AT Sy 00 5 738 e AT S SEAE AN B G vy UL 20 A AHAGURE 5 (1 ) 5 8 7 0 AT
FHTRD, VAR A e 48 Wi AR 24T 4 b 30— 550, 00 L AN B A 2 B SRR ALE ;77 W AT 0y A7 A5 22 3 U B m] LA R A7 0 s
ik, 73 A P 22 5 RE P AR E T R I PR A2 35 R B B UCAT DAy e I PR P S A N7 T 8 70 S5 0%, AN T R AR 1]
= 1) L.

7 GO — AR A (X, Xo) A2 2K 11 AT BRI BB AL A B X — ANFEAR, F A — A T A0 10 43 A1 o6 5, o SR
o3 B EREFEAR Xy, Xa), P 2340 22 5 AU 28 A8 20 A0 F oA

P(X=a;)=p;,i=1,2,...,v,

Horbrpi>0 T4, Y pr =18 nyicd Xq,Xo,..., X 5T a ANE D a I SATEL, D ny = n JBR np; b a (K BRI A5EL
i=1 i=1
2 Ge k&
2w (0 -np)° A
= — (1)
o gll np; . \ \é

BB 0 BRI bR SRS 22 O A 1 EJE V-1 66 20 25 A e WU il 2
FEA MU DU A A S0 UL MR VO T 51007 e e e T K 7 k.

BAS AR5 —REA (Xay oo X 100 X 2010, USRI R0 1 B0 1 8 TR A o 1 59 A R
7 0 5 1 5 5 4 ) D B P AR () o T

Xy N X2 .. X ] v
)#21_: 1 N1 \ Nip N1y
FEAR2 4 N2y N22 Nov
Y R [}
ﬁ*%lﬂﬁaﬂfﬁﬁﬁiﬁﬁ%gl‘ﬂ?ﬁ@]WE‘J’I\%&,EBUJ%*}M&.
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c=1r=1 NRNc
Nrc A 7 TP TS, ng %I AE (4T 4 F ne B4 Tt,n S TREAS 400 5 5 BT A9 REAS 25 B AR N A R (2),
B r) 453 380 2 % A R A PR AR B A A 2 S R S LN 2 SRR . \ \
HLAS 2 3 PR 7 R AR 4 7 1 K 2 SR Q)Y 2 22 2 IRE A 3 1 b 12, B \
v.u ‘ -
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S0 E T H 2 N 7 2 T AT ) 7 0 0 8, 4 A7 2 AT M/ A L0000 FE T B 35K 26 7 7 74
e 1 P 23 S G, 8L 4R B0 S 00 IS 4 K R 4 A AT TR

RSP, A SC A DA G TR FE 2 T, 05 S T BB 169 22 600, 51N 272 B0 00 JEE o 050, LD 7 5 o A 2
i PO 5 75 4 T — 537, DA T 458 4 0P =8 56 407 32 78 W 520 4 0 6 G A 50

Ho: P PEAR 434 TG 2 52

B Ho 1T, WU 24 50 (2) U ST A5 16 22 45 - I 8 /I T 8 05 FE o WA 20T 1) 2 1 o i 7 2
ﬁ%ﬁ%ﬁﬁ%ﬁ%&ﬁ&r%%%?N%%%ﬁ&%%%m%ﬁ%%%#ﬁm&%m%%%x@H*5
B IR SR, A Y
22 TRWERENSFE 2} -

U7 SR A DRI R S B RUBL o 2 >3 ey S . 4 1 D AT R 23 A
SEAE X UL RS ) 5 2 22 B 1 7 S5 (L 072, 45 AT il 45t 0 N 9 1 5 0 0 49 2 1 AR IR R L T 5 07
THIL(L) K5, (X 3 53 (2) X TR . A RI8) T, 24 45 U3y PO HL s R U 960, K
[ HORT 5 E 8 2 1) 77 5 — % 3k 78 K1 b, 02 AR T 2 T 1 0138 200 oy T 48 01K 50 i 7 197 20 00, gkt 1
D5 2 510725 B 9 16T 06 it At A 500 A SR P 43 A OB IX 10 5, 80 A e 4
5 UK 7, DO 7 8014 5 i 2 70 45 LR S L

i B e i, R 903 53 /X 4 B B 25 4 6 FE 5 (B ), L 0 0 2 B 7243800, 5
T 4 T A A 2

MR L HEGHHT =R >,

R 2. KN RBIFEAR, 1<T<5 (%8 H AR 2(v+1)/5.

MR DL E 24 31, DX 1) Kl 4 75 A B AL 00 S Bl 1A 75 5 IR AUE, 5 R AN R A 1R 1 T, & 0% X R) 3 8
BEBLIR > T BRI DX ()& AR I 7, B 2 06 2 4. B Bt mT 45 1 U\T%Miﬂ%#ﬂﬁ%E‘JIZI‘EﬂtEEYaE%fQﬁ?ﬁ
Divide_Interval. %28 & i MELAN I KA 479 24 min A1 max. s \ \

Algorithm Divide_Interval(v). .

A

| -
Generate random numbers ay,...,a, in (min,max); .
—min- - . \ -
ag=min; a,+;=max; \ \ - J
flag=TRUE;
e
while (flag) \ )

flag=FALSE; count=0;,
for C=1 to v+1 and‘Ril to2 °
Compklte Nrc, Nr and nc in every interval (ac_;,ac);
§ Tre=ngrNc/N;
*or C=1tov+land R=1to 2
if (Tre<1)
Merge (ac_1,ac) and Trc with the previous or next interval;
flag=TRUE; break;
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else
if (1=<Tre<b)
++count;
if (count=2(v+1)/5)
Select smallest Tge;
Merge (ac_1,ac) and Trc With the previous or next interval;
flag=TRUE; break;
if (flag)
Selete the largest Trc;
Generate random number a in (ac_1,ac);
Splite (ac_1,ac) into (ac_1,a) and (a,ac);
Remark ay,...,ay;
[ 1 45.3% Divide_Interval, X I8 fr) 5z 28 %1 43 763 42 BEHLRT B8 A580CEE SR (0 Rl b 1) 455 5 Ufj‘%@%ﬁﬂ’ﬂ‘fﬁ
00 00 B 2 BT 43 A 2 A, I 60004050 4000 A 8 A X 0 5 R . WA T A X 0 0003 A4S 1k 17 B 2, L
gevk & n] DLSINASE « ERI SR I M 43 A 10 22 A 00 P 1 TR R eDon{;;y I ISR 0 g A B 9 P A S0
WU JE 3 A1 155 10 1) 7 G Bl RSO AU A SCE 3 745, A R 5).\5‘-1 PR 1 W) DU, P 4T T e R (ECAR [+ (R £
%k Divide_Interval J&, 4% G vH (8 58 # 1) R T (E I3, o B W8l ek F) Divide_Interval I35 /MR £ 7 2
{0 A AL 11 3.62%(3.78E+08/1.05E+10). . | | -
2.5x10° \

P A
2.0x10° 4

"= Not use D'ivide'_lnte'rval '
—— Use Divide_lInterval

1.5x10° 1

L
2 %-statistic

1.0x10°

5.0x10* 1

0 T T T 7 T T 7 T
1 2 3 4 5 6 7 8 9 10

Times \
Fig.1 Contrast between y-statistic results before and after using Divide_Interval \ -

Kl 1 34092 Divide_Interval BT/ I/ Gol RN LY -~

XF - DX Tl H5OAN (7] e ) A8, AR SCHC m AN R E (0 m:5,v:5,1o,20,30,40%,@&3&%1%éﬁ%‘%%ﬂ%&%7‘7:&3&%.
x4y DL WA DT %, e S N M SUAT W RS AiE S 6235 Determine_Characteristic. 4 Vote Sk #c i T-15

TR0 5 SR 1 5 ok A el
\— 2 2
m (;(\V,a)= -1z <;(a_(v),
1, Otherwise

W) 5 Determine_Char‘acterisﬁc %ﬁﬁﬁﬁ[ﬂ‘:
Algorithm Determine_Characteristic().
for i1 to m
forj=1tot
Divide_Interval(v;);
Compute ;g”? according to formula (2);
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=
result+=Vote( y2/t,vi,a);

A result<0, Py 2 AW & 45 I AT 2k D B8 23 A0 A 7 22 e 0 BE R A A B PRI AT DA R AT
2.3 ITHBEEEHITE

B E R AR T ) R B ISR AT S R e T g AR 1 Y 6 A AT R AT S, DT AT A A i )
AT ARFAE 303 T8 8 W A DA R O R 88, A TV 0 — 25 4 HH VA 3k SO AR AE A R 8 5 R B ) .

AT 9 REAE 00 25 5 S RIIZAT Ay 00 J3E 7 P R A 2 ) o (9 A1 22 S R JEE A 28 K AT A D R R 1) (825
FEPE MR . th 7 GEvh VR i) J, A8 b o A 7 AR R 35, 2 R R Rk, H ﬁM‘IL%S%?EPEI’JJﬁﬁ’%?Eﬁ%E&
TR 22 GEH AR 5 A0 P 8 DAl . AFL S 2 R 0308 o LS JE, 7 vt B (1 /N B e - A e
(N, JSERR, GE v b DRk LA 5 58 T T RS2, 2 G A i 1 S W 40 A () A R
DALk, 45 RE X AN TR] [ ER B R 1427 e T B b A T 3404, BT vl ol Y 35 A 65 SRR g 17 o T S 5 2 TEE PO b

SCERIABTEE BOR FH /2 A8 55 A e BE 22 PO AR S i B bl AR 11T 7 4 Vi 38 K A A B MR AR Ylimk“s]
WP 2 vh oy Bk 55 (R e 25 s (O BR800 3t 2 Gevt B, IR Bl 46 S vt B 15 1 o B A, 0 - e oK ELT SEHR[15]).
DALk, 546 ) 1 E X o2 et B A T R0 D B 5 1 el JE R K, e B T ﬂﬁﬁ»\,ﬂﬁﬁﬁfﬁnﬁ A i R E
ABLEE 5 (e K ER B -3/ B ER )3 KB n I 8, S Rk S0 4R e 1) 3894 3 R W i SR B i ST IR (K B A T e,
A6 A2 B AR BE R 19 22 GE vkl 43 7 s et 48 04T 35 4k, AL H RS et T 1 e, B 2 o= A R S
BRI 2y 7 AN AR 1) el (R A T B Tfﬁﬂ% a\Eﬁﬁ Z B BN AR R AR

6T Y T
i 5
P
] ¥ g /
: I
E 3 }/a/ —=—zP-stat
N X ——p/lfreedom ]
/ —aZlquantile
1
G\S\A_,\
0

2 4 6 8 10 12 14 16 18 20
Freedom degree \ \

Fig.2 Relationship between j?-statistic and freedom degree \
K2 Z%il&ES5AmExXRNL%

-
M Lo b, T 22 1 H R B @Eil‘%%ﬂl[*??éj‘fi)ﬁ%ﬁé‘é)‘(&?mWi}(ﬁﬂvﬁﬁi%ﬁfgﬁ BS
(behavior significance), Bl BS Jhy y2 i il FEE 15 B o | 1R 1 207 s3I0 I (1~ 34 41 :

1 m Sstatistic r
BS==% X %‘ﬂ significance-level = o (4)
M ¢ freedom=v; qu tllefreedom

Horpom A28 2.2 5 ERER B Elﬂ}i/\"ﬁ( DN B AL T R DX 1) R o e i 5 SR s, B rh i 2 S R 2 K
I FTT4F 2.2 347583 Divide, Interval 145 2 45 114 J5 B P31 4% 8, 36 - 54 1 32 Determine_Characteristic
SV F) VT4 A AT A P I 45 e BS EDBROK, 22 BHAZAT A W FBE 43 A 22 S ) 50 00 B8 14 S A7 S A Py
FRR R PR b, ROBERE AR R ) P AR I AT O A e 22 B S 2.2 TN A 5% Divide_Interval
Jei 2 A R REGE T BS (T AR5 1 2 , AN B R A 35 HUAT R K AR 8, 1T LA S 2 5 VP A DI ISUA T O e i k5
T B (R bR .

CELT AT NT 2 e KB 1 T 43 A, AT BS T 5L RN Determine_Characteristic 11,75 N FHAT A HFE i 3%

-
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FEFEVEAL J7 % ABSA:
Algorithm ABSA().
fori=1tom
forj=1tot
Divide_Interval(v;);
Compute ;(i? according to formula (1);
=1
BS= 47 /(tx quantile, )

result+=Vote( y? /t,v;,a);

BS/=m;
¥ result<O, 3 A B 1 Ay BIMSCIAT 4y 00 785 U0, 0 F8E T 4 S5 T, BS (B B0 4y 6 0F FOAT X (55 2 BS {1 ik
K AT i G L 5. » \ \
3 TRERS5HF 1 g -
3.1 ABSAMEHIES T 3 \, g

\
AT ELH 1R ) I B2 ———eMule/eDonkey(F B2/ EL B BL R SE Bk eDonkey) A 9, N H ABSA J5 7%
3BT HF A3 A AT Ry A I 28 S AARAT O 1) 22 e R BEVE I ABSA 7 vk ) LR 5 UE R
S Trace SK4E H 2008 4 08 ] 20 [ 15:00~16:00, 7L 7544 20 F W 11 5 #1] CERNET [ 5K & 1% th 2 1], 4 it
SCKJEEFR R Trace 1.l Fofi 8 7 Madet B KO8 JFE DRI 1P I 58 2 1 b b 8 S 560, SORAE T 48 4R 1/8 1P
M 31k 5 200 P BT AT IR AZ T () 1P AR SO . AR AR 5 b (0 TR T R 3 AT O A I R (SR
#H E@Tx%@%ﬁﬁé’uﬁﬁ Trace 73 HT ABSA J5 vk [ TE A P, 11 AS S BIF 5 5 B I 45 B 350 IR AT 2k 43 A1 15 00, TR 2 R Wi LA
BT AE R . eDonkey [N FH AL PR 517 T 17-filter™ g P iU B i 2008-12-18 i A Trace 1 ) i 4447 B AN L
1 eDonkey [ & 1 Ul W% 1.
Table 1 General description of Trace 1
£ 1 Trace 1 RkHiE

TRACE Number of IPs Number of flows Number of pkts Number of bytes
ALL 4.15E+5 6.31E+6 1.94E+8 1.15E+11 \
eDonkey 7.23E+4 1.05E+6 9.69E+7 6.26E+10\

9 T 3 eDonkey A< BT ko I 44 R AT Ay 1 56, LA 256 97 1 % B B ASS Trace 49 9 43 975 i o
¥ eDonkey Wi it T 4% & 4%, < 4 Trace Non_eDonkey. LL #7347 4 ib!ﬂfﬁ?’ﬂﬁ{,@\ﬁ% ABSAJ; 7%, m=5,v=5,10,20,30,
40,0:=0.05,% BS 51 % 2. h .

Table 2 Byilqe ofisome behavior metrics

%2 O ATMRHME W T B
Metrics BS Metrigs BS Metrics BS Metrics BS
TCPflags 2.1P%5 Tpkts 5.3E+4 pps 2.9E+3 pkts_ratio 1.6E+3
pkt_size 9.0E+4 duration 1.1E+4 pkt_size_ratio 1.7E+3 head_size 5.1E+2
bytes 6.5E+4 Bps 3.1E+3 bytes_ratio L1.6E+3 = —

AR ABgA BIHIRGE RRIAE 2 TR eDonkey WhisAT h B2 SRR EAT A AT E A 2= 57 0 B2 1
EARZEIR K. & 2 AT DLE L TCP AR r . 030K BRI AC S B (4 bytes, pkts,duration) i) BS {i # K, It # 2
(Pps, Bps) AL [i1) 75 I 6 b 51 S 7k 3R S 1 BB K FE DI B head_size(IP+TCP/UDP & #8) ¥ BS {BL 4 /N ) b5 3 3k
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I3 A, BB 1A eDonkey i (20%, 2 25 T3 %) AN AL LA IS % 1) 94 206 Jeb A4S B8 A1 0 3 k1.

Table 3 BS value vs. application sample size ratio (Tracel)

Fe 3 BFEAKE EL I X AT A RFAE BS {5152 (Tracel)
- Flow percentage
Metrics 1% 5% 10% 25% 50% 80%
pkt_size 1.1E+5 8.7E+4 8.9E+4 8.8E+4 9.2E+4 7.1E+4
bytes 5.7E+4 6.3E+4 6.3E+4 6.3E+4 6.4E+4 5.5E+4
Bps 3.9E+3 3.2E+3 3.4E+3 3.1E+3 3.1E+3 4.7E+3
head_size 4.5E+2 5.2E+2 4.9E+2 5.0E+2 5.1E+2 4.6E+2

Sof I, B AT 148 5 Trace 1A 1R AH AR 14 55 — Trace X REAS B & #E4T 40 78 (FR 4 Trace 2, K4E I [7] 4 Trace 1
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BS B AL PR SR HEL ] o 80% AL Rl 53 A5 5E 1) Ji ],

Table 4 BS value vs. application sample size ratio (Trace 1+Trace2) 4 \ \’
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Metrics 1% 5% 10% 25% | 50% 80%
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Bps 3.3E+3 3.2E+3 3.2E+3 3.1E+3 3.3E+3 2.9E+3
head_size 4.9E+2 51g+2\ 50842 5.1E+2 5.2E+2 5.3E+2
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Table 5 Comparison of metric selection results between FCBF and ABSA. s ®
%5 FCBF /1l ABSA ik et e | -
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Table 6 Comparison of accuracy after using FCBF and ABSA
F 6 VT FCBF F1 ABSA 3k 5 IR il v Ay 3R HL st
Accuracy (%) Accuracy (%) Accuracy (%)
Category FCBE __ ABSA Category FCBE __ ABSA Category FACE __ ABSA
BULK 82.25 88.38 ATTACK 13.46 34.01 INTERACTIVE 0 38.18
WWW 99.27 99.20 DATABASE 86.91 97.65 GAMES 0 50.00
MAIL 94.78 94.80 MULTIMEDIA 80.75 96.97 — — —
p2pP 36.45 64.17 SERVICES 63.68 84.79 Total 96.29 98.15
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S YEREAEBET O RI7K T ABSA J7 v ATH AR nT LAY A S W7 EC A ] 1 A R A . \g \
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Fig.6 Comparison between distribution difference of metric pkts before and after packet i{am&ng
K6 RSCHIFERT S pkts 90327041 22 % EE

#i® 1 FRMKAEPREA S W) b R I A AR 2 5 U”?ﬂa#tlztj(g\mﬁi:é‘}%ﬁﬁﬁ S R N Vo
T & BS {H /.

LA AL EE pyp2,1>p>p,>0, Bl p, F)H’ﬁ%l:l’]?ﬁﬂﬁttj(% o F)ﬂt%uﬁfﬁﬁtt N3p=p,/p;1,0<p<1,1% 15
P2=p1xp. \ \

i H p, i&ﬁ%ﬂﬂ#ﬂ’]i*%iﬂ%%wﬁﬁ%\i Filp HEAT HE SEAhRE I 0 45 92 B p, b RE 45 525 R F- 16 py
SREGERAS %ﬁﬁ&imﬁﬁﬁ plﬁﬁ%ﬂa# H e 1 2 v %, BS, =BS, ., <BS, <BS O

pLxp unsampled *

ﬁmzﬁfﬁ#wmﬁmj%ﬁﬁﬁwm%ﬁ%ﬁkaﬂfﬁﬁﬁﬁﬂ

ﬁ%HW%Q&TﬁépOﬁwﬂm¢mmwﬁﬁﬁwfﬁﬁ¢#ﬁojo

ZEOHE 1l 41,4 po0t I, A A 22 07, 0.

W TR SR A7 52 ST 1, %Y 850,3po>0, 24 0<p<po I 1 A (2-0)<6.

BLHS= 42 04 pepo B A4 22< 72 B3 A 40 o 6 2 5. 0

Al e T 4T P 2007 5 b pts U0 JSE U 75 SR 030 W0 0 2 ST RS I AL 4% LA 2K 20 f
(mﬁWﬂwﬁi@ﬂmiﬁuw§%ﬁi%ﬁﬁﬂﬁm%E%ﬁiﬁ%%ﬁ%ﬁﬁﬁﬁﬁ%%ﬁﬂ?@%
AT 0900, T SRR P S54SR 1T 9 284S0, B RS 2271 404 e R
Wiﬁﬁ¢mm%KVMWi%ﬁwm¢ﬁr~%Mﬁﬁuﬁ&ﬁﬁ%ﬂﬁi&fMﬁEn BRI
S RE T TR ST T AR ph T S0 B  B  es 3 HLAR B 4 s A M5
0 0 FE, 04 L2 T B3R T 10 0 B2 S 1 S 6 9, ) 75 &m@;%u%mmwxﬁ
B0 I ROAT U3 22 540 S 2 G4 0 AL AL e 17 20 g %ﬁﬂﬁaﬁm&ﬁﬁﬁmw
ﬁxﬁm%ﬁwﬁﬁﬁimﬁx%#wWﬁimmv%ﬁﬁ%ﬁ%ﬁﬁt%U?Lx*%mkﬁﬁm@1
FIE B 2 (25 84T T g

S 2 BSR40 RPM AP g 2 S LT 0 A 42 K 446 A S 0
S0 P32 1 5 2 i NEE S 0 26 B E FD£5 0, AR F  S  H BLEO R A,y £ 0 i
VL) 75352 9 T B St PR 10588 K 94 R D % 0 ) S0 06 N 23070 T 2 59 1 8 2 o D ESUR S o >
FEEL 530 7 D 00 P8 A B 95 2 35 A 6 A 5RO 3 1 AR IR0 TS L6 28 b B R 40 T {0
I3 5 1) 5 25 PR AR I P R 2 e A s, L R 3.

EER 3. T REHIRE L p>0, %47 4 T RS I 17— p b BF B 10401 22 S M SB35 R IBU B 28, 2 (R
BS AR KNI A

EUE IS B 3 2 T, St DL R 5] B

© PEEEESAIITOT

http:// Www. jos. org. cn



T Gt 04 B R SR BAT A R AR AT ik 2863

J

s

5138 1. /77 &0, 145 M3l L pe(1-g 1) I, M BE M I )G I SR 0 E R BRI ZE R TR B X T R%
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Table 7 BS value of s e‘behavior metrics after packet sampling
®7 %Bév\ﬁ?’a S ALAE SR OSCHFE A S5 R 1 BS {H

. Sampling rate . Sampling rate
Meigies L 110 1/100 171000 Metrics 1710 1/100 171000
TCPflags 4.3E+4 9.3E+3 1.8E+3 pps 7.7E+2 3.2E+2 31.4
pkt_size 1.2E+4 1.9E+3 2.3E+2 pkt_size_ratio 7.6E+2 2.4E+2 30.2
bytes 8.7E+3 1.3E+3 1.8E+2 bytes_ratio 7.6E+2 2.1E+2 26.1
pkts 6.3E+3 6.3E+2 1.3E+2 pkts_ratio 4.4E+2 14.3 12.7
duration 7.9E+2 5.4E+2 44.8 head_size 1.5E+2 5.0 11
Bps 7.7E+2 3.5E+2 38.5 — — — —
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