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Abstract: In order to construct a trustworthy computing platform for the next Internet, there needs to be
normalizing and promoting of autonomic elements in order to have them collaborate actively with on another. A
novel penalty-incentive mechanism, named PETrust, based on a repeated game theory, is given in this paper. This
paper aims at providing a set of mechanisms, which the behavior of autonomic elements is normalized and is
promoted to take the expected strategy. PETrust adjusts the degree of penalty by changing the reputation status.
Theoretical analysis and simulation results show that PETrust can distinguish the different features of behavior,
effectively, can punish and stifle malicious behavior, can improve the system’s entlre efficiency, can stimulate
autonomic elements’ honest trade enthusiasm, and can provide a better cap‘cny of re51st1ng collusive deception.
Furthermore, PETrust presents both low time complexity and few‘ 1nc\3rreq packets, which is favourable for

engineering deployment and implementation.
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E X 6. W DHT AT =¥ 4] ¥ Hash o8 250, W9 2% AT B0 80 18 bR YL Terrace 77 (19 B 5% BRI 84 56 0
FilePoint;. Bl FilePoint=DHT(ID,).ID ;A 77 s5.i[{) 4> Ja) M — bR iR AT

KT Terrace, W 25 H (4T 2271 st [ IS 02 FLAD YT AU RS 48 s RS 6 s FilePoint, 2 /0 HATUNT 4 WD) fg:1) 47
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SHYHITAZ 5y 58 BN B 2 TC R AR 2R D A7 T 8 FilePoint AR i B w48 5y Wi BN 1) 2 141 P9 1R A2
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AP IR AE T B 11105 (1,0) FIR 15 (,0) 53 ) 22 718 1 1024 7 (¥ W) A5 0 UL B NS BOIRZSID o+« 0 57 BLAE 5 1)
F T RUAR (1), n(w) R 715 £ A AT R R B B, A KT 0 SRR s A T 18§10, B 0 A 2
. . \ \
Table 2 Data structure for FilePointi \ s =
%2 FilePointi [ %3451 ) .

D, Dii0) | R0} | Broua®@0) | B
2611 | AGLD | DG 1) | Ruans(iy,1) IDj 1.1
A(,1,2 Aa(i,1,2 D yusili, 1,2)* | Ritans(i,1,2) 1D,
N, 1(‘“ ) z(m )\ \r 10‘ ) “‘.(‘ ./‘,.1,2 (1)
i](i,lle) lz(i,l,Nl) Dtrust(i’l»Nl) Rsmlus(i;]le) ID/',I‘NI
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|
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L
A(i,w, 1) Aa(i,w, 1) D ruse(i,w, 1) Ritanus(i,w,1) IDj 1
A(i,w,2) Aa(i,w,2) Diyusii,w,2) Ritarus(i,w,2) IDj
N ni(w)
Zvl(i,W,Nw) ﬂz(i,W,Nw) Dlrml(i»W»Nw’) Rslazm(isWst) [D/,w,Nw

19 8 76 5 2 0 9 B 44 A0 550 1 2 A A T LR 3 5 1T 43 A
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VRS 5 00T A0 JSE 12, A8 T 2R R0 B et T A A S B s B O 0 S LA R 6 WL . T L
7, 7ENode Action i 43, 5 FH A 5447 1 SRR A M55 JEL 05 A 56 W 8 07 AR 25 0 S0 U e 5 5%
T 5 R U B 5 B B L) A8 5 £ L M FilePointAction ¥4 By 5 R T LU HE, Node, 5 JLRY
REIFRRAERLE WL TEA ‘ﬁ%ﬁé*.EEigenRepﬂlPeerTrust%ﬁﬂZ: [A],PETrust™ H E 0 £ M4 RELER
T T 4 190 6 BT A 3% P T L S50 o £ T 000 140 s 9 0 18 0 A LA T CEE 9 F 0 L S 2 B 0
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FilePoint,, IR Ff AT 78 A 70 % 7] LLO(logn) (13 J& 52 2% & M FilePoint, 3k B (A5 AT B0 (W1 45 2 RS Ryvns) - A
W A T Y Y Y B 11 2 (finger table) (R AY 2 O(logn),iX 531 8 2 2% B b O(n?) i EigenRep# b, ZE 308 E A
TR I e, B G T S

Algorithm NodeAction.

Begin
INFO<GetTransactionInfo(FilePoint;,REQ) //get j’s last deal information from file node
Node;.Behavior<—GetBehavior(INFO) //select trade strategy according to formula (1)
RESULT<«Transaction(Node;,Node;) //trading
SetTransactionInfo(FilePoint;, RESULT) //send j’s current trade information to its file node
Receive ACK message from FilePoint; /Ireceive ACK
End i
Algorithm FilePointAction * \ \
Begin \ . =
While receive REQ message from Node; do 3 i
SendTransactionInfo(Node;,INFO) //send last deal informationto node i
While receive RESULT message from Node; do -
Sign<«—Departure(RESULT) //judge j is rightior no%cc ding to formula (1)
trust«—Dtrust(RESULT,Sign) //judge if this trade is trustworthy according to formula (6)
reputation<—Rstatus(RESULT,Sign) compute reputation status according to formula (5)

Else
If N>0 and the current phase‘is expire then //if j is in penalty period and current phase falls due
Update the'count of residual punish phases N;
Update Node; status,
Send . 4CK message to Node; //send ACK

End ¥
Y

If Sign=1 then \  /Af departure=true
Update the count of residual punish pkies N; /lcompute penalty phases according to formula (2), formula (3)

Fig.2 Pseudocode for the PETrust model
K2 PETrust #8105

3.4 PETrusti& s o 47
TIR 1. AT e EET KR A% R, R PETrust 7 i& S 0& (5 FR PE S0, 8y )l e v 2R 8 N 5 32 0¢

18] G PR IR DN A IR 455 289 o A TR 10— A 1 T 2R I gl A1 240 1 - \ \
I WA \ s
(1) B 5 iE W52 B S2PASREL PE Sms kil — A b F- 2. | -

4 S I R P S S IR, % 52 55 1 S8 PE SR W 180 25 7, DA S5 Ak 0 B(TEM%%“E‘J'&%ﬁﬂﬁ%H&ﬁm.i&P‘M\
M 25 5 A2 > g S 1 % U PE SR Lo, $0E T B UK K 9T A7 B B 2 B0 s B 1
S 5 L A AR \ e A
vog-6  (-g-o)is- 8+ —&)5"0 —8) (¢, +¢,)8 N (1=6") + (v — ¢, — ¢,)8"*"!
1-6 o' + ) 1-6

— 4
KA AFENS > »UZJ&)&EI],?&D%iw’ﬁ&iﬁ%#,%ﬁ/zx AR j KR PE SR JF H B E e A A, SR i A ik

(6)

PHEEAEE

SRR S B T AN 1, AL B i 0 A8 S 30, S A SR PE S DU A B B AR 3R et SRk B L
by SRS £E AT AT LB B AU 25 AN 2 KT mp—c DR AT B I R PE SR IS [A) FF, 46 7 511 A 2 /5 i e REPE S I T it
ARAF IS0 A AR A A BB M IR 5 PE SR s DR wb, PIE 55 W6 & 18 2R XU e A IV %o SR s g ol — Al - 280 1

(2) H 125 H 52 00 BRI, AT ART — AN B B I 46 00 718 3 45 T %) 45 A T), SR 2 100 b - 340 7t g
BT EZE g,

i () (), BANEM T PE SRmg & [ 3 70 3 ) JG R DN 4t R 455 3 T 52 10 20 10— A I RS W i 1 340 167,
pareto S R(E1E, & VE) 25— B B R385 45 T, 500k T — R Pk T 2R i ) PR 455
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RS R RV R, B 0 R I A HAE TG BRI B BB RT3, S A SRAT A B o0, B
e A it A A MR e, A A L 300 RO AL 2 T2 AT D 1) P A S 2 TRl AN A2 38 180, 88 T (R S A B D B 5 s T — N
P25 T S A AP 2 31100 7 B 3 AT .

4 HEXRESSH

DLP2P W 2% 3 JT] A 451, 2% %< PE Trust 1) 2 6. 4 b, 3R A1 76 Peersim ! 7 5 L5286 & 1, SR M Javail 5 2 T
PETrusti 8 AR 515 AU N P2P W 4% J5 3E AT 30 AR 35752 0 I 52 2, 3 AR A R o 4 s AT 0 B T 1 A, 9 HL
IS 01T AT B 25 85 F 9 %, 79 A5 ) L ) R U AR O e S HECRN L R AT A i%%%PETrustE@ﬁ
Rtk
4 P2P P25 [FANAR N=2000, 552 56 HH RE IR 7 B EL 200 /N2 S5 1) I TR] B AR 15 5 A8 2 B B3 )L; Nk A LEBY
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(0 — A W 29 o0 AT ST A SR R T U B B B DK R SROF OB R OO B B .
S0 E AN B B A oIS IO — U I SR AL (e R I B A DT T A5 S B AR U NN AN B s
Bkt DHT WUHIREAT 1 1 1, B BB G — A 17RO HET 9 £ A 5 m IR BB RS 2 £ K BRHBE AT T 4.
I8 1. '%‘é(ﬁ%%‘i%ﬁﬂ%%tt‘i&.

GEHCTHR[14]42 H MIRGTrust. 3CHA[15]3 H I DPTrust 5 48 SCPE Trust¥EAT L 8¢ Fe Al ] [ £ 7E Peersim™F & 1
JJD)\Tﬁﬁ%,if}ﬁ!’TRGTmst%nDPTrust*ﬁﬂ.Liﬁ%ﬂi’s%ﬁﬁIAI@E[E]%EET@%E%#L% B AT A, DHT
75 AAF BT s 25 5 45 A R Al 2 A0 7E T :RG Trustil o8 Fifi BLHE 26 {8 p ok 12 75 1 7 5 (8 50 0 3, H 1 2
3 AT A 5 IR B2 B8, AN S AT N (i 5 ST s DP Trustiff 1o % 8¢5 x5l i 9] % 11 A A2 53 4T R IX
Sy AR AE 0 g B ARAS 5 RR T IR 2, USRS A 0 A0 30 w45 VR T B4 00 R, AN DX 20 8 S P9 1 22 AT
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Table 3 Experiments parameters of PETrust \ P
#£3 PETust WRBHC | .
Parameter Value Parameter Value
Number of nodes (N) 2 000 Number of phases (7) 200
The length of a phase (7) 3] lncommg parameter (77) 0.7
Incoming parameter (¢;) 005 Incoming parameter (v) 0.8
Incoming parameter(c) 0.5 Number of phases in the window (w) 8
Reputation threshold value (Rel) 0.7 Reputation incentive value (Red) 0.08
Reputation penalty xalub (ReD) 0.1 Proportion division factor (o) 0.8
Penalty degree factor () 1.25 | Reputation norm (p,) 0.95
" Table 4 Comparison of different model features
) - ; e
x4 AFBAE R
Description Embody style Departure in Correlation between| Length of Distinguish
Model method for for punishment punishment punishment and punishment granularity of
trading behavior| degree period historical reputation| period punishment
RGTrust Repeated Random p W‘.th"‘?t Unrelated Related to Coarse
game considering trade count
DPTrust Repeated Punishment W1Fhoqt Unrelated Related to Relatively
game count considering trade count coarse
PETrust Repeated Dynamlc adjusting 'Prolonged _ Related Related‘ to trade count| Relatively
game of punishment phases| punishment period land punishment phases fine

Bl 3 BB T 3 PR AEAS R BeAT 0 D BB (Daeparnre=0.1,0.2,0.4) N1 A5 2R A0 T LU HE T 3
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AR, A R T A T Y1 S A RE R AR B A I R4 2 R A AP SRl S A AR W Sk AN P L A Y
AT PETrust A58 84 v ff 125 755 i BRIV PR ek 2 33 30, 3 A5 22 DR 285 T v Ak 52 280 465 30 i 60 7K SF, DRT 1 4% 43 328 e ki
PETrusﬂ‘%iﬂX&u%&&.fﬁﬂ,%ﬁ)ﬁﬁ@’i’ﬂﬁﬂV~Jﬁ@(fﬁ%,PETrust*ﬁ?é%i&*ﬁﬁK%?ﬁ%ﬁﬂ%%uﬁﬁ%bn&&
R 3 0T LU H L TE D deparnare AN VRS0 50 00308 3o 465 0 9 A e AT g 0 ot s 2R 213 21
55D departure B WAR HELE 200 AN B Bt A Pk 52 2140 4R 15 25 IR 253X 1 1 E'N’_ustﬁm[iﬁ% LA ZR AU A AN
< T B G T B AT A 1 B S 0 S LA 2 ST, T 2 5 2 Bl M\ P 3 i T LW 5,
ﬁﬂvfﬁ%*ﬁ)ﬁEPETwsﬁﬁﬂﬂPEﬁ{é‘éﬁi?&%ﬁ%%{%,ﬁﬂﬁﬁﬁrﬂV\J%%Wﬁ?&‘\iﬁéid\?i%ﬁﬂ%ﬁﬂ.ﬂﬂz_
PETurst MY % [EAZ 55 I B8 AT B Be i 1] ISE?E‘Itt,EﬂﬁEﬁiiﬁMEiﬁiﬁiﬁffﬁ%’i‘% IXAT Ty HLRRIAE L vk
'H%i%fﬁ‘ﬂ_‘@%ﬁliﬁ,i‘zi'%LﬁPETmstﬁ?é%ﬁttii PR Y B A 1 G A TS O )

2
1's 1.0
S [T 5 1. | —
E 3 0.‘8 E 3 0.8
< <
% @ 0.6 % 8 0.6
S el
FE 04 — RGTrust 5 04 —— RGTrust
27 02 DPTrust 27 02 —+— DPTrust
) —— PETrust & —— PETrust
0.0 0.0
0 40 80 120 160 200 0 40 80 120 160 200
Transaction times Transaction times
(@) Pacparnre=0.1 (6) Pacparure=0.2 . ‘\ \
\ -
o 10 4} >
5 h — .
© i T =
gy 08 I\
% &b 0.6 e -
=g NI "
£
5 & 04 ——RGTrust
2 & (2| —— DPTrust
& —+— PETrust
g 0.0
8 $o * 40r 80 120 160 200
3 Transaction times
|
¥ (C) pdepar/ure:o~4

F?g.3 Comparison of nodes’ reputation status in different behavior departure probability
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Fig.4 Comparison of average yield gained by different type ofglodes A
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