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Abstract: Bytecode, which is widely used in network software and mass devices, is a kind of interpretive
execution instruction and a favorable intermediate presentation, Bytecode can highly improve the relf\ability of
relevant software and strongly support the construction of proof-preserved compilers, so ittholds theoretical and
practical value. Although some efforts have been made on building a logic systeﬁl for thesbytecode program,
modular certification of bytecode still remains challenging because of the complexity#of the abstract control stack
and the lack of control over flow structure information. Moreover, the expression ability of the recent logic system
is very limited. This paper presents a logic framework th‘at stpports modular certification of bytecode programs and
is more expressive. FPCC technology is originaily i‘ﬁtroduced into this framework for bytecode. This paper provides
the formal definition of CBP (certifyin% bytecode program) logic system for the running environment of Bytecode.
Also, this paper has also finished the proof of the theorem and a group of instance programs. This piece of work is
not only a, good solution ft)r certifying Bytecode, which is run on a stack-based virtual machine, but also a
significant improx?ement for the construction of a proof-preserved compiler environment. In addition, this system is
useful in finding a deeper understanding and analysis of network application based on a virtual machine.
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BCM(ByteCode machine) CBP (certifying bytecode program)

b}

5

; ; Hoare Y \ \
-
-

: TP301 LA \
<) -
-
b} ‘g 3 3 ’
\ -
s -y & e .2003 ,Tony
« : \“\ - 2009 ,ACM
,\ \ - (21
N \‘ ‘ v -
L
N BE
) 4 (bytecode) . JAVA (Java bytecode)™ NET CILM
(verified compiler) , (proof preserving compiler)

[5]

| A
() o
Ol=z

,Appel FPCC(fgunda{(‘)na‘pmﬁcamying code) 17,

b}

(verifier)

- ’

“‘\.:;“ \d

FPCC_ "% N\ - Yu
N
) L [.101 s Feng AIM S
[11] [12]
[26] [22] [28]

© PEESEBAAEIFFUI  hip:/ www. jos. org. cn



3058

Journal of Software

Vol.21, No.12, December 2010

JAVA JVM s R
[13]
, , :Quigley
Hoare s []4];Bent0n R NET CIL
s U7 Bannwart ~ Muller
, JAVA U MRG ,
sy, BML(bytecode modeling
language) 8] s
i ) IML JAVA " \ \
JML  BML , pcc \ > *
¢ y
, 1 “ 2\ - factor
\ -
caller, while . /
- §
( : \ L ) :
5 " L
. )
;int fac;pr()‘{rzl; while (n!=0){r=r*n; n=n-1;}}
;method factor: factorial, while loop with specification
Y —{(P0,90)} ;11 (instruction sequence 1), entry point
0 pushc 1 ;push immediate data 1 |8 pushc 1 ;push immediate data 1
lpopr sr=1 |9 binop ;n—1
2 goto 11 ;jump to the end of while loop |10 pop n ;save variable n
—{(p3,93)} ;12, loop start here [—={(P11,911)} HE
3 pushv r ;push variable r |11 pushv n ;push var n
4 pushv n ;push variable n |12 pushc 0 ;push imm 0
5 binop* ;r¥n |13 binop# sn#0?
6popr ;save variable r |14 brture 3 ;conditional goto
7 pushv n ;push variable n |15 ret ;function ret 5 \ \
Fig.1 Stack-Based bytecode program, callee factor 1 N 4 ’
1 4 factor
-
//function caller [={(p16,916)} ;§pec for caller
void caller(){ |16 pushe.3 " ;push imm 3
int n=3; |17 pop n ;=3
call factor; 18 call 0 ;call factor()
3 [={(P19.919)} ;spec for return poin
: |19 ret ;caller return
¥
3 ¥ Fig.2 Stack-Based bytecode programm, caller
¥ 2 , caller
L)
FPCC s , s
Coq[19] 1 2 [20]
2
BC/0(bytecode zero), JAVA NET CIL. BC/0

BVM(byetecode virtual machine) BC/0

program).

CBP(certifying bytecode
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2.1 BVM
3 BC/0 BVM ,BVM JAVA
(machine configuration) «“ ”(world) ez (code heap)= (state) er
(call stack)<® (program counter)pc. (labels) (instruction
sequences) @ , o (memory heap) < (evaluation stack)“% ol
World) W == (C,S,Kc,pc)
(CodeHeap) C u= {f-ol}* (State) S == {HK}
(CStack) Kc:z= nil|f:Kec (ProCnt) pc = n(nat nqms)\ \
(Memory) H = {k-ow* (EStack) K == nil|w:K . o
(Labels) f,k:= n(nat nums) (Word) w = _ i(integers) -
(Instr) ¢ == pushcw| pushv k| pop k |binop m|unop m{brtrue«f |call f
(commd) c == 1|ret|goto f (Opr‘l\\lum)\ . mE=  {+./—t)
(InstrSeq) I == 4l |ret|goto f

Fig.3 %;in\'\tion‘of a bytecode machine

< y ! a0 = f e
(%4 2= Jength() “aap R max() “aap ( 4 ).
L ’ .
' ¢, ¢=C(f)andc=goto f’,orret F b b, ifx=a
¢ “]@{,;u c=C(handl =cpfen CEOPIO@ L henvise

validKk n K @length(K )+ n=max(K ) validKc n K ¢ @length(K ¢) + n==max(K c)
validRa K c@3f, 3K ¢,Kc=f K ¢

Fig.4 Definition of representation

4
2.2 \ \
5 . ,Enable(c) “& & c - NextKc(c,pc, ey
e pC ,NextS(c,pc, “®) \ _ et pC
,NextPC(c, e#%) wr 2 N\ pF = g
, x> pc o §
\
23 \
Coq 3§ (specification) ,
*
3 (assertion)s, (p,9),
b |
Ny 2 : p =% w , g
L ,Coq p,g , R e %4 p
N} ( ). 5 LEnable(c) “® wr
p, NextS(c,pc,<®) g, 6
a 14 f s

[22]
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2.4

Journal of Software Vol.21, No.12, December 2010

NextS(c,pc, “B) et where ex( <343

if c= if Enable(c) “% er Then eb=
pushc w ValidK 0 <= (“Aw:: 43
pushv f ValidK 0 “and <%f)=w (“3w:: <5
pop f Ay aA (“f-w},“®)
binop bop  “Ew::w,:: “E w=bop(w;,w,)  (“Aw:: <)
unop Uop  “Ew,:: 4@ w=uop(w,) (“Bw:; <3)
brtrue f “&\y.. 43 w=True or False (<3
call f ValidKc 1 <& (<3
ret ValidRa <& (<3
(2
NextKc(c,pc, ey “® “&' where (<345
ifc= if Enable(c) “® er Then <&'= \
call f validKc 1 <& (pc+1):: <& 4 \ \
ret ValidRa <& < -
<2 3 -
NextPC(c,e#“®) pc pc’ where e (<345 §
if c= if Enable(c) “& = Then Y=
brtrue .48 w=True N\ f .
“5. <2 w=False pc+l
call f ValidKe 1 <= ' pc+1
ret validRa <& f
goto f f
pc+1
3 L 3
c=C (pc) EnabLIe(c) KcS NextS(c,pc,Kc)S S" NextKc .. KcKc' NextPCg ., pc pc’ (po)
. (€.S.Kc,pc)—>(C,S" K, pc)
¥
b Fig.5 Operational semantics of BVM
5 BVM
(Pred) p e CStack — State — Prop (Guarantee) g € State — State — Prop
(Spec) s:=(p,9) (MPred) m e Memory — Prop
(CdHpSpec) Y= {(1,8))5e (T,58,)}
Fig.6 Specifications constructs for CBP \ \
6 CBP J
i >
Ibw@AH H ={ > w} > @AH .Kv.(ll’—)W)H
UHg ifH  #H
H,#H, @dom(H,) ndom(H ) =& H,aH - y 2
#H, @dom(H,)ndom(H,) % @{undefined, otherwise
m*m, @AH .3H ,H,. (H, 4 H, =H )YAmH, Anm,H ,
P*M@AS.3H ,H . (HQ\HQ\:S.H )APS [H, AmH,
Fig.7‘ Definitions of separation logic assertions
b 7
%
A ¥
CBP
¥
s 8
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YBC VP PV Y {stpc:Clpc] {s}¥'S

(WLD)
¥ {s}(C.S, pc)

forall (f,s)e¥’: P> {s}f:C[f] (CDHP)
¥ {s}(C,S, po)

Y->C:¥' ¥-C,:¥' C#C, (LINK)
¥ {s}(C .S, pc)

1 ¢ {brtrue,call} ¥ {(p",g"}pc+1:1

pP=9, (P>9)=p" (P°(9,°9")=9 (SEQ)

¥ = A{(p,9)}pc:il
(f.(p.gNe¥ ¥ {(p.g")pc+l:l . \ \
(P> Gortrer) P’ (Po(Gorrer °9) =0

(P> gbrtrueF) p” (pe (anmep ° g”)) =90
¥ {(p,g)}pc:brtrue f;l

(pc+1L(p".g"Ne?¥ ¥ {(p'.g")pc+1:1 -
(P> 0 P (P> G =P (PO(Gyy I N=
(f,(p,’g’)) eV gfun =((gcall Kg’) 0'grd)

(BRTRUE) el

¥ > {(p, g)hpc: call £ (CALL)
(P°g) =9 (RET)
¥ =4 (p,g)} pc :ret
" (P9 EY (P> 0go) =P (Po(9n >N =0 (GOTO)
¥ ¥ > {(p,9)}pc:goto f
|
» Fig.8 CBP inference rules
8 CBP
A {s}er (WLD, well-formed world)
) 2y (CDHP, well-formed code heap)
¥ {s}® (SEQ, well-formed instruction sequence)
. WLD (well-formedness) :
. CDHP , a (well-formed); ) \ \
. ' yr ' a =
R4 ; 1 -
. pe s v, “Fpc] Y ,
4 -
. v, (%4 S \ -
9 P .a p " o] )
: g g ) g#g P 4g g P
CDHP s 5
] 3§ > )CBP
1 g " CDHP , LINK
WLD §
¥ L Hoare [21], .SEQ 4
) . b (P.9)
(r".9") ,
g l , 3 9
,NextS pc “» pc.
(»".9" . SEQ 4 . )
; P=0i p, o] ;
py g| s p";
9 9" g
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A

Ofun

D

)
2)

3)

Journal of Software Vol.21, No.12, December 2010
p=>9g@vS.,Kc.pKcS —-3S’,gSS’ p>g@AS,Kc3S,, pKcS,AgS,S
0°0'@AS,5"35',9SS'AQ'SS" p=p @vS,Kc.pKcS - pKcS’
g=>9 @VvS,S'.gSS'—g'SS’ pog@AS,S'3IK ¢, pKcS AgSS’

Oortruer @AS ,S ".NeXtS eSS (where S'K =w:K ', w=True)
Oorruer @AS ,S "NextS e ,SS' (where S'K =w: K ', w=False)
g, @S ,S " NextS, SS’ (for all other ¢)
Fig.9 Connectors for p and g, local state transitions
9 pg
p » \ \
9.9 -9 .
3 -
10(b) 10(a) foo (0.0)
10(c) foo A (pc=5) bar( B), \ \ spc+1. bar (Pe,9B)-
\\ -
(Pa9a)  (Pp.9p)-9a A~E, O D~E.
//source code ;bytecode for BUM % ‘ [foo (p,9)
//function bar —{(ps,gs)} ;ba
void bar(){ 0 pushc 1 ;pushimm 1
int a=1; I'pop & ;a=1
~{(Pc.go)} v/ ocall (ps.ge)
//functiot\foo‘ 2 ret ;bar return ST bar
void foo(){ ~{(p.9)}  foo (Paga) g
3 int b=1; 3 pushc 1 ;push imm 1 €¢— P= g < U8
bar(); 4popb b=l (Po,%0) ¢
b=1; ={(PA,9a)} e
} 5 cal 0 ;call bar gA< D
—{(Po,gp)} Jund
6 pushc 2 ;push imm 2 - do
7 pop b ;b=2
—{(Pe,9e)}
8 ret ;foo return \4_ ret |
(a) (b) \ \ .
3 -
Fig.10 Model for function call/return in ?31’
10 CBP / ’ v
\\ -
bar : \ |
v &%‘@"-DA@'\gcal w7 P .
bar ] feo *D :
¥ % * *
% Ve o, e Paer>Jcal 'iﬁ';_)gB o 'i"_)gret'i"i’['/ —Po .
bar D~E , A~E
¥ * * *
3 Vet o er er. Pper>0cy vy —>0p et er > eved H>0ped o SJuny
Gfun @ﬂ%‘y Je# 3 'i;’gcal 'i&"'['/\gB o 'i;/\gret "v';'i’!" s 2) 3)
V et Pa s> Orun e >PpeF ,
YV eged . Pprer>Oiyn ey S0pes e S>Qexd”.
CALL . , , %
b )
RET ) . , Oret
g. )
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SCAP . SCAP  MIPS |
| CBP ’ - CBP
s gfun , ’
[25]
WFST(g,K ¢,S,%) @—3S 'gSS ', where K ¢ = nil

WFST(g.K ¢,S,%) @VS'.gSS' — p'S' AWFST(g',K ¢,S",%), where K ¢ = f K ¢',(p’,g") = #(f)

’ b

wr.
’ (p.9) , o Dpd \\'

1(p,9)} l1".:7/@p‘Ew\WFST(g,‘E,.Jl,v)\ L ) >

] \ \
« ,,. \ \ -

\ 5 :BRTRUE ObrtrueT
Obrtruer Y
; \ " Y BRTRUE
CBP« .. ,CBP WLD
bl ‘ * . N
goto  call s
. Coq ,
Lemma 2.1 (CBP progress). H {s}ex o, >
Lemma 2.2 (CBP preservation). ) {S}ex el s, H {s'} e .
3 . \\ \
12 1) . while 1 v *
: : L =
3.1 \ ‘ e
e B
\ “ 1 1
5 3 5 \ . ,While
3 . 027 NN 1 , 2 3~15 . 11~15 3
]
4 ¥
'3 7, f sC (p.9) ) ,
CBP L s 1 . 11 , s
( .
p-pre@(validk 2 K)a(validKc 0 K c) A (validRa K c)
P @p-pren(r— )*@i>=0,n—>1i), py@p-pres(H (N >=DHa(HN)>=0), p, @p,
9, @p, > (H'(r)=H (n)Y, 9; @p; > (H'(N=H(r)*H (n)), 9, @9,
Fig.11 Specifications: While loop example
11 While
9 : b ( gOtO
brture) B . (p07go)’p0
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rn > 9o > Po
, ron (H'(N=H".(p3,95) P
r n ,03 .wihle
(Pi1,91)  (P3,93)
[ , ( z
> ), [ . R CDHP
LINK s WLD
CBP 3| B,
ret RET . > ¥
,  CBP \ -
-
3.2 -y
‘ 2@ W ) , n=3,
factor n \ . (P16:916)s , P16
r > Q16
r 3 . ‘(P19,919),p19 nr o Jie
CAL 4 ¥ s ,
11 3 ¥ (p0>go)' B 5
) ( 12 ).
p-pre’ @(validk 2 K)a(validkc 1 K c)A(validRa K c¢)
P @p-pre'A(r— )*(N—>_), Py @p-pre’ A(r—3)*(n—0), p,@?
9is @p,s > H'(N) =31, G @py > H'(r)=3], g, @?
Fig.12 Specifications: Caller of the recursive factorial
12 \ \
3.3 \ 3 -
Coq \ \ -
BVM CBP . BVM Coq i
CBP -
\ :‘ .
R \ Coq CiC,
b}
+
3 > >
¥
3 X
Table 1 Coq proof code statistic
1 Coq
Li f f cod
Number Type 1\r]1§1sug proo S/Z) <
1 Basic coq tactic library 2354 28.4
2 Bytecode virtual machine definition 3285 39.7
3 CBP logic inference rule and soundness 1166 14.1
4 Proof code of factorial example 1472 17.8
5 Total 8277 100
CBP 8 300 Coq s / s 1/3
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. > ,3 200 BVM ,
1100 CBP
s . 1 2 19  bytecode 1 500, ,€0q
34 46 1 300 ,
, JAVA 5~101 ,
, , 5~10 a \ \
-
3.4 \
( <) -
k) ‘ * 9
"
\ - " P
.a ‘ " ‘ - - s
/ ) \ - )
’ e , IDK (241 ’
T N B
\\ \‘ T e > ,
ay
4 $"
.Feng SCAP B (p,g)
(WFST) , )
,Quigley Hoare
[14]’ , ) ;Benton
NET CIL : * \ \
, 171 SCAP MIPi 4 - N
BVM , ( Bjnton
SCAP (0,9) ‘ , BVM
P \ -M
£ - & s 9
> gfuﬁ((g)ll°g:)%ret), Qeall Oret >
WV \ SCAP ,CBP
;  Benton ,aRP Y & s ,CBP
N\ -
A
N ““ i JAVA
NET CIL ,
Coq, ,
s s Yale Zhong Shao TTI-Chicago
Xinyu Feng Lehigh Gang Tan
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