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Abstract: Fair packet sampling can obtain‘a higher packet sampling ratio of short flows by sacrificing the packet
sampling of long ones; thus,‘ensurin‘g better fairness among all flows than uniform random sampling does. However,
the previously proposed f‘air sampling algorithm of Sketch Guided Sampling (SGS) has the drawbacks of poor space
efficiency and large estimation error for short flows. In this paper, a space-efficient fair packet sampling (SEFS)
algorithm is proposed. The key innovation of SEFS is a multi-resolution d-left hashing schema for flow traffic
estimation. The performance of SEFS is compared to that of SGS in contexts of both flow traffic measurements and
a long flow identification process that uses real-world traffic traces collected from OC-48 and OC-192 backbone
network. The experimental results show that the proposed SEFS is more accurate than SGS in both application
contexts, while a reduction of 65 percent in space complexity can be achieved. The improvement of estimation
accuracy of SEFS is remarkable, especially for short flows, which comprise as past of a large percen‘tage of whole
network traffic flows. 1
Key words: network traffic monitoring; packet sampling; d-left hashing \ X
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Fig.4 Standard error of flow traffic estimation using SEFS and SGS algorithm, with synthetical traffic trace
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Table 3 Performance comparison of large flow identification of SGS and SEFS, with real-world Trace 1
% 3 K Trace 1 11,SGS Fl SEFS Hidk K kil i) 1 AE b

$ 3\
SGS SEFS \ B
T=8 T=16 T=32 T=8 L T=16 T=32
Hit ratio 0.590 8 0.710 6 0.825 8 08029 | ' 07801 | 0.8239
False positive ratio 0.2715 0.351 4 0.450 3 Lo.dgs 4 0.042 7 0.077 5
Mean estimation error of 0.4817 04757 0651 N Tb.am 0.440 6 04387
the size of long flows

Table 4 Performance comparison of Iargéi

x4 XH Trace 2 i,
L 3

)
Io§v identification of SGS and SEFS, with real-world Trace 2
GS Fl SEFS LA A il i 1 e Lb 3%

: " SGS SEFS
§ T=8 T=16 T=32 T=8 T=16 T=32
. Mit ratio 0.589 2 07127 0.817 1 0.806 0 0.803 8 0.8330
False positive ratio 0.259 9 0.337 9 0.426 1 0.076 8 0.058 3 0.074 1
Mean estimation error of the 0.485 7 04793 0.469 5 0.4417 0.441 2 04389
size of long flows
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Table 5 Performance comparison of large flow identification of SGS and SEFS, with real-world Trace 3
£ 5 X Trace 3 It,SGS M SEFS $73k K Wikl (1) 1 A L A

SGS SEFS
T=8 T=16 T=32 T=8 T=16 T=32
Hit ratio 0538 4 0.649 4 0.7313 0.744 9 0.751 4 0.785 8
False positive ratio 0.404 4 0.356 1 0.281 9 0.090 3 0.068 9 0.020 0
Mean estimation error of 04925 0.489 4 0.4833 0.4373 0.436 3 0.439 3
the size of long flows

Table 6 Performance comparison of large flow identification of SGS and SEFS, with real-world Trace 4
%6 K Trace 4 I1,SGS Fl SEFS Hidk (K kil i) 1 AE b

sGs SEFS
T=8 T=16 T=32 T=8 T=16 T=32
Hit ratio 0.557 1 0.666 7 0.739 1 0.7585_| 07710 | 07899

False positive ratio 0.426 3 0.350 1 02564 | 01002 | 00626 | 0.0173y
Mean estimation error of the | 4o, 4 0.4910 0.485 6 04364 | 04368, | 04382 =

size of long flows \ -

3 -
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