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Abstract: Due to the absence of actual obligation description and implementation abilities in existing DRM
(digital rights management) mechanism, this paper presents an obligation authorization model and its
implementation framework that can be applied in DRM. The model is based on distributed temporal logic and
Active-U-Datalog rules, which empowers the model to express event-driven, time-driven, obligation compensation
and other semantics of obligation descriptions, and also give the model a favorable feasibility of implementation:
The semantics and syntax of the model are analyzed and explained. And the implementation mechanism«of the
model is discussed. Finally, the implementation, application and expressiveness of the model.ate showed and
illustrated. The model improves the flexibility and capability of usage control of data in DRM system.

Key words: obligation model; usage control; digital rights management; Datalog language; access control
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BLEA ML T rAE E AU AT AR 6 I, MR Ae kR A #AT T WA T AR 5 T DRM & St 3B
AR R A4 04 R E A fe

KEA: SRR AR 454 4 F AR A 22 Datalog & = ;7 19 45 4|

FEE S 2 S TP309 SCERFRIRED: A

G 7 i) s HABE TR R ) 2 5 8 AT S AL e S 2 — Pl Al D T 99 5 B2 AL s T, T 108 AV 22 AR I
(7 AR 4 P1L(digital rights management, % DRM).  Fa A TR 37 R H5 7 P15 08 46 ) [ 75 22 3 4 B AN AN 75 22
il e Fo VY FE U 0 e 1) ) R T L5 AR e i A e {8 P D Il i DR T U ) 47 AR Y ) e R AT A
UEAERAFE T FEAL, 0 Jajodia 25 NP H ) 22 S 2 3 2 BUHE 42 (FAF) 1IN 2% . PRBETE U5 @ Mt 5 | AP0 5)
AP ACIAE: T A 45 B TR 5T AR FZ AL (obligation authorization) /UL (3 H 0t — 2B HES) T B B 7 ) 45 ) A
WAL

THATFE IR IR B K AL £ B 0 Z00 7 40 1) 55 an s 25 7e 1 AN H WIHER . 53T S AU — A TR 2
DR AE T2 0 52 BRI A 8 e, D) FHY P e TG R BOAH 2 (R A B s SR o A s e, DU FH P Wl BB 2P0 AT A B 1Y)
M B B 1 T AEAS — 5 S WAL PR SR DR T, S AT AL 5 U il 2 S WL A A 2 (EL . L AT BROT & AT ) AT 52 it
UL 53 40, TR B R AR AL & a0 T R 28 :(1) WA IR B) PR 28 5 AT A1 4 B 1 ) SR S8 28, T 7 4R s B 1) 5
AT~ Fe P R IBAT .(2) FAFOK S BN 22 DUAT A A AT — o 10 SR SR 2, i 500 o A T o i R A o S5 e 4
S B 2 5 AR R TRAT(3) ST AME I 2 AT d B G 8 AT AR 1 H M AT B B % S A

ST A1) DT AT 2 I8 S8t . A0S B A 3R Bl AR IR B AT AT R G TR 2R FE S U [l s R L ) 43 2 R A 1)
WF 5%, Bettini 25 A 5l i Datalog W i 3 2% 188 T4, 30 i 76 452 BCHE ) o 836 00 55 4138 30 44 b 53 AT 42 0, 53 AT 42 4L
B AT - U ) 2 AR B AR HEAT 98 RIS AT AZ 5 VA — T R I 1R B SR AT &, Bk Rk ST AL
SOENNEIN $1¢E[ﬁ;b%fuﬁ§ﬁ%l\1%%‘? 2 .Manuel 25 N7V ] 59 A5 2 i 208 48 (DTL) K R IA ST IR KIE
R (H LT VAT T2 3 T8 0 43 1) AT SR Bl 1 T AT, W TEVE R IR A R T AR I 1 485 oI ) B8y 8 390 () 45 L
it J5 i Trwin 25 A 1977 V5BV Dougherty 45 A ()5 375 3% 3 )7 T Barth 25 A f9 )5 vEU 076 5303 52 2% g
PATE 7 B AEAEAS L .OSL 8 F U R RIA I &% . F AW B) A ST AT AME S 32 5 1 ST B & (%05 5 R
REXG BT A Uy el ¥ WL 23 85, il I 7 A AR BOE 5 o 38 0 5 AT 42 B U7 258 30 AR 7 v L 4
PONDER!"?/HI PDL!" 1% s 234 18 5 I A7 I BURI 18 ¥ & 1 XrML,ODRL #1 MPEG-21 REL %, th fig ik
SE (1 I 25 3K 3 T3 4, (H A8 A e B B2 AR ML) 5 U In) 2 AL 20 2, A0 AN A7 7 50 28 1) 53 A7 M2 S5 ME 2 75 53 4 555t
T A s it B I AR 2 L T T4 DRMLEESE B LA 1 DRM HL I P 8= Z0IF (K 5T AT S B0k A sz il

BE b il 8, A S AR Y — R T DRM ) SAT B2 AR A OUC(obligation-b\ase‘zi usage..control), % 15 5 ]
VERVE SGIEAT T 4007 R 3, H3 7 B0 £ 55 4TS MWL o0, 660 BRGS0 o I8 A3 930640 T 50 0 R 91

1 OUC HEFNER AYIELFNIE X

OUC #& A 5 T F 1142 ) LueScript(logic-based usage control license script) A F # id i& & (rights
expression language, {8 #k REL)! ™i%i5 & JE T Active-U=Datalog!" 8138 48, H LA filh & Th i (1 42 AL A2 U5 T~ 384T
T T4 L 1 4 b 2 P 4% 92 BORE 22 LUCH?) Active-U-Datalog & — il 45 & 32 5 A0 ) 2 A5 7] ¥ 38 fig 77 10
Datalog Ef?,ﬁl\iﬁiﬂ‘ﬁ?@%ﬁﬁﬂﬁ)\%ﬂﬂﬂﬂ B4 1) 538 JEL T p (o, - o 1).- Active-U-Datalog 2 45 & A8 B ) 3k 1)
A 7 A

Upyesllpy L1yl (nH
Horbu (0 i< k)2 AT BHDBT ST L0 << i<sm) J AN SO I (R ST

OUC B [ I A5 B AE 747 38 T 43 A1 S 2512 48 (distributed temporal logic, &K DTL) W3 . DTL [ A K i) 2%

BAE R ARG — SO AR X(next) R G(always)« — JCHAEFFODTL 193 25 F 25 8 4F 77 (0 56 — JC B AR 1F
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Y(previous),P(sometime in the past)fl H(always in the past) L & - JCEAEFF S(since). 7 4h, X" XK n NEE N
X e X
Flo=vi X'p, G"p=n_ X'¢.
1.1 & &%
TR WA K (D) R" AT BN L 1) Active-U-Datalog F55, A X WA ST KRN
[V NN SUNTIV NN 2)
FRA B B T I DT LA AL, S THE, B E EH IR TRTHE LA AlpaunA. ru(n= 1) EHT 5T
EX L(FEELR). stiELRE LT
(1) AT —ATHUE LA Alpaug A A BRI —ASTHEA 2L
(2) ISk obl Z—ATHE, 4 X (0bl)(i>0),F " (0bl)(i>0),G(0bl),G ™ (0bl),GX'(0b])(i>0),GF = (obl)(i>0) . /& Tt
EAR.
(3) Wk F 2 EREROSIERQ I THEA X IA FULA.. AL, B THEA .
{7 B DL, AR S I 1 et 2 B A M 4 T BT 8 IR A By i 2% B A A AR SR P I A J5 40 7% A T
Lo b S(FP) M(43) HEINI Y DO ) )25 3107 i XM T(>0) %75 25 i AN/
TEX 2(FAEFM). DA AL G 7 2 B A )
(1) T S AE R
D@L X)) 2Pl O 3)
Lol <i<n) & 37T 2 K ipley,.en,) & PRERAE I8 W R F 0 (o) BR plry,..x,) IF 46 AT B
2,07 (X 15 X)) TR (X1, %) G5 RPAT I ZI T BRI B8 B, 7E p (x0T UG AT BLGE IS 20 75 ZE 4552 o Bl 9, 1
.
(2) IL B S AE ) ¢
g ! D (Xtse X))y P (Xt X)) P s O 4
Hitp(1<isn)ZTHEARp (01, x).p (1 X)) RIR plrr,..ox,) WTT AR 245 AT 11T 284 53 A5 R0 3 1,
TEPAT p(xy,....x,) TE A 55 A o B @, 10 AT
TN FRERAE prr,...0,) R SRR fid e 45 VE . S AT RN B0 B ZE AT p(oxs. .o, ) IR T 48 B85 T I 20 BT
W T BT o Bl g, (50 TR (S)we B A = e AT 407 28 D 45 R 10 5 AN I8 A 252t

play (D)=F~*(pay(n)nprice(D,n)) (5‘)
TE X I(RME R, A2 A AL 40 T P A 20 M R
(1) T 22 R ) \
P (X X,) = =Ty @@, ] ©)

D (Xes X))y P (Xpgeees X)) = =y @pyeens @,
Hp(1<isn) R THUT AR pCrr,. .. 0,) 2 AR ) fil R AR 2 BRI A0 HAT 1R — fol ok 3 V18 1 AT =
THEBURME M, FFFRAZAIU R 7 BRI, e 2 120 U () A2 A DT 0 2 0 ) 50 A, SR 32 R0 - o
B Ao 23 S, TS 200 00 (1 3 A7 5 A 28 kAT 2.

(2) TT R4 A ) g

LD (X X,)) D O, e,
D (Xees X))y P (Xpyees X)) = —F 50, Pryens @,

IT FRUAMERUIUAE T M2 R0 U] 0 il 08 oo e 3 e 5 A 24 U IR 0 B, 30 b, o B AME R I AR
FUIT ZR M R 00 3 Y, G SR A R 7 v 1) B3 AT 2 2 ool i e, TS P 20 0 80 54T 2 QM2 0. 53 A0 B o 1%
M2 R0 B A M D A

M T 58 B A R 0 U] e ) B AT A T A TR I 0 B2 A R 11 Bt A I TR M U0 (8)

0
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Py BBA T Y D TEAS R Y TR] A I 8] A 9% — IR (pay_by_step())FF4T TTT 75 % M (openadvwindows());r-
s T RSAME LI, Bd Wy AR R DA A BORE 23 7 D A8 T 45 SRR 220 SR 38 410 35 45 Ak 95 i s i T B2 1 ), 3 A
SRRAE AL YT I) g AN I 5] 25 A 9 — 0, U A8 ] 05 SRS 2 458 P B 2% (pay_by_time()).
r 2 play™ (D), play™ (D) = GX (pay _by _step()),openadvwindow()
1, 1 play” (D) = —n, sendreport(server) ®)
ry 1 play™ (D) = —r :: GX (pay _by _step()), pay _by _time()
TE X AGMERD). SHEE T r:p (01, X0) = @1, 00, WHR BL 7 1 AR SE £ 10 A r (1 ST 24 504
H BT 4 m (B 4 ), MR A DAy 4 k52 B AT 45 e (R R 7 45 3L P v B VR T R A ME R I A2 &5
AT ST 1 TS BAMER (0).

Compensation node

_ Obligation node

Fig.1 Compensation tree
K1 g

PR r BIAMER (), R r(RIAR AN G 1L r A AEA SEAME G5 00 7 AT = JURRAME R r(0) 2 20
J2 PR B R AMEE B AR RESR A BR A, WU () 52 A BR 23 JE AN

ARG 2R AT R 5| LT SO A TE T DR A (evaluation) ! LM B f) J2 20 4 AR S B £, 00 01 4
PRI TC T2 45 8 DRV I B 23 A 2B 4o T DR 1.

FE X S(RMERHEZERMM). WHESNE O, LR THEM I 0cO MIAMEW A R JZ 1) HATE
FEAME I peO,ill p ANJET O TALAT DAL A AN 2B AR AL AR O A& P62 E# I, B AR O 21Kk
IRGE S

AT A BRI Uy T 00 D 1) A R, D AT U 8 2 J2 A 2 A 28 A PR AR 0 R G B AR A PR S
HRA RAR C RNE RS HE 0=00 0 Qins e, Qs T Oy 73 T IESMIEFT 5 SR PR T 5 2. OUC SUTAER 1) 1
AR 2 .

Term: t::=X|a, Xey, aeC A
Atom: Pr::=p(ty,...,t,), peQ, T<{ext,int}
Update: Us:=+Pof—Pox:

Literal: L::=P;u|Pex|—Pexs
Authorization rule: AR::=P;,<L\A...ALuAUA. .. AU

Obligation formula: OBL::i=L\A... ALy,AUA. .. AU

Obligation function:
0::=OBL|X(OBL)|F-(OBL)|G(OBL)|G~'(OBL)|GX'(OBL)|GF~(OBL), ieN, i>0
F:=0|0ULA...ALy

Obligation rule: ¥
He= poy | Pt | Poves Pt
OR::=H=F,,...,F,|H=>—OR,F\,...,F,|H>—OR::F, F\,...,F,

Fig.2 Syntactic structure of OUC obligation model
2 OUC T ERERLE AL H
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1.2 & X
1.2.1  THEHATIER
EX 6(EREETFH. X st EM M B AMEFN 7, S r (LS55 T SR r R IR AE p(xy,...x,) 2 45 I B 2

FEUG IS R AT ] 20 AR BT p(xy,.. ) AT RO
LG BT SN AE R e D0 B I P B 2 0k g i R I B (9) Uk B X D Z0TE B TR R R A B
play”(D), play (D)=F“(pay()) ©)
EX TEMEEF o). KTHMERI 1y, A2 1y B AME RN, 38 Sy W HME T iR (9] ) 938 5 IF 1) 24 T IS ).
AME LT o SR U I AMEE I I 1) T3 AF 40 AT 35
T T R AR RN, ST AR AT I8 2 46 5 A2 AR p(xy,. .. x,) IBRAT JT 86 B 45 TR IR 200 AN AE AT IR I 2R 125,
WEIBAT A [0 ey, . x0),00) B[P (x1s. . - %0),00). IT BRI () SEATBAT A [0 (ers- )0 (et X0 ]
o M R U], T3 AT AT 3 PR 2 20 I N 452 A D 5 A T 20 (oot Z1) T 43, 1 BT [ eo,00) 15 138 T3 AT AT 455 1)
AEER AR TR S AT 23 50 A [ @0,00) B [max (@,p ™ (x1,...,x,)),00],max B ZCHRz KB A ke 46 22 1T 28 M2 30 U 1) ¢

'FF%;V?Tiﬁy‘j [a),oo]ﬁ[[f(xl,, . 'axn)api(xl’- . .,X,,)]. \
FEDTAE AR RN o, DA 28 28 BLITAE PAT SR RS 20 28 4 D DTAEIAAT BOREE 4R 20, 20 DA J 00 -
L CTI S N C T xn)zXao(sendreport()),... (10)

R HUA0) AT A [ (1 X)p X1 ) LR VT MR I BN p (1, 0 )BT (KT INF 1025 FF 48, E)
XORAGM p(r,. .. 0, TFAEHRAT I TR] 25 5 1R 55 30 AN )25 '

A L) B BT A DAL B 10773 Bifie 2 — U BERR 1S A3 BT T — ) 3 i L
TR B 3 2 BT N A D s L B R R

1 play* (D), play” (D) = GX'™ (pay (), GX "*" (openadvwindow())
& : play”(D),play” (D) = 1;,~play _a()

FErh MR 2 1) SEAT AT BN A [ o,p™(xy,,....x,)), W BIIE 38 BURAE —play_aORAE r 833 SR 24 B IN 9] 20 57
RApigT.
U RN SEREARER). XM FAEHITE N 1) 5T 2 2K g=o(obl), i1 RAT I 2 AEFF o 7 1K 24 1T I8 220, 53 4F:
obl RNHELEMFTFERE P RS S HLAT (o FT06AL obl L obl 51 % 1t 537 2 — S0 8, AR 3 4% 2 30t <.

TR A A S A EAE SUEPAT IO i R BRI 10) A R R TE E] 30 ANINTED plx,...ox) BETR,
) X*°(sendreport()) N s BEHAT . \
122 FEAHNTE X

W 2 Pros 5T AE 2 sUEHE 8 Al IR AR AL LA T A 24 20 S AR LU DA 5 ASG ) S AR R Dl 5 4 1 8
A L obl RN DT \

AN 1. ptxy,... x)=0bl Al p (xy,...x,).0 (x1,...,x,)=>0bl.

FEATUI 1 eh AN I S HRAE AT, U IAE DAL AT BRI 45 3 AT obl 1) 55

Bl 1507 WA D ITFUR RIS AT ITT 5 W T (http:l/www.advertise.com), &5 B UR R ic 5% H &

7 2 play™(D) :‘open(http://www.adver‘cise.com),
't play™ (D) = log().

BRI 2. p o)X DD p* (1, ) p (1. - 0) =X (0B]), 0.

FEATI 2 58 B AR SEATPRA TSR 58 AN I DB AT $AT BAT: obl 1 XL 55

Bl 28T A D ARG AR 30 AN )P R &R 3R 4 i

ri:download™(D)=X>(sendreport()).

RPN 3. p*(xy,....x,)=F (0bDFT p'(x1,... %) 0 (X1 x,)=>F (0bl]),i>0vi=c.

BEAFN 3 458 W 7R U DA BAT W 56§ AN IR 8] 22 AT AT BEAE obl 1) SL55.

Bl 3507 WA D AEAETITAR 5 ISR 10 AN IR a) 25 A 06 25004 A 63 -

(1n
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riplay’ (D)y=F~""(delete(D)).
EARBMM 4. p*(xy,....x,)=>G0b)F p*(x1,....%.).0 (X1,....%,)=>G(0bl).
FEACTEI 4 i WY, £ R STAEPAAT S AT A I [0 28 B9 AT DUAE obl 1 X 55 AEFEARFLI 4 v, — et 0
N ,0bl NI AAT DT, UL RUNAE STAEAT SN Il AL bl (5511
Bl 4807 A D AEAL AT REFT TR 5 4 00 A 0T e 20 OR A ) 75 W4 BHT T
1 @ play™ (D) = open(http://www.advertise.com),
1, : play* (D), play™ (D) = G(is _open(http://www.advertise.com)).
1L 1574 open(http://www.advertise.com)F] FF M T1,is_open(http://www.advertise.com)F| I % 1T & 75 4T FF.
A 5. pr(xy,...x)=G (0b)H p'(x1,....x0).p (X1 X0) =G (0b]),i>0.
FEACHEI 5 5 W, £ R DTAEPAT S8 ¢ A I 8] 28 A RO 38 I 20 #8 $UAT TTAE obl (9 55— LI I T ,0bl ¥
e A AT DAL, UL R AE STAEIAT IR ¢ AN TR0 P 0386 A2 obl (25 AF.
Bl 5: 5 PR BT WA D BEOR T 805 2 /DIESATIT) & M L 10 AN )28
ri:download (D)=G~""(is_open(http://www.advertise.com)). \
AP 6. p™(xy,....x)=>GX (0BDH p*(x1,....%,).0 (X1s.. %) =>GX (0bl),i>0.
FEAHLIN 6 5t B 6N TTAEPAT I A A BERR ¢ AN I 18] 20 AT BTAE obl 1) X g5
1) 6: 507 A D A5 FE YR 2 ZRRE R 5 AR5 A 21
ri:play’ (D) play (D)= GX*(pay()).
AR 7. p*(x1,....x)=>GE (0bDF p (X1ger - )2 (X157 X,)=GF~(0bl),i>0.
SEARHUIU 7 560, 26 R0 ST AT A3 P A B ¢ IR 3035 AT ST obl 119 XL %5
Bl 7807 N DM AR 18 0 P I A D AR 30 NI T] 2 A A IR A
] ri:play (D)y=GF**(changepassword()).
AN 8, p(xy,... x)=O00L A .. AL, 1 p*(x1,....%,),0 (X1, . X )=OULIA. . .AL,,.
O (¥ SUR I 2,3 AN 8 5t 1 75 MU S AERAT R A 7E Lo AL, R T 2 BTS2 30 0 T
DL 5
Bl 8:AE F AT AR D Ja U AEMER D Z WA BERE 10 AN 1] 4] 3 1K) SC5%, stAE R0 4
ri:download (D)=GX"(pay())u(—object(D)).
B3Ry VWL AER B D ANAEAEINER) Z BTAT RERG 10 AN IR IR] DA 2 10 55 \
OUC THATAS AL e (1 [T A7 T AT I FIRM 2 R0 387 g _Eok 8 T ik A R D) 2 o, FG v St ik A R v SCR 5245
123 GEAMEE ’
RE X 9(BIRREFHIBONE). B pCers.. X)W pOrr,e . ym) 70 AR T BT 08 play, o0, FROATGRR 5 100 (1<
i), V1. V) TRy, S ZIRERIUFE pQxy, . X )R P31y ) A AHBAE
5 XY 0 Z 53183 B I 4 T pUZ05,Y) R pOYGS XA EAE (XS, 1) A p(X3,7) o Tk A
ST AN AHAA).
BAE I AR E D T ORAE A B HO T S2 94 0 5 SCRMEEB 1) S04k 2 1
TE X 10(R] SELAMERD). KT A ERINEE O,r(@) & T AT re O (MAMERS RS () b AT B AME2 45
s ERAMEERN ce Qp(xy,... x ) 1, ..yw) 73 BIE ¢ AT e U AR i A B0 B, 290 p(x,. o ) B p O Vi)
S FHAL ET, UK A AR (@) 2 T SE AL ).
5010 AR AN b (%M B BN 2 ) TS X Cuni fiable) 024 55 4 £, 18 il J50 7 160 RSP 35 1, 3 3 J T
B 7 IR P 44 PR AN R R 5 44 Bk mT AN A ] AR, 4 28 AH [, B T ot mT S 49 A A B2 2 UE s s 2L
EE 1GMEWMBHRER). XMERSERME O, THEMN reO HIAMER r(r)E AT SEBALHM2 B AR E
POy, x) ot e RSk R B 38 5 AR BRI R T pOrrs- - oym), WERAE AR B0 ) IARAT 061 Op (... x,)=
P15y JURE () AMEE G 1 E AR R AME I ce O, q(z),...,2,) 1 ¢ BRI SR 484 10 ] Jt 1 e AP AE B
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WA O, 115 0121, .20 =01+ sV m)-

EX N(EFMBEFRESENNE). R O, W RAT TR 0 € O IR HME2 8L W] 545 Ak FM %
BEFR LR O & ik ab gl 50 A0 W R EE O BRI TEVR IE IR SOE VA AMESE, MIBK O 2 iR 4R.

FE I R SR SEERLH] 3 SR 2 VR A2 RN S A 4R,

2 REXKEZ

EIE 2((MERILEIR). AR A VEAMERUEE O, W RAMERN ce O ZTHUTMM re O FMEW r(6) LI\%R
45 SR, PRME2 R ) ¢ FEAMEERT #(0) BT B D BEA AT T A ¢ 78 r(OB P R AH 56 ST AR 45 b I 52 AR A 3 78
U 220 R 4 BT O s, e v R S 1 I L AL RMEE 4l AR BRI T D IR I ST A =L

M2 AL A B R AT B ) A R I A A S 4 A AR R AT T E R AT EE N A BE AL e
B2 pMEE I FR A% EAME R B T B R AT, RN

(1) WA FHER K ol i 4 pfF 1IEIBAT RE ol TR 7.

(2) W r PIRMER gl S o B B T RAMEILI 7 U 7y B TRAT A AR 0 i RAZEE 20 T B AME R ),

W) E R P B3 — SR AR
(3) W r HAMERS Th & T o U8 1T BRUAMEEFRI U] ) B SR 2R AR ST AT T ST A 5
WRAFAEZ A TT BUAME R0 P s Bz ). §

(4) TS r PRIRMEE AR Fr 45 5 oL S T RN TT 255 AN PR U, D0 P A I PR 2 T 15

REA A BB FE — A T AR 35k, TAE DX 38 AL 1% AT XSRS 358 2. 53 AT X 33 7 H 7 1 76 A 4
BB PGty ) =X OA - AQS) IR DT (X100 X)) D (X1 oo X=X DIA APt [ P12 7%, I B R SR
KU, es 72 THEAT X IFGEL 46 20 IR oA Ag,, 7 P 3 B AR DA 2 UK & I, SER BT AR 4R 20 s ISP 22155
B oA, A, T EI':J*HE_?H?»?é?ﬁ"%f’ﬁ?Y\'J‘.?MﬂéE@‘Tﬁ?[‘%ﬁ&'ﬁ%%ﬂmﬂ:%Tﬁﬁﬁ)ﬂ Sk o8 SRR AR
TETE R TR Bt A M 0 00 3 7 i JURIM32 B 57 5 P P 3 S22 7R L 2R 00 U 1 5% 4T (L 92 452 R0 00 1) B A 3R AT
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o @ M SN D RIS 2T TT) 25 P T (http://www.advertise.com), - 76 A5 I ] R K7 45 Y

TCHIFTIT, 5 WA T S A D oG]

(5) BT WA D B T7 A 3 b2 A U TR] B A I T 20 A 9l — 0, B A P 45 RO 2 AR 2l 175 0

NG5 SRR 10 AN IR T] 25 A 98 I 35 IS A6 i 0 <, 15 JUU P P o 2 B BT 4 B A%
R TEBUR A A 3 iRt gy KR,

ro:
r
N
r3:

[®)

4.
rs:
Te.

download ™ (D):GF\30D(changepassword()) F~'2°(delete(D)Anotice(server)), GXIOD(Scndreport())u(—‘ob]cct(D)) .
play"(D)=open(http://www.advertise.com)

play’(D),play (D)=G(is_open(http://www.advertise.com)),GX(pay_by_step())

play"(D),play” (D)=—ry::G(is_open(http://www.advertise.com)),~play a(D)

play (D)=—ry::GX(pay_by_step()),pay_by_time()

play (D)=—rs,F~ (pay_with_extra())

play (D)=—rs,demember()

Fig.3. An example of obligation policy
3 SHEBURORDI

TUE AT IS FEUN b
(1) JP B ST download(D)N RS 4% T 8 DAE T 858 5, 2401 DEAT Kt B C4 A i 2082 &2 0):

2) 74

E:download (D=8 GF~*(changepassword())AF~'*P(delete(D) nnotice(server)) A
GX'°(sendreport())u(—object(D)),0)[ro].

AR ABE F RIS 2 10 TFAGPRAT HE TR AR I, 24 7 DO AR X S F
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E:download (D)=&GF~ 3OD(changepasswom’())/\F <1200 (delete(D)Anotice(server))A
GX'*P(sendreport())J(—object(D)),0)[rol,
Ey:play’(D)=& open(http://www.advertise.com),10)[],
Ex:play’(D),play (D)=&G(is_open(http://www.advertise.com)AGX(pay by _step()),10)[,].

(3) BEH T AEHEANSAT D (1IN (8] 28 58 B Ey B DA I I BRAZ A0, [ I M 2 7 ZE AT 0 TR) AR AT
TN TH] 5 AT 3R ) B A, I8 2 B AT AME AT g 29T 33 A B E) A2 R (O i B AL, Cy T play (D) R
AT R T LA 7 7R

E\:download (D)=& GF~**®(changepassword())AF~"*®(delete(D)notice(server))a
GX'°(sendreport())I(—object(D)),0)[rol,
Ex:play’(D),play (D)=&G(is_open(http://www.advertise.com)),10)[r,],
Ci:play” (D)=pay_by_time()[r, —Xew_by_ser0) o p,],
@) BoERAERZ) 15 G5 RFRIC DRl L3R Cy B AT R 2 B0 e 3 1 528 XTF AT SR P A
SRR D I ARARAT AL A T BN rs 1ORAT I 24 5 53 A DA M DS R
E\:download (D)=& GF~**®(changepassword())AF~"*"®(delete(D)notice(server))a
GX'°(sendreport())I(—object(D)),0)[rol,
Cr:play (Dy=&F~"(pay_with_extra()),15)[r, LGXwaraby_ster0) & yo\ 5 p(].

(5) WUERA T AERR AT 10 AN I 8] 250 BT A 28 0T HEOD RS M i 44 <62, 85 3 SRS 76 (R 4RAT (2 X I 1

HMESE T iR [AIIN 1 25). 24 i o7 A DX IORI b 32 XAk F
E\:download (D)=&GF°°(changepassword()) \F~'2*P(delete(D) nnotice(server))a
GX'"(sendreport())(—object(D)),0)[ro],

Ciplay™(D)y=&demember(),25)[r, —GXpar_by_siv0) o yy—>rs—>r).
©) %E,rsﬁhﬁ}ﬁ%%ﬁ[mF‘é?ﬁﬁ%%&ﬂl?ﬁ,%ﬁﬁ%ﬁgiﬂiﬁlﬁléUJ:iiiiE‘z(l)EI"J%ﬁlZiﬁﬁ.

4 BEREN

R B RAIT 4 3B LucScript A8t 15 UCON [T f5 S AR M1 A S 7F LucScript 58 () KAl
SINI &, — 2 T LucScript W 5 MIERIA Ty ik e 17 A sU S8 AE 7F,0UC B e g 3R 0L 5 4
V147 i 285 DR 258 5 33 Bt 0 00 4 fl o B A7 RN B3 AT AT BORE 285,0U0C 528 8 20 T AT 1) 4 9K B0y Pk R R 4 i 2
T AME RN, OUC A7 BE 68 R0k 57 24 IR AME A2

Marco 25 ANPOE S A b B0 B L 7 i D AT A B b 5 A A0 B0 B A 47 43 g K3 g e A Dt AT i 2]
I B2 FA ST AN IEAE AT (ongoing) I KR FA 54T 3 2. Marco $& H SHAE KB A 52 (1) Hj%ggﬁfiﬁ,ﬁﬂ FHARR A 1) 1 30 B
Vi) B[] 5 o 39 48 M K o3 A R R AE(2) A F SR 3, T e — 5 A I S Y AR S 8 IR 5 (3) R AR DK B,
R0 PO A A S A0 o 25 458 F 21 fih 5 AT ) K HH Mareo i B3 1255 T AR SR D7 R 301X 78
UL T AR ST i 3 IA J) . Marco A8 1) ST il & Tk AT ASC 7 VA i 7 LR 1.

5 HRE

OUC M7 17 75 A5 M ISR 215 S MWL), B F I A5 BR3P R 55 AF AR 45K 22 0F L
AT AU 15177 b SR ) 45 P32 17 28 i 504 4 552 75 3000 A 43 SR L) 0 35K OUC KR 7. T 55 )
5 VR S (LI ST 32T 19 55 AT2834 R S MWL 1.

7E LucSeript {4 F 11,0UC HEHAE Jy o5 P 2 B F £ (0 1 78 RIIFAT M54, W63 46 % ) 45 0 LucSeript i
AR % 01 %h 75 5 4% LucScript %5 ™ 3 43 1 0860 25 1T 435 30 40 R AS BT 6 4 AT 43 38 4 (43 B3 ) 3
LucScript (RS 4%  VFTTHIE [0 T 435 47 k43 648 £33 06 4 T S5 R0 4 B 69 K . USBKey 2648 52 & A 434
ST 1 OIS AR, 8 B (7 15 B4 B e B (R A7 T 135 005 4o B O T3 30 40§ 57 3
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AT IAE. A FAPINS T2 5 15 1 55 S 00 30045 R0 B T 5 W (R ABL T ¥k T 228 SCRR[21), 7E BEAS R BEE
ARSLAS L Z AL AEAMEE DA T T, ZESR A2 DOAT: (10 Ak A 45 A1 U8 1) 55 A5 2 A0 DU PR flh e 68 12 188 3 A I+,
ARG FEAN IR AT 2 To) R A2 Bl R A% 190 280 T LA AR DAy AR S i BRI 5805 1)

Table 1 Obligation types of enterprise privacy and mode of expression

*1

ANV A TR R RN R 1L T7 X

Obligation types Events triggering obligations Expression of the paper
T being e)'(ecuted at a specific X'T, T being executed at i-th time steps.
date and time
Time-Driven . G~'T’, here T" can mean the action that keeps the status of
T being executed after a R <D, ;.
. . . the data before operation. For example, G~ (object(D))
Long-Term certain period of time . :
: means that the object D only can be deleted after three days.
povacy G™'T', here T' can mean that the usage times of users are
obligations T being executed after the ’ . & ,
. . lower than n where usage times are recorded by the licenses,
Driven by usage | data has being used for a hen G-I h . £ th bel
and counters certain number of times in a then .mea'ns.t € usage times ot the users mPSt ¢ lower
specific time frame than n during i tlmg steps', or else a compensation rule can
be put to execute 7 immediately.
. . T being executed periodically i . .3
Time-Driven (c.g. every month) GX'(T), T always being executed every i time steps.
Driven by Such as when the data being The obligation concepts at the time of or during the time of
. used, transferred, deleted, A .. .
Ongoing contextual . . an qperation can express the obligations driven by
. retrieved or any actions \
privacy events fi h . contextual events distinctly.
obligations predefined by the data subject
Such as data access being | By thestriggering rules in LucScript language or triggering
Others stopped or obligation update | methods in the obligation model, the method that data
being triggered= when. the | access can be stopped or obligation update can be triggered
privagy policies changed when the privacy policies change can be implemented.
Short-Term and Driven by time | Such as-obligations needed to The concept of obllgathns being §xecuted immediately can
. . . . be expressed by the basic rule 1 without temporal operators.
interactive or context or be executed immediately or . .
. \ . . .o The execution mechanism of the model and the open
privacy others discussed | interactive obligations needed . .
S 3 . management mechanism of LucScript both can express and
obligations above to be participated by users . . . . S
implement short-term and interactive privacy obligations.
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