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Abstract: \Thispaper first proposes a new information slicing and transmitting method ITNC (information slicing

and transmitﬁng with multi-path network coding) with multi-paths network coding. Next, a novel anonymous
communication mechanism AC-ITNC (anonymous communication mechanism based on ITNC) without key
infrastructure, which is based on ITNC, is presented. In the new mechanism, the anonymous path setup information
is sliced into pieces, and every piece is coded by the random coding coefficient. The coding coefficient and coded
information pieces are delivered along different paths, which make the anonymous paths be set up in the case of
non-cryptographic scheme. Theoretical analysis and simulation results show that AC-ITNC can significantly
improve resistance against conspiracy attacks in an anonymous communication system within compl‘ete i@stributed

environment without key infrastructure. 3
-
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Code_forward(s1,52,53,...,5m) //Algorithm of coding and forwarding in each coding node
For i=1 tom
s[i,1]= Layer(s;,1); //Layer(s;,k) is to extract the kth layer’s message from s;
nexthop[l«—Decode(s[1,11,5[2,1],...,s[m,1]); //Decode and get the addresses of m next hops
countoflayer=Layercount(s); //Layercount(x) calculates the number of layers of packet x
For j=2 to countoflayer
For k=1 tom
slkjl=Layer(si,j); //Extract the jth layer message of input packet s

ns[1...mj—1]<«Code(s[1,/],5[2,1....,s[my]); //Code the jth layer’s message of input and get
the (j—1)th layer’s message of output
For i=1 tom
ns=Union_packet(ns[i,1],ns[i,2],...,ns[i,countoflayer—1]);
//All messages to the same next node are combined to #s; \

Forward(ns;,nexthopli]); //Forward ns; to next hop node nexthop[i] *
\ - .
Fig.3 Process of coding and forwarding: | s
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