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Abstract: The software fault injection testing (SFIT) technique has been developed for thirty years. It is one of
the most active parts in software testing research. As a non-traditional testing technique, it plays a very important
role in enhancing software quality, eliminating software failures and improving the process of software
development. A detailed review of the research on SFIT is presented based on the survey and classification of the
current SFIT techniques. Then, some important testing frameworks and tools that are effective at present are also
discussed. Meanwhile, a brief description of the testing system CSTS (Component Security Testing System) is
provided as well. Based on the precise investigation on SFIT, the issues and challenges of SFIT are pointed out and
the future development trend for SFIT is proposed.

Key words: software testing; fault injection; software mutation; robustness; fault injection analysis

1 B B4R IE X (software fault injection testing, f #& SFIT)4& R42 118 30 4F 69 & &, — A2 21X AT
R ERA R N EZ— M — AL RBEAR, ARG B R LTRSS LT FF
AL F T BAR A ST AR IEA RGBT R IR BB S BAT T AAT S ARSAE X B ARRAT T B R BAE, FAT 4
AR AR AP RERF RA T EAAITT EE FINANET EEMLGET SAIT B ARGH 422 MR KA %
CSTS. AR W IR H ARG b b B 28 T L AT 34532 AN A 6 B A d 16 e Bk, R T R R &
Je by 4,

KR AR AR IR IR R R A AR IE AT

hEESES: TP31L ERFRIZAD: A

BRIV N (fault injection)H A AE Sk — i A 1 Ge i B A DI AR 2 4 e JUER 52 0 s 0 T N i) . A
R 77 2% A R, B A 5 B T I 2R e e, LI 2% 2R 46 B AT R R 2 B N B A B L T
20 20 70 AEARAREAF IR, J5 AR 4 A 7] (0 R0k % e 3 TR I BER M, JE Tk RS, T
JL 1 AR CSVR B T S B R B S A3 (software fault injection testing, R SFIT) & #5814 1 7
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R A RG AT IR A, B B IA T 1978 4EDeMillod H HFE 28 SRR SEIT vy LI sk 1 i & VT Al
R G AE — S ] S AR S 2 A DG R IR A S AT N )2 e A s R R A R A

ST T 4% G5 (0 A DR e R SFIT = A BLN — 28] /5 :0) Il 45 9% 1 & 4252) fE 9% Ik COTS
(commercial- off-the-shelf)4k f:.COST 41 Y5 AQHE AN ] % K& i J8E 3 37, 1t 45 FH SFAT R DAAE — 8 28 345 ¥k Jr API 2%
P2 10 290 N AR, 30 T S AN VA A AR R, 3) 8 I T 5 M — N R SR A 1R R DA IR B ) i 1R
B 4) Be g AT A8 S oy A i 3ok A 8 7 e s oy B AR B R B . — MR 3 AN AR,
BI #4743 #1 (execution analysis) . &4 43 # (infection analysis) 144 #% 73 7 (propagation analysis);5) X % 4t & # 11
R S R A R e ) A 8 R A A T S ) s | AR R e A, — S A R AR, T — R A B ) B
PRER 5 22 R 48020 WA RAIE T B AR 2 1 28I R (R B AR S T P 0L i R I R R AR R N
PR B AR 2 07 R B A v L T4 30 0 9 2 1) 0781 SEITH AR L30T 2 B ) TR A8 SRR . 9 vl ek e 2
B BE VAT JLAEAE SR IR AT 5732, 35 AT A R i AR A IR R DL iR R
HCRR PO cOTSE AR, WSk b SR 2t i, 2 e sg i vr s, RGeS e
R R IR DA A 2 4 2 A D28 e S S 2 4 R A % v T S 2 (K MR A 0 AT — LA 2 R G
WFFEH AL

AR SFIT [WAH OGBS R AR AT TS, 0 TR &5 T 2400 SFIT (MBS U7 S el s A8 T L R,
SFBRATEVHEFI H (JET SFIT B# 4 22 4 PR R LS 5 BAR) M 0F 70 SR B IR EEAT T 138 53 4b 46 43 #1 SFIT
BB HEEA b, 825 T I H BT AFTE I )8R T Bk, O e T IR Sk R

1 SFIT &%

1.1 JUANERESR

TE M 1. AR R (software fault) F & —AN = 4E73 7], 8 L F={T,P,L}, For T Jgfiz A (1) B ) SR A i e 4
B 0], P Ok R 28 1Y Bl (R 2 2 L D 5 R AR A

EX 2. HREN BN — AP TCAL{F, AR MY P HE R A A 0 0N 4 R H bR R S I8 AT
BUE RO 1 1B B WSAE RGEAEHT IR N AT 0 RO MO J3E B 4R WSO AR A R A N S0 45 SR — IR B B IR 4 R 1
N AR I R A A RE AN B A

TE X 3. A AT 2 B 0 S ) SE R R A A W S P B g, B R S i 1) R R 7 B A 49
IRE IR BE .

TE X 4. SR RO TR A (R 4 AT B 0 T SRR U0 I sl A R k.

BTSRRI 3 Tl fift P 7 i A AR e B R PR R AR A A SR R R AR R R e R g s
BER T BR HEA 1) 5 15 58 SE B A5 R B — B A2 A6 SRPE DU B 4 4 ) R SE B AR 28 R AE R T I B8 5 S ik
Xof Y 158 9 70K B2 B8 T AR R i N AR e AR — PR A R T ok o e B VT A A R 2 A BB

EX 5. FAFAR 5 (software mutation)il] i & — F T 1i) Bl B 100 8R4 03 g v AR AR A8 e B 0 R A — e 4E
O AR K SR IR B AR B A R P R A — AN R e A AR JE AR O DR B . 8 AT AR AR AR S AR R
T 7 BB AT 45 Rk — 20 2 M AR IR 1 A A S 5 AR RS A8 S R B RS AR e

EX 6. AL 5 TR APIRR 7 DU 1R B S R ) )

EX 7. BAFE PP (robustness) & Hi M AE SRR BN « S R MO R IR B N REE R R B R AN
AR R YRR

DUy B 4 28 45 v N FH R 7 032 AT ER8 4 i 8L T A7 i A 0 S 8 384T R 5 R AR B okt J B 58 4 IV 1) 8k
PEES RN T IRT Ly g B R P A 8 N FER B A 1R 8 NG 12 ) DA N B AR SN S A AR
5 BSOS AT IR B R P 5 A T LB O BEADURR P 3 (0 435 DOV SRR (R AT O T PR B 4 i N
SEFRAE AR IS AT T AR R R GEAL T IR B SEAR AT B R N B WL IR RS SR R i, A, %5
WEBLSCAE R G AN AL R R 55
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1.2 HRIFEANEX

AT S G B ST (RO ol s, FRAT T B R 0 N 43 BRAIC 2 R 5 A N R i 2 S R N AIG 2 R R TN
J F AL A 535 LA 2R 6 IS 0% 9 T8, 2 O A N S i AL A AR S R AT N A
WAL RS . B AR TERIRAS KRR R 1 AN E R T VRS ST T O EE AT
Horp SEIT L H R ACAUA . B G0 IR A 1 N T T30 1 7 vk A W] A N 45 38 S I 2 A e 1 e
RS AR A 1R 5 2 B e N i B A A7 A e 4 v I CPU ST A 2R B . AR AL B 55

Table 1 Comparison of fault injection level
FT 1 HREENBEURLL

Based on hardware
With contact Without contact

Without direct physical

Based on software
Static injection Dynamic injection
Program modification before|Injecting faults  when

Item

Direct physical contact such

Characteristic

as the pin injection,
changing voltage and
current,dynamic probe and

contact such as radiation,
electronic interference etc.
Difficulty for controlling

loading and running
program.Injecting faults into
source codes or assembly

program running. With
fault trigger mechanism
such as timeslice,

codes for simulating hardware [exception traps and code
faults and software faults etc. |insertion etc.

Modifying program variables,statements,storage data
(register, memory, disk) and communication data etc.

chip pin etc. injection position.

Injection faults [Faking current,too much power and reversing bit etc.

Cost High High Low Low

Perturbation No No Low High

Risk of damage |High Low No No

Repeatability  |High Low High High

Controllability |High Low High High - -
Prototype tools |Messaline), FISTI2! FIST, MARS[ZA PiSCES!? EE%J%%@W

1.3 SFITEX[FEER X

SFIT 11 H A2 AR — 52 I A 5 S AL T N MR DA, LU U 22 R 28 i N 5 i HE R VP0G R G & 1k
] SE P B ¢ 3 G 7E S B B TP R AR TR O SO A A B AT N AR R AT L) W AEETIR ) AR
i1 3) TSI 4) MR WAE B, B ERROEEN . URREER AT A IS 2 1 R R IR AE5) T AR
WERZWHE . CRAME R LIPMNE R 5B & B ) 2 A5 B TR 6) MR 7) BR/ER T4,
15%:8) TRIFACEANR AnEA) . B R,

13 1.1 5 R AR IR ST AR 5 R — S S AL I [R) S B 2 ) = R ) B B AT R — A
TG BR 73 18] 95 RFTAT B A R A & 2 AN R AT 19, 5 7 A 21 A BRI W OE 8 5 0 D 15 0 P 80 A4 Rl 9 AR o T 22
BT N A8 7 A 2 A T RE AL 2B R0 T B AT LI P e SR B AL R0 N i (7 ) DA B2 B L3 5%
B S O 1 LA TV B — s K R (B AN T 3 G M A A E P AW R N IR ) A R
FOERE U AR A B AR B B N IR R A 0 S BRI 1 R AR v R R B A R N DR FH 48 A ik
Hik R

BRI N — BB BB 1) T 4 xS . SRR R AR H 6;2) SR IR ik A A i
3) MIPIASIRAEAL;4) AT NI RR, R 55 R K S ALHISE;5) 1247 H bR R LA R N6) s
PG IR 45 SR B I 1 e

F TR REN TR L 10 Fi:

(1) 75 A (25260 it A S ot — ol 5 YA AT PR SEIT IR 35 ) 7 v 2 AT A0S A8 S AU B R S A8 e
28, L ARG AR S 2 B AE SR AR AT, AT CRE R 7 AT RS B 78 2 i B 7 A8 AT G SRR 7 1R B IRAS,
WIRAF AR 7R J ) R 55

(2) B At B BE A R A NHR A 0T LUORCE AF B bR R T AT AT Hh 7, 4 FE PP IE AT 81 B ) trace bithf, 25 4k D)
BB RTE N R, XN A AN BERERAT R G0 8 R N LR [ S B TR FERRARIEL,

(3) FET B WL 0 R 353 N 7 v 0 27 ) ] 4 w8 20 55 0 S S O i S B S E N I FIRE T ¥ 4 R
AT I, 385 S5 LA SR B O S5 T I 508 77 vk R U, AN T AT R N
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(4) B AR v P28 0 5 224 0 B A AN LB e DR 6T 5 I e 2 ol — A 2 0 2, 8 i o 12 ) 2 ot %2
AT RS N 22 AECOTSHR A1t AR | 48 FST (fault simulation tool)%) T . 4B DLLZH 4 35 5% 3¢ F £y DLL
HEAT B 3 S 1R N RV Windows NT R 211 & 4 1k

(5) M zh ok Foidk UV sk 3t 5 R B30 s A6 52 48 01 P bR 2 S W R A N 30 R K 3 T T U AR A
S T R AR BT e G T A T B ST (KRR A A FlipBit R 5, B B R, B 5T 0 A 0 B 1 E A 1
21 0, th AT FH B4 A% S

(6) 5 1178 S0 R O A M2 4 1 2V v B T S A I N, S o R B T L SRR L SR R B8
o TR R

(7) Wi MU AR SRR )P A AR A W 5 (A 7R 2 2Q) 7E R AT 17, AT o B8 A7 5 &R 2 FLAE . 3L
EARZR W P I AT IR A AR AR 7 08 AT 45 4 5 07 5 308 T8 ol 2 R 8 D 5 0 B 1 8 3 3 K. 573 b, i
O A T DA A 2 e

(8) PR IE AL B A7 A5 00 0 52 AN 3 4 2R B0 28 L (KBRS BEAT Hodh Wi N A . R4 A S0
P45 A 5% T X 35 R O T K 5 T e N A B 0 BRI A 3, A N 2238 A AT AR R A A T A
& B BEHE AR RG AP

(9) FUZZHAR B2ty Bk bt ML 05892 M s AN i) 10 5 0 3 ) 5 SR AR [ 1y Bt L s 5 2 B FUZZ0 sk T 461
HOAT BB SCE 4. SCrER R, SO A BB 8. Ry As i Je W AR B I FUZZINAR s ¥ FUZZiE 5 5 52
IS N 3 2 AR RCR AN .

(10) 2425 57 O30 52 0 0 75 SR U T e PR I 40 (5 )R AT 8 S5 B o o SUAT A0 I 2% S5 B SRl b ML 4
AR S R IR O AT AR AR A S DU R 1 AR B8 v U 808k — 20 TT R BI E T R4 A 15 At S AL T 3 3
(FI AR A 152
1.4 SFITESEN

(1) HRE IR FCM R R N M 86 1, FC=fil ke HAN B 58 B0/ N IS B2 B AL

(2) DA T2 COMT R IR N RS A 55 Pk, A R 1107 5 — 0= (R P AR A A e s A FARAT [ B
AT L. CO=H R N B BAT A 2/ AR IS 5L

(3) MRFE ot T4 AR o R FC ARIL AL 5 3% CC ) o4k g &, — BB FC A CC 1A 119 59 Sk fir
= /1 TA=FC+CC.

(4) FEFPZE SR R AR R R T8 0 B MA A 70 5 AR Hp 7= A 1R I 481 04 78 4 R E L, MA=D/ (M—E), JL
D AL AR FARA KM A R BELE 5 KRR P 24 (A8 AR A 4L

(5) e 007 2 W o (00 78 0 1tk P O 40 0 10 2 S DA o e AR ) 7 40 R B O VR v
W MC R 138 S5 BE R UE ) ML — AN 1 RS M AT U5 178 w5 v ) MC e R MC=(E D AT
— WA B E /%3 O R O R M)*100%. 1 #2 11 78 S B SR ) ZM=4 2% A 1R 78 S A AN B/ AR S5 11
A AR B IM ECAR R, T8 W0 B 78 40 M 2 b MC TR B 78 23 P R v T P 3 2 I B 5% B A 78 40 Tk HE )
Z IR KR B IM A MC.

(6) 3k PIEASE 7R SV A T 5 4 1 N 40 A7 FR AR S o DU R P 5 5% 3 N R A A m 40 A7 8 2 by 00k P 491
AN BE 5 5 Gl A5 N 8 s 22 4 A3 M SR A A% # (propagation) 2 BT 453k . B4 (infection) 4 BT 57 . $4U4T (execution)
MR T S AL HEEPA (extended propagation analysis) 73 #5512,

(7) AVASTEA JCHE ft 1 1) AVA (adaptive vulnerability analysis)®®V 31 Y5 AR () 1938 M 95 4 40 B 05 2%,
00 S AU A R R A R Ok 43T R 1 e 59 1, T LS 5.3 1Y
1.5 SFITEZE [ A
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(1) A ol 2k 2k 2 2 IR IS S A 28 e 70 2 A A% T R 77 4 488 1E % PRAT T AN 5% W D LE 5 R AR AT A R A
AR A1) BRI A E A R AR RV R T A AL 2) BARTE PR PT BIEE T AR )
HANEHE (AR PR RETH R T 45 3) RRTE W BB NI RE IE W18 AT

() EEtEMERE B TR R R G N FEF . COTSHA: . M B R 55 Vh iS5 4k 4 A0 b i fry i)
SR R AROH AR AR RGN e A OB R A — S B D B R A R B A A R AR
15 0t 2R R v — Ml o R R AR R G APLID BE 7= A2 S DOV 8% R 45 S I B3R FH B AL B i 1) 7 3K
A A N 490 1 A 0 R 4, AT 0 5 87 P 2 9 1) 5 A L b 7 SR PR 1 2 N R S T R
W 0 11 AT 49 M7 55 DF Ak M S T Sk SR ) S 5 T B Ballista®® FUZZBY RIDDLE®14:

(3) 24t MNR 5 VAR E ] T2 4 B . Web S B2 35 22 4 P IR A0 B8 T4 5 v N I 4Rk 22 4
P PP Al 0 58 0 B A R R S 11 2 4 1k AR R B T R 3RS T I B ek v N 2 A A O e B S ISR AR AR
G 1 SO S OB P SRR 5 VAl 2R e 10 22 A 1 38 I G 55 1 49 BT i AVARSLR —Foft 5 T4 3 v N (1
B ASVPA J7 ¥ AN B AT 2 3 BF 0 B T8 A% 3 20 T 1R 0 e 55 5 AR )y B0 98 3 1 R 40 R — o e 4
VPN 7792342 5 1K AR 5 0 FVR 8 J2 1540 0 28 B0 g A 20 1) 77 920 P A 1 22 4 1Pk

(4) AR v R 1 78 25 90 SR P B A % 3 N ) T 9 B T DA v 2 I 7 s R, S A R DN I 1] -
AR AR K 228 30 A T LR A 20 AR A o e e i 52 AT AR S 4 Ak BRS04 0 3K, Lot 3 38 A D f: LA
WK P ] 7

(5) 22 S IR 22D ek A T A8 S5 57 77 26 A S 2R 0 M AU REE e o 0 45 A 2R, SR U A i % A% A
IR A S A (R P 4 AR S AR B A HER BE o TR W F B ALFE B R SO0 N BE T LA SR B R R T
i, ST LU St Al et 003K FH 461 4 R 48 R 00, VTR U 00 78 2 PR U AT FE SR eI, T 1) 6 SRR ) DR R
LR B AR R T R

(6) R AR J A PR G 4 S ) I A e 4 SRy A e R A B T U I BCZE B T ) B A L Z R NS BN B
SR« 2B Je 2 B0 0 25 7 1 DR T PR I 35 N F A Sl B A g k2 10 0 3 10,

(7) A5 23 B T3S s o YA R P R B A A N R S AR AR 7 AR P 49 PAUAT AR 0t — 2 I A%
FEAXHT SRS BT FNBAT 43 AT A5 200 43 Ay 3 v e a5 I TR 258 e 10, () A T LA ot e 4 15 e LA 4 3R A )
TR I8 78 23 1 b A0, A1 7T ) EPA K AVASL IR AT B R N 5 R 294 1 2 M e i S5 04k

(8) H Ay N FH A 35K, 1 55 B [0 A DG 352 R A R PR 2 4 R 5 VP A A
1.6 SFIT# %

PRBAFEEREANNAR BRI 30 4 B A, SRR VE N R EARAE KA 23 i A B iR E AN AR
BN RE AW BREA, W 1 B i a4 B A DR $5 15 D000 GAE I8 4T 1R LU R PP b 4T 42 57t ol
2 T I 483 N RIS B0 R ACRE BT BE AT 00 3K 1T 30 25 B 5 N U 5 A5 D0 AL T A AT R A I LR R
ASUATAR S 8 R B AT RGBT B R NI BT AT

2 ESHEIREANR

P AS R N IR T A R S I R AR S A L R e N AR DA % 4 126 B A 1 N . A P A
HENTGE B AR G0 S R A B BT . AR E AN BE . MR R BRI BT . g
R . PPAL IR gl SR IR 5 A0 AT R B ST A R N A 491
2.1 RETHEMR
211 AN

WA A S 25 260 S STty g 7L 7 P, — T T 1) 5 8 P 2 4 AR v, TR P TR 5 B 76 I /N IR R e
BIEAR . 4 8 — AURE P P R — AL AR T 4 T, 48 S 05k ) e A DR B S 1) A T AR 7 451 o PAE BN I AR 30, 491
QoK BE B A T R B 4 7 AR K 1 AR AR p(P);2) ARG IBATAT — A AR M(M e y(P)) M %2 fir tH 45
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R RMAPRIIEAT G5 RAN AR MAERIE T, 75 WML G ). 3 EMASBERR L SR A P> :1) B 4R
A TEI3:2) MOy SN AR S R A ] 1 B T8 78 0 1 24 LA 4V Qe (P, Q5540 T PELQ S PAE /0 — AN IR
FI (e T) - 3 AN ) A 23 S DR A 5 e — i ik P90 24 i vk, 3 2 00t 481 0 i DK i b 988 e
et 10 4 (2941

‘ Software fault injection testing ‘

‘ Static fault injection testing ‘ ‘ Dynamic fault injection testing

Program mutation ‘ ‘ Interface fault injection ‘ ‘ Compiling injection ‘

Code fault injection

o
S
B=
|53
£
(=
=
3
T
&
S
&
[a]

Data fault

Interior fault

=
>
<
>
[
o
b=
o
=}
=
=
1%}
c

PIE analysis
EPA analysis

c
S
=1
o
2,
=5
©
°
51
(&)

AVA analysis

‘ Environment fault injection

‘ Integration interface mutation

‘ COTS component interface mutation

Fig.1 Classification of software fault injection testing technologies
K1 B R AR AR 26

AR S A ) — D B B

(1) MRAEAZ T PR F P — 24138 4K p(P)

(2) A=k 1 4 4

(3) R Ji ke PO R P R 1A A S5 A A A P 1) — K Sl AT I3, R0 S e AT B — A i AN (B P s &5
R R —AAE AR _E 55 R AR ™ AR AN R B0 B (L, DU PR AR e A Oz A Bl AR T o
AR S R AE BT AT A DR et b5 SR R R e A A 1) i 1, DO S 35 £

(4) MIBRASBEARAE A > 1 AR S A4 11 3k 491

(5) A AN G AR A, B A AN R 9 AR A ) 1A A R S T SRR R .

(6) A ANEEH T ISR L % A8 S AR BEAT R — 20 K, B 2 70 20 M PR R A )4 s R P R B o AR S A
R E=D/(M-E), X1 D WHEE A AR ELM A8 5K B ELE 05 SRR P A5 1 22 S A 4

B e P A0 SRR T SN BTN ) W U, O HLAT I — AN ) AR A A SR TR R A
AL 5 B 2T i D — SRR E R A A A 1 M 5974 S 7 vk 430 g A R v AR A R A AR S AT LR
L5 SRR TR R A U T AN AR BE A RE P AT LU RIAE AT AR S il ) B 3Rk sUAEAR 5 4 B AT L J R
A BRI, BT LUEC I T4 19 S5k L () 22 55 0 3K s BTSSR A 5 A 0K A8 R L 555 A S K AT A% A A At e ) o AR
SRS 1R i) L
2.1.2 RETRAR R ALK

A 5 WA 2R e AT B v R e 3 25 R, O HLS- 4R R 6 e BILIZ S8 R R K FH 49 4R . s B & SR Y, AR
S A LS 5% A AR (DAL AN ], A At A 2 5 0, 45 T Adais T | Fortranif i &% ClE 5 4%
W RS W 2 A7 W3 204 A8 S A B S8, B0 S SR HUE 6k A8 5 7 9k > T AR AR A
AR S RE R A ARG O, nT AN 2 vy 22 Fofid TR AR 57 5507 b P T A8 5 551 AT DK S R AR S T LAY
Mothrat*],

AT AT AR S WA 2 G H K R AT A B R M8 A A8 AR R A AR 48 4 T T A R K T B8 AR A IS
B3, FAT TSR A B A i 57 B Bl 2 sk T 9 4 16 05 1% 32 B R T 20K 8 28 17 75 (constraint-based
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test data generation, fAi#RCBT)E1, A% 5 11y J7 72 (dynamic domain reduction test data generation, & #DDR)!*"!
R 2 AN R 7 22 S5k 1 7 32290 CBT SR T 2 FRI AL 43 T B 445 5 AT T 7 29 TR 3R 8K SRR 240 3R 5 22 13 31k
FAG1 4. CBT AT 8 1) A= Jle 280 SR AL G - 4 A Ad B80T i N A ek 1) 0 W7 4 e RN ik 5, LT g 3 3801 A 11
LR R MR B AR EDDR T VAWK A T CBT Jy vk M AS A2, 3 3h Ak S0 77 5% 40 T 4% 1 22 dk 2 48 (1) Ak
R, 1 LR 8 50 25 4 o) e 1) SR AR 40 ARG R R B e BUAR DDIR 5 i 5t T CBT ik, (H I #R 26 Jle 1 ) % 4K AN A
S AT IR P 451 AR 285 R AN AR Oy T R AR v A e A9 ) 2 R RN 2 9D AR R Y SC R [25]48 HY
Pl A A B8 2 A RIS S A (R A P 481 7 vk % T AR A [ — 37 22 A AR S A 4% A AT 1 0, A B I A%
BEAZAN T 22 A7 S U (0 DR R 81 2% 7 45 T 1 % 0 RO AR Bt 1 3 e i MR 4, LA R A IR R
Table 2 Mutation operators

F2 WHERET

Mutation L Mutation —

No. operator Description No. operator Description
1 AAR array reference for array reference replacement 12 GLR GOTO label replacement

2 ABS absolute value insertion 13 LCR logical connector replacement

3 ACR array reference for constant replacement 14 ROR relational operator replacement
4 AOR arithmetic operator replacement 15 RSR RETURN statement replacement
5 ASR array reference for scalar variable replacement 16 SAN statement analysis

6 CAR constant for array reference replacement 17 SAR scalar variable for array reference replacement
7 CNR comparable array name replacement 18 SCR scalar for constant replacement
8 CRP constant replacement 19 SDL statement deletion

9 CSR constant for scalar variable replacement 20 SRC source constant replacement

10 DER DO statement end replacement 21 SVR scalar variable replacement

11 DSA DATA statement alterations 22 Uol unary operator insertion

2.2 EOSEIREANK

B AR VAR AR N IR A Tt 0 322 1728 S Ak 200 3 10 4% S F MR fe 7% 1 Delamaro % A PO ) 5 vt
P78 S5 1 4R AR 63X 2 iy — ke it 1 2 S5 1 AR 7 v P 1 B e ISR 0. A O B BA THT 1) R R 4R K
)42 1148 S U R T ) COTSHA) A4 P 2 11748 S 003X T 1) R 400 2 P 42 1072 S 00 il 2 45 A8 S 4 s 37 AR A B
s RGBT [P b RN G BB B 4 A Al 5 Bl 1 B 0%, TG AN 25 RO E 1) Py B4R R A T AR SR R
J7 7 A, e 1178 S IR 9 /D T 7 5 A R R e A L A B o 9 s P AR

BEH AR SR TRk — 5 R B AR RGP 4% % COTS #4E.COTS FfFa o 2 AR AL U5 AL
T, HL v By, A% 45 4 11 A8 SR 7 A& T COTS Mt R e (R i 7] COTS M 145 1 A% S5 ik i
T R AR S (WA S A5 RTS8 Ik A 2 01 )2 8 e BT AR R A 4 B R AT R R E N R R M A T R
TR 25 5 A T B,

[ COTSH I8 B R AL TRIPIE S W ERE T ETEOMANTRE FHIETIDLIES
M O S OB RS TESREES . SR, S, S 800 K& 3508 5% R
1A% S B R 1188 S 7 M 1 UM C I IEMA, TT 7] COT SR A4 1 48 1128 S R ) — AP R

(1) MR R B BT A B AR BB A 1= {in b, G YT IR R B M=y my, ... m, YEAR B

(2)  ME—ANiel ERRE DAL 770 N MCIM);

(3)  MALE—Amye MBS 7514 A8 7k

(4) A= BBl B 3T R A

(5) WA RIVER N, BT

(6) HBFAASEIEI H MCUIM)BEAT IS 20Tk, W 78 W3 1] LA 3 i MC(IM);

(7) AR AR S - MEUEN MC(IM), 56 (3) 0

R VAR5 IR r R A7 2 0 3 10 b 2 e v N A B AT M P O I L N 5
A B VAL 3 40 BT A 2 B VAR AR AN DR (8 — AN BT TT 3, H 02 20 T — AN AR RN 5 1R 2R 02
T 43 M B 53 A — AN KA ) 230 B I 3 BOREAN B R SE 10 2R
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2.3 FRIFRTERIRIENNIK

E B IR 523 A7 R (10 0 198 S0 1000 N0 4 P08 AR D, S0 JAVATE: 35 R 7 1R 7 1 R 80 N Ik o814 3
T LR R N B8 O G AR A B E bR A QD B AT R N R A A g ) 38 o AR REAR LR E L R R E
B P A R G BRI R N B RO A R A T A

(1) Fi8 2 HE U AR N B4 2 13 110 P A 2 A8 P Ak B2 P9 A7 DX

(2) st g N B YRR OL G RE TAEX

(3) PN BAEE R AR N B N A A P H A X

3 EHESHEIRIEADMK

BN A BRTE AN IR MR GAE T IB AT IR AR 0T FERR P AR A AT 22 St i o) FLs AT R G A B AT 4
BRVEANFTHEAT I BUFE PR S AR 5 — BRI 2, 1N R 48 H ARARS RIRT 3535 75 1O T7 VA EAT It AR 3 s
AT W TFDE N R IR R PP R A S5t S SR AT figh Bt DR N RO BL R Ak A B R VE N BB AR 32 247 21) 5 I L)
IS Ty 80 B ATy N R, 0 A RAUL R T MR R A () SR PR R, 2) R traps BLIR): S — s IR L SRRk
PRI i B B R N5 B) AR 7 N BAE SOHL A3 AT I AR AR i 4 A AR A8 XA R W 5 e T R AN
WA B A5 PR G B A AR T R 7 U R AR T 5 T B A A — M R RGOS TR R T 55, 1% W7 5 L 20
R P IC, LURA O 1 — A bR 0 A BCI 1% o0 R IE RIS AT 5 B A5 P — 0 an AR SN IE A o £ RS
Z IRV 5% 2R SE BV VRLE N O T 0 AR R 7 1847 I 3 A U S AT 4 1 2 I L Bl 5 5 traps AL Ak b 5
TE NI 2 24 R N T R A A R A (I T O A R RO R, SRR 1 N A R R R R AN L
P00, 2488, B A URTE N AT LATE NS 2 AR U8, I P A R P IR e iR . AN IEIK CPU 4R 455,

FLRT, ) 2 A0 P R 2 0 3R e AT 20 25 R B4 1 AR ) B A BB P I8 A T 1 % L BRI 92 £ 1 2
SRR, AAT AR WAT BB SCIERSE. WS, TR A AR G0 A S AT A R N DI R SE By

WAL PT A 3 AU T AR AR . AR LT ARG
T T JLEE, FE T 3 AR VE N AR Ry 2F i e MR 50 T K 0 25, PR N A AR5 4 AT L A 4R
A B AT B RN TR 24 Ferraril®, Ftape®™ Doctor!?!, Xception™, Fiat!®, Holodeck 049145

4 ETHRIEAMEESEENR

4.1 FRIIR

T R 22 (10 5 Ml 2P A5 4 e A SCRE R FH COTSH A, il 78 5 BT #RAT B &l 247 M1.COTS
FIPE R SR e e T A BRI AT SE 45 22 4t MR COTSHI R i 77 B3 — 3R, 2 B IR — 3.8 2 2
COTSHA 45 M 1 WA 1) — 20 B el v 42 A A AR 40 A [0 (0 03 7 92 SR P F A [ A 5 BB 2 i ) —
BF 9% 3 2R 0 7 B MLk (FUZZ)BY3A g o5 i 4k vk 81 APt 50 9 B8R B 85 A 4 v A 3 08300 4
FUzZBY FSTR Ballistal®®4 COTSH#4 44 IiR T B .FUZZ FST I Ballista# j&- 4t 5 TR R4 M eE &P T
F, B HA — 52 FRR B B 304k 24 g ). 36 Ballistaili i 25 APLES B0yt A AR AN S HOR IR COTS &
G P [ 8 R 1, EL AT 5 B 01 00 38 2 R Naathan 1) 52 AR 38 25 B2RF 9 7 % S (7] R GE R IR 45 31, 45 SR th R Wl L T
AP B IR RS 1 N AT B0 (K DA R e Ak, W 38 92 R 23 7] (%) Ghosh 45 A B3 21 8 ) 2 T Windows 5
2 (1 COTSH AT MR (W AFF 5. % H 19 5 2 R AECOTSER A MOS Z [M HF k. — A~ 2628, T X OSIK & 4t R H b 47
b BB AR (1 Bl AR R BB AR HE R G S IR AT COTSEREAE 5 5 R IR . LAVP A COTSHRF (1 5 vk
TFR I LR 1A EFST.

T PIAE (R IF 90 P AR L T AR R T N I COT SR 22 4 P AR B AR B4 I A5 N BOAR 19 S COTS#k
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1 5 1 50 A 5 Aty TR ) P 80 N A I [ COT S AP 14 45 1k R e 4 4k B b A5 % ) FH 48 53
Fe ARSI COTSIR A (1968 i R 22 A EAT o ] B AR A — A 21 OO A o B 1 0 S 25 40 HT COTS I 1 (1 432 1
15 R RS AT FR 5, 4K AT RE R R TE N R ARG 3 AN — SRR 158 2 O I G40 1 e I B i el 4
T3 BT N 2 BOR R A S5 T DU, 6k COT S PFE 4T 55 24 JF 8 Jop g S5 3 iy A\ 169 Ak 3 )y e LA [l ) 1 f) 65 e P A
Atk

____________________

——————————

Specification Legal input ! | !
] galinp \ o Pl ;—-—-------' :Wrapper ! Normal output
=Rl | I Condition
£3 <):> COTS | —» ~eck _
23 T | | component | | Exceptional
Fault model | jjiegal input T I Lo ! output
L — i1 Environment | IL |

fault | fTT T

Fig.2 Testing process for COTS component robustness
K2 COTS & w LIl A

42 ETHEIZEANHER SR
4.2.1 VRN KR T vk

Bl 7 A8 P A BT T ) R T R R A R A T R B R 8 — 2D 48 iy 77 30 T R R0 B 3R A g AR R A 1Y
A ) — L R A AR B T R A O AR A 4 A R e TR AR 1 R R 1 — B o R T BB H TR
P A VEINAR BB TR A 2 WL AE B I E B SCRE R AT — B 80U T3 TR N A £ 2 4 v DR
G AHGESE H T MR 22 4 MR A 03 AR (Fault injection model, fEIFRFIM). JE 14535 A K 7 vE 0 gt
T2 WM AR 7 IR B B Bt S T — AN R A R P 5 B,

W R A T 43 W3 = A s #4044 CUT (component under testing) (48 152 v A 308 B2 i 42 14 35 v N =
B, FHAB & AR G HOR ARG BRAE X T4 R I N SR IIAT — F 48 R'(R'<R) MK B4R T h#ArAE
TFAE T(PT)E i IR 2k 4

EX 8. R ABAFIME — A= {R, T,8}, 3 i RS IR AN IIAR SR 48, T4 #5230 N K FH 1488
UG KFRS(2R,27), B1S(27 2N ={(R", T) € 2" 2T AR FI I 46 7 '8 o MR B SR 4ER' ).

E X 9. R={IP,M,DF ,PRS,NET,REG}, . IP Jy¥: NS4, M 9y WAT ,DF N REHL SCAF R 45, PRS S AR £ 5%
BEFR NET N 2% REG g R S BUHUE 7% CUT HEATABRIE K 6 A7 T SE KR B 1 AP FR48 AN [ 445 0k
X G A [ IAR LSRR T DAHEA T B LRI 78

Bl 3 & — AN A IRRAR DR AR T (] AR COTS 4 F (FRs s, AT Hh (0 AR 7 v2 R s 2
H SR NN BN A PR TR AN 456 7 R SE A R NG, 2 5 TR COTS Mtk i) e 4x k4%
OSEHRENE I8 OE B R BENMASE . S8R, 28N SE0F 5T HREA
TR BEHE PR NS F A6 R 8 AT NS R E R4 R 488 B BE AT 4 DR N A BRE N2 W B 4 o Bl
SEIBATH R, NN FE . BER R4 BERE . 4% R s B S IR B S AR AT A R N WA R N B
B IAA 27 ) R A KN . P AF BRI S5 A8 SOPR S 5 N T2 0 BRI ST B2 5 U 1) SCAF R 45 i e
AR N AT HERE WIS L U R R B 1R B0 45 190 4 A A5 v N T T 2 A X 4% I e X 4 R L HEA T A
RN I R 2 T 2k . JE L8R 4525 v E I AR N B B RS ORI R A A JE 4y ) 4

Sof F-45 38 B MR COTS MF, 35T FIM RERY 14l PR vE NSV R

(1) WA AT NS R M BT 0 S 8O BN S M BAT 20 2R (2). [ I 0 3 3 N 4

(2)  XHISAT AT WA RN TR S SR N4 3

(3) AR IR BT SO R G HERR L VEMHE R SR D S GE R

(4) ST BN IS B A 7 SR AR IR ID S N

(B) XM EPAT BN SN R A S AR IR SRS R

© HIHBREBSAHIGIT  http/ www, jos. org. cn



1434 Journal of Sofiware 3% % Vol.20, No.6, June 2009

(6) X FaRac S R R N IR SR AT 5 20 A 5 0 AR R o

Driver (COM component)
f Tested
Driver
njection level
<\7 | | (API

v intercept)

_ Register
information

0s
Fig.3 A brief figure of fault injection model Fig.4 Framework of environment fault injection
B3 AR AR fif s ] K4 FREEES R AAES

422 P4 &% CSTS

HT FIM 8 BORH OGN N7 2k, FRATT e vk I SRR T — AN A A 22 4 A AR 48 :CSTS(component
security testing system).CSTS #&7E WindowsXP “F& - H VC6 #1 Visual Studio .NET 2005 C#I& T & 11— %t
X COM(component object model) #) £ ¢ 4= 1 W 4 10 4 pl I i 2R 48 SR, 3 40 4 LR 2 BT fgcL) &t
COM WA HEAT B2 11 43 Mt 13 21 00 B 00z 1A 6L, R B A2 Je b 1 2 4 75 SR WT52) - 1 3l A e by 1 v 2 Ik R 2,
T0 i e — 20 2R e 1 07 VR ) SE IR 1 S R R N DA 3) g BRI 3, AR 1 AR R BR B 4) T
FIM 800 4 3R 332 47 1) COM #4 R B AT IR A iR v A DK 5) 2 e D4k 8 COM 4 (1R as 4718 00, e s A
PR A 5 I E N e A H AR SCIE;6) MR A4 A 2 A TR TS U R0 B VP A SV COM W HEAT e APl 5 4
BT .45 Th e H P 41 45 8L STk [57].

5 HBIRIEAMAST

BRI N AR 2 M7 e — TSE T R AR I AT BoR, A E PIE /3 Hr (WU 73 ). 7 L4k
3 M Ko 3 G 55 P 2 B A 3 B T 158 40 0l A 0 AT R A B R A R R Y AR R R DA I R 48 1 AR e
S ETRE T AR A e 0 Mt AR Ay AT 3k T IR AR R T 1 3 G 55 1 N 4 BT 5 AR S — TRUAH 6 1R 43 AT
R M as R EREFAE . W 02 H Rk Bk H 31 i iRy 4 38 K.
51 PIEE %

PIE(propagation infection execution) PS5 iy 4635 | G R IAT 3 Fh ST A, 3 Fh VL JE T 1F 0 T R Hh
T, 3F I ZR G5 HrCAE e v 17 5 TN 2R 4 9 i 8 3 PO AGE 24 D580 44 0% R e S0 A0 P 7 408 v N L VR ik L 4 v, b
A ERAN T BEHAT B B R T3, B — @ iR T A e A (1) WM PIEF RS R P { A B
PRI AF . 23 B0 15 53, 23 A &5 SRR W, I S e U R 3 5 2 J A T 2 8 1 U FH 461 4 3 s DK T i M 448 i 0% (2) 7
By A s B A R 910;(3) AT 20 B v T LA S s A G 5 (4) AR A B AL BURIR S G N
RS AR 3 HOR XTI ) AT L5 HE P (B) 8 i PIER AR AR L 2 AL I8 E A B8 A ML 45 & 0 T A 18 & K
F4 /N HRASE % JR3 3 A A SR T AL 36 I 7 1.

A4 PIE AL —ANEE R Bk AR WA 200 2 LA 3 AN (1) AT — MR ET N (2) EPIT 5 B iR 0 2k g
BHRAS;(3) YL R B IR A b 20 AL 5 B3 .3 AN A AR i AT — AN AR R AR IR 5K 1 . R 3 I Al B gl TR
Uf PIE BRI PLB sS40 PIE BVE AR A X2 H R g 1 TE M PIE B3E 8 00U AL L R
P SE AR — B A AE I 53 B &5 R o b A T AL,

5.2 i RAZHEEPASD
¥ JE AL 7% 4> #7 (extended propagation analysis, {4 FR EPA) O g — Fi ik T~ YA 5 5 28 T bR 748 PR 485 45 v N
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TR AT 79 TG SORE P IR A 30 v DA i
L REIRES A I AR O Bl iR 2 —

O Re P AR R PRI IR LA SN A7 ik 48t Bl e v 6 ok 5
AN T A A R AN AR AR AT IRy S A B MR 1) R A5 4 EPA

9 H AR T A8 TR o DR 2 P 2 R L R 1) B o

Table 3 Comparison of PIE algorithm

— B NTRE Y R BE ) Je s A

%3 PIE HEXT M #
Item Algorithm P Algorithm 7 Algorithm E
01 Set counter to zero;
02 Randomly select a data state that | 01 Set counter to zero; 01 Set counter; to zero;
occurs after location / according to D (D | 02 Create a mutant M of location /; 02 Increment counter, each time
is the testing distribution); 03 Execute the location / and mutant | location / is executed; make sure
03 Perturb the data state for some | M on a randomly selected data state | that counter, is incremented at
variable a and continue execution; also | that occurs before / according to D; most once per input, hence if / is
perform a different execution using that | 04 Compare resulting data states, if | repeatedly executed for the same
data state without perturbing it; different, increment counter; input, counter is only
Main steps Ofl Com_pare resulting outputs; if | 05 Repeat Steps 3 and 4 N-1 | incremented once; )
different, increment counter, additional times; 03 Execute the code with N test
05 Repeat Steps 2~4, N-1 additional | 06 The infection estimate for mutant | cases selected according to D (D
times; M at location [ is counter divided by | is the testing distribution);
06 The propagation estimate for variable | N; 04 The execution estimate for
a at location / is counter divided by N; 07 Perform Steps 1 through 6 for | location / is counter, divided by
07 Perform Steps 1~6 for different | different mutants; N;
variables; 08 Perform Step 7 for different | 05 Perform Steps 1-4 for all
08 Perform step 7 for different locations | locations. locations in the code.
in the code.
Analyzing the probability of hiding | Analyzing the probability of infecting | Analyzing the testing coverage
Functions (propagating) faults or the ability that | faults or the ability that test-cases | of test-cases in  program
test-cases reveal faults. reveal faults. statements.
Evaluation Counter,/N:Propagation evaluation | Counter;y/N:Infection evaluation Counte_r./N. Testing  coverage
evaluation about / and
parameters about / and a. about / and m.
test-cases.
strongpoints | High accuracy High accuracy Fast
shortcomings | High cost, hundreds of locations High cost, lots of mutations. Low accuracy
Prototype Yes Yes Yes
tools
Because of lots of program statements and high cost, analysis locations will be reduced to improve the efficiency.
Three ways of disturbing data state: Flip
. one or more F)It _data,lnterfere with Generate mutation versions according E a}lgorlthm_ is a s_lmp_le
emarks current  value;assign  new  value - - algorithm, it is often applied in
oo ] to the mutation operators,selective . ?
regardless of original value. Typical mutation is commonly used the high-reliable large-scale
disturbed  functions are  flipBit, y ' systems.
allBitsHigh etc.
T ME M TR VR S5 R EPAE LT SR A AL B A R ) L Fa A TR R L i R MewhiledE R 4F.

BOE—MNERLE,CR—

’[j( 7N HG%A%:AlCrz{AlCix|O£ismxl} @Tﬁ

IR IR &S A, PRED o2 57 i & # W
i N At 25 i EPAE P ) 5 TR

01 For each / in C, perform Steps 2-7;
02 Set count to 0;

03 Randomly select an input x according to Q. If C halts on x in a fixed period of time, find the corresponding 4;c;.
in ayca. Set Zto Ajcix;
04 Alter Z, and denote the new data state as Z'. Execute the succeeding code on Z’;
05 If the output satisfies PRED(, increment count;
06 Repeat Steps 2~4 n—1 times;

07 Divide count by n yielding w.ico. The numerical value, 1-yco, is @ measure of fault tolerance, and the value is
the proportion of times C’s output was of the undesirable type.

MRET TR RN, A R CIT A A VRN, Q=2 AT 253 \T JiAe xS B I I
5 AT A e ST R CHE B Nx J5 7 B 1K) 5

1 UCHAT I RE RS o 580 NS LR BRAT D8 4 BT AT Rt

/fiﬁu)\Tﬁ}?/U(u Hﬁ%ﬁﬂi:aKz\ :{AZCx|xeA} A’[C[XE‘LE -UQH:)\[J\}%

B R RS (K D7 AT B LS ORS8N S {E

Fig.5 EPAalgorithm
K5 EPA &k
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LR S5 R waco=count/ nwco TR IF CRBIFILLER T 1-y 0o NRTE 7 CHI A A e 07 b Ah EPAHE R
JE R AS A AL 7 AT R A A A o AL T B A A A RO it e 4 o )
53 BiEMAESEMES

AVA (adaptive vulnerability analysis)C! i 3 55 A QR 11 1 38 MG 58 1k 43 B 532, 300 3o ABS 400 00 00 2 601 0
5 Bt SR o3 BT R P A G 55 22 BT AVATE 86 T YR AR D 1) 22 3 X 38t IR ARG 0 b N A8 ), A2 S sk % o X v
Pz o B N AR 5 RO Bl AR 5 S R OR o W R I 14 2 1 DX i R

AR G55 T T S PRED.AVA [ 38 A HEZ2 4 18] 6 7.

Fault injection }
Generating test-
cases

Program P

‘.\

System state

Vulnerability
database

Exception
predict

AVA algorithm

ecurity
evaluation

Fig.6 AVA framework
K6 AVA JiikHES

BPIe —NREF EPT — AN EAIALE ar I B — AN AR i o BE P 4N 7o G 59 1 32 03k 9 42
T={t1,to,t3,....t, h AEFE T PIT A 0 N2, Q /& AT MR 2K 43417, Q' 2 AV 36 M 6 43 417 ,PRED & 53 7 A\ A2 1) & 48 W7
= AVAREE I 7 PR,

01 For each location / in P that is appropriate, perform Steps 2-7;

02 Set count to 0;

03 Randomly select an input x or input sequence from Q or Q ’,and if P halts on x in a fixed period of time,
find the corresponding data state created by x immediately after the execution of /, Call this data state Z;

04 Alter the sampled value of variable a found in Z creating Z’, and execute the succeeding code on Z'. The
manner by which a is altered will be representative of the threat class from 7 that is desired,;

05 If the output from P satisfies PRED, increment count;

06 Repeat Steps 3~5 n times, where n is the number of input test cases;

07 Divide count by = yielding w..po, @ vulnerability assessment, for each line /. This means that 1-w,p¢ is
the security assessment that was observed, given P, Q and T.

Fig.7 AVA algorithm
K7 AVA 5%
SVEES I wapo=count/ n,yapore FE P PAEAL B FONE 59 14 B AT 1y po AR TE P PAE A B AL 1) 22 42 1k 23k
— WM PHINL B EL, 01p0 1 PAETRE AT B, p o B AL I 18] PHRAT T, W P~ 29 N AR I M T T

" -1
— N - = al 'QPJ : . _
B 5 AR I MinTT1 23510 4 MTTI:{W} J MInTTI=[Max, (W0 - 6,0) - 2T

6 SFITRETH

SFIT T H (SFITts) 2 — X Bz Il A0 AR A 5 AR, 56 T2 7070 A2 I 1) 7 SR sl A G R R D 1
BATFIR TR SFITts E2EAT LLSE R AT 55:1) AR M2 A j e v B iR v AN 49152) S8 A f ot 15
PEE AT TSR UM BEWT;3) X BRI AT IR REAT B DR 805 4) VRO BOF I A AP S 22 4 5 5) Il 1 1) 5
PE;6) AWK AF IS AT DL 2 F A AR AR DRE NN U T RAR 2,38 4 U4 77 28 SRIT 5t T
F L.
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Table 4 Some representative SFIT tools
x4 WA SAIT AT H
Injecting Injecting fault | Appli. scene - - Static/
Tools technology type and scopes Strongpoints Shortcomings Dynamic Remarks
. . Simulate hardware Additional Traps are triggered
FERRARIF! Exceptlon_traps Register, memory, COTS faults; Two concurrent | exception | Dynamic |by program counter
mechanism bus, etc. software o . .
injection processes | handling code or timer
Debugger, inject . Appication, |Program to hardware in| Memory and Fault injection unit
T S CPU, register . - . .
Xception? | codes, built-in merﬁory etc ! COTS debugger; Don’t modify|register values| Dynamic | becomes exception
fault trigger T software goal program are destroyed manage unit
. Modify variable | Appication, I Breakpoint Provide support
GOOFI® iet_brgakpo_mt and values, inject COTS Record injecting affects Dynamic | platform for new
uilt-in logic, etc. memory faults, etc software process efficiency injecting tech
Overtime,traps CPU, rr:1eetmory, Distributed |Simulate permanent and| Additional Initialize time to
DOCTOR? and code communication real-time | temporary faults; Data | exception | Dynamic | determine when
modification etc ! system collection and analysis (handling codes faults injected
Faults injected Parameter, . Inject faults on - Change function
FSTI into wrapper, memory, coﬁognsent wrag b;:zrﬁ/ (;(:ge, SEgh purpose, dsrt;trlncic call by application
exception call interface, etc. P b exception call Y import address
Deal with binary CPU. memor At\glpelrlértig“ E?t]l?fl;jegiegn Inject faults into
FTAPEPY bit to simulate disk’ /0 etcy’ performan(’:e Inject lots of faults pfunction of Dynamic CPU register,
faults % 3 . . . memory and disk
evaluation binary bit
Randomly inject Interface Using black box
RIDDLE?®! interface faults | abnormal value, co%o;—nsent inte'ﬁ?ngr?tle::grate Need testing Dynamic testing technology
based on border and P gently g specification y for generating test
specification |[random value, etc robustness test cases cases
A Memory, disk, - Don’t modify goal Low .
Holodeck!") Envnirgpe?te;g;fault network, process, Seﬁﬁﬁg,c?:s?ﬁ]g program, powerful | efficiency, | Dynamic Inte;;ggnc:;?:;a;tmg
etc. monitoring poor stability
. - Ilegal input System . Pre-Analyze
Ballistal®® Inf;} ;mlcttsi(;?]m parameters, component Aummiﬂ;a ::I;/Sgenerate system APl | Dynamic | API interception
memory, file, etc.| robustness library
[64] Implant codes, Memory, bus, | UNIX system | Powerful monitoring Easily damage . Propose fault
FINE e . address space | Dynamic -
probe tech. CPU, I/0, etc. reliability function L propagation model
of application
Trigger and Modify program | Distributed . . . b
65| s . . Inject faults into High resources . |Some application in
ExhaustiF interception variable, CPU, systgnj hardware and software cost Dynamic o
technology memory, etc. reliability
Software Modify program Anplication Automatic testing Complicated Software simulates
FIATEY simulates variable, CPU, rzlpiabilit environment; Integrate | fault injection | Dynamic | = -t - Ao o
hardware faults memory ,etc. Y faults database process
. Modify program Apply in assembly
[19] Program mutation, attributes, method Depend_ . . |code fault injection
JACA parameter fault parameters, return JAVA program{  Good fault model reflective | Dynamic after minor
injection ! mechanism e
values, etc. modification
. Inject faults into | Source code, . ) Inject faults into
BOND!®®! Perturbation cf)de/data seg COTS Sm_all impact, don’t User nged Dynamic prggram different
technology register, etc 3 software modify target program expertise levels and locations
Interface param. COTS . . No good . Current version
csTsh! injection, API Interfacefplaram., Component St.’?tlclar_ld'dyr)amlc evaluation dStatlc_ only for COM
interception rinory, file, etc. security aultinjection mechanism ynamic component
statements, . No judge Program mutation
PiSCES™®! |Program mutation| variables, data % C;;n Pretciést:ttazci)lfitt\/vare mechanism of | Static | tool based on PIE
state, etc. prog Y equ. mutation model
No good
Mothral*s! | Program mutation| COd€ and data Fortran | \yqer Friendly interface| standard for | Static Unit testin
9 state mutation | program Y gon tost cases Y
Graphic interface, fault|Fault injection Fault iniection
WhiteBox |Program mutation,| Code and data Source tolerance analysis; tool is Static technoIoJ based
SafetyNet!®”!| data perturbation | state mutation program | Disturbance function is| embedded in on EggA
stored in other library | source codes
. . . Need config . State-Based testing,
SIMPLE™®! Fault trigger a_nd Code and d_ata JAVA program Semi-Automatic; file: Low Statlc_ verify system
program mutation| state mutation easy-to-use Dynamic
performance robustness
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AN AT T 4% 2 0 A 3R S v N 22 0rchestral®@ . 35 45 N 1 P A% 5 Web IR 45 BT 5 VP T
H.Grid-FIT5WS-FIT O 7 840 B0 S 900 R0 DAk B0 1T 5 1 00 25 24P 1R G-SWIFI T2 - HL 4% 6 M SFIT J5
BT H BT R, B A E TS

7 SFIT FEMEBELEEHREE

£ T 7 SFIT 255U ST 400K  F FT IR LA AR SBR[ [ I, 00 200 78 73 T AR B SFIT [ i 478 14 ) UM Bk ik
A AN B SFIT AR K e a9,
7.1 TFEERYEE

SFIT 1824 H P $ i W R e B Ok B B o 88 0 ) I 3 A7 £ — 2 o 50 G A R b 0 TR 3t A o 19 Ji
DR, 3 A3 P £ i SR M0 AR AR DR 3 2843 BU R LA T

(1) BFRIEAFE SR T RERIEATIRE I T R R G g

TR AL AR IR TE NI AL B AR TE N #4530 2R e RSN ) S i, 1k 20 5 7 £ Heisenbugs([7] &k
P AN P R ). B A B RE A AEARE AT 1T A A S 1%, BUARAERE 7 I AT I G 2087 1l e 5l B mT 5 pl il
BRVE N AH DR R 2 P2 ) B A8 L, T ik 3R R A IR ) B T 4 MR AR 8 R i, T RE R R S AT IR A s
AT BBt AM AR R AL I AR GEEAT P IR 3 A TXARE S M A AR S AT D A e, B
TR AR AT G AL 0 AR S R A

BRAE A B N DU [ 24 S5 A2 B0 5 P AN [R] 0 0 1%, B B A 1 R AR PR 4 . — S R ki 2 #F . AU =
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