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Abstract:
expensive. Estan et al. propose two algorithms: sample and hold and multistage filters, to identify large flows,
which have obvious shortcomings: sample and hold discard packets randomly while multistage filters

As networks expanded largely and link speeds grow rapidly, keeping a counter for each flow is too

simultaneously calculate 5~6 hash functions that is unsuitable for hardware implementation. This paper proposes
two algorithms, Hits and Holds, to identify large flows quickly and correctly, which overcome the shortcomings of

Estan’s algorithms, while effectively reducing false positive and false negative errors.
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Fig.1 Basic ideas of Hits and Holds compared with other algorithms
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Fig.2 Idea of Hits algorithm
2 Hits
Procedure Hits_Multistage(FlowID Fid,Size s,StageNum d, FlowMemeoryFlowAdd(Fid,s,i);
Threshold T) }else {
{ intngt=0; fsnum=0; create new entry in FlowTable with
for (int k=1; k<=d, k++){ probability p;
Stage_addNewltem(k,Fid,s,Hi(Fid),fsnum); Hits_Multistage(Fid,s,d,T) with probability 1-p;}}
if (fsnum>T) ngt++;} Procedure PhaseCheck(int Phase,param «,param f);
if (ngt==d) FlowMemoryAddNewFlow(Fid)} If (Phase<=TPhase){
Procedure CheckEntryofFIowTabIe(ThreshoId T,StageNum d, R:a*T*Phase/TPhase; /*Caculate Interval
Int Ry,Int Ro); Threshold R*/
{ FlowEntry i=0; Counter fsnum=0; Ro=/*T*(Phase—1)/TPhase;
For (i in FlowTable){ ) CheckEntryofFlowTable(T,d,R,Ro);
fsnum=GetFlowCounter(i); ) CheckEntryofltemTable(T,d,R,Ro);}}
if (fsnum>R;) FlowMemoryAddNewFlow(i); Main()
if (fsnum<R,) ClearCountinFlowTable(i);}} {Constant TPhase=5; d=2; a=15, #=0.5
Procedure CheckEntryofltemTable(Threshold T,StageNum d, Time Timelnterval=Measurelnterval/TPhase:
Int Ry,Int Ro); While (1) {
{ ItemEntry i=0; Counter fsnum=0; int Phase=1:
For (k=1, k<=d, k++) while (Phase*Timelnterval<Measurelnterval) {
For (i in stage k ItemTabIe){_ while (ComeNewFlow)
fsnum=GetltemCounter(i,k); ReadNewFlow(Fid,s,p,d,T):
if (fsnum>R) FlowMemoryAddNewFlow(Fid); If (DiffTime>Timelnterval){
if (fsnum<R,) ClearCountinltemTable(i,k);}} Ph heck(Ph .
Procedure ReadNewFlow(FlowID Fid,Size s,Probability p, Ph::ZSj}C (Phase,. f);
{ intizo: StageNum d, Threshold T) p=1-(FlowTableEntrySize/TotalSize);}}
if (i=Has_Entry_in_FlowMemeory(Fid)){
Fig.3 Descriptions of Hits
3 Hits
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, , hash ,
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1.
Table 1 Notations
1
Symbol Meaning Symbol Meaning
p The probability for sampling a byte S The size of a flow (in bytes)
Cc The link capacity in a measurement interval Q The number of bytes actually counted for a flow
c The number of bytes actually counted for a flow T The threshold for large flows
m The ratio of threshold in link capacity d The depth of the fiLter (the number of stages)
b The number of buckets in a stage k ﬂg ;t\/agr?agsctarginz%tgfizt:c?u?ttei? of the threshold and
h The stage number in a measurement interval R, Ro The threshold be selected or eliminate
a Factor of enlarge threshold B Factor of reduce threshold
n The number of active flows i The current stage
b=kxC/T, k=Txb/C.
18, s p, < T
k(T —s)
1. FlowTable Q, Hits T F
(1-Q/m)™xe .
T=Cxm, 1/m , FlowTable Q/m ,

@ rhEBLEE AR

http://www.c-s-a.org.cn



http://www.verypdf.com

1396 Journal of Software \Vol.21, No.6, June 2010

FlowTable (1-Q/m), F T=Cxm , F
(1-Q/m)™°~e . (-
2. stage Hash , s<T(1-1/K) ( )Hits_Multistage
h-1 d
p < H T - X T .
i k(T —Bxixs) k(T —s)
S, 1 . P, SL, d ,
k(T —s)
T d
k(T-s))
, Ro=pxTxilh,
T/h 3 T
k(T = Bxixs)/h k(T - pxixs)
h-1 T h-1 T T d
Hes % 2T B .
i1 K(T — Bxixs) i k(T —Bxixs) ) \ k(T —s)
3. Hits O(QC/T+bd).
:FlowTable O(QC/T),Hits_Multistage O(bd), O(QC/T+bd). ™
4, Hits 1 1+logyon.
: FlowTable, 1 , Hits_Multistage, 1+log;on.
5. , Hits
no noY
E(n;)<T/C + max T/C,n( J +n( j .
kn-b kn-b
. Sj N s hi:niXSi/C
.o =n>h=1, 1 JE(ng) =npxpg <moxmin(@ (T /(kxT —s,))),
VE(ng) = ZE(nif) .
3 1 T e 3 C/n , 2
E(nf):zE(nif): Z E(ny)+ Z E(y)+ z E:)
5i>T Ceset g<S
d d

Q) TEBPELEEHAIIFUR  http//www.c-s-a.org.cn



http://www.verypdf.com

‘Hits  Holds: 1397
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FlowTable Hash Hash , ID .
FlowMemeory . Hits .4 Holds
Packet with Yes FlowTable with collision link o Reports»
Has entry? }----- el
No E
Flow ID F hash(F) A Yes
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Fig.4 Idea of Holds algorithm
4 Holds
Holds FlowTable - Hash .Holds
Hash ! Hash
5 Holds
Algorithm Holds(FlowID Fid,Size s,Probability p, FlowTableFlowAdd(Fid,s,i);}
StageNum d,Threshold T) 1: { FlowTable(i).flownum++;
{ inti=0; FlowTableFlowAdd(Fid,s,i);}
if (i=Has_Entry_in_FlowMemeory(Fid)){ >1: { j=FindFlowlInCollisionLink(Fid,s,i);
FlowMemoryFlowAdd(Fid,s,i); If (j==True){ FlowTableFlowAdd(Fid,s,i);}
Yelse { else {
i=HashMapping(Fid); create new Collision link of i in FlowTable;
case FlowTable(i).flownum FlowTableFlowAdd(Fid,s,i);
0: {Create new entry in flowTable FlowTable(i).flownum++;}}
FlowTable(i).flownum=1;
Fig.5 Descriptions of Holds
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5 Holds
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2(Hash h). C, Ci={X|Vxy,x2eC,f(x1)=f(x2)}, Hash
hf(xl) = C1| (1
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zC : 1 ,Holds 0,Hits Multistage
2 . Hits ,
, Multistage , Sample and Hold ;Holds Hash
Sample . 3
,Hits Multistage (sample,sample and hold,Multistage [9D).

Table 2 Hits and Holds theoretical comparison with other algorithms
2 Hits Holds

Algorithm Hits Holds Sample and hold | Sample Multistage
Relative error of a flow nt T T Y V2 1 1+101logy,(n)
. A H - x 0 — —- 5
with zC in size i1 k(T = Bxixs) k(T —s) Mz Mz Mz
Memory accesses 1 or 1+logso(n) [2 —1)0 +1 5 % = % 1+logio(n)
Memory bound QC/T+bd bh/2 M >>M db
7 Hits Holds
Windows  Linux Hits  Holds. AMP-0  PSC-0
(181 sample and Hold,Multistage,Hits,Holds , .3
traces . Hits Holds :
1) Sample and Hold,Multistage,Hits,Holds ;
2) 4 ;
3) 4

Table 3 Basic characteristic of testing traces

3 Trace
Trace Formats  # of packets  # TCP packets  Fraction of TCP packets (%) #of flows Lasttime (s) Traces time
AMP-0 TSH 469 444 329 189 70.1 10 867 90 2006.4.30
PSC-0 TSH 2 304 261 1785 447 77.5 58 468 89 2006.4.30
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7.1 Hits,Holds
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61, 0.1%. 731 738 589, 51.9%, 6(b)
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Fig.6 Effects using Hits and Holds sample data PSC-0 compared with other algorithms.
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Q) TEBPELEEHAIIFUR  http//www.c-s-a.org.cn



http://www.verypdf.com

1400
, 7
0.94
0.92 —2  Sample

" X —+— Multi

g 0901y —= Hits

= o088 ' — Holds

S 086 \

S 084 L

s

jo [ 3

5 0.82 N——

3 080 —
0.78 ]
0.76

1 2 3 4 5 6 7 8 9 10

Ratio of threshold of elephant flow (x107%)

(a) Percentage of elephant in all flows with diff algorithms (AMP-0)

(a) AMP-0
1.0 —re
0.9 — Sample |
» —— Multi
E 08f~, —&— Hits
= - —+ Holds
= 07 i
£ Ty
g 0° —= =
:%; 0.5
5 04
o
0.3
0.2
1 2 3 4 5 6 7 8 9 10

Ratio of threshold of elephant flow (x107%)

(c) Percentage of elephant in all flows with diff algorithms (PSC-0)

Journal of Software Vol.21, No.6, June 2010

AMP-0  PSC-0
3
6.0 3<10
5.5 —2 Sample
g 5 —— Multi
2 7 —&- Hits
2 4o N ~» Holds
£ 40 .
&
2 35
S 30 LY
g 25 \
X
15 - - -
- -—
1.0 3
1 2¢"3 %4 %5 6 7 8 9 10

Ratio of threshold of elephant flow (x107%)

(b) Numbers of elephant flows with diff algorithms (AMP-0)

(b) AMP-0
3
2020
1.St —&  Sample
2 —+— Multi
& L} —&- Hits
= 14F %% — Holds
S 12f o
2
S 10| :
© -
g o8 P,
E 06 o
3 s P
0.4} b
0.2
1 2 3 4 5 6 7 8 9 10

Ratio of threshold of elephant flow (x107%)

(d) Numbers of elephant flows with diff algorithms (PSC-0)

(c) PSC-0 (d) PSC-0
Fig.7 The influence of elephant flows thresholds setting to algorithms
7
8
8(a)~ 8(c) AMP-0 8(a):T=0.3%, 25 , 0.23%, 238 186 401,
84.5%. 8(b):T=0.5%, 17 , 0.16%, 229 455 208, 81.5%.
8(c):T=1%, 12 , 0.11%, 218 663 963, 77.6%.
8(d)~  8(f) PSC-0 8(d):T=0.3%, 55 , 0.094%, 1.0164e+009,
71.8%. 8(e):T=0.5%, 38 , 0.064%, 926 767 238, 65.5%.
8(f):T=1%, 19 , 0.032%, 741 234 225, 52.4%.
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