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Abstract: The Counting Bloom Filter (CBF) is a space-efficient data structure that extends a Bloom filter so as to
allow approximate multiplicity queries on a dynamic multi-set. An in-depth study of three existing CBF schemes is
presented, that is, the Naive Counting Bloom Filter (NCBF), the Space-Code Bloom Filter (SCBF) and the d-left
Counting Bloom Filter (dICBF). Then, a CBF scheme called Binary Shrinking d-left Counting Bloom Filter
(BSdICBF) is proposed. A performance metrics named load adaptability for CBF schemes is also defined. The
performance of the four CBF schemes is evaluated by using metrics of counting error, space complexity and load
adaptability under both uniform and Zipfian multiplicity distributions. The experimental results show that the
proposed BSAICBF outperforms the other three in terms of accuracy, space-efficiency and load adaptability. The
cost of such an advantage of BSdICBF is a reasonable rise in computational and space complexity.

Key words: counting bloom filter; performance evaluation; performance comparison; load adaptability
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Fig.1 A general system model of data processing using Bloom filters
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e HIR £ I8, HL CLhi(e)],Clha(e)],..., Cliy ()] T/ INIIAE N f, B T, 1= argmin(C[A(e)]),i € [L,k, ].
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Table 1 Dominant parameters of NCBF
% 1 NCBF (XS4

Parameter Description
m, Length of counter vector
Wy Counter width, set according to Formula (2)

254 1. NCBF # PR AR M5 4% by 2k, NCBF B AE K157 5 4 0 &, NCBF (#1755 ) 52 2% &
myw,.
2.2 SCBFHIITHIRE D7
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Fz2 AR EAET g BB UEUE
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1 2 3 4 S 6 7 8 9 10
Estimator MLE 1F 1F 1F 1F 1F 2F 2F 3F  4F 8F
MVE 1F 1F 1F 1F 1F 2F 2F 3F SF TF

# 35T SCBF WEES .4 2 451 T SCBF [ 1H 5 5 4% B A =5 0] 55 24

Table 3 Dominant parameters of SCBF
%3 SCBF M X#ZH

Parameter Description
by Length of bit vector
g Number of hash groups
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Fig.2 Structure illustration of dICBF
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45 T dICBF HTH AR I AN 22 [ 2R S

Table 4 Dominant parameters of dICBF
%4 JICBF [ X#ESH

Parameter Description
d Number of parallel hash in d-left, set d=4
bs Extra bucket depth, set 5 =1
1y Per-Element space

(N

®)

%538 3. dICBF B EM 6L 28 Ny d - (b)) +b5)+1.dICBF B 3R/EMI T ST INZEH d - (b)) +1) .

dICBF M2 B2 58 1N L N AES S FIuRIANELL H AT (6)%4 H.
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3 XKi#aY dICBF:BSAICBF
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Fig.3 Comparison of bucket space occupation of BSAICBF and dICBF under various load rate
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EP,, :1—[P(r,0)+[z)P(r,i)(l—2;{.).1]1] (13)
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P' = P(r,0) + P(r,1)- EP'+ P(r,2) - EP, + ...+ P(r,b) - EP' (15)
Bt
EB’:(I—ﬁJ (16)
T B ARA6)H AN A (15),6:
V. b
EP' = P(r,0) + P(r, 1)( Lfmju)(r 2)[ 712)‘,) +...+P(r,b)[1—ﬁ] 17)
FAaRA7) NS (14), 8 H 3 £541E. O

SEHL 3 R4 PE R A i R R 0.7 SE B I v, A T DR IE AR 68 A e AR, — M B A VAR K T TR
PSRRI, d=4,b—r=1 W A% AN 10710 B Y d=4,b—r=2 I A ARl 10710 i g, v LA
ZMEASTE AT WL ZE SR A L E B 3 DR S Wb A BSAICBF (WA RMER . 5 4 by =3,65 =1,d=4,
153 1L 4 F0 8 HF,BSAICBF FI4EH 154 W 5 F 3 V2 R0 52 56 A8 1) B 92 56 v oG M0 N=10°, P38 52 3 L) 0.5 4

AN 3 /N E] 0.5 1158 5 AT LA LB HE 3 45 1) BSAICBF 572 ME 2 1) B0 7 R0 S 30 4 IR 3R 0 #200E

Table 5 Comparison of theoretical and experimental error probability of BSdICBF
&5 BSAICBF i MR (A BIS{5 LI E AR

r=3 r=2.5 r=2 r=1.5 R=1 r=0.5
=4 Experimental value 0.485 4 0.3215 0.107 6 0.0159 0.003 9 6.0000e-5
Theoretical value 0.5057 0.329 1 0.108 6 0.017 1 0.003 9 6.1264e-5
=3 Experimental value 0.039 7 0.022 8 0.006 2 1.4200e—4 1.2000e-5 2.2700e-7
Theoretical value 0.042 1 0.024 1 0.006 0 1.3941e—4 1.1165¢-5 2.6870e-7

3.3 BSAICBFHIELE 41

5 dICBF #Lt,BSAICBF 7 i1 5L 5 A A [0 A% B L34 g s 2 81 4 RE L 5 4345 T BSAICBF
1 dICBF (75 R R 448 5 0 E 4% % 2 L.

FEIE 4. BSAICBF #1 dICBF {45 [al F 24 2 th oy 1+ %U’;—ml)ﬂ b, 1 AL 4350k dICBF G R FRGUK
d

FERT R AL 55,0 3 dICBF AR,
Wi+ BSAICBF [R5 2 08— A S 3 vk 2 ds, LIod & 24 a4 A 1Y o & 2, (8 16, BSAICBF L

dICBF zﬁﬁﬁogz(bnﬂz\w | AR (1 176k 25 ). 2% FE 21 dICBF JIT s (0476 23 8] g b(l) +l§’)Z|BV |ty T
J&,BSAICBF #1 dICBF ()77 i) 53 4 &£ 2 Eb ok
d
[log,(b+1)|Y.| B, |
i=1

[log b+ 1)]

1+ .
b(l +17)

i d
by +17) | BY, |
i=1
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SEFL 4 F5E. O

EIE 5. BSAICBF #1 dICBF W& W AE 1 5 2 A4 FE 2 ok 1,BSAICBF Fil dICBF [ B AE v S 2
BEZ L/NT 1+1/d.

WE YA 13k 0] BSAICBF 4 IR & W3R E AT ZE 5 1) b-d AN SR IT, 1T A5 K B8 37 5 4 55 2 [
b-d+logy(L{ r )M 6. % 1EF] dICBF A WHEAEII TS E 2 E N bd FHERAE ST R I E R bd+1, T 12,
BSdICBF A1 dICBF ()& #384E 1754 8 4% ¥ 2t o4 1,BSAICBF Hil dICBF [ 3 JH A i S Ao 2 Loy

bxd+1og2(L(M))<bxd+b:1+ b-1 _,, b-l 1

bxd+l bxd+l  bxd+l  bxd—-d ' d

SEBE S 1RHIE. O
tsE 21 5 FI5E #E 6 A LU 5 dICBF A b, BSAICBF [ 155 52 2% 5 K0 2 [R) 52 2% BE WS A 32 i R A, A3 R A IR

F 1§43 BSAICBF (14 B 75 1) b BEAR M A 05 A7 48 502 &7 56 ,BSAICBF IS A ia B P= A M s £ IR K 0
dICBF 1 b %, 3+ b Jy dICBF FIRRIR LR FEAT JC F Fa SCUL L i ,dICBF 52 K F88CUL L, 1T BSAICBF 4 74%

BR B A k32 13 D i B G A A 38 SARAN AR AR T e 32 R XT T30 e, 7 dICBF WG E RSN fi4F
BSdICBF H e # 7 80H FI1:b)(FL(1<i<h) B K FE R £ EE — 0.0 F e il et AN 1 d A AT = — 4,
BWH A ICEIRLSCHR B[1:b].4E dICBF & ICE e BN FH £ 9515 Bli1(1<i<b)HHAT LRI A .4 BSAICBF
PRI E e W BRI B R r(1<r<b), W LT3 K Flmap(r,i))5 BLHAT LA BRI AT, R map(r,i) 9 J6 K7
b-b WML 2R 100 map(1,i)=i,map(b,i)=1,25%5 map(r,i) o] TG V5 U A7 B0 A P B 3 P A7 o vp L a] D, AR K
LU HC A FRE R T LA 32

Zx LTk, 55 dICBF #H LG, BSAICBF [ 1H 85 4% B R0 25 (8] 5 2% B IR WA B i 42 .

4 LB FHE

ASC 3 AR £ BE 43 05 B3k 4 Bh CBF (9P REREAT T Lo 15 28, A SC LU T A AR IR (1 28 [ S 2 FE R
4 B CBF M1 30 25, kAR SC L 7 2R ML T B0 22 B0 4 1F R 4 Bl CBF 25 [0 B 2% B 3w . AR 3T 4 F
CBF (#1471 238 A AT T A i 99 00 Lb A T AR 639 8 MEAT . th 1 /6 385 91 2 i, BSICBF (#1165 dICBF —
50, PR e i 5 30 B 4 T AR 5 B2 4U F5 NCBF,SCBF il dICBF iX 3 #f CBF Bl n].

T LL# NCBF,SCBF #1 dICBF it 402 7, 1 A F 2R 3 B CBF 127 18] 52 A% FEAH 55 AR r=m, /N, UL X
T NCBF i 5,80 # i i 2 024 pow, . T, 814 L=nw, B b=m,w,, W H] LIRIFE dICBF fI SCBF /)%
F] 52 2% B 5 NCBF AH [F)LSEE 1 RATTORFE N AN 75— € 30 FH N 0L m,, 73 0] FEBCAS [R) PR B 3 Fh CBF i1

T H#% NCBF,SCBF Ml dICBF )75 [ 52 2% &, 1 56 7R B8 3 Bl CBF W H R Z 4055 . th T o ARIF 3
Bl CBF 1 Hiis 2 7™ 4 A0 4%, D L BR A 195 1) 3 Bl CBF HO P31 505 25 2 ZE Ao A/ T3 — 320 1 0 iR 5L
el 2 VB = AT X T 58 2 1, 4 4 dICBF FiI NCBF (#3505 25 ML, 1, B Se B — AN/ IR, 2R 5 B R
W 1, E B R E 2 E LI N T e FFE L, XT3, b SCBF Ml NCBF (1) 5k 2
WL E PG REE by N B =w, -m, ARG RERIE AL, Hoh,

AbY:N'E(f) (18)
" In(2)

BRI E T HORZE 2 ZE I AHE /N T o3 B4 U8 I AD B SR IR by REIE I AD ke, W I8 0 1 I REE T 15 B
PERF IR NE R DL RARYE R 2 08 g, IE.

T LU 4 Bl CBF (9 5838 N ME I, 1 56 SR 3E4T CBF % 18] 55 2% 18 b I (9 2 58 0 i 335 224 1) 2 0
{1143 4 i CBF (1 S 3 vt BOR 72 AR AR 5, R 0 BRAIG 4 0%, LA R 41 280% 1 .4 B CBF 1A — (b B %
KA B 2.
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5 RBERSHH

SR RATE B F=15,N=4096.70 % [¥] H BUTZ AT X RI[1LETN 5 53 Il A 50 A S50 1.5 1 Zipf 434
2T LB Zipf 23 A0 PR 2% B B 7E 5 2 ML () CBF R 1 34, 11 0 2% Y 50 B 5 20 W7 vy, S s 1 T8 AR 4%
TP AR Zipf 43 AU 55 501 1 b G I, 78 A [R) 4 18] 52 4% £ TF ,NCBF,SCBF 1 dICBF [ #1256 5.2
W L S B A0 T B ZE A ) 454 R ,NCBF,SCBF il dICBF {123 [8] 5 2% AR5 5.3 5 a0, BATEE 5T 4 Fb
CBF (14 338 P 347 L.

5.1 HHIRZE LR

4 R 5 53500 T0 Z AR AR I 20 53 A5 AN Zipf 43 A I 41 7] 45 18] 52 2% B R, 3 i CBF [ 308 22 B
& 4 Fild 5 AT LUE HAICBF U1 $50RS B % =1 NCBF X 2 ,SCBF & 7=. 73 A, W 4D FEL 5(DIETT LLE H, Y =4
i,dICBF i8R ZE Lk NCBF fil SCBF /N TFAN = B b i3 KX —Z T IH 2. M =5 =6 i,
dICBF 7E 5586 50 2 M3 o5 A1 H0R 250 0, IR JE 727 X B A by 1 DR b AR SC 8 45 L I 4(c) s T 4(d)
5(c)LA BB 5(d) X H Ak A .

Leic il 4 FiE s W LUR I ZEAH R pfE T, Zipf 43 A1 B (0 08 B0 22 B LG 35 75) 43 A B 1) o B0 22 7 ) T
NCBF 1 dICBF 1 5 , H AR A 2R AN 52 70 28 AT 26 43 A1 [0 52 0 (ELJZ AEDO 15 22 1 55 70 3 A28 43 A1 AH 2K Zipf 43 Al
T TC B R 1 B A AT S AT T SR N R, Zipf A0 AT R AR R 228N R B - E I ,NCBF Al
dICBF 451 — 5, I, Zipf 23 A T 1305 22 EL 3 50 20 A5 R 1 0 22 28 4T SCBF 1 &, i T H F
PEIR ZEMR A 0.5% 1 12 2 (3) T 40,Zipf 204 R 1 E(HE LY 20 43 A 16 E(OE 228, IR bk Zipf 434l B 16 &, {5
P30 03 A NI kg BB Zipf 23 A5 1 0 BH A4 3R 22 ME 26 BE 3840 23 A TR 10 PH 3R 22 MR (IR, T2 Zipf /041 R 11
VFE5 2 LEI S A R I TR 22 B,

5 2.5
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13 5 7 9 11 13 15 1493 6 7 9 11 13 15

Element mutiplicity Element mutiplicity Element mutiplicity
(a) 773 (b) 7=4 (©) 75
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Fig.4 Counting error of three CBF schemes under various space complexity,

with uniform element multiplicity distribution
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Fig.5 Counting error of three CBF schemes under various space complexity,
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with Zipfian element multiplicity distribution

K5 HICERBERI Zipf 73 Al AR 23 8 R 2% 21,3 B CBF ()7 ix 2=
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dICBF [Fy AR BN T 058 22 32 5 AR AR A4S R R 00 0,2 =4 15, (i A (7RI A 3R @®)mT 4,
=14 Hby =12, FRHAROMAK(S) AT 50, NCBF #l dICBF FI4S R HEZR 478 0.125 F1 0.002 9,5 #
A 2 P A B 2% AB [ 1) 2 36 45 26 B Ik S NCBFE #1 dICBF FAR AR 2 78 i) — N 2%, i 6 Fros. ik, 3k
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Fig.6 Relative error of NCBF and dICBF when 7=4
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] %5k L NCBF A1 dICBF 4 {51 K 1 W] U AN ol B gt 20X a8 () Js [ ey 22 5C(1) T 0, NCBF (KR 03 T it 4%
(] 45 38 1 w,/In(2),NCBF [R5 ME A A /s — 2 [l el A (S AT 0,2 b)) —5E I, 2] R348 0 1,dICBF [ DA
QAT N 7T WL, dICBF (175 (] ) Y 2 A A .

Table 6 Per-Element space occupation of three CBF schemes under similar counting error

Fz 6 TR ZEARUTIT,3 Bl CBF (45705 i 75 25 1)

NCBF dICBF SCBF with MLE SCBF with MVE
=3 15 13 1.72x15 (k=2) 1.72x15 (k,=2)
=4 20 14 3.16x20 (k=4) 3.16x20 (k=4)
=5 25 15 4.61x25 (k,=6) 4.61x25 (k;=6)
=6 30 16 7.49x30 (k=10) 7.49x30 (k=10)

5.3 SAFER M LR

TE PR AR 30E B I, B AT o e R 5.2 WIS Ie 45 & M B 4 Bl CBF 1S 55 4843 2039 47 20 T4
PR ZE P BRAVIE IS 6 1058 2 /TiAT S 30 & ,SCBF XA MLE fil-#8. 24 7 F 44T BSAICBF K44 iR,
AKX dICBF (S H0HAT T I3 R 6 158 2 AT RIS A K (7) A R@) T E IS HUE N 1] =8,b) =8 A&
TRV XA SEOE N 1 =7, b =3, ARG 50, WL ST dICBF HAS R M5 AN K 1 5
BRI L 0.5 A2 N 2.5 Y/ B 1 I B B R URAE S B0R 5 il Dl p=2.5/3,p=2/3,p=1.5/3,p=1/3. B E TL R KL
H N=10°.

B 7(a)~FEl 7(d) g 76 5% IR AR 3840 53 A7 4 Bl 1308 Bloom filter [V — A THE0R 25 (B 7(a)« B 7(b)
H AR AR IRYE B [0.1,21 1 7(0) B 7(d)H, P AR B 1) Y5 24 [0.0001,2]).
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Fig.7 Normalized counting error of the four CBF schemes under various load rate,
with uniform element multiplicity distribution
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Fig.8 Normalized counting error of the four CBF schemes under various load rate,
with Zipfian element multiplicity distribution
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Fig.9 Mean normalized error probability of the four CBF schemes under various load rate
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P)=Cy| — || 1-— (19)
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ZRER k= [ﬁ-ln;‘ B k= n2em |, F 24
n

. 1 i 1 [n(2)-m—i]
P() = Coaym (Zj (1 —fj (20)

m
HEFAER SR C.C e B 3 AR BBURMI R P(c23F)=1-P0)-P(1)-P(2). % IEF] m 8K,
H. lim (P(0)) =1/2, lim (P(1)) = In(2)/2, lim (P(2)) = (In(2)/2)* , T &4
P(c23F)~1-1/2-1n(2)/2—(In(2)/2)? (21)
MYEE w,=2F I NCBF /= A4 [ AR [ BE R N Py=(P(c23F))". 1M1 % F& $1| NCBF 7= A B PE RS B2 (K R Pp=(1/2)",
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P/ Py=(2-P(c>3F))*<0.07" (22)

Misk B

A B SR U BH AN ] 75 20 d-left PR A5 BR EIR T35 M 5038 - 1R 4% A T A g HAR S 38000 A B A sE e TR R — A
WAL A TCE MR, B P(r,0), 2L 0<i<b.

L X)) A VR r WA AN AT § AN JCER BRRAE BT AT b AT B, K 1<i<d,0<i<b.
NAETRR, A k=i-d+j H Yy(r)=X;(r,i).Mitzenmacher 55 A $i5 Hi, i ¥ 5= FORE R A8 T T8 95 KN, Y, () 7T BA A
YA R P < i B i

dy,

7:dd(yk—d -%) Vs (23)
dr s=k—d+1

Wy O)=0. L3 53 7 P LT LI L 0 MO T 5 0 A, 24 A 0 KRR 04 BRI, e
3 WA MR V()
& P(ri) TR RN r I9AAE T T d-left W76 b RO FERE MR L S8 047 £ A e RO, T2

k-1

d
P(ri) = Y, ;(r) (24)
j=1
AR, P(0,)=1.T2FH:
P(r,iy=P'(r,i)~P'(r,i+1) (25)

XFERR SR A P(r,i).
X7 HHT Y d=4,b=8 W1 —ANEEE T T30 6+ LL 0.5 B 0 8803 6.5 7 FEAL(23) K H
S B K B T vE AT SR

Table 7 Distribution of number of elements in a bucket under various bucket load when d=4

RT =4 WA FRFEIRG R T TR ORI o A

1
0 1 2 3 4 5 6 7 8
0.5 5.010e~-1 4.980e-1  9.850e-4  3.317e-41 0 0 0 0 0
1 1.242e-1 7.515e-1  1.242e-1  7.763e-11  6.822e-143 0 0 0 0
1.5 1.896e-2  4.637e-1  5.157e-1 1.623e-3 6.488e-38 0 0 0 0
2 2.612e-3 1.227e-1  7.468e-1 1.279e~-1 1.214e-10  4.816e-140 0 0 0
2.5 | 3.545¢—4 1.959¢-2  4.614e-1 5.170e~-1 1.676e-3 1.051e-37 0 0 0
, 3 4.802¢-5  2.800e-3  1.225e-1 7.464e-1 1.283e-1 1.263e-10  8.652e-140 0 0
3.5 | 6.503¢-6  3.931e-4 1.964e-2  4.612e-1 5.171e-1 1.682e-3 1.107e-37 0 0
4 8.806e-7  5.50le-5  2.820e-3 1.225e-1 7.463e-1 1.283e-1 1.269e-10  9.276e-140 0
4.5 1.192e-7  7.688¢—6  3.980e-4 1.965¢-2 4.612e-1 5.171e-1 1.682e-3 1.114e-37 0
5 1.615e-8 1.073e-6  5.602e-5  2.822e-3 1.225e-1 7.463e-1 1.283e-1 1.270e-10  9.363e-140
5.5 | 2.186e-9 1.497e-7 7.88le-6  3.986e-4 1.965e-2 4.612e~-1 5.171e-1 1.682e-3 1.115e-37
6 2.960e-10  2.086e-8 1.108e-6  5.617e-5 2.822e¢-3 1.225e-1 7.463e—1 1.283e~1 1.270e-10

Mg C

b+l
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=% 7 27
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AR R (29 7 R, AT 45
l=l~(C—2RJ_r cz—ﬁJ (30)
2 \/ In(2)
B A KB A (26) AT
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