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Abstract: BGP (border gateway protocol) security is very important to the inter-domain routing security. Many
solutions have been proposed, but none has been deployed until now. This paper analyzes the main problems of
these approaches. It studies the AS (autonomous system) topology of the Internet, especially the rich-club property,
and gives the notion of the AS alliance. It proposes SE-BGP (security enhanced BGP) as a new way for BGP
security. An alliance-based security architecture, and a new trust model-TTM (translator trust model) for SE-BGP
are constituted. An authentication scheme based on TTM is also designed. Furthermore, the way of how to extend
the BGP protocol is considered. The SE-BGP has strong ability of security and good scalability, and the number of
the used certificates is about 1% of the traditional solutions.

Key words: BGP (border gateway protocol) security; SE-BGP (security enhanced BGP); AS (autonomous system)

alliance; trust model; TTM (translator trust model)
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ST B v 42 A S B A LI R 1) 2 A LA T 00 T S S [ g Sl ) B v e A R [ SR e A I
JER 43 488 iR 3 [0 [ 1 22 4 ) B 2 — Bt B v R ) % b P ) 22 4 . BGP(border gateway protocol) B i1 Ay
R — R SsR  40 E1 P A A B A A A K e A R A,

BGP 22 A 1t (1A% 0 1) 780 gkt 2 0 A J2 R A1 10 ] 58 2, 3 o g T 2 ) 0 2 b 54 R R0 B 458 S . 24 T,
T BGP (122 41t TV A 1R 2 I 90 SR T A5 8 — i 22 A ML I AT 210306 45

ARG T 2480 & P ML A BE 15 21350 25 ) S B o) i AR U5 TLIC I AS(autonomous system) i 1 3% 322 45,
Wik T —FE 0 BGP 224 UL AZ LK SR 5L T AS BRI 22 4K R G54 R 7R G54 B3R T — Rl i
{F AT TTM(translator trust model). A IE 5032 HRF 3R IR &8 AS 16 BRI 15, T 8740 7 3F 15 i 7 20, B A B U 1
CIE3ds

ASCEE LW G AT AR S AR, R T R AR LS 2 AT T LG AS Hh NS R T
AS I I HE & 58 3 3L T X P & 15 1 SE-BGP(security enhanced BGP)[ 424> 14K 28 45 Ky, FE 3 Y —Ffr 1435
FERY TTM.EE 4 795 56 T R v AU SR I3 ie X BGP His & B0 38 5 15 i iE SE-BGP )2 4xfig 1 Fl itk
RE, 2 BT H AT AT PR RN AT BB 5 6 Y0 AT SE-BGP YIRS MR, 45 6 W], SE-BGP % K Hh BRAIK T IAAIE BT ik
(RIS, L4 BRI P B K 20 AL SN I 1%, BT R A TT 97 R 45 7 1 R e S0 22 1) Ji 45

1 BGP ZE&MRO

A CRMZHM BGP A ML, 2 5 MR T 5 B VGE M 77 20 H #r i@ th i3 T PKI(public key
infrastructure) TA IiE 11 22 2= ML I, A8 A2 5 1 4 B 22 A DAIE RS AR BITEE 143 2 5 170 4 mp 20 DR A 280 0 IR A5 AT (Web
of trust) B 74,

BBN 2 # [1) Kent F 2000 4F42 Hiff) S-BGP(secure BGP)BUE i iff 78 f5: Ay 524 ot FLAC 2 1k 1 22 4 L
#1.S-BGP K I rf s UE AR 7R, T UE J2 K5 7 356 I (1 b ik 3 T J2 A 6T 7, 1 356 AR S AR e P 4% Y0 0E 15 0
5 4% JB 1 28 44 SR B0 AIE AR JE TR AT RU1E.

Cisio 24 7 ) White T- 2003 £E42 Hi 1) SoBGP(secure origin BGP) ISR F T R4 AR R 20 3 PKI &3 3 2
TEF: M 3% . B i SR A kYR S S-BGP 244bL, SoBGP % FH s 1k 41F 5 3k 4T Y5 s ik WA AIE . SoBGP A1 F #1 #h %
P 16 B AR AT YOIE, oA CRAIE % 42 8 A3 B4

AT B X R A% B R G, X PR AIEBE T = BAEAE LU LA 2

(1) FET RS s p) 4R rp O TEASE 2 AR M A5 B30 28, O L2 >ROFT 09 T IR Y A B AN 2 4 9 DR DA I A 2R

R ST TE
(2) X Pl TR A Y 5 R AT R I, 75 SR A R E A LTI P A B L IR s, 9 L3 b R i s it
T DX KA P 458 KT AN B s R T A

BEXRF X P22 2 HLEI AN L AR 2 22 5 3R T olod 1) 22 LT Aiello 78 2003 4R 58T Merkle (12 A4 ik ]
4,42t T — 7l OA(origin authentication) A iF JIi 45 1), il FI 45 P4 £ 3% OAT (origin authentication tags){& & 317
HihkiAdF. Wan 7E 2005 ZE42 1 (1 psBGP(pretty security BGP)E! F] FH«4 & VR E " (¥ S AR 47 4536 PAL (prefix
assertion list)EAT Y ik DA IE . 3 P Ffr WL Al 40 3 S A5 P 4 )= B9 M BESIE 15 . Hu 75 2004 42452 HA 1) SPV/(security path
vector) U S Y — Yk 25 44 I WL AR EAT B 42 AATE, S A3 BR AR DAIE AN T 32 PRI 1932 45, 9 FLGE Bk 38 3% 9 (0 4
T IAIE IR BE. 2003 4F,Goodell $2H T IRV (inter-domain route validation)® R 2 M1 iISE FH 7 55 4ME AT A,
B AEREA AS ST IRV S48, 0T KA EEGE S IRV RS oK S5 B Subramanian 75 2004 4F4&H T
Listen-and-Whisper HLAI1Y, LUK - 1 A2 01 10 99 A4S 6 B2 H % R 05 BGP 1 22 4k i) L 7 4 BGP A1 48 S Ak
VA T AN BB IR AT B T R LA R L A 1 S

SR, 1K 26 22 A WL AR SRAG AN J7 T S0t 1 () B S8 5 1N B4 I 805 AN A2, 0 G V80 A i e iE 15 1 8 LI

R ) L 22 A I VR — Pl e A AL BE A5 21 R
A SCAT 53 B LB Y 40 15 P ) 5tk B T — ROl i) BGP 222 HL#il:SE-BGP.SE-BGP L1 AS Bk Wk H14ir

© HIHEREBEIIZIT http/ www. jos. org. cn



#it0L %SE-BGP:—#F BGP %4 #u#| 169

H7 PKIL A0 A T — Ao 5 A B ——TTM.SE-BGP 7RI\ IE I F rp U35 SR 8B4 E ot il 347 4 R
INIE, EAR KRR RE Lk TIE B 1, A R AT I nT i R .

2 AS BHHHLAMS IR

LB 11 199 4 A LA AR B8 1) B A SRR, O ELIXRP 9 4% MR 1t B ER W AT A B S . [ A i —
A A 2 V28 T 0 B TR 7 TR IR T 3 PR T 8 4 5 TN B B B LI s v E 5 i 2 .

HREM 2 AS BERET KL,AS Z (A1) R T 23 SR LR - F 7 R R AW S5 0 R WK AS B AE &K
T 5L AS 22 TR 20 R B VR 1Y A0 (D, FRATT S0 AT LA A 381 TG 1) AS # #0332 16 H A 9T 32 HH (1) BGP %2 42 fifg
YT ZERATE A 5 18 B LM (K] AS 30 45
2.1 ASHRIMFM

1999 4 Faloutsos it X} BGP £ Al s i) il &= 2o 4s 347 0 A, R B0 Internet i b A7 75 4 T HRE e 4, RY
P(K)~K™,y=2.2. IRl i o fh P 2 e LA /N FURe 2,715 s 2 (R TR BESR IS, W 24 B8 4R R 4Ch 0.0258(2004 4 3
J1) A3 2006 4 3 7, HIBER CAE I AS St 22 0000 {E 2 BF 5T K0 o, H b 84%(% AS A stub AS.
P 1S LRI R 300 AN AS RS 4 B, AT LAY 48 b S AS 1 R SRR

A e
4 B .
(a) The real topology graph of 300 nodes in the Internet (b) A random graph
(@) TLHERA 300 AN s AR 8 o o 42 & (b) FEHLE

Fig.1 Internet AS topology graph
1 HIEM AS R R R

2003 4, Zhou 7EBE— B HIFT Internet 1) AS Fr ML FE A & B0, AS $H A A dissortative mixing i, 7]
it A7 78 rich-club B %, B v 3 T 5 2 1A A7 7 A 56 10 4 DA P A0 38 1 o5 J0) L o A v 11 2 4 2R 4 112 i gl
Ui, AS T RS RN W ISR S I Ol I D B FE W SR S AR S AT R IR B BT
ZIa) BLAT AR e I SR AR 1 I 1 B BEE Mt S et rich-club BL%: g i — 25 20 45 1R X R RE SR B %, R ATT T TN LA
T X

EX 1. Frif“AS B (AS alliance) $8 1102 — 41 AS 5 £1,0X 41 AS 5 i U b B 145 5 g AN LAl A5 4
AF T VA A A 3 /D B Y S AR A SRR R

FEIX RN S LI A2y AS Tk B 3 3k S Y a2 TR AR R L 2 T

AS T AS T 1K T Al A2 ER B Y 118032 B Mk R AR 2 3 e 11 E TG DR 7 ol 5 R 06 T IR R 1
B T R0 R 2 A DG T A IR S O P X O AR AR L ISP MR B R R ML N R
122 4 fg ) FVECHE AL BRLRE D5, R B A1 25 B AT 452 v R4 AT 4000 32 (B JEAth 22 A~ AS #50 JL 27 H JE R B AT AR ). I\
XA SC U, 19 455 (0 0 e S ket ) 6% 1) 4T 00 R e ok B LG A RS AT AR Y AS 9 s R 2 e oK
B AR R S B AR e I 3 — B SRAT T RT Bk g 43 4 5 2 (1 rich-club 3142
2.2 ASTRIMFIE R RN

T, BRI R R R TGE, 2005 45 7 H 24 T 39 000 4~ AS 5 T3 2013 4,16 {7 AS 5 4
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4yt 5¢.PFP(positive-feedback preference) i 1403 - g i 45540l rich-club BLE M 1 H AT S AERI Y Internet X 4%
AN AL I PRP AL, JRATT AT LK FLIBE 199 9 4 1R R FR AR HE TG 5 SR T, A ok B A T 356 o9 ROUAE £ 48K, o 5%
V1) ~F- 350 B A2 A S ) 2 g/ AR L35 AR AR R AN rich-club e JL P CRIFANAR 322 B DA 3R 199 1) 2 A 1 R ol 1
PEFEAR S KA IS,

3 SE-BGP HIKRLHMFNETIEE

3.1 BIRGEH

BATTARIE AS MR ESR I T — BT BGP 1) % & #L#l——SE-BGP.SE-BGP {# 1] IPSec {#1F AS Z [H]
M1l 2245 S-BGP AL, SE-BGP 77 % PKI MSCRE RATH L T PKI B AS BREZFR N “ 224 AS BRI 10 AE
SA, [ I SR AT T 4E 22 4 AS I56 B Hp 1) JR3 30 3 L Py, SR FH 1 905 DA IE R b ik D 1 77 K 5 S-BGP AHZE L.
BFLE 4 k% DSA(digital signature algorithm),DSA ({25 44 ik B2 vl LT — S6 S 50 iE 47 AL BE, o] LARK K
B2 = 2 44 IR H T e Ay AS IR HR T AE O OCHEE T S AS I B AT BT SR, W e DG s T ) 1
L1545 4E A1 AS B R ASAGE I R AR S Tt AS TR A YR A EUR B A4 B AT IATIE.

2 BB T — AN TTREM AS BERIEE R AT 4 A AS TR

Fig.2 AS alliance link graph
K2 AsHHERK

32 ASERBEERMEE

TR AS I HIRRME, B e AT AS I WA R SRR SR AS B 1) A2 BT A3 B R O VR AR R 1 R
M rich =7 s 7 OGS R (— BORRBOK ISP IR B A )R AS BB IR ER 1N AR R R XA B
TSI AR AR ST S T AN R AS IR a0 SR I IR T AT A AR LA ST A T
U 24k 8 LI N LB AS I HE HR 1 BT AT R A DG BT A5 1 5 T BRI BX A AS IR R 1l T S R g A
11025 i, FRATT AT BB 75 X AS 56 B 113 BRI kAT 1 .

LM R 51%0 15 £UE T Multi-homed stub 715 5, 3% 26T d & [FIIJE T AN [F 9 AS BEEE. B stub 15 s
AN 53 SR AL B TR e, AR VIR TR TR 1 AS T MR, B I F A £ 5L i T J - AS T S 1) 52 45k
3.3 BERINER O

AS I AR A0 CA(certificate authority) T] B “BO" 3011 (51 01, BUR KL ISP 45) EAT 41 2R Rl 2.
24 AS B A AR AN U T B AAE O A TS R IR RO B ST b bk 43 i B G RT AS S AR
OAER S AT AZ S5, 0] AS 9 mURATUE 15 GIE P 1K 29 B HE ASN. Hidil 43 T 5 76 DA SAH BV (1 23 4.

SE-BGP I — Ml 2 Kb AE T, 5 % 4 AS IR v OB TY AR 1 S0 At 22 4 AS TR Hh G 1Y At i AR 1K
A2z 4 AS BRI R BT IE. 0B 2 TR, 224 AS B SAL 5 SA2 HHXE.SAL H K S 5 T E7E SA2 Hh AT
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UETS; IR RE SA2 H 45 21 T2 thZ24E SAL h B IE 1.
LA NUE LI B R AT — AR BN R R D S A 22 A X I SRR A DA B XA SRR Y RUAH I
FR A 2 4 DR SRR L 22 AR I B PP AR AT — ST RO A BRI AN SR 2 TP SA2 SRR Y RE R
* 1.
Table 1  Key node lists table
F1OREYRERE

K_IN K_OUT
T2 T1
T2 T5
T3 T4

3.4 TTM#&EEL

I 2, T T4 Y — OB (S AR —— T e B F AR TTMLTTM T34 a0 PKI 451 5 1%
I IR S5 A AR A BE S CA 22 0] 3R AN M B AR IE 15 2L 45 AT 6 &8 10 4% 36 2 00 3 G B 05 o5 1960 18 7k 6 0 sie o
FLTTM Zik i 2 s S8 a8 T1,T2 [AINHA B E 2 PIUE . ) T1,T2 #HA SAL Fl SA2 i A PIIE1.

e XA A

Si(m)F R 7 5 ko HOR AR B m AT 4,

V()7 F 1T A k I A X %44 S AT IR,

208 T30 i K B2 I RA AR e m 444k

Vi(Sk(m))=m.

AR B, I & 2 s, FATMR BE SA2 TP S A ¢ T AR B m ) SAL R AL b2 T2 W ¢ I,
W IEE,H SAL H T CA A BCI 28X m T2 4 B A A 00 mero. 2 TL R T2 /&8 1045 B, H
SA2 1) CA Zr LI 2 B8 E m AT SAL (1 2 B8 UE 30 UE m=m.pq, 7 8L 30 0F, UG m A SAL wh AL AR REAT
B AN AR Moy BRI, A b WCBIAE B 3150 m APIAN 4 Sta(Me.rr) T Sta(Met2).

BUIN 1 A b 2 R AR B m (W44

M'=Vr11(St1(Me11))=Vr2(St2(Me12)).

XA M — MK

BRI% 1. PIAS DR s T AN HEAT G U B YA OB T 55 ) AN X AH (7] FR) R AR AR R BEAT 285 48 R 326

BT 5 b Ji TR T2 B A 8, R kb v] LLEGIE:

M'=Vr1(St1(Me11))=Vra(St2(Me12))-
Bl m'=me.11=Mc.12.

NHT T1 & 5F:

V12(St2(Me-12))=Vi(S(m))=m.
B me.po=m, H.HH R 1, N AELE Me.r1=Meo#M.

2x b 45 b i AGE m'=mer=Me12, WA m'=m.

I A EXS T TTM AR B B 1) 20 A7, FRAT A M 45 280 DA F o 3

IR L A4 AS BRI B I 35 P AN FLI%E I DGR AU A U — A2 4 AS BB AT ST R
A IE BT 55— A2 4 AS BEEE P IR m R Ul A2 Pl DA (1), 9 HLB6 UF (1 i R AN 75 36 0E 1 s A 2 4 AS TR
P 11 R S U 5.

PN 224 AS BRI 5 — AN 22 4 AS T BEAT E BRI, B A AT LIS 25 BE 2.

EIE 2. YA A AS BB 5 — AN e 4 AS BB EEAT B I AT A P AN FE R OCERT R A,
M —AN22 4 AS BB N IR 75T S0 R AT B BN T 59—/ 2 4 AS B B PN 1R 73 ke U A T30 IE 1), 9 FLEGIE )k
FEAN R R Y BT 22 A X N IR SR e 15
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TSR B L AR B AT IR S ) R FRAT AN 1 1 E B 2 TR B,

AR ek, B 2 PR, 24 AS IR SAL I SA3 i I SA2 AR RE R % SA3 EEX] SAL KA KI5 Bt
ATWIE. tHE 21 1,5A1 RATE] SA2 [45 B AT CARE SA2 A1 (1715 il DL S SA3 [ DRBHE T AT IR A A, 1 e 31 1,5A2
FATF] SA3 [45 B AT LUk SA3 T s AR, IR, SA3 T SAT KA i B HEAT UAIE, I HLGIE RAEH T 4
A AS T YRR AE R O

LA = (i AT DL i 30 2 A SA MBI ) A 1

TTM {FAFRRR 5% G5 AT X ANTE T AL G E AR AT CA 2 IRIHIE A5 IR 4% 34 SR A% 3R A5 AT 00 &R i
TTM W78 23R AS # 3 EE RIS AT 5% 2 (MR 1 R I DG 819 p5O0E AT 28 48 B e, T A PN A 3 A5 AT % 3R BT,
TTM B R Hb A Ak T 5 0 B B3 — A T IR I R & 2% 11 B R Gk it LA JE S 2 5

MG —A 1 BE SRR X FAE 7 A RSB T FRATTA AL 2 b B HEBA B A AT HE BA B B, AN 75 22 ISk T
GRG0 T B R R AT S0 N R AT AR AE R — 4 L2k b B nT . R A A g A AN NS e o A B X —
R A BAF e 48— 4 EL R TTM B IS A T DG a5 19 2 28 >t 2k, ml ol o 3 4 S DA F ik 2 4
Jeife BRI,

4 SE-BGP BUINIEE %

BATVFIH TTM SR % 1H T SE-BGP IR U H 1 A UE 5092 A0 B 4% DA UE 835 . SE-BGP 75 ZE 15 25t BGP 13, 34
AN 10 1, 23 38 0 b b DATIE AT B A2 IR FE 28 4 AS BB Y, IR T A0S S-BGP AR %S+ AS BE
V) P DA TIE, DU 2 7R FH G B3 PR R B T AR AT TR B R A AS B BE (R IE 5.

4.1 FEHEM

SE-BGP 75 ZE38 in 4 A~ )& 1 :AS_Security_Source FH T~ Mtk Y5 DA TE FIA7 FSCIR 1 o5 LA S S BT 0t T ik v
B2 44 ,AS_Security_Source i 5 N5 44 AS_Security_Path JT T4 A2 UE FNAE JEOE ] 35 506 T 4%
BERNEL LTFELANEBAGEEAECELY MBA(GAS) T AN ELALTFERNEE.
S Y5 ORI SE Y B4 4 JE 8 AS_Security_Source, Ifij A5 3 55 %54 B Ft AS_Security_Path.

42 NEFEFE X

24 S TR AT — 4 Update {55 B, 75 52 W] I & 2 AS_Security_Source A1 AS_Security_Path J& 1. 2475 55
3 —4 Update {5 80, 8 00 k{5 B A 1245 B AT AR, 2R J5 %) AS_Security_Source F AS_Security
Path J& P 1EAH RS 25, IF 1) A% 326,

TER—AN 224 AS BRU P, BT AR 75 A0 T AR Al 5 F it ik AE = R 23 B, DR] abe AR 25 2 ol 05 b
5 BRI B AR A5 RHEAT UAIE 100 A /) AS 156 BH 22 1), ) 75 38 5 SC BT SO HEAT IAE. R TR s 1518 AS B B 2 1)
SR 7S

SE-BGP A1 [¥) BT AT A E SCHE T h (K AL B AR R (W 6 T o081 5, i T WA W E UL B A HIES, F
ST R 0 SR S SRR ALK AS IBE R P R A HE B REATIE, H H 1 AS T I FAH S .

FEONTE B R A DL S0

B L OCHY sSUIE S R

(1) B4k AS WA 1Y SE B AR R o DRSS IE A, WU T i 428, IR 4 R B

(2) o Mkl Y54 AT VIR RN B B

a. kPR
#7 AS_Security_Source H A — AN (PR ), WA B IE D
# AS_Security_Source W' R AL (TR AL, WIERAIE S 44 2 15 — BUF R AIE
7 AS_Security_Source H A AN (AN ST 2588 42), B IF & 44 2 15— 3K

b. HuhEJEIAIF S 44 58T
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#H K AS FIRIR AS 5 S ATE R — > AS B A, I AS_Security_Source H 45 44 BA A TT 2, 31K
B OO T 5 E 5 1 kY8 F B2 4 I ZIBA S
)
FEA NS LA iR, I B O30 A0F 5 b ik JE (S B2 I B A S 2
FEZBNF S 2,00k B O3 5 i Hh bR PR A B2 44 R R BB R
(3) X ARAR B HEAT DAE AN S
a. X AS_Security Path 91 [185 44 BEAT UUE, 40 AN 1IE A, R H 5092,
b. 7% H BIRIE AS Jy AHAR 2 4 AS B < 1Y o5, EL H RO 50k A% AS B BE P4 1Y 55, T3 AS_Security
Source H %A BAFIE 25, HUER B B G — AN TG EE K 1A OO B IE B R b EEIRAE B4 44 IR n N 21 A
Fil b 75 )8 1 S IR AIE Pk YR AR B2 4 IR N B BA S .
FFARSBE  tHT UE A A AS B Y OAE AN, N L TR AR AR AS BRI P YT S FIAR AR AS B
HEL I G A AR A SR A TE A B S5 4
Bk 2. ARSCHT AR S TR
(1) x4k AS 6B 1) Se 3 B A2 A 1 TOPR A 35 AN IE 0, U H0 75 0% 6 458, O 45 R B0
(2) %o kb5 B4 IAE B 1F AS_Security_Source T PANZE 4 BTN [R5 B2 75— 3
(3) X ARAE B HEAT PAE AN BE 5
a. X AS_Security Path 91 {254 HEAT AL,
b, BERARIAIEZE 4 ¥ H O T80 0F J5 1Mk 95 45 B 284 I I B A5 .

5 RERANN

5.1 JRINEFEIZINE

5 ) — 22 A X P, b T AT AT 5 A R BB SR ICAR DX Py A ™ o5 40 2 BHUE 15, T DASE ok 560 TE A N1 A (R IE 5 N 2
23R S b B Y IE AT B AR DAE.

R &, SE-BGP [t S-BGP 4 i T — AN Al $2 4 £, B G H 37 25 2 RIS RES U AR X AN 45 1 AN BT 41 1 %%,
T R TR ) A VBT 2 T BGP L AL TIES AN i B 10 1) 58 A B Y0 3K P B AR HE A 302 S I 481
S-BGP A RER;# iy Ah-Ar W™ Fo IR 7E S-BGP 1, AR I 1 ol T B A 4 J=) 9 28 v (1 4T 35749 4, 1T SE-BGP 44ty
UV T BR A T DG ER a5 ), BR] — AS 1 BR P (9715 252 7). AT, SE-BGP L S-BGP 5 45 3 4F (1B iz fE
52 MEEESHR

H 2R FHIAIE, SE-BGP AT, 7 96 7655 /7 THIA e ol T 44 (1 4.

SE-BGP R DSA $ 45 44 5010 25 44 IR K JE SR 320 A7 Bl 45 S B 78 1GHz [ Ab B 2% b % ) i b 20
Ja HAE A BITR] H 6.5ms [k 0.3pum, J6iiE (¥ I 18] 2% 5.1ms.

2 LI KR 43 Bl — Ik BGP B TR S, ARSI 3.6 A AS, T H M T4 K 2 40 AS (1%
LN T 60, BRI X T4 K 2 4 BGP #6125 58 i, S0P 34 15 80 AL B — IR BB R SC N BT SE-BGP 19474
F X TR AT T TT LR, A BT S0 — M R 44 2 ANUE L AGE. R, 554 BGP SEX R HE4T AN 5.6 YR 1K
IOUF AN 1 IR2E 4 (VA JGHET kAT 2 IR 42). RIME 2 38 B, 57K 20 £, HEAT 120 WKIRF AT 20 IR% 4,
BT 75 i ) K 2 24 600ms.

SE-BGP “F¥J < ff BGP #f 30 B R £y 38 i 240 75

LA LA BATAT LU H L SE-BGP #EHb bk yFIAIIE Ltk S-BGP 38 i1 7 — YR 36 AIE, 1 4 B 42 DA IE (1 4 B T
/N T S-BGP.h H 1 1 4614, 58 4 7T LU AL SE-BGP FTafi R (KLE AL B . 7 55 LA K AF-fid 25 5 ThI (¥ JT 4.

5.3 IREEEF
SE-BGP [1)3#-8 75 Z%F BGP Wrisl 4 AF AT 16 o, I HL 75 B2 % b 98 EAT TH 4, LUIE B ¢ A A ALE I 5 K IR A Ak
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TF4Y. Kl SE-BGP A 5wl 2 F H] AS 15 B4 5 UL, SE-BGP 37 35 #1020 11 31 B W] 7038 24 11 AS I 1 s
S22 4 AS AT AS BB AIE UL CA.
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Table 2 The number of certificates
F2 UM
C Cs Ca
Traditional SE-BGP Traditional SE-BGP Traditional SE-BGP
N solutions solutions | Key nodes | Normal nodes solutions Key nodes | Normal nodes

23 000 5.29x10% | 5.54x10° 23000 6 900 169 23 000 6 900 169

48 000 2.3x10° 1.86x10" 48 000 14 400 244 48 000 14 400 244

64 000 4.1x10° 3x10’ 64 000 19 200 292 64 000 19 200 292

M FATA LLE 21,75 SE-BGP H, 15 9996 135 3 1 s HAIE 15 Fty A AN 5 i 31 Rl 28 /) 4% 48 1y 22 4 e XL
2 ¥ 2% UK £ 64 000 A4~ AS I, FLEE B AN 5 (R UE B3 B0 292 A AT 1R g1 0.6%. 3% 52 T
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