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Abstract: Encrypted key exchange protocol’s goal is to establish a high secure key used for further encryption
and authentication through a low secure password. Most existing encrypted key exchange protocols either lack
security proofs or rely on the Random Oracle model. Compared with those protocols based on the Random Oracle
model, provable secure EKE (encrypted key exchange) protocols have heavier computation burden and their
descriptions are more complex, athough they don’t need the Random Oracle model. Through introducing server’s
public key and applying ElGamal encryption scheme and pseudorandom function ensemble, a provable secure
encrypted key exchange protocol is designed from the protocol proposed by David P. Jablon in the paper of
“Extended Password Key Exchange Protocols Immune to Dictionary Attacks’, and a proof is presented. Compared
with the original protocol, this protocol only needs DDH (decisional Diffie-Hellman) assumption but not ideal
encryption and Random Oracle model. Compared with other provable secure encrypted key exchange protocols,
because this protocol doesn't need CCA2 (chosen ciphertext attack-2) secure public encryption scheme, it can
reduce the number of exponible computations and greatly simplify the protocol’s description. Specifically, this
protocol reduces 73% of the exponential computations of KOY protocol, and reduces 55% of the exponential
computations of the protocol proposed by Jiang Shao-Quan et a. in the paper of “Password Based Key Exchange
with Mutual Authentication”.
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, ElGamal , Random Oracle EKE
EKE , . ,
DDH(decisional Diffie-Hellman) , Random Oracle ;
, CCAZ2(chosen ciphertext attack-2) ,
, . KoY ,
73%; Jiang Shao-Quan “Password Based Key Exchange with Mutual Authentication”
, 55%.
: TP309 DA
(encrypted key exchange, EKE) , .EKE Bellovin
Merritt [1] , ,Bellovin [1] ,
EKE [2-5].2000 ,Mihir Bellare (6] Y ,
EKE ; ,Victor Boyko [8]
, EKE . . ,
EKE , [9-13]. [12,13] , Random
Oracle [ Canetti [15] Random Oracle
, Hash Random Oracle . ’
Random Oracle EKE ,
Random Oracle , ( Random
Oralce) EKE EKE Katz,Ostrovsky ~ Yung 2001
KOY (13, CCA2(chosen ciphertext attack-2) Cramer-Shoup
(18 Cramer-Shoup : 5
, KoY :
Jiang Gong 2004 EKE 12, ElGamal
, Cramer-Shoup ( [12] CCA2 ,
1, Cramer-Shoup ). ElGamer
2 Cramer-Shoup 3 , KOY
Tablel Comparison with other protocols
1
KOQY protocol ™ Jiang's protocol' ™ New protocol
Number of exponential computations 30 18 11
Rounds of communication 3 3 3
Authentication Unilateral authentication Mutual authentication Mutual authentication
Cramer-Shoup CCA2 ,

CPA(chosen plaintext attack) ElGamal EKE
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. , 1 . , KoY
Jiang , .
1 KOY Jiang . pw , , pw
1 , 73%  55%. ,
,KOY 4 Hash Jiang 2 Hash 5 ,
2
1
11
g() ’ p()! NeN, n>N
&n)<Up(n).
1.2 DDH(decisional Diffie-Hellman)
P alp-1), G, % q 9 Gq . Gy
DDH XyeZg, D (99.9".9") (ag.gn), r
Advgg (D) =|P{D(",9,9%,9”,97) =1 -PI[D(",9,9*,¢”,r) =Y < &(n) ,
£0)  Advgg = max,, (Advgg (D)) D, Advgg (D)
13
F={Fn}nen , Oracle M n,
AdvF (M) =|Pr[M ™ (1") =1 - Pr[M " (1") = |< &(n),
H={Hn}nen () :AdvF=maxy,{ Adv" (M)}
Oracle M,Adv (M)
2
Bellare [6] Random Oracle EKE . ,
ElGamal ; Random Oracle ,
EKE . , .
1 . Client  Server EKE ,p,9,9,h,F.f
, p.a,9 DDH ; h Server ElGama u F
i Z, ;ow  Client  Server
3
(6] ,
, Oracle
Execute : . A Execute(i) i
Send : .Send(i,0,Client,null) Client i;
Send(i,1,Server,Client|A[B;) Client  Server (Client|Aj|B;);Send(i,2,Client,Server |Ci|Djlak; o)
Server  Client ;Send(i,3,Server,ak; ¢) Client  Server ak; c.
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Public information: p, q, g, h, F, f

Client Server
pw pw, h=g", u
X2,
A=g*
B=h*g®™" Client| A|B
verify B/A'=g®"
Y,r<Z,
C=9’
ngxyg (pw)+y
o=g”¥
Server |C| D |ak, ake=F ,(2)
gf(pw)+y= D/Cx
§=gfPW*giem
o=g”
Verify ake=F (2)
sk=F (1)
ake=F (3) Client|ak,
Verify ak:=F »(3)
sk=F (1)
Fig.1 Provable secure EKE protocol under standard model
1 EKE
Revea ; i ski.
Test : . , Reveal
i A Test , be{0,1}. b=0, ski; ,
r , b b
Test , b , . A P
Pr{S]=Pr{b’ =b], Adv§s.r(A) =2Pr[S]-1.
AVgT G ¢ A Advgr - (A) ,
AV o e <O(g,/N) +¢.
0s Send 'N & ;O(g4/N) Send ,
A
1 r 1 :F {0,1}"«{0,1}'® ; n 10)
; p.q al(p-1);Gq zZ, q ;0,h=g" Gq
, (uh)  Server ElGamal .0e,0s:0r Execute
Send Revea . Gq DDH ,
Advgte e <40,/N +6(q, +d,)- Advgd +2(min{d,,q,} + min{g,,q,})- Adv" +
(49, +20,)/q+2(q, + ) - Adv© +2q -2
,Advya DDH Adv® N
4
Game /o, /1,....0 4. Iy Oracle
, Ip Game Oracle
, Game S Pr[S]
L .
Game 71:/7 Iy , Execute B
B
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L |PS]-PriS,] g, Advgg -

Hybrid 1. Je Execute . I3 | Execute
n o, Execute I, . Tg=Tg Ty =T ,
PIS]-PrS]=PrS,, 1-PS,],
 PIIS o, 1 PrLS o] LATRY AT
0<i<Qe, (9.9%9"9) (9.9°9"N) D, r
1. Di (9992, Z g, r;
2. h=g", pw Client  Server :
3. A Execute Oracle , Iy , pw p
4, A j(j<i) Execute Xr'eZ, A=g*,B=r'g"™;
5. A i+l Execute , A=g*B=zg®¥;
6. A j(>i+D) Execute X'eZ, A=g*,B= h*g®";
7. , 1; , 0.
z=g“ A Iy . Z=r A
I . ]
Qe—1
|PIS]-PrS]I< %I PrS,.l-PrS;11
e—1
= tl PrDi (9,97, 9% 1) =1-PDi(9,9%, 9" 9™) =1|
< Q- AV,

Game I, 1, I3 , Execute ,D . 1 ,

2. |PS,]-PS] K q, - AdvZT.
Game /313 1> , Execute o . B,D ,

A=g, y S

3. Pr[S]=Pr[S;].
Game Il I3 , Execute ,sk

4. |Pr[S]-Pr[S;] [<min{ g, .} -AdvF.

: Execute ,Client  Server sk ® Revea ,
I, I3 : Reveal , r. I3

Iy o , o , I3 sk

Fn i 5 r Hn
. , 4.

1 ; Hybrid . a
Game s ls [ , Execute ,aks,ak. . 4 ,

5. Pr[S5]-Pr[Sy] [<0e-Adv +ge AdVSE .

Iy Ts aks,ake - aks,ake b

Fo o, :

Dsigma: o=g”
Dfvalue: aks,ak;

|Pr[S;]—-Pr[Sy]|<Pr[Dfvalue]
<Pr[Dfvaluel-Dsigma]+Pr[Dsigma]
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<QeAdvVF+Qe AdviR . O
Game /¢ , Execute . Send Iy I ,
Send(i,1,Server,Client|A[B;) ,Send (A,BY) Oracle
, : s : B/A"=g"™,
Is ;
6. PriS)>Pr[S].
Game 7157 Tg , Send(i,0,Client,null) ,Send B:. 1
7. |PS,]-PS,] < g, - AdvSE.
Game Igly I3 , Send(i,1,Server,Client|A|B;) ,Send B/A"=g®™,
) ; ) 17
8. Pr[S]-Pr[S7]|<(20s+0e)/a+ay/N.
Nvalid: (Client|A|B)), Send(i,1,Server,Client|Ai|B;),
B/A"=g'®™.
ovalid: Oracle (Client|AiB)), Send(i,1,Server,
Client|A[B), B/A"=g"™,
I3 , , Iy , NValid , Ovalid

Pr[Sg]=Pr[S;vNValidvOvalid]

<Pr[S;]+Pr[NValid]+Pr[OValid].
I, I% , Oracle (A,B) B

Oracle
(AB) Us*Ce,
Pr{Ovalid]=(0g+ae)- Pr[B/A'=g/""]
<(as+de)/a. O
Nvalid :
1) pw. Iy pw : Send
pw as/N, N
2) : : A B
pw , B a/a.
|Pr[Ss]—Pr[S;] [<Pr[Ovalid]+Pr[NValid]
<(20s*0e)/a+a4/N. U
Game Iy:  Send(i,1,Server,Client|A|B;) , vr, C=d,
o=(A)",aks=F A2). , Di, D; . 1 ,
9. |P[S]-PrS;] [ g, Advgg.
Game ol 1o , Send(i,1,Server,Client|A|B;) ,Send aks.
10. [Pr[Sio]-Pr[Ss] [<as AdvF.
: 9 D; , Send g ,
o=g” . , 10. O
Game 711:/1n T , Send(i,2,Client,Server|C;|Dj|ak; ¢) ,
Execute  Send , ak; =F(2) , ; , aki s
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11 |Pr[Su]-Pr[Sie][<ad/N.

: ) o, Y, g gfPw+y ElGamal
. , f(pw) , 11 . O
Game 752l I , Send(i,2,Client,Server|C;i|Djlak; <) , ak.
10 ,

12. |Pr[Sp2]—Pr[Su]|<qs AdvF.
Game I3l 1Tio , ak, Send(i,2,Client,Server |Ci|Djlak; s) , ,
sk; , .

13. |Pr[Ss]-PrSp]|<as2™".

: I , Client  Server ,

y , gv¥ . F. 2" ,
Fo(3) 2" 13. |
Game 714 Send sk

14. |Pr[Sa]-Pr{Si] [<min{ g, 0.} -Adv".

: 137§, o , , 4 , 14. O

VA . T4 :
1. Send(i,1,Server,Client|A|B;) . (Client|A|B) B/A'=g'"™. | :
2. Send(i,2,Client,Server|C;|Djlak; s) , (Server|Ci|Djlak; s) ak; ~F (2). , In
3. Test , b
Test v sk . b 1/2.

Pr[S] = Pr[S;] <1/2+2q, /N + (30, +30,) - Adv@ +
(min{qelqr} + min{qslqr})' AdVF +(2qs +qe)/q+(qe+qs)' AdVF +qs _24’1-

5
Client  Server g™, pw, Server
gf®, Server Client . ,
, ( Linux ). ,
g . , PAK-Y (17 , EKE
[17] Schnorr (18,
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