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Abstract: There are several global detection methods, but they do not apply to local net. A new cooperative
approach to automatic detection of worms using local nets is presented in this paper, which is called CWDMLN
(coordinated worm detection method based on local nets). This algorithm focuses on scanning worm characteristics
in local nets and uses different methods to cope with different worm behaviors, including using honeypots to
deceive worms. CWDMLN coordinates these methods to give graded alarms to notify worm attacks. The grades
reflect reliability of alarms. Experimental results show that this approach is promising for it can quickly find worm
intrusion in local nets and extract unknown worm signatures that can be used for IDS (intrusion detection system) or
firewall to prevent more worm threats. This method can also contribute to global worm alarming by scaling.
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Fig.1 Comparison between worm propagation in global and local net
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Console

1 /
Probing direction Protocol Target Service Response
TCP (transmission control protocol) N V (TCP)
UDP (user datagram protocol) v (UDP) -
Local node TCP J x (TCP) RST
Local node UDP x (UDP) ICMP-T3
TCP Honeypots v (TCP) v
UDP x (UDP) ICMP-T3
TCP J V (TCP) R
Local node uDP v (UDP) -
- TCP J x (TCP) RST
Remote node UDP x (UDP) ICMP-T3
TCP/UDP X X Router response: ICMP-T3
TCP J V (TCP)
UDP \ (UDP) -
Remote node TCP N * (TCP) RST
Locafno de UDP x (UDP) ICMP-T3
L_Ld Honeypots v (TCP)
UDP x (UDP) ICMP-T3

s

RSTY  [cmp-T32!
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3 CWDMLN
1 S,P,.D,T.Z
C (S,P,D,T,Z) .ceC
2. s',bloom(s"),=TRUE s’ ,
p'Ts
D, ,
if Ip'ePA Dy, ‘ > T ,then bloom(s"),~TRUE.
max7, ,—minT, ,
where: Dy, ={c[D]|c[S]=s'Ac[P1=p'}; Ty p={c[T]|c[S]=s'Ac[P]=p'}.
3. Link(c,,...,c,)y=TRUE ClyerasCh , p'.T;
dinknode(c{S]),=TRUE c[S] Link(cy,....cn)p

if A¢;e CAIp' e PAci [ TI> el TIncim[ST1=ci[ DInc [ P1=p’ aci[P1=p’,
then Link(c,...,c,),=TRUEAlinknode(c,S]),=TRUE,i=1,...,n(n=T}).

4. honeynode(s')=TRUE s’ ,honeynode(s"),=TRUE s’
v
if honeynode(s")=TRUE, then honeynode(s"),=TRUE.
5. signature(c)=TURE c ,signode(s"),=TURE
s' ¢ 5 ps :
if signature(c)=TUREAc[S]=s'Ac[P]=p’, then signode(s"),=TURE.

6. Wi,Wo, W3 Wy W Jinfected(s),=TURE s s

)4 .
if (wixbloom(s),+wyXlinknode(s),+wsxhoneynode(s),+wsxsignode(s),)>W, then infected(s),=TURE.
CWDMLN , . 4
Payload
Packet(s) Bloom_Pattern
Link_Pattern
Hash(d,_,),
Fig.4 Analyze the payloads to extract the same pattern
4
CWDMLN
Worm_detection(s,p,d,t,z)
{ 1/
if (wixbloom(s),+wyXxlinknode(s),+wsxhoneynode(s),+wsxsignode(s),)>W {
!l ,
output(s,p,w); 1/ W

if wixbloom(s),2W/2 {
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Bloom_pattern=extract(s,p,d,t,z); [/
if len(Bloom_pattern)>0
output(bloom_dst,Bloom_pattern); [/
else output(bloom_dst); //
b
if wyxlinknode(s),>W/2 {
Link_pattern=extract(s,p,d,t,z); //
if len(Link_pattern)>0
output(link,Link_pattern); // s
else output(link); // s
5
5
}
CWDMLN 4
R 192.168.0.0/16, 1P 192.168.3.1 R
1P . TCP R UDP
(192.168.3.9) w1=0.5,w,=0.6,w3=0.6,w,=0.3, W=0.5. s Ramen  Nimda
2.
Table2 Results of the experiments
2
Release Beginning time of Detection Worm probing/ Address Max
Worm sample . .. . p . L
time network activity time propagation pattern selection reliability
Adore 15:07:40 15:07:43 15:07:43 53,111,515/TCP 61.11.x.x 0.5
192.168.3.x
Blaster 16:39:35 16:39:35 16:39:37 135/TCP 192.168.x.x 1.7
126.93.x.x
Cheese 15:21:45 15:21:45 15:21:47 10008/TCP 199.132.x.x 0.5
CodeGreen 16:11:45 16:11:45 16:11:47 80/TCP XX XX 0.5
.07 .07 .07- 4.196.x.x
Dvldr 16:07:10 16:07:10 16:07:12 445/TCP 67.200.%.x 0.5
Lion 15412:25 15:13:25 15:13:28 53/TCP 153.227.x.x 0.5
192.x.x.x
Nimda 16:22:30 16:23:00 16:23:03 80,139/TCP 192.168.x.x 2.0
XX, X, X
Ramen 15:26:45 15:26:46 15:26:48 21/TCP 109.98.x.x 0.8
44.169.x.x
SARS-Worm 15:37:20 15:37:22 15:37:23 137/TCP 97.198.x.x 1.1
192.168.x.x
223.249.x.x
Sasser.A 16:43:45 16:43:46 16:43:48 445/TCP XX XX 0.5
Sasser.B 16:50:35 16:50:35 16:50:37 445/TCP XXX, X 0.5
Slapper 15:17:35 15:17:35 15:17:37 2001/UDP 38.239.x.x 0.5
73.178.0.x
o o o 107.53.0.x
Sorso 15:32:05 15:32:07 15:32:08 137/UDP 110.193.0 x 0.5
192.168.0.x
S https// www. jos. org. cn
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